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1. lleanb ocBOeHNSI AUCUUILIHHBI
Ienp aucuuruivHel: (GOpPMUPOBAHME y CTYICHTOB OCHOBHBIX 3HaHUM MO pa3paboTke U
UCIIOJIb30BAaHUIO0 CHMMETPUYHBIX U ACUMMETPHUHBIX KPUNITOIPAhUIECKUX aITOPUTMOB.
3ajaun AUCUUIUIMHBL JaTh 00y4aeMOMY apceHasl THUIIOBBIX NPHEMOB JUISl peIeHHs 3a/ad,
BO3HHUKAIOIIUX IPU pa3pabOTKe U UCIOIb30BAHUN KPUNTOIpapUUECKUX aIrOpUTMOB; IPUOOPETECHHE
CTYAECHTaMH YMEHHH MOJIb30BaThCsl OCHOBHBIMU MOHATHUAMH, 3aKOHAMU U MOJIEJIIMU KpUIITOTpapuH,
OCHOBHBIMH KpUNTOTpaUUIECKUMHU METOIAMH 3aIUTH HH()OPMAIIH.

2. Mecro mucuuniannsl B crpykrype OIIOII BO
Jucrumiria «MeToabl U CPeCTBa KPUNTOrpapuyIecKOi 3aiuThl HHOOPMAILIU» SBIISETCS
mucruuinao mo  HampasieHuto 10.03.01 «MudopmanmonHas Oe3omacHOCTh» (OakamaBpHar).
Jucrunanaa «MeToabl U CpeicTBa KpUITOrpahuyeckoi 3aimuThl HHGOpMauny» Oasupyercst Ha
3HAHUSX, TOJYYEHHBIX B PaMKax M3Y4YEHHUs CIeAyromux aucuuiuinH: «Teopus wuHpoOpManum»,
«Marematuka.

3. Ilnanupyembie pe3yabTaTbl 00y4eHHS 110 TUCUMILIHHE
[Inanupyemble pe3ynbTaTbl OOy4eHHs IO JUCLUUILUIMHE, COOTHECEHHBbIE C IUIAHUPYEMBIMU
pe3ynbraramu ocBoeHust OIIOII (koMneTeHIUAMY U UHAMKATOPaMU JOCTHXKEHUS KOMITETEHITHI)

dopmupyembie [Tnanupyembie pe3yabTaThl 00yUYCHHUS MO AUCIUILTHHE, B
KOMIIETeHIINH (KO, COOTBETCTBUHU C MHIUKATOPOM JOCTHKEHUS KOMIETEHIIUN HanMeHOBaHUE OLIEHOYHOTO
COZIEpIKaHUE WNunukaTop qocTHKEeHUs Pe3ynbTathl 00yueHUs M0 cpeacTBa
KOMIICTCHIIHN ) KOMITETEHITUH JIMCLUIIIINHE

OIIK-9 Cnocoben
MIPUMEHSTH CPEICTBA
KpuITorpaduieckoi

U TEXHUYECKOU
3alIUTHl HHOPMaIUU
JUISL peLIeHUs 3a71a4
npodeccCHOHAIBEHOM
JeATEebHOCTH;

OIIK-9.2 Ilpumenser
METO/IbI ¥ CPE/ICTBA
KpHUNTOrpaduuecKoi 3amuTsl
nHpopManuu Jis pemeHus
3aa4 mpoQheCcCUuOHANTBHOM
JeATEIEHOCTH

3HATh METOJIbI U TIPUEMBI
(dhopMau3aIyK U TUITOBBIC
QITOPUTMBI PEIICHHUS
npukitaaaeix 3aga4d (OITK-
9.2)

YMeTh HCIONIB30BaTh
CYIIECTBYIOIIHE AITOPUTMBI,
SI3BIKH U CUCTEMBI
MPOTrPaMMHUPOBAHUS JUIS
PELICHUSI CIIeIUATBHBIX
3anad (OITK-9.2)

TCCT




4. CTpyKTYypa H coepkaHne TUCHUILTHHbBI
OO6m1ast TpyI0€MKOCTh TUCIMIUIMHBI COCTABIISCT 4 3aueTHbIC enuHMIIBI, 144 daca.

4.1. ®opma o0y4eHHsI: OUHAS
YpoBeHs 6a30B0or0 00pazoBaHms: CpeiHee odIee.

Cpoxk 00yueHust 4r.

4.1.1. CTpyKTypa IMCHUNINHBI

KonraktHas pabora
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1 CumMMeTpHuuHbIe 6 |10 20 3 TecTHpOBaHHe
KPUITOCHUCTEMBI
2 AcummeTprUYHbIE 6 | 8 16 4 TecTHpOBAHHE
KPUTITOCUCTEMBI
3 [TpoBepka MoAJTMHHOCTH 6 | 6 12 4 TECTHPOBAHHE
4 OnexTpoHHas 1HdppoBas 6 | 8 16 2,8 TecTHpOBaHHE
TTOJIITHCH
Bcero 3a cemectp 144 | 32 64 + 5,2 12,35 13,8 DK3.(26,65)
Vitoro 144 | 32 64 521235138 26,65
4.1.2. CoaepskaHue TUCUMILIMHBI
4.1.2.1. IlepeyeHnb JeKUM i
CemecTtp 6
Paszoen 1. Cummempuunvle kpunmocucmemol
Jleknus 1.
[TpunaIMIBl KpunTorpadudeckoi 3amuTel nHGoOpManuu (2 yaca).
Jlexnusa 2.
TpaguionHble CHMMETPUYHBIE KPUTITOCUCTEMBI (2 Yaca).
Jleknus 3.
[u¢ps! nepectaHoBKH (2 yaca).
Jlexkumus 4.
[u¢ps! 3amens (2 gaca).
Jleknus S.

TpaauumoHHble CUMMETPUYHBIE KPUNITOCUCTEMBI (2 Yaca).



Pazoen 2. Acummempuunsie kpunmocucmemwl
Jleknus 6.

[udpst cnoxHO# 3aMeHbI (2 yaca).
Jlekuus 7.

[IudpoBanre rammupoBanueM (2 yaca).
Jlexnus 8.

CoBpeMeHHbIE CHMMETPUYHBIE KPUIITOCUCTEMBI (2 yaca).
Jleknusa 9.

Cucrema DES (2 gaca).
Pasoen 3. Ilposepka noonunnocmu
Jlexuus 10.

Cucrema IDEA (2 yaca).
Jlexuus 11.

CoBpeMeHHbIE ACHMMETPUYHBIE KPUIITOCUCTEMBI (2 yaca).
Jlexuus 12.

Wnentudukamys v npoBepka NOJIMHHOCTH (2 4aca).
Pazoen 4. Dnexmpounnas yugposas noonuce
Jlekuus 13.

[Iporokonbl ¢ HyneBoil nepeaayeii nanHbIX (2 yaca).
Jexkuusa 14.

Cxema unentudukanuu ['nmnoy-Kyuckyorepa (2 yaca).
Jlekuus 15.

DnexTpoHHas udpoBas noaAnuck. Anroputmsl udposoit noanucu RSA, Db [Namans (2
yaca).
Jlexuus 16.

OnexrpoHHas u(poBas moAnMCh. AIropuT™Mbl U poBoii moanucu DSA, oredecTBeHHBII
crangapt (2 Jaca).

4.1.2.2. IlepeyeHb NPAKTUYCCKUX 3aHATHI
He mnanupyercs.

4.1.2.3. [lepeueHnb 1a00paTOPHBIX PadOT

Cemectp 6
Pazoen 1. Cummempuunvie kpunmocucmemol
JlabopaTopnas 1.

[TpuHnmne! kpunrorpaduyeckoi 3amuTel HHGopManuu (4 yaca).
JlabopaTopnas 2.

TpaguionHble CHMMETPUYHBIE KPUIITOCUCTEMBI (4 Yaca).
JlabopaTopnas 3.

[udpser nepecranoBku (4 yaca).
JlabopaTopnas 4.

[udper 3amens! (4 daca).
JlabopaTopnas 5.

TpaguioHHble CHMMETPUYHBIE KPUNITOCUCTEMBI (4 Haca).
Pasoen 2. Acummempuunvie Kpunmocucmemol
JlaGoparopHnas 6.

u¢ps! cnoxHOU 3aMeHbI (4 yaca).
JlaGoparopnasn 7.

[u¢ppoBanue rammupoBanuem (4 yaca).
JlaGoparopHnas 8.

CoBpeMeHHbIE CUMMETPUYHBIE KPUIITOCUCTEMBI (4 Haca).
JlabGoparopnas 9.

Cucrema DES (4 yaca).



Pa3zoen 3. Ilposepxa noorunnocmu
JlabopaTopnas 10.
Cucrema IDEA (4 gaca).
JlabopaTopHnas 11.
CoBpeMeHHbIE ACHMMETPUYHBIE KPUIITOCUCTEMBI (4 yaca).
JlabopaTopnas 12.
Nnentudukanys v mpoBepka MoITUHHOCTH (4 Jaca).
Pa3zoen 4. Dnexmpounas yugposas noonucw
JlaGoparopnas 13.
IIpoToxoibl ¢ HynEBOI nepenayeil naHHbIX (4 yaca).
JlaGoparopnas 14.
Cxema unentudukanmu I 'miunoy-Kyuckyorepa (4 gaca).
JlaGoparopnas 15.
DnexTpoHHas UG poBas MOANUCH. AITopuTMbI I poBoi noanucu RSA, O [Namans (4
yaca).
JlabopaTopHnas 16.
OnekTpoHHas nudposas nmoAnuck. Anroputmsl nudposoi noamucu DSA, oTedecTBEHHBIN
crangaprt (4 Jaca).

4.1.2.4. IlepeyeHb TeM U y4eOHO-METOANYECKOE O0ecneyeHre CAMOCTOATEIbHOM

padoThI

[lepedyeHb TeM, BEBIHECEHHBIX HAa CAMOCTOATEIBHOE U3YUYCHHUE!
1. O6ecnieuenns nHGOpMAIMOHHON 0E30MIaCHOCTH Ha 3aKOHOIATEIIEHOM YPOBHE.
2. TeopeTtnueckue BOIpocsl odecreueHust HHPOPMaLIMOHHONW 0€3011aCHOCTH.
3. O6ecneuenns nHGOPMAIMOHHON O€30MaCHOCTH Ha aIMHHUCTPATUBHOM YPOBHE.
4. O6ecnieuenust nHGOPMAITMOHHON OE30MAaCHOCTH Ha MPOLETYPHOM YPOBHE.
5. O6ecneuenus nHGOPMAIMOHHON 0€30MaCHOCTH Ha MPOrPaMMHO-TEXHHYECKOM YPOBHE.
6. OCHOBHBIE WHCTPYMEHTAJIbHBIC CPEICTBA MOAJEPKKU pa3pabOTKH MOJIUTUKA HH(POPMAIUOHHON
0e30MacHOCTH.
7. OCHOBHBIE HHCTPYMEHTAIBHBIE CPECTBA aHATTN3a PUCKOB.
8. OCHOBHbIE SKOHOMHYECKHE acleKThl o0ecreueH st HH(POpMAIIMOHHON 0€30MacHOCTH.

Jlnist caMOCTOSITENTBHONH pabOTBHl  MCIIONB3YIOTCS METOJUYECKHE YKa3aHHS IO OCBOCHHIO
JMCUUIUIMHBI U U3JIaHUS U3 CIIMCKA TIPUBEICHHOW HIYKE OCHOBHOM M JONIOJHUTEIBHOM JTUTEPATYPHI.

4.1.2.5. IlepeyeHb TeM KOHTPOJbHBIX padoT, pedeparos, TP, PI'P, PIIP

He nnanupyercs.

4.1.2.6. IIpumepHbIi IepeYeHb TeM KypPCOBbIX padoT (IIPOEKTOB)
1. IlporpamMmHas peanuzanus mWuppoB 3aMEHBI.
2. [IporpamMMHas peanuzanys HMPPOB NEPECTAHOBKU.
3. Ilporpammuas peanu3zaius mudpa [neiidepa.
4. Ilporpammuas peanuzarus mudpa Xuuia.
5. Pa3zpabotka mmmdpa, OCHOBaHHOTO Ha KOMIIO3UIMM LIU(pa 3aMeHbl U TEPECTaHOBKH, C OILIEHKOMN
€ro KpUITOCTOMKOCTH.
6. Ananu3 kpunroctoikocT 61ounbx kpunrocuctem (I'OCT 28147-89, DES, IDEA, AES).
7. AITOPUTM DJIEKTPOHHOM ITU(POBOI MOIMMUCH HA OCHOBE PEIICHUSI CHCTEMbI CPAaBHEHHIA.
8. AHaM3 METOJI0B COKPAIICHUS JITUHBI JICKTPOHHOM HU(POBO MOIHCH.
9. AropuTMBbI KOJUIEKTUBHOM AJIEKTPOHHOHN HIU(PPOBOM MOAMHCH.
10. AArOpuTMBI KOMITO3UIIMOHHOH 3JIEKTPOHHOM TG POBOM MOIIHCH.
11. CpaBHUTENBHBINA aHAIA3 COBPEMEHHBIX MPOIPAMMHBIX, IPOrPAMMHO-ANMNAPATHBIX U aIllIapaTHBIX
CpEeACTB KpUNTOTpapuuecKon 3aiuThl HHPOpPMALIUH.
12. Pa3paboTka cxembl KpunTorpaduyecKkoro reHeparopa, OCHOBaHHOTO Ha komOuHupoBanun LFSR-
TE€HEPATOPOB, C OLIEHKOW €ro KayecTsa.



13. Pa3pabGoTka cxembl KpuUNTOTpauueckoro reHepaTropa, OCHOBAHHOTO Ha KOMOWHHUPOBAHUHU
KOHT'PYIHTHBIX T€HEPATOPOB, C OLIEHKOW €ro KauecTBna.

14. Onenka kayecTBa KpUNTOrpauueckux reHepaTopoB, OCHOBAHHBIX Ha airopuTMax OuOOHaYYH.
15. Anroputmsl cienoit anextponHoi nudposoii noanucu. (CJINBKA).

16. CpaBHHUTENBHBIN aHATN3 aJITOPUTMOB (DOPMHUPOBAHUSI XOII-(YHKIIUN.

17. CpaBHUTENIbHBIN aHATN3 COBPEMEHHBIX KPUIITOCUCTEM C OTKPBITHIM KIIFOUOM.

18. CpaBHHTENBbHBIN aHATN3 KPUNITOTPAPUIECKUX MPOTOKOJIOB PacIpeIeICHUS KITFOUCH.

19. Pa3paboTka cucTeMbl ayTeHTH(UKAIUK IOJIb30BATENCH CETH Tepeadyd JNaHHBIX O JIBUKCHHUH
BO3/TYILIHBIX CYJOB.

5. O0pa3oBaTte/ibHbIE€ TEXHOJIOTUHU
B mnpouecce ocBOeHMs IUCHMIUIMHBI UCHOJIb3YIOTCS METOABI OOyY€HHs, CIIOCOOCTBYIOIINE
00ECIIEYECHHIO TIOJI0KUTEIBHOTO MOTHBALMOHHOIO HACTPOsl CTYJEHTOB Ha H3ydeHHE Y4eOHOro
Mmarepuaia, popMHUpOBaHUE YMEHMH HAaXOAWUTh U MPUMEHATh MHPOpPMALKIO B 00JacTu (GU3KMKU Ui
YCIEITHOTO OCBOEHHUS INPO(GECCHOHAIBLHO OPUCHTUPOBAHHBIX AUCHMIUIMH U OOBEKTOB Oyaymiei
npoeCCHOHATIBHON JESITEIbHOCTH: HPOOJIEMHOr0 H3J0XKEHUs, MPOPECCHOHATBLHOIO KOHTEKCTA,
yIIpaBJICHUS] CaMOCTOATENBbHOM paboTol. Ilpu mpoBeneHMH 3aHATUH TPOMCXOTUT OOCYXKICHHE
pasInYHbIX NPOOJEMHBIX CUTYalMi, IpenojgaBaTeib IMOJPOOHO OOBACHSAET BCe ILIard pelieHus
(Gu3nueckoil 3amauyu. 3aTeM CTYAEHTBHl CaMOCTOSTENIBHO BBIIOJHSIOT aHAJIOTWYHbIE 3anaHus. Bo
BpEeMsl BBINOJIHEHUS JIAOOPAaTOPHBIX paboT (GOPMUPYIOTCS KOJUIEKTUBBI W3 2-3 CTYACHTOB JUIS
BBINIOJIHEHUS MICCIIEZ0BATEIbCKUX paboT 110 OJJHOM TeMaTuke, TeM caMbIM (POPMHUPYETCsi TOTOBHOCTb

U CIIOCOOHOCTH 00yUaromuxcs K paboTe B MaJlbIX TBOPUYECKUX IpyIIax.

6. OneHouyHbIE CpeacTrBa AJs TEKYIIEIo KOHTPOJIsSA yCII€BaA€EMOCTH,

l'[pOMe)KyTO‘-IHOﬁ aTreCTaluu 1o uToraMm OCBOCHudA AMCIHUIIJIMHBI.
@DOH/IBI OIICHOYHBIX MAaTEPHATIOB (CPEICTB) MPUBEICHBI B IPUIOKECHHH.

7. YueOHO-MeTOANYecKOe U HH(POpMAIMOHHOE o0ecnieyeHre JUCHMILIMHBI.

7.1. OcHOBHas1 y4eOHO-METOAMYECKAS JIUTEPaTypa M0 AMCUHUILIMHE

1. Bacanoga, I'. B. OcHoBsl kpunrtorpaduu : yuebHoe nocodue / I'. B. bacanosa. — 3-e u3z.
— Mocksa, Caparos : UnTepHer-YHuBepcutet Mapopmanuonnsix Texnonoruit (MHTYUT), Aii [1u
Ap Menua, 2020. — 282 c. - https://www.iprbookshop.ru/89455.html

2. XKunp, 3emop Kypc xpunrorpaduu / 3emop XKuib ; nepeson B. B. lllynukosckas. —
MockBa, WxeBck : PerymnspHas u xaoTuueckas JUHAMUKA, WHCTUTYT KOMIIBIOTEPHBIX
uccaenoBannii, 2019. — 256 c. - https://www.iprbookshop.ru/91941.html

3. ®opoy3an, b. A. Kpunrorpadus m Oe3onmacHocTs cerei : ydeOHoe mocobue / Bb. A.
®opoyzan ; mox penakiuend A. H. bepnuna. — 3-e u3g. — Mocksa : MHTepHET-YHUBEpCUTET
Nudpopmannonnsix Texnomormit (MHTYUT), A Ilm Ap Menmma, 2021. — 776 c. -
https://www.iprbookshop.ru/102017.html

7.2. JlonoJIHUTEIbHAS Y4eOHO-MeTOAUYecKasi JJUTEPATyPa M0 AUCHUIINHE
1. Maiictpenko, H. B. OcHoBbl Teopun uHpopManuu 1 Kpuntorpaduu : yuedHoe nocoodue /
H. B. Maiictpenko, A. B. Maiictpenko. — Tam60B : TaMOOBCKHii rOCYAapCTBEHHBIH TEXHUUECKUI
yauBepcuteT, ObC ACB, 2018. — 81 c. - https://www.iprbookshop.ru/94362.html
2. ArpanoBckuii, A. B. IIpakTuueckast kpunrorpadus: alrOPUTMBI U UX TIPOrpaMMHUpOBaHUE /
A. B. Arpanosckuii, P. A. Xamm. — MockBa : COJIOH-IIpecc, 2016. — 256 c. -
https://www.iprbookshop.ru/90248.html



7.3. Ilepeyenb MHGPOPMALTMOHHBIX TEXHOJIOT Ui, MCIIOJIb3YyeMbIX IIPH
OCYLLIECTBJICHHH 00pa30BaTeJIbHOI0 MpoLecca 1o AUCHUIIHHE, BKJIYast
nepevYeHb NPOrpaMMHOr0 odecnevyeHusi  MHPOPMALMOHHBIX CIIPABOYHBIX

CHUCTEM

B  oOpa3oBarenbHOM  TIpOIlECCe  HUCHONB3YIOTCS  MH(POPMAIMOHHBIE  TEXHOJIOTUH,
peann3oBaHHBIE HAa  OCHOBE  HMH(OPMALMOHHO-00pa30BaTENBHOTO  IMOpTajla  MHCTHTYTa
(www.mivlgu.ru/iop), 1 ”HGOKOMMYHUKAITMOHHOW CETH UHCTUTYTA:

- Ipe0oCTaBIeHNE y4eOHO-METOJMYECKUX MAaTEPHAIOB B SJIEKTPOHHOM BU/JIC;

- B3aMMOJICHCTBHE YYaCTHHKOB 0Opa30BaTENbHOTO IIpOIecca 4Yepe3 JIOKAIbHYIO CETh
uHcTuTyTa ¥ HTEpHET;

- IPEJOCTaBIICHUE CBEICHUI O pe3ynbTaTax yueOHOU NeSATETbHOCTH B 3JCKTPOHHOM JIMYHOM
kaOMHETE 00yJaromerocs.

WudopmanroHHbIe CIIPABOYHBIE CUCTEMBI:

yandex.ru

google.com

[TporpammHuoe obecrieueHue:

Mathcad Education — University Edition (100 pack) v.15 (I'ocyzapcTBenHsbIii KoHTpakT Nel
ot 10.01.2012 rona)

Google Chrome (JInnenznonnoe cornamenue Google)

Mozilla Firefox (MPL)

Free Commander XE (JIunensuonnoe cornamenne FreeCommander)

PEJI OC (Cornamenue Ne140/05-21V ot 18.05.2021 rona o coTpyiHUYECTBE B 00JIACTH
HAayKH{, pa3BUTHUS] HHHOBAIIMOHHOH JIETETLHOCTH )

Oracle VirtualBox (GNU GPL )

OpenStego (GNU GPL )

gpgdwin (GNU GPL)

Sysinternals Suite (JInnensnonHoe cornamenue Sysinternals)

Microsoft Visual Studio (ITporpamma Microsoft Azure Dev Tools for Teaching (Order
Number: IM126433))

Pascal Pascal ABC.NET (GNU Lesser General Public License v.3)

Apache OpenOffice (Apache License )

Lazarus (GNU GPL, GNU LGPL)

Microsoft Access (IIporpamma Microsoft Azure Dev Tools for Teaching (Order Number:
IM126433) )

Microsoft Visio (IIporpamma Microsoft Azure Dev Tools for Teaching (Order Number:
IM126433))

Microsoft Project (Ilporpamma Microsoft Azure Dev Tools for Teaching (Order Number:
IM126433))

Microsoft SQL Server (ITporpamma Microsoft Azure Dev Tools for Teaching (Order Number:
IM126433) )

7.4. Ilepedyennb pecypcoB HH(POPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOM CeTH

«AHTEpHET», HEOOXOAUMBIX /IJI OCBOCHUS TUCIMILIMHBI
iprbookshop.ru
mivlgu.ru/iop

8. MarepuajbHO-TEXHUYECKOE O0eceyeHue U CIUTITHHbI
JlaGoparopus TEXHUUYECKOH 3alIUThl HHPOpMALUU
[TonaBurens Tenedona Tposin X6-B; reneparop myma Llltopa-1; 610k momex reHepaTOpHbIi
SEL SP-157G ¢ BuOpanuoHHBIM mnpeoOpa3oBaTesieM U KOJOHKOW; KOMOWHHUPOBAHHOE YCTPOWCTBO
3ammThl OoT yreuku uHpopmaruu JIIII-513; nerexrop xyukoB bar Xautep «IIpodeccronany;
ckaHep ornedatrkoB najibleB Fikon; ckanep rnmaza EyelLock; oducHsiil snektpoHHbit 3aMok EM-
Marine, PROXIMITY (125kHz) AYT 930-6-DI; ny6nukarop KeyMaster PRO 4 RF (c komiuiekTom



KJIIOYEH); amnmapaTHO-IPOTPaMMHBIH MOIyNb IoBepeHHOHM 3arpy3ku "Cobomp" ¢ ceprudukarom
OCTIK; kBagpokontep DJI Phantom 3 Professional (B komrmuiekTe aucIuiel-IutaHmier Samsung
Galaxy Tab 4 10.1 SM-T530 16Gb; mynsT ynpaBienust 1 prok3ak); kamepa D-Link DCS-930L; IP
kamepa Beward BD2570; anammu3zatop crnekTpa; cucreMa BuaeoHadmoaenus Orient; BUIEOIPOCKTOP
NEC Projector V260XG (miepenocHoii); HoyrOyk ASUS (nmepeHocHo); skpan MoomiibHbIN Classic
Solution Premier Vela Express; IIK II9BM «Xomep» -2 mr.; IIK -5
T [IK:(mATX350W;1C2,8;1Gb;DVD-R;3,5"S775PCI-E;K-pa  PS/2;M/Ont.PS/2;19"TFT)-1 ..
Hocryn k cern VIHTEpHET.

3anumaeMoe IoMelleHne

[Tomemenne 00OpYAOBAHO IS TPOBEACHUS YYCOHBIX 3aHATHH, B XOAE€ KOTOPBIX JIO
0o0yJaromuxcsi TOBOIUTCS HWH(OpPMAIMS OTPAaHUYCHHOTO JIOCTYIA, HE COJEpKamias CBEICHUH ,
COCTaBJISIONIUX FOCYIaPCTBEHHYIO TaAHY

bubnuoreka nurepaTypbl OrpaHUYEHHOTO TOCTYMa
[Tomemenue oOOpymOBaHO Ui XpaHEeHUS W OOECHEYCHUs  UCIOJIb30BaHUS B
00pa30BaTebHOM MPOIecCe HOPMATUBHBIX M METOAMYECKUX IOKYMEHTOB OTPAaHMYEHHOTO OCTYyIMa

9. MCTOIIH‘JCCKHC YKa3aHusd 110 OCBOCHUIO THCHMAILJIMHBI

JlJis yCHEemHOro OCBOCHHUS TEOPETHYECKOro Marepuana OO0y4aroluiics: 3HAKOMHTCS CO
CIIUCKOM PEKOMEHYEMOW OCHOBHOM W JIOMOJHUTEIBHOW JINTEPATYPHI; YTOUHSET Yy MPENOJaBaTENs,
KaKUM JIONOJHUTENIbHBIM IMOCOOUSM CIENyeT OTAaTh MPEANOuTEeHUE; BEAET KOHCIEKT JEKIUH u
HpOpa6aTI)IBaeT HGKHHOHHBIﬁ Marepual, Nojb3ysiaChb KaK KOHCIICKTOM, TaK U yT-I€6HI)IMI/I IIOCOOUSIMU.

Jlo BbIMONIHEHUsT TAOOPATOPHBIX PadOT OOyYarOUIUiiCs M3ydaeT COOTBETCTBYIOUIMI pa3jaen
TCOpHH. Hepen 3aHATUCM CTYACHT 3HAKOMHUTCSA C OIMMCAHUCM 3aHaHHﬁ JJIs1 BBIITOJIHCHUSL pa6OTI)I,
BHUMATEJIbHO U3y4YaeT COJIep’KaHue U MOPSAOK MpoBeAeHUs JabopatopHoit pabotel. JlabopartopHas
paboTa mpoBOAATCS B KOMIIBIOTEPHOM Kiacce. OOydaromuecs BHIIOTHIIOT HHIAUBUAYAIBHYIO 33129y
KOMIIBIOTEPHOTO MOJICIIUPOBAHMSI B COOTBETCTBMM C 3aJaHUEM Ha JabopaTopHylo padoTy.
HCO6XOIH/IMBH\/JI TeOpeTI/I‘IGCKI/Iﬁ Marcpuall, HWHAWBUAYAJIbHOC 3aJaHWC, I[Iard BbIIIOJHCHUS
71ab0paTopHOI paboThI MPUBEICHBI B METOJUYECKIX YKa3aHUAX, pa3MEIICHHbIX Ha HH(OPMAIMOHHO-
00pa3oBaTenbHOM MOpTalie MHCTUTYTA.: https://www.mivlgu.ru/iop/course/view.php?1d=3307

CaMmocTtosiTenbHasi paboTa OKa3bplBaeT Ba)XXHOE BIUSHUE Ha (HOPMHUPOBAHUE ITUYHOCTH
OyIylIero CHeIUaIiCcTa, OHA TUTAHUPYETCST 00yJaronuMcs caMOCTOsITeNIbHO. Kaxk Tb1it oOydaromuiics
CaMOCTOSITENIFHO ONpEAEIsSeT peKUM CBOEH pabOThl M Mepy TpyAa, 3aTpaylMBaeMOro Ha OBIIAJICHHUE
y4eOHBIM COJIEpP’)KaHHEM JUCHUTUIMHBL. OH BBITOJHIET BHEAYAUTOPHYIO padOTy M H3yUCHHUE
pa3enoB, BHIHOCUMBIX Ha CaMOCTOSTENbHYIO PabOTy, MO JTUYHOMY WHANBUAYAILHOMY IUIaHY, B
3aBUCHMOCTH OT €r0 MOJArOTOBKH, BPEMEHH U IPYTUX YCIOBUM.

KypcoBas pabGoTa BBIMONHAETCS B COOTBETCTBUU C METOAWYECKUMHU YyKa3aHUSIMU Ha
KypcoByto paboty. OOyuaronuiicss BBIOMpaeT O/Hy U3 YKa3aHHBIX B II€PEUHE TEM KYpPCOBBIX padoT,
UCXOJSl U3 CBOMX MHTEPECOB, HAIUYHUS COOTBETCTBYIOIIMX JIMTEPATYPHBIX M WHBIX HUCTOYHHKOB. B
XOJIe BBITIOJTHEHHUSI KypCOBOH paboTHI IpenoaBareib MPOBOANUT KOHCYIbTaMK oOydaromerocs. Ha
3aKJIFOYUTETIBLHOM 3Tare o0yJaromuiicss ohopMIIsieT MOSCHUTENbHYIO 3alUCKY K KypCOBOM pabore u
BBITOJIHSET €€ 3alUTy B IPUCYTCTBUM KOMHUCCHU U3 IIpenoaaBareneil kadeapsl.

dopma 3aKITIOUUTENILHOTO KOHTPOJS HpPU MPOMEXKYTOYHOM arTecTaluu — dSk3aMmeH. Jlis
MIPOBEICHUS TIPOMEKYTOYHOW aTTECTAlMK 110 TUCIHUIUIMHE pa3padoTaHbl (HOH OIEHOYHBIX CPEICTB
U OauIbHO-pEMTHHTOBas CHCTEMa OLIEHKH Y4eOHOM JesTeNbHOCTH CTyneHToB. OIleHka o
JOUCHUIINIMHE BBICTABJIISICTCA B I/IH(l)OpMaI_H/IOHHOI\/’I CUCTEME U HOCHUT I/IHTerI/IpOBaHHI)II\/’I XapakTep,
VUUTHIBAIOMIMKA Pe3yIbTaThl OIICHUBAHMS yJacTHUsI CTYIACHTOB B ayJUTOPHBIX 3aHSATHIX, KauecTBa U
CBOCBPEMCHHOCTH BLIIIOJTHCHUA 3aHaHHﬁ B XOA€ MH3YUCHUA JUCHUILIMHBI M HpOMC)KyTO‘IHOﬁ
aTTeCTallHH.



[Iporpamma coctaBieHa B cooTBeTcTBHM ¢ TpeboBanmsimu PI'OC BO mo HampaBieHHIo
10.03.01 Hughopmayuonnas 6ezonacrocms v MPOPUITIO TIOJTOTOBKU be30nacHocms KOMNbIOMEPHbIX
cucmem (no ompacau uiu 8 cghepe npoghecCcUoOHAILHOU OessmeNbHOCMU)

Pabouyro nporpammy coctaBui K.m.H., ooyenm, [lImvikog P. A.

[Iporpamma paccmoTpeHa u ogoOpeHa Ha 3aceqanuu kadeapor CIIM

npoTokoia Ne 21 ot 20.05.2021 ropa.
3aBenytomuii kapeapoit IIM Opnog A.A.
(ITonmuce)

PaGouast mporpamma paccMOTpeHa M OJOOpeHa Ha 3aceJaHuu Yy4eOHO-METOIUYECKON
KOMHCCUU (aKyIbTeTa

npotokoi Ne 9 ot 24.05.2021 rona.
IIpencenarens komuccuun OUTP Puiorckosa M.H.
(ITogmuce) (®.1.0.)




Ilpunoscenue
DoH/1 OLIECHOYHBIX MATEPHAJIOB (CPEeACTB) MO AUCHHUILINHE
MeTonsl U cpeacTBa Kpunrorpaduyeckoi 3amuThel HHGOpMAaLUU

1. OHeHO‘IHbIe MaTepuaJbl AJ NPOBCACHUS TEKYIICI0 KOHTPOJISA yCII€EBAEMOCTH

cerelt

o JMCIUIIJIMHE
Bonpocsl k sk3ameny:
1 OcHoBHBIE yrpo3bl 6e3omacHocTn ACOU
2 Ob6ecneuenue 6e3omnacnoctu ACOU
3 TpaauLMOHHBIE CHMMETPHYHBIE KPUIITOCUCTEMBI
4 Indper nepecTaHOBKU
5 lIudpsr mpocToit 3amMeHbI
6 IIudpsl coXKHON 3aMEHBI
7 lIudpoBanue METO0M TaMMUPOBAHHUS
8 MeTo/1pI reHepaliy MCceBI0CIydaiHbIX MOCIEA0BaTEIbHOCTEH Uncen
9 Unentudukanus 1 NpoBepka MOATUHHOCTH
10 UnenTudukanus 1 MEXaHU3MbI TOATBEPKICHUS TIOJUTMHHOCTH MOJIb30BATENS
11 B3aumHast mpoBepka MOAIMHHOCTH I10JIb30BaTelIe
12 IlpoTokomnsl uaeHTU(PUKAIINY ¢ HYJIEBOH nepeaayeii 3HaHul
13 IIpoGnema ayTeHTH(UKAITUH JAaHHBIX U 2JIEKTPOHHAsS HU(POBast MOIIHCH
14 OnHoHanpaBIeHHbIE XAI-PYHKIIHH
15 Anroputm 6ezonacHoro xemupoBanus SHA
16 OnHoHanpaBieHHbIE XA1I-(YHKIIMH HA OCHOBE CUMMETPUYHBIX OJIOYHBIX alTOPUTMOB
17 OtedyecTBEHHBIN CTAaHAAPT XAMI-PYHKITUH
18 ATopuTMBI 3JIEKTPOHHOM U(PPOBOK TOATIHCH
19 OcobenHoCTH PYHKITMOHUPOBAHHS MEKCETEBBIX SKPAHOB
20 OcHOBHBIE KOMIIOHEHTbI MEKCETEBBIX IKPAHOB
21 OcHOBHBIE CXEMBI CETEBOH 3aIIUTHI Ha 0a3e MEXKCETEBbIX IKPAHOB
22 TlpuMeHEHHE MEXKCETEeBbIX 3KPaHOB U OpPraHU3allld BUPTYaAJIbHBIX KOPHOPATHBHBIX

23 [IporpaMMHBI€ METO/IbI 3AIUTHI

24 [Tpu3HaKy JIMYHOCTH B CUCTEMAX 3alIUThl HHPOpMAIUU
25 YcTpoiicTBa sl CHITHS OMOMETPUYECKHIX XapaKTEPUCTUK
26 CucteMbl pacrio3HaBaHUs TUYHOCTH

27 IlporpaMMsbl ¢ MOTEHIMAIBHO OMACHBIMH MOCIEACTBUSMHU
28 Bupyc

29 Jrok

30 TpostHCKHMIi KOHb

31 IlpaBoBbIe acmeKkThl HHPOPMAITMOHHOM 0€30MacHOCTH

Tembl 10KIa10B:

Anroputm mudpoanus DES

Anroput™ mmdposanus IDEA
Anroputm mudpoanus 'OCT 28147-89
Anroputm mmdposanus RSA

Anroput™m mudpoBanus b ['amans
Cranpapt mmdposanus AES

Anroput™m mudposanusi PGP

Anroputm mmmdposanus CAST

9. Anroputm mudposanus Lucipher

10.  Anroputm mmdposanus FEAL-1

11.  Aunroputm mudposanus B-Crypt

12.  Anroputm mmdposanus Auppu-Xemnmana DH
13.  Auroputm mudposanus Camellia

O NN R



14.  AnroputMm mudpoBanus Twofish

15.  Anroputm mmdposanus Blowfish

16.  AnroputMm mudpoBanus RC4

17.  Anroputm mmdposanus 'OCT P 34.10-2001
18. Anroput™m x3m-pyuakiuit MD4

19.  Anroputm xsm-pynkiuii SHA-1

1. 3ammdpoBath TPOU3BOIBLHOE COOOIICHNE METOIOM MTPOCTOM IMePECTaHOBKH

2. 3ammQpoBaTh TPOU3BOJIBEHOE COOOIICHNE C TOMOIIBIO MIM(PYIOIINX TaOIHIL

3. 3ammdpoBaTk MPOU3BOIBHOE COOOIIEHUE C TIOMOIIBIO TIPOCTOM 3aMEHBI

4. 3ammdpoBaTh MPOU3BOILHOE COOOIICHIE METOIOM TaMMHUPOBAHUS

5. 3amudpoBaTh TPOU3BOIBLHOE COOOIIEHUE C MMOMOIIBIO CXEMbI HIICHTH()DUKALINU C HYJICBOU
nepenayen JaHHbIX

6. 3ammdpoBaTh MPOU3BOIBHOE COOOIICHHE C MOMOIIBIO CXeMbl HiaeHTH(uKkanuu [mioy-
Kyunckyorepa

7. 3ammdpoBaTh MPOU3BOIBHOE COOOIICHHE C TOMOIIBIO CXEMbl ayTCHTU(UKAIUH DIb
lNamans

8. 3ammdpoBaTh MPOU3BOIBHOE COOOIIIEHHE C TIOMOIIBIO cXeMbl ayTeHTuuKauu LIHoppa

9. 3ammdpoBaTh IPOU3BOJIIBHOE COOOIIEHUE C TTIOMOIILI0 KOJI0B XOMMHHTA

OO0uee pacnpenesieHue 0a/JI0B TeKYLIero KOHTPOJISA M0 BUAAM Y4eOHBIX padoT 1AJisl CTyIeHTOB

Peittunr-kontpos 1 TECTBI 15
PeliTuHr-KOHTpOIH 2 TECThI 15
Peittunr-xkontpois 3 TECTBI 15
[Tocemenue 3anATHA 5
CTYJIECHTOM

JlomonHUTETbHBIE OATLTBI 5
(OoHyCBI)

BrinonHenue cemecTpoBOro

IIJIJaHA CaMOCTOSTEIIbHON 5
paboThI

2. I[IpomeskyTOUYHASI aTTECTALMS 110 IUCHUIIHHE
IlepeueHs BONMPOCOB K IK3aMeHY / 3a4eTy / 3a4eTy ¢ OLeHKOM.
Ilepeuenn npakTHYecKuX 3a1a4 / 3aJaHuil K IK3aMeHY / 3a4eTy / 3a4eTy ¢ OlleHKOH (nmpu
HAJTHYMH)

IIpumep 3anaHuil 715 BBIITOJIHEHUS TECTOB!
1) BepHsl 11 yTBepKIeHUS?
A) Anroputm mm¢poBanus DES cocrour wu3 depenyromeics mociae0BaTeNbHOCTH
MEePECTaHOBOK U MOJACTaHOBOK.
B) Anroputm mmu¢ppoBanus DES ocymectinser mmppoBanue 20-OUTHBIX OJOKOB C
NOMOIIbI0 20-0UTHOTO KJIFOYa.
[TonGepute mpaBUILHBII OTBET.
A —1ma, B - Her
A —na, B-na
A —Her, B - HET
A —mer, B - na

2)BepHbl 1 yTBEpKACHUA?



A) Anroputm mmdpoBanus 3-DES wucmons3yeTcs B cHUTyanusx, KOTJIa HaJIEKHOCTb
anroput™ma DES cunTaercst HeoCcTaTOUHOM.

B) AnroputMm mudpoBanus 3-DES umeeT MeHbIITYI0 KPUITTOCTOMKOCTH, ueM DES.
ITonGepure npaBUIbHBIN OTBET.

A —na, B - Her

A —na,B-na

A —wHet, B - Her

A —wuert, B - na

3)BepHbl 11 yTBEp)KACHUSA?
A) Anroputm mmdpoanus ['OCT 28147-89 npennasHadyeH TONBKO IS ammapaTHON
peanu3anuy.
B) Anroputm mmdpoBanus ['OCT 28147-89 mpencraBisger coOoil 64-OMTHBIM OJOYHBIN
ITOPUTM C 256-0UTHBIM KITFOUOM.
[TonGepuTe MpaBUIILHBIN OTBET.
A —Hert, B - na
A —na, B - Her
A —na,B-na
A —Her, B - Her

4)Ha pucyHnke npeacraBieHa 00001IeHHas cxeMa MU(PPOBAHUS B AITOPUTME
DES
RSA
['OCT 28147-89
MD5

5)Ha pucynke npezacrabieHna o0o0IIeHHas cxema mu(poBaHus B aITOPUTME
I'OCT 28147-89
RSA
DES
MDS5

MeTtoauyeckue MaTepuabl, XapaKTePHU3YIOIIHe MPOLEAYPbI OLleHUBAHUS

WHauBHUyanbHBIH ceMECTPOBBIN PEHTHHT CTyA€HTa (OPMHUPYETCS] HAa OCHOBE JCHCTBYIOIIETO
B BVY3e I[lonoxenus "O mnpoBeAeHMHM TEKYIIETO KOHTPOJSI YCIEBAEMOCTH M IPOMEXYTOUHOM
aTTectanuu odyJarommxes'.

B TeueHune cemectpa CTyIEHT MosiydaeT Oaiibl yCIIEBA€MOCTH 3a BBIIIOJHEHHE BCEX BUJIOB
y4eOHBIX NMOPYUEHHI: TOCEIEHHE JIEKIMH, BBITOJHEHHE paboT. 3aueT BbICTABISIETCS B Cly4yae, eciu
UTOTOBasi OLIEHKA CTyJI€HTa cocTaBiigeT He MeHee 50 OaioB.

MakcumanbHas cymMa 0ajuioB, Habupaemasi CTyA€HTOM 1o JuciuminHe paBHa 100.

Orenka | OreHka 1o mkane O6ocHoBaHME Yposeno

B chopmuposannocmu
Oamnax KomMnemeHnyui
bonee | «OTnmuHO» ConepxaHne Kypca OCBOEHO Buvicokuit yposens
80 MOJIHOCTBIO, 0€3 MpoOesoB,

HEOO0XOIMMBIC TIPAKTUIECKHE HABBIKU
paboThI ¢ OCBOEHHBIM MaTEPUATIOM
c(hOopMUPOBaHBI, BCE
MPEyCMOTPEHHBIE IPOTPaMMOi
oOyueHus: yueOHbIe 3aJaHHs
BBINOJIHEHBI, KAUECTBO UX




BBITIOJIHEHUA OLUCHCHO YHUCIIOM
0aJI0B, OJIM3KUM K MAaKCUMAJIbHOMY

66-80 | «Xoporo» Coneprxanue Kypca OCBOEHO IIpoosunymutii
IIOJIHOCTBI0, 03 Ipo0eoBs, ypoeens
HEKOTOpbIE MPAKTUYECKHIE HABBIKU
paboThI C OCBOEHHBIM MaTEPHUATIOM
c(OopMHPOBaHBI HEAOCTATOYHO, BCE
MIpelyCMOTPEHHbIE MPOTrpaMMOin
oOyueHust yueOHbIE 3aaHHs
BBITIOJTHEHBI, KAYECTBO BHITIOJTHEHUS
HU OZJHOTO U3 HUX HE OLICHEHO
MUHUMAaJIbHBIM YHCIIOM OaJIJIOB,
HEKOTOPbIC BUAbI 3aJaHUI
BBITIOJTHEHBI C OLTMOKaMU

50-65 «Y IOBJIETBOPUTEIBHOY Coneprxanue Kypca OCBOEHO Ilopozoewtit yposens
4aCTUYHO, HO NPOOEIbl HE HOCAT
CYLIECTBEHHOT'O XapakKTepa,
HEO0OXO0IMMBIC TTPAKTUICCKIE HABBIKU
paboThl C OCBOEHHBIM MaTEPHUATIOM B
OCHOBHOM C()OPMHUPOBaHBI,
OOJIBIIMHCTBO MPEIYCMOTPEHHBIX
MpOrpaMMoi 00ydeHUsT y4eOHBIX
3aJlaHui BBIMOJHEHO, HEKOTOPHIE U3
BBITIOJTHEHHBIX 33JIJaHUN, BO3MOXKHO,
COJIEp>KaT OUIMOKHI

Menee | «HeynosnerBopurenbHo» | CoaepkaHue Kypca HE OCBOEHO, Komnemenuyuu ne
50 HE00XOAMMbIe IPAKTUYECKHUE HABBIKU | chopmuposansvl
paboThI HE CHOPMHUPOBAHEI,
BBINOJIHEHHbIE YUeOHbIE 3a/1aHUS
COJIEpIKaT TpyObIe OMMOKH

3. 3agaHus B TeCTOBOI (popMe MO TUCHUIINHE

[Ipumeps! 3ananuii:

[Ipumeps! 3a1aHuii B TECTOBOM (popMe /1711 KOHTPOJISE OCTaTOUHBIX 3HAHUM!

1) CootHecure pa3mep OJOoKa M KIOYa COOTBETCTBYIOIIEMY alTrOpPUTMY HIM(POBAHHUS.
Bribepure BepHYIO MMOCIEI0BATETLHOCTH:

- pa3mep Oi0ka 64 OuT, K04 256 OUT

- pa3mep Os1oka 64 6ut, kirou 128 6ut

- pa3mep Oioka 128 6ur, kirou 128/192/256 dur

- pa3mep Omoka 128 our, kirou 256 6uT

2) Haiitu cooTBeTCTBHE METOa MIM(POBAHUS U €T0 ATUHBI KITI0Ya!

- Ky3Heunk

-RC-5

- DES

3) Uro Takoe mpocTpaHCTBO Kitouei k?

- JUIMHA KJII0Ya

- HeT MPaBWJIHFHOTO OTBETA

- HabOp BO3MOXKHBIX 3HAYEHUH KiTIoYa

[TonHbIi epedeHb TECTOBBIX 33/1aHUM C YKa3aHHEM MPaBUIbHBIX OTBETOB, pa3MeIlleH B OaHKe
BONPOCOB  Ha  WH(POPMAIMOHHO-00pa30BaTebHOM  MOPTajle€  HMHCTUTYTa 1O  CCHUIKE
https://www.mivlgu.ru/iop/question/edit.php?courseid=2936&cat=31182%2C100062



Or1leHKa pacCYUTHIBACTCS KaK MPOIEHT MPABUIBHO BBIMOJHEHHBIX TECTOBBIX 33JaHHU W3 MX
o01ero uucnia.



