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1. lleanb ocBOeHNSI AUCUUILIHHBI

Lenp aucuuIuiMHBL: (GOPMHUPOBAHUE 3HAHWN B OOJACTH TEOPETUYECKUX OCHOB YIPABICHUS
UH(POPMALIMOHHOM 0€30MaCHOCTHIO U HABBIKOB MPAKTUYECKOTO 00eCIeUeHus 3aIUThl HHPOPMALIUH.

3amayaMu U3y4CHUsT AUCIUTUINHBI SIBIISTFOTCS:

- (opMHpOBaHHE HABBIKOB OpPraHM3AIMM U METOJOJIOTHMH OOeCredeHUs WHPOPMAIMOHHON
0€e30I1aCHOCTH;

- CO3/JaHUE TMpeICTaBICHUS O (QYHKIMIX,
nH(pOpMaIMOHHOM 0€301MaCHOCTH;

- M3y4YCHHE OPraHM3ALMOHHBIX OCHOB, NPHUHIMIIOB, METOJOB M TEXHOJOTUW YIpaBICHUS
nH(pOpMaIMOHHOM 0€3011aCHOCTHIO;

- pa3BUTHE CIIOCOOHOCTEW IO WCIOJIb30BAaHUIO CYIIECTBYIOIICH CHCTEMBI YIIpaBICHUS
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

CTPYKTYpax M IITaTax MOApa3AeICHUs

2. Mecro mucuuniannsl B crpykrype OIIOII BO

Jucuunnuna «OCHOBBI yrpaBiieHHE HH(POPMAIIMOHHON 0e30macHOCThIO» Oa3upyercs Ha
3HAHMSX, MOJTYYEHHBIX B paMKaxX H3Y4EHHs cleayroumx aucuumiuH: "Martemaruka", "®uzuka",
"Metoasl HayuHoro wuccienoBanus". JucuurmumHa «OcCHOBBI yrpaBieHHE WHGOPMaIMOHHON
0€30MaCHOCTBIO» SIBIISIETCA TEOPETUYECKUM U METOJOJIOTMYECKUM OCHOBAHUEM Ul JIUCUUIUIMH:
"Meroapl W cpenctBa KpunTorpaduyeckod 3amuThl wHGopMaruu', "TexHuueckas 3amuTa
uHpopmanun", Bxomsamumx B OIIOIl GakanaBpa mo Hampasnenuto 10.03.01 «Mupopmannonnas
0€30MacHOCTb.

3. Ilnanupyembie pe3yabTaTbl 00y4eHHS 110 TUCUMILIHHE
[Inanupyemble pe3ynbTaThl OOYYEHHs] MO TUCHUILUIMHE, COOTHECEHHbIE C IUIAHUPYEMBIMHU
pesyabTatamu ocBoeHust OITOII (koMreTeHIMAMY U UHANKATOPAMH JTOCTHKEHUST KOMITETCHIIH )

dopmupyembie [Inanupyemble pe3yabTaThl 00yUeHUs MO0 AUCIUILIINHE, B
KoMOeTeHIuu (KO, COOTBETCTBUU C HHIUKATOPOM JTOCTHUKEHUS KOMIETECHIIMU HaumeHnoBaHue OLIEHOYHOTO
COZIEpXKaHNE MupukaTop 10CTHXKEHUS PesynbTaTel 00yueHus 1o CpencTBa
KOMITCTCHIIHN ) KOMITETEHITUH JIACLIUIINHE

OIIK-10 Cnocoben B
KauyecTBe
TEXHUYIECKOTO
CHCIHATHCTA
MPUHUMATH YIacTHE B
(hopMupoBaHUn
ITOJUTHKH
HHPOPMAMOHHOM
0e30I1acHOCTH,
OpraHU30BBIBATH U
OJIJIePXKUBATh
BBITTOJTHCHHE
KOMILJICKCa MEp 10
obecredeHno
nHpopMaMOHHOH
0e301acHOCTH,
YIPaBIsITh
MPOIIECCOM UX
peanu3anuy Ha
00BEKTE 3alUTHI;

OIIK-10.1 Pa3pabatsiBaet u
BHEJIPSIET NOJIUTHKY
HHPOPMALMOHHON
6e30macHOCTH

3HAaTh CTIOCOOBI peann3aIiu
MOJIUTUKYA UHPOPMAITMOHHON
6e3omacnoctu (OIIK-10.1)
YMmeTs pa3pabaTeIBaTh U
BHEAPATH MOJIUTUKY
HHPOPMAITMOHHOM
6e3omacuoctu (OITK-10.1)

BOTIPOCHI K YCTHOMY OIIPOCY,
TecT

OIIK-6 Cniocoben
[P peLIeHUH
poheCCHOHATHHBIX
3aj1a4
OpraHU30BHIBATH
3auUTy HHGOPMAIHH
OTPAaHUYCHHOTO
JIOCTyIa B
COOTBETCTBUHU C

OIIK-6.2 OnenuBaer u
CHCTEMaTH3HUPYET
nHpopManuio,
oOpabaTbIBaeMyo B
MH(POPMALMOHHBIX CHCTEMAaX

3HaTb CII0COOBI OLIEHKH U
cHCcTeMaTH3aluH
nHdopmanuu,
oOpabaTbIiBaeMoOi B
MH(OPMALMOHHBIX CUCTEMax
(OI1K-6.2)

YMeTb OLIEHUBATh U
CHCTEeMaTH3HPOBATh
nHpOPMAILHIO,

BOIIPOCHI K YCTHOMY OIpOCY,
TecT




HOPMaTHBHBIMHU
NIPaBOBBIMHU aKTaMH,
HOPMAaTHBHBIMH U
METOIMYECKUMHU
JOKyMEHTaMH
®denepalbHOI
CITYKOBI
6e3omacHoCTH
Poccuiickoit
®denepanuy,
®denepabHOI
CITy>KOBI IO
TEXHHYECKOMY H
9KCIIOPTHOMY
KOHTPOJIIO;

00pabaTeIBacMyIo B
MH(POPMALMOHHBIX CUCTEMAX
(OI1K-6.2)

OIIK-1.1 Crocoben
pa3pabaTbIBaTh U
pearu30BhIBATh
MOJTUTHKH
yIpaBJICHUS
JIOCTYIIOM B
KOMITBIOTEPHBIX
CHCTEMax;

OIIK-1.1.1 Pa3pabatriBacT u
BHEJIPSICT MOJIUTHKH
yIpaBJIEHUs JOCTYIIOM B
KOMITBIOTEPHBIX CUCTEMax

3HaTh MOJIHUTHKY yIPaBICHU
JIOCTYIIOM B KOMIIBIOTEPHBIX
cucremax (OITK-1.1.1)
YMeth pa3pabaTbiBaTh 1
BHEJPATH MTOJTUTUKH
YIPaBJICHUS JOCTYIIOM B
KOMIBIOTEPHBIX CHCTEMaX
(OIIK-1.1.1)

BOIIPOCHI K yCTHOMY OTPOCY,
TeCT




4. CTpyKTYypa H coepkaHne TUCHUILTHHbBI

OO0m1as TpyA0€MKOCTh JUCIIUIUIMHBI COCTABIISIET 7 3a4€THBIX €IUHMUIL, 252 Jaca.

4.1. ®opma o0y4eHHsI: OUHAS
YpoBeHs 6a30B0or0 00pazoBaHms: CpeiHee odIee.

Cpoxk 00yueHust 4r.

4.1.1. CTpykTypa IMCHUNINHBI

KonraktHas pabora
00ydJaromuxcs ¢ meaarornaeckum <
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S TEKyILETO
=y § KOHTPOJIA
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1 CraHIapThl U OCHOBBI 7 | 14 36 14 yerubii onpoc,
TECTHPOBaHUE
yIpaBIeHUS
MH(pOpPMaLOHHON
0e30MacHOCTHIO
2 MeToabl M TEXHOJIOTUH 7 |18 24 14 YCTHEII onpoc,
TECTHPOBaHUE
yIIpaBICHUS
UH(POPMALIMOHHOM
0€30MacHOCTBIO
3 AHanu3 pruCcKOB U yrpo3 7 4 14,8 Ygf;‘;;ggice
UH(POPMALIMOHHOM
0€30MacHOCTH
Bcero 3a cemectp 180 | 32 64 52 1035] 42,8 2k3.(35,65)
4 AHanu3 pUcKOB U yrpo3 8 |16 12 42,15 YT‘;TC'Z‘;;‘O‘;ZEEZ
MH(pOpMaLOHHON
0e30MacHOCTH
Bcero 3a CEMECTp 72 16 12 1,6 0,25 42,15 3au4. ¢ OII.
Urtoro 252 | 48 76 6,8 | 0,6 | 84,95 35,65
4.1.2. CoaepskaHue TUCHMILIMHBI
4.1.2.1. IlepeyeHnb JeKUM
Cemectp 7
Paszoen 1. Cmanoapmei u 0cHO8b1 ynpagienus uHhOpMayuoHHoOU 6e30NaACHOCMbIO
Jlexnus 1.

AKTyannpHOCTh Mpo0sieMbl HH(POPMAIIMOHHOM Oe30macHoCTH (2 yaca).




Jleknus 2.

Hanmonansusie nuatepecsl Poccuiickoit @enepannu B nHGOpMAIIMOHHOK cdepe U ux
obecrieuenre. OCHOBHBIE TIOHATHS U ONpeeeHus (2 Jaca).
Jlexnus 3.

[TonuTuka rocyaapcTa B 001acTi HHGOPMAIIMOHHON Oe30macHOCTH (2 Jaca).
Jeknus 4.

[IpaBoBbIE OCHOBBI OOecTieueHHsI HHPOPMAIIMOHHON Oe30macHOCTH (2 Jaca).
Jlekumus S.

Yrpo3sl 6e30nacHOCTH HHpOpMaIKH (2 Jaca).
Jlexknus 6.

Mopaenb yrpo3 6e3onacHocty nHdopmaiuu (2 yaca).
Jlekumus 7.

Mepsl 1 MeToABI 0OOecTieueHusI 3anTuThl HHPopMaluu (2 Jaca).

Pasoen 2. Memoowl u mexnonoeuu ynpasieHus uH@GopMayuoHHoU 6e30nacHoCmvio
Jlexnus 8.

Hcrounuku yrpo3. Moaesns HapymuTens 6e3onacHoCTH nHpopMmanuu (2 yaca).
Jlexnus 9.

Opranu3zalnoHHble (MpoLeypHbIe, aIMUHUCTPATUBHbBIE) MEPHI 3aLUTHI HH(pOpManuu (2
Jaca).

Jlekuus 10.

NnxeHnepHO-TeXHUUECKHE MEpPhI 3alIUThl HHpOopMaIuu (2 Jaca).
Jlekuus 11.

Wnentudukanus u ayreHTUQUKAIUSA. YIpaBiIeHUEe JOCTYNOM (2 Jaca).
Jlekums 12.

MesxcereBoe skpanupoBanue. ObecrieueHre BHICOKOM TOCTYHOCTH (2 4aca).
Jlekuus 13.

[IporokonupoBanue u ayaut. CucTeMbl OOHAPYKEHUS U IPEIOTBPAIICHHS] KOMITBIOTEPHBIX
aTtak (2 yJaca).

Jlexuus 14.

Kpunrorpaduueckue MeTo bl 3aIUTH HHGOPMAIUU. DIIEKTPOHHAS HU(PPOBast MOAMUCH (2
qaca).
Jleknus 15.

KonTpons nenoctaoct (2 yaca).
Jlekuus 16.

BpenonocHble mporpamMmsl U 3aliiuTa OT HUX (2 Yaca).
Cemectp 8
Paszoen 4. Ananus puckog u yepo3 ungopmayuouHot bezonacHocmu
Jleknus 17.

3amuTa HHGOPMAIUHN B KOMITBIOTEPHBIX CeTsX (2 Jaca).
Jleknus 18.

TectupoBanue Ha npoHukHOBeHUe. CollnanbHas MHXeHepHs (2 yaca).
Jlekuus 19.

Mepsl o obecrieueHHI0 0€30MaCHOCTH IaHHBIX MTPU UX 00paboTKe B MHPOPMAITMOHHBIX
CUCTEMAaxX NEePCOHANIbHBIX JaHHBIX U FOCYIapCTBEHHBIX HH(POPMAIIMOHHBIX cUcTeMax (2 yaca).
Jlexnus 20.

JlunensupoBanue u ceptudukanus B oonactu Ub (2 yaca).

Jlexnus 21.
ATtTecranus 00beKTOB HH(pOpMaTH3auu (2 Jaca).
Jlexnus 22.
Bri6op cpeacts Ub. Ynpasnenue puckamu Ub (2 gaca).
Jlexnus 23.
Kommprorepasie npectymienns, nHIuaeHTH b 1 ux paccnenosanue. @opensuka (2 gaca).



Jlekuus 24.
OcCHOBHBIE CTaHAAPTHI U CHEHU(PHUKAINN B 00JIaCTH WHPOPMALIMOHHOM 0€30MacHOCTH.
[Hudposas ruruena (2 gaca).

4.1.2.2. IllepeyeHb NPAKTHYECKUX 3AHATHH
He mianupyercs.

4.1.2.3. IlepevyeHnn 1a00pPaTOPHBIX padoT

Cemectp 7
Paszoen 1. Cmanoapmet u 0cHo8bl ynpagienus uHhoOpMayuoHHoOU 6e30NaACHOCMbIO
JlaGoparopHnas 1.

Yrpo3sl 6e3onacHOCTH HHPOpMAIUH (4 Jaca).
JlaGoparopHasn 2.

Mogens yrpo3 6ezonacnoctu napopmaruu (4 gaca).
JlaGoparopnasn 3.

Hcrounuku yrpo3. Moaens HapymuTelns 6e30nacHOCTH nHpopMaimu (4 daca).
JlaGoparopnas 4.

Mepbl 1 METO/IBI OOECTICUEHUS 3alTUThl HHPOpMAIUH (4 Jaca).

JlaGoparopHnas 5.

Opranu3zalnoHHble (MpoLEeypHbIe, aAIMUHUCTPATUBHBIE) MEPBI 3a1UThI HH(popManuu (4

Jaca).
Jlaboparopnas 6.

NnxeHepHO-TeXHUYECKHE MEPhI 3alIUThl HHpOopMaIuu (4 Jaca).
Jlaboparopnas 7.

Wnentudukanus u ayreHTUQUKAIMSA. Y IpaBiIeHUEe JOCTYNOM (4 daca).
Jlaboparopnas 8.

MesxcereBoe skpanupoBanue. ObecrieueHre BICOKOM TOCTYHOCTH (4 4aca).
Jlaboparopnas 9.

[IporokonupoBanue u ayauT. CucTeMbl OOHAPYKEHUS U IPEIOTBPAIICHHS] KOMITBIOTEPHBIX
aTak (4 Jaca).

Paszoen 2. Memoowi u mexnonozuu ynpagnenus uHghopmayuoHHol 6e30nacHocmsio
Jladoparopnas 10.

Kpunrorpadguueckue MeTo bl 3a1IUTHl HHPOPMALIUMU. DIEKTPOHHAS U(PpoBast MOANUCH (4
yaca).
JlabopaTopHnas 11.

Kontposnb nenoctHoctu (4 gaca).
JlabopaTopHnas 12.

BpenonocHble mporpamMmsl U 3aliUTa OT HUX (4 4daca).
JlabopaTopHnas 13.

3amuTa HHPOpPMAIMU B KOMIIBIOTEPHBIX CETsIX (4 Jaca).
JlabopaTopHnas 14.

TectupoBanue Ha npoHuKHOBeHHE. ColMalibHast HH)KeHepus (4 Jaca).
JlabopaTopHnas 15.

Meps! o oOecrieueHn0 0€30aCHOCTH JAHHBIX TP UX 00paboTKe B MHPOPMAIIMOHHBIX
cucTeMax NepCOHAIbHBIX JAHHBIX U TOCYIapCTBEHHBIX HH(POPMALMOHHBIX cUcTeMax (4 yaca).
Pazoen 3. Ananuz puckos u yepos ungopmayuonrou bezonacHocmu
JlabopaTopHnas 16.

JlunensupoBanue u ceprudukainus B ooiaactu Ub (4 yaca).

Cemectp 8
Pazoen 4. Ananuz puckos u yepos ungopmayuonrou bezonacHocmu
JlabopaTopHnas 17.

ATtTecranus 00beKTOB HH(pOpMaTH3auu (4 Jaca).
JlabopaTophnas 18.

Bri6op cpeacts Ub. Ynpasnenue puckamu Ub (4 gaca).



JlaGoparopnas 19.
Komnerorepnsie npectymienus, nHIMaeHTsl b n ux paccnenosanue. @opensuka (4 vaca).

4.1.2.4. IlepeyeHb TeM U y4eOHO-MeTOANUYECKOE O0ecIedeHue CAMOCTOSATEIbHOM

padoTbI
[lepedeHb TeM, BEIHECEHHBIX HAa CAMOCTOATEIBHOE U3YUYCHHUE!
. Unentudukanus u ycTaHOBJICHHE MMOUTMHHOCTH (ayTeHTU(UKAITUSA).
. OCHOBHBIE MepBI IPEIOCTOPOKHOCTH MIPU PadOTE C MAPOJIIMHU.
. bBuomerpuueckue cpescTBa U TEXHOJIOTUN YCTAHOBJICHUS OJUIMHHOCTH.
. Crioco0bI pazrpaHryueHMs IPaB JOCTYIA U UX MOJICIIH.
. TexHonOrMM NMPEAOTBPALLEHUS CETEBbIX aTaK Ha HH(OPMALIMOHHBIE CHCTEMBI.
. Cranmaptel 3amuimeHHOCTH. OCHOBHBIC BUBI YTPO3.
. UnTerpupoBaHHas 3aluTa CeTH.
. Cienn¢uka 3aIUThl TUHUH CBSI3U (KaHAIOB TIEpeadn JaHHbIX ).
. OcoOenHocCTH 3anUTEI 0a3 JaHHBIX.
10. IToacucrema yripaBiaeHus CETH.
11. 3amura noACUCTEMBI YIIPABICHUS CETH.
12. Pecypchbl ¥ UX LIE€IIOCTHOCTD.
13. Jloruyeckast MOJIeNIb ApXUTEKTYPHI CETH.
14. KoHTeKCTHAS 3a1I1Ta TaHHBIX U €€ CrieuuKa.
15. CyTh 1 Ha3HAYEHHE KPUTITOTPaPUUIECKOro IPOTOKOIA.
16. Cnenmuduka mpodiieM 0e30MacHOCTH B TII00ATBHBIX CETSX.
17. ITonstue mudpoBbIX cepTUHUKATOB.
18. JlenonupoBaHue Kirouei U 3amura HuppoBOi MOJIUCH.
19. IlpeacraBnenue o MOJIEISAX JOBEPUSL.
20. IIpumMepsl 1 0COOEHHOCTH 3alUIIEHHBIX CETEBBIX IPOTOKOJIOB.
21. [IpuuuHBI UCTIONB30BAHUS MPOTOKOJIOB MPUKIAJIHOTO YPOBHS, 00eCHeUnBaOIINUX O€30MacCHOCTb
uHpopManuu 1 ee 3pPEeKTUBHYIO 3aIUIIIEHHOCTb.
22. OcobeHHoCTH U MPOOIeMbl IPUMEHEHUSI OMOMETPUUYECKUX CPEACTB 3aIUTHI.
JUia caMocTOSTENbHOM pPAa0OThl HMCHOJIB3YIOTCS METOAMYECKHE YKa3aHUsS [0 OCBOEHUIO
JTUCIUIIMHBI U U3JITaHUS U3 CIHCKA MPUBEEHHON HUKE OCHOBHOM M TOTOJHUTENFHOU TUTEPATYPHI.

O 0 1N DN K W —

4.1.2.5. IlepeyeHb TeM KOHTPOJbLHBIX padoT, pedeparos, TP, PI'P, PIIP

He nnanupyercs.

4.1.2.6. IlIpuMepHbIi NIepeYeHb TeM KypPcOBbIX padoT (IIPOEeKTOB)
He nnanupyercs.

5. O0pa3oBare/ibHbIE TEXHOJIOTHU
B nmponecce M3ydCHHd AUCHUIIIIMHBI MPHUMCHACTCA KOHTAKTHAd TCXHOJIOTHA NPCIOJaBaHUA
(3a HCKIIFOYCHUEM CaMOCTOATCIBHO H3Yy4YdCMBIX CTYyJACHTAMU BOHpOCOB). HpI/I MMPOBEACHNN
71a00paTOpHBIX pabOT MPUMEHSAETCS UMUTALIMOHHBIN TOJIXO/.

6. OnleHOYHBIE CPeICTBA /IJI5l TEKYIIEr0 KOHTPOJISI yCIIeBaeMOCTH,

l'[pOMe)KyTO‘IHOﬁ aTTeCTalluim Mo uTOraM OCBOCHHUA JUCHMUILJINHBI.
@DOH/IbI OIICHOYHBIX MATEPHAJIOB (CPEICTB) MPUBEIEHBI B IPUIIOKEHUH.

7. YueOHO-MeTOAUYeCKOe U HHPOPMAITMOHHOE o0ecniedyeHre JUCHUIIJIMHBI.

7.1. OcHOBHas1 y4eOHO-METOAMYECKAS JIUTEPaTypa Mo AMCUHUILIMHE
1. IlIunos, A. K. Ynpasnenue unpopMaioHHON 6e30MmacHOCThIO : yuebHoe nocobue / A. K.

[[IunoB. — PoctoB-Ha-/lony, Taranpor : UsmarenbctBo HOkHOTO (henepanpbHOrO yHHUBEpPCUTETA,
2018. — 120 c. — ISBN 978-5-9275-2742-7. - https://www.iprbookshop.ru/87643.html



2. I'amarenko, B. A. OcHoBbI nH(pOpMaAITMOHHOW Oe30macHOCTH : yueOHoe mocodue / B. A.
['anarenko. — 3-e u3n. — MockBa : MHrepHeT-YHuBepcuter WHpopmannoHHbIX TexHOIOTHIMA
(MHTYUT), A Ilm Ap Memuma, 2020. — 266 c. — ISBN 978-5-4497-0675-1. -
https://www.iprbookshop.ru/97562.html

7.2. lonoHUTEIbHAS Y4eOHO-MeTOAUYECKAsl JIUTepPaTypa no JUCUMIIJIMHE

1. OcHoBBI HHPOPMAIIMOHHOW 0€30MAaCHOCTH : YUeOHUK ISl CTYJICHTOB BY30B, 00yUJaONUXCSI
no HampasiieHuto noAarotoBku «lIpaBoBoe obecrneueHue HauuMoHalbHOUM Oe3omacHocTH» / B. HO.
Porosun, U. b. IN'anymkun, B. K. HoBukos, C. b. Benpes. — Mocksa : OHUTU-JAHA, 2017. —
287 c. — ISBN 978-5-238-02857-6. - https://www.iprbookshop.ru/72444 . html

2. A6nenoB, A. XK. CoBpeMEHHBIE CHCTEMBI yIPaBICHHSI HHPOPMAITHOHHON 06€301aCHOCTHIO :
yueOHoe mocooue / A. XK. AbGmenos, I'. A. JlponoBa, B. A. Tpymmn. — HoBocubupck :
HoBocubupckuii rocynapcTBeHHbId TexHudeckuii yHuepcurer, 2017. — 48 c. — ISBN 978-5-
7782-3236-5. - https://www.iprbookshop.ru/91427.html

7.3. Ilepeyenb nHGPOPMALMOHHBIX TEXHOJIOT Ui, HCIIOJIb3YyeMbIX IIPH
OCyLIeCTBJICHUHM 00pa30BaTEJIbHOI0 NPOLECca M0 JUCHUIINHE, BKIIOYAs
nepevYeHb NPOrpaMMHOr0 odecnevyeHusi  MHPOPMALIMOHHBIX CIIPABOYHBIX

CUCTEM

B oOpa3zoBatenbHOM  MpollecCe  HCMONB3YIOTCS  MH(POPMAIMOHHBIE  TEXHOJOTHH,
peaan30BaHHblE  HAa  OCHOBE  HMH(OPMaMOHHO-00pa30BaTENILHOTO  MOpTajga  MHCTUTYTa
(www.mivlgu.ru/iop), 1 ”HGOKOMMYHUKAITMOHHOW CETH UHCTUTYTA:

- IpeI0CTaBIEHUE YUeOHO-METOAUYECKUX MaTEPHUajIOB B JIEKTPOHHOM BHJIE;

- B3aMMOJICHCTBHE YYaCTHHKOB 0Opa30BaTENBHOTO IIpOIecca 4Yepe3 JIOKAIbHYIO CEeTh
uHCTUTYyTa U VIHTEpHeT;

- IPEJOCTAaBIICHUE CBEICHUI O pe3yibTaTax y4eOHOU NEeSTEIbHOCTH B 3JICKTPOHHOM JIMYHOM
KaOuHeTe 00yJaroIIerocs.

WudopmanroHHbIe CITPABOYHBIE CHCTEMBI:

Hanmonanehsiii oTkpbIThil yHUBepcuTeT MHTYUT - http://www.intuit.ru/

NudopmannonHo-anammtudeckuit pecypce "[lopran ISO27000" - http://www.is027000.ru/

OOpasoBarenbHblii nopran "EquHoe OKHO 1ocTyma K o0Opa3oBaTelbHBIM pecypcam -
http://window.edu.ru/

ITporpammHoe oOecrieueHue:

LibreOffice (Mozilla Public License v2.0)

Mathcad Education — University Edition (100 pack) v.15 (I'ocyaapcTBenHblIi KoHTpakT Nel
ot 10.01.2012 rona)

Google Chrome (JIutiensuonHoe cormnamenue Google)

Mozilla Firefox (MPL)

Free Commander XE (JIunensuonnoe cornamenune FreeCommander)

Kaspersky Endpoint Security ans 6usneca - Crangaptabiii Russian Edition. 500-999 Node 2
year Educational Renewal (mpoanenue) (I'paxjaHcko-IpaBoOBOM 10rOBOpP OIOPKETHOTO YUPEXKICHHS
Ne2020.526633 ot 23.11.2020 rona)

Oracle VirtualBox (GNU GPL )

StegHideUI (GNU GPL v.2)

Sysinternals Suite (JIumien3nonHnoe cornamenue Sysinternals)

Apache OpenOffice (Apache License )

Kaspersky Virus Removal Tools (JIuienzunonnoe cornamenune OOO "JlaGopaTopust
Kacnepckoro")

Python 3.9.4 (Python Software Foundation License)

7.4. IlepeyeHnb pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHUKAIIMOHHOM CETH

«/HTEepHET?, HEOOXOAMMBIX /1151 OCBOCHM S AU CIIUTIIMHBI
iprbookshop.ru



intuit.ru
15027000.ru
window.edu.ru
mivlgu.ru/iop

8. MarepuajbHO-TEXHUYECKOE O0eceYeHne 1 CIUTITHHbI
JIaGoparopusi ceTeil 1 CUCTeM nepeaayl HHGHOpMaIHH
Crenn «Kpunrorpadpus» CRYPTO; croiika ¢ TeIeKOMMYHUKAIIMOHHBIM OOOPY/IOBaHUEM,
cucremoit mutanus U BeHTW MK, [IK CPU-Intel Core 15-4460 BOX - 12 mr.; [IK — lmT.; sxpan
DRAPPER Apex STAR; Buaeonpoektop InFocus; kommyrarop. Jloctyn k cetu HTEpHET.

JlaGoparopus mporpaMMHO-aIIMapaTHbIX CPEICTB 3alUThl UHGOPMAIIUU

[IporpamMmHuo-anmapatabiii  komruieke Radiolnspector WIFI 2 ; mopraruBsbeiii  RFID
cunthiBatesb cipherLab 1862; koMmmbroTep I TPOBEICHHs] MyJabTUMenuaiekuuii Raspberry;
nepcoHanbHblil Kommnbiorep Mini PC Android MK808 B; IIK CPU-Intel Core i5-4460 BOX - 12
wT.; [IK — lmr.; 3xpan DRAPPER Apex STAR; Bugeonpoektop InFocus; kommyrarop. Joctyn k
cetu MHTEpHET.

KommnsrorepHslii kinace
IIK CPU-Intel Core 15-4460 BOX - 12 mr.; [IK — lmr.; 3xpan DRAPPER Apex STAR;
BuseonpoekTop InFocus; kommyrarop. loctyn k cetn IHTEpHET.

[Tomernienue A cCaMOCTOSTENHHOM pabOThl 00YJArOIITIXCST
IIK CPU-Intel Core 15-4460 BOX - 12 mr.; IIK — lmr.; 3kpan DRAPPER Apex STAR;
BueonpoekTop InFocus; kommyrarop. loctyn k cetn IHTEpHET.

JlaGoparopus TEXHUUYECKOH 3aIlIUThl HHPOpMALUU

[TonaBurens Tenedona Tposu X6-B; reneparop mryma Illtopa-1; 610k momex reHepaTopHbIi
SEL SP-157G ¢ BuOpauuoHHBIM npeoOpa3oBaTesieM U KOJOHKOW; KOMOMHUPOBAHHOE YCTPOMCTBO
3anuThl OT yreuku uHpopmauuu JITII-513; nerextop xyukoB bar Xautep «lIpodeccuonany;
ckaHep ornedarkoB naibleB Fikon; ckanep rnmaza EyelLock; oducHsbiil snekTpoHHbIN 3aMOK EM-
Marine, PROXIMITY (125kHz) AYT 930-6-DI; ny6nukarop KeyMaster PRO 4 RF (c kommuiekTom
KJIFOYEil); anmapaTHO-NPOrpaMMHBIA MOAYJb JoBepeHHOH 3arpy3ku "Cobomp" ¢ cepTHHUKaTOM
OCTIK; kBagpokontep DJI Phantom 3 Professional (B kommuiekTe aucruiel-ruiaHmier Samsung
Galaxy Tab 4 10.1 SM-T530 16Gb; mynsT ynpaBrnenust U prok3ak); kamepa D-Link DCS-930L; IP
kamepa Beward BD2570; ananuzaTtop crekTpa; cuctema BujeoHadmoaenus Orient; BUACONPOEKTOP
NEC Projector V260XG (nepenocHoit); HoyrOyk ASUS (nepeHocHOI); 3kpaH MoOuibHbIN Classic
Solution Premier Vela Express; IIK II9BM «Xomep» -2 mrt.; IIK -5
mt.; [ TK:(mATX350W;1C2,8;1Gb;DVD-R;3,5"S775PCI-E;K-pa PS/2;M/Ont.PS/2;19"TFT)-1 mmuT..
Hocryn k cetu MHTEpHET.

JlexumoHHas ayuTopus
Jlocka menoBast 3-x aneMeHTHas; cucteMHbli 0510k IC 2.8; npoexTop mynbTumeanitubiii NEC
Projector V302XG; skpan HacteHHblt LMP-100109; noctymn k cetu HTEpHeT.

9. MeToanyecKkue yKa3aHus 10 OCBOECHUIO JUCHUILINHbBI

JUis  yCIIEIIHOTO OCBOGHMS TEOPETHYECKOro MaTepuaia oOy4arolMics HeoO0X0auMo
O3HAaKOMHUTCSI CO CIIHCKOM pEKOMEHIYEMON OCHOBHOW M JIONOJHHUTEIBHOM JINTEpPaTyphI:
https://www.mivlgu.ru/iop/course/view.php?id=2863

Jlo BbIMOSTHEHUS Ta0OpPaTOPHBIX pabOT OOYyYArOMMKCA M3y4aeT COOTBETCTBYIOIIMI pa3fen
teopuu. Ilepen 3aHATHEM CTYICHT 3HAKOMHUTCS C ONMUCAHHEM 3aJaHUN IS BBIIOTHEHUS PaOOTHI,
BHHMATEIIPHO M3Yy4YaeT COJEpKaHWE U TMOPSIOK MPOBEAeHUs JTabopaTopHOU paboThl. JlabopaTtopHas
paboTa mpoBOJATCS B KOMITBIOTEPHOM Kitacce. OOydarolrecs BhIMOIHAIOT HHANBUIYATbHYIO 331a4y
KOMIIBIOTEPHOT'O MOJIEJIMPOBAHMSI B COOTBETCTBMM C 3aJaHUEM Ha JabopaTopHylo padoTy.



HeoOXxomuMblii  TEOpETHYECKUH MaTepuall, WHIWBHIyaJlbHOE 3aJaHHe, IIard BBITOJHEHHS
1abopaTopHOil pabOTHI MPUBEIEHBI B METOANYECKUX YKA3aHUAX, PA3MELICHHBIX Ha HH(OPMAIIMOHHO-
00pa3oBaTenbHOM MopTaiie MHCTUTYTA. https://www.mivlgu.ru/iop/course/view.php?1d=2863

CaMmocrosiTennbHasi paboTa OKa3bIBa€T BaXXHOE BIUSHUE HA (OPMHPOBAHHWE JUYHOCTH
OyAylIero CrenuairucTa, OHa IUIAHUPYETCsl 00yUYarOIIMMCS CaMOCTOSITEebHO. Kask/plit 00yvaromuiics
CaMOCTOSITENIFHO ONPEACISET PEeKUM CBOEH pabOThI M Mepy TpyAa, 3aTPayMBaeMOro Ha OBJIAJICHHUE
y4eOHBIM COJIep)KaHUEeM JIUCHUILTUHBL. OH BBITIOJHSIECT BHEAYJAMTOPHYK pabOTy W HU3yuYeHHE
pa3zenoB, BHIHOCUMBIX Ha CaMOCTOSTENBHYIO PadoTy, MO JIMYHOMY HMHIMBHAYaJIbHOMY IUIAaHY, B
3aBUCUMOCTH OT €TI0 TIOJIrOTOBKH, BPEMEHH U JIPYTHX YCIOBUH.

dopma 3aKITIOYATETHHOTO KOHTPOJIS MPU MPOMEKYTOYHON aTTECTAI[MM — 3a4eT C OILICHKOM.
Jiis mpoBeneHusl MPOMEXKYTOYHOM aTTecTaly 0 TUCIMILIMHE pa3paboTaHbl (OHI OLIEHOYHBIX
CpeACTB M OaNIbHO-PEUTHHTOBAsI CHCTEMa OLIEHKHU Y4eOHOH JesITeIbHOCTH CTyneHTOB. OleHKa Mo
JTUCIUATUTMHE BBICTABISICTCS B MH()OPMAIMOHHOW CHCTEME W HOCHT HMHTETPHPOBAHHBIA XapakTep,
y’-II/ITbIBaIOH_[I/Iﬁ pPE3ybTaThl OUCHUBAHUA Yy4aCTUA CTYACHTOB B aYAUTOPHBIX 3aHATHAX, Ka4€CTBA U
CBOCBPEMCHHOCTH BBIMOJIHEHHS 3aJlaHUil B XOJ€ W3Yy4YCHHS ITUCIHUIUIMHBI W TPOMEKYTOUHOM
arrecraquu.



[Iporpamma coctaBieHa B cooTBeTcTBHM ¢ TpeboBanmsimu PI'OC BO mo HampaBieHHIo
10.03.01 Hughopmayuonnas 6ezonacrocms v MPOGUITIO TIOJTOTOBKU he30nacHocms KOMNbIOMEPHbIX
cucmem (no ompacau uiu 8 cghepe npoghecCcUoOHAILHOU OessmeNbHOCMU)

Pabouyro nporpammy coctaBuil K.m.H., doyenm Llmuixog P.A.

[Iporpamma paccmoTpeHa u ogoOpeHa Ha 3aceqanuu kadeapor CIIM

npoTokoa Ne 21 ot 20.05.2021 ropa.
3aBenytomuii kapeapoit IIM Opnog A.A.
(ITonmuce)

PaGouast mporpamma paccMOTpeHa M OJOOpeHa Ha 3aceJaHuu Yy4eOHO-METOIUYECKON
KOMHCCUU (aKyIbTeTa

npotokoi Ne 9 ot 24.05.2021 rona.
IIpencenarens komuccuun OUTP Puiorckosa M.H.
(ITogmuce) (®.1.0.)




Ilpunoscenue
@oH/1 O1IEHOYHBIX MATEPHAJIOB (CPEACTB) MO TUCIHUITHHE
OcHOBHI yripaBieHUs HHPOPMAITMOHHON 6€30MacHOCTHIO

1. OHeHO‘IHbIe MaTepuaJbl AJ NPOBCACHUS TEKYIICI0 KOHTPOJISA yCII€EBAEMOCTH

o JMCIUIIJIMHE

Tembl 17151 ycTHOTO orpoca (peUTHHT-KOHTpOob Nel):

1. Ha3oBuTe ypOBHU MPaBOBOI OCHOBBI 3aIIUTHI HH(OpMAIHH?

2. Kakme w™epsl mo oxpaHe KOHOUACHIMAIHLHOCTH HWHGOPMAIUU, COCTABISIONICH
KOMMEPUECKYIO TaiiHy Bbl 3HaeTe?

3. HazoBuTe ocHOBHBIE O0BEKTHI 3aIIUTHI HH(DOpMaLn?

4. Yro Takoe yrpo3a uHpopManmonHon 6e3o0nacHocTh?

5. [lepeuncnure kiaccuPpuKaui yrpo3 HHGOPMAIIMOHHON O€3011aCHOCTH?

6. Kakue Bbl 3HaeTE METO/bI aHAJIN3A U OLIEHKHU YIpo3?

7. Yto Takoe yreuka HHGOpMaIiu?

8. HazoBuTe KaHasbl yTeUkH HHPOPMALINHU, U UX XapAKTEPUCTHKH.

9. Kakue BbI 3HaeTe MephI 10 NPEJOTBPAIICHUIO MPSMBIX KaHATIOB yTeUku HH(OpManun?

10.Kakue Bbl 3HaeTe MEphI 10 NPEAOTBPAILIECHNIO KOCBEHHbIX (TEXHUYECKHUX) KaHAJIOB yTEUKU
uHpopmanun?

Temsl Ui ycTHOTO orpoca (peUTHHT-KOHTPOIIb Ne2):

. UTo Takoe peKuM CEKPETHOCTH?

. UTo Takoe rocyaapcTBeHHas TaiHa?

. HazoBuTe npusHaku rocyaapcTBEHHON TaliHbI?

. HazoBuTe riaBHbIe 31€MEHTHI peXKUMa CEKPETHOCTH?

. Uro Takoe aynut?

. HazoBuTe Moaenu akTUBHOTO ayuTa?

. OcHOBHas 11eJTb 3aIUTHI KOH(UIACHIIMATEHOW HHPOPMALIUH.

. UTO OTHOCHTCS K aIMUHUCTPATUBHOMY YPOBHIO HH(OPMAIIMOHHOM 0e30macHoCTH?
9. Yrto Takoe moJuTHKa O€30M1aCHOCTH aJMUHUCTPATUBHOTO YPOBHS?

10.Yt0 Takoe BHYTpHOOBEKTOBBINH pesKuM?

11.YTo Takoe NponycKHON pexum?

12.Ha3oBUTE OCHOBHBIE 33j]auyl MPOITYCKHOTO pexumMa’?

13.Yro BrirO4aeT B ce0s oOecnieueHue 3anuThl KOHPUASHIIMATHOU nHpopMaun?

03N LN kW~

Temsl a1t ycTHOTO Orpoca (pedTHHT-KOHTpOoIb Ne3):

1. Yro takoe puck? AHanu3 pucKoB?

2. HazoBuTe 11€7111 aHAIM3a PUCKOB?

3. HazoBuTe METOBI OLIEHKH PUCKOB?

4. Kak mpoucxXoAuT OpraHu3alus KOHTPOJS JOocTyna K KOHQUACHIHMAIbHOW M CEKPETHOMN
uHpopmanuu?

5. HazoBuTe 3Tarsl npoiiecca yrnpaBieHHs] puckaMu’?

6. Ha3oBuTe OCHOBHBIE HaNpaBICHUs MEXJIYHApOIAHOIro coTpyaHudectBa PO B obnactu
obecrieueHrst ”HPOPMAIIMOHHOM O6e30macHOCTH?

7. Kakue 0OBEKTBI MEXIYHApOJHOTO MH(POPMALMOHHOTO OOMEHA YKa3bIBAlOTCS B 3aKOHE
«O0 ygyacTuu B MEXIyHApOTHOM HH(POPMAITMOHHOM OOMEHEe»?

8. Uro sBusercs wuenpto 3akoHa «OO0 ydacTMM B MEXKIYHApOAHOM HH(GOPMAIMOHHOM
oOMeHe»?

9. HazoBuTe OCHOBHBIE NPABOBbIE HMCTOYHHKU B cdepe HHPOPMALMOHHBIX OTHOLICHUMN
3alUThl 00BEKTOB U CYObEKTOB MH(OPMALIMOHHBIX TEXHOJIOTHI?



Oo01ee pacnpenesieHue 0aJ1JI0B TEKYIEr0 KOHTPOJIA M0 BUAAM Y4eOHbIX PadoT IJisl CTY/IeHTOB

PeittuHr-xkoHTpOH 1 YCTHBIM OITPOC 5 BOMPOCOB 20
Peittunr-konTposis 2 YCTHBIM OMIPOC 5 BOIIPOCOB 20
Peittunr-xkoutpois 3 YCTHBIN OITPOC 5 BOMPOCOB 20
Ilocemenue 3aHaTuit 15
CTYJICHTOM

JlonoTHUTEIbHBIE OaJlIbI 5
(6onychI)

BrimonHeHue cemecTpoBoro

IJIaHa CaMOCTOSITEIIbHON YCTHBII OIIpOC 5 BOIIPOCOB 20
paboThI

2. IIpomeskyTOUYHASI ATTECTAIMS 1O IUCIUTIHHE
ITepeyenb BOpPOCOB K IK3aMeHYy / 3a4eTy / 3a4eTy ¢ OLeHKOM.
Ilepeyenn npakTHYecKUX 3a1a4 / 3aJaHUH K IK3aMeHY / 3a4eTy / 3a4eTy C OleHKOM (nmpu
HAJIMYHIH)

Tect 1151 MPOMEXYTOUHOM aTTeCTAlUH.

1. Madopmanuio mo CTeneHu 10CTyIa pa3IeNsioT Ha:

a) OTKPBITYIO U OTPAaHUYEHHOT'O JI0CTYIIA;

b) oTKpBITYIO;

C) 3aKpbITYIO;

d) TaiiHyI0 U OTpaHUYEHHYIO;

2. K uadpopmanmm orpaHHuEHHOTO TOCTYIIa OTHOCSTCS:

a) rocyJJapCTBEHHas TaiHa;

b) KoHpUAEHIMaTbHAS HHPOPMALIUS;

C) NepCOHaIbHbIE JaHHBIE;

d) Bce OTBETHI BEpHBI

3. UHdopmannoHHas 0e30MaCHOCTb SIBJISIOTCS NEPEBOJOM Ha PYCCKMH S3bIK AHTIHMICKOTO
TE€pPMHHA:

a) informationsecurity;

b) informationsystem,;

c¢) informationcurrency;

d) informationcrypto;

4. 3amuToil nH(popMaIMK Ha3bIBAIOT:

a) IeSTeNIbHOCTD 110 IPEJOTBPAIICHUIO YTEUKH JIF000i nHpopMannu;

b) nesTenbHOCTD MO MPEJOTBPALLICHUIO YTEUKH 3allUIIaeMoi HH(POpMaLIUY;

C) AeATENIHOCTD 110 MPEJOTBPAIICHUIO YTEUKH JOCTYIHONW HH(OpMaLnu;

d) Bce OTBETHI BEPHBI;

5. Ilox yreukoi NOHMMAIOT:

a) HEKOHTPOJIUPYEMOe paclpOCTpaHEeHUE 3alMIaeMoil HHPOpMaluu MyTEM e€ pasrilalleHus
WJIM HECAaHKIIMOHUPOBAHHOTO JTOCTYyTA K HEM;

b) HEKOHTPOIUPYEMOE PaCIPOCTPAHEHUE CKPHITON MHPOPMALIUU MYTEM €€ pasIralleHus Wik
HECaHKIIMOHUPOBAHHOTO JOCTYTA K HEW;

C) HEKOHTPOJHMPYEMOE paclpocTpaHeHUe KOHHUAEHIMaIbHOW HHpopMarmuun mnyTém eé
pasriiaiieHus Uiy HECAHKIIMOHUPOBAHHOTO JIOCTYIIA K Hel;

d) Bce BepHO;

6. [lon HempeHAMEPEHHBIM BO3/IEHCTBUEM Ha 3alUIIAeMYI0 HH()OPMALIUIO TOHUMAIOT:

a) BO3/IeliCTBHE HA HE€ M3-3a OUIMOOK IOJIb30BaTeNsl, COOsl TEXHUUECKUX WIIM MPOTPaMMHBIX
CPENICTB, MHBIX HELEIICHANPABIICHHBIX JICHCTBUII;



b) Bo3aeiicTBrE Ha HeE M3-3a OMIMOOK MOJIB30BATENSI, COOST TEXHUYECKUX CPEICTB;

C) Bo3feiicTBUe Ha HeE H3-3a OMMOOK IOJb30BaTelNsl, MPOTPAMMHBIX CpEACTB, HHBIX
HelleJICHAPaBJICHHBIX JEHCTBUN;

d) Bce OTBETHI BEPHBI;

7. Yto He ABIAETCS XapaKTePUCTUKON HH(POpMAIUu:

a) CTATUYHOCTb;

b) Tun mocryma;

C) BpeMsl OTKJIMKA;

d) crouMocCTh co3aaHus;

8. K Hanbonee pacnpocTpaH€HHBIM IPAaBOHAPYIICHUSIM B CeTH Internet He OTHOCUTCS:

a) MOIIIEHHUYECKas 1eATeIbHOCTb;

b) neparocTpanys 4acTHOW NEPEnCKH;

C) HapylIeHHE aBTOPCKUX U CMEXKHBIX MPaB;

d) HeneranbHOE MOJTyYEHHE TOBAPOB U YCIIYT;

9. Yto He oTHOCHUTCH K 3a7auaM HHGOPMAITMOHHON 0€30M1aCHOCTHU:

a) EJIOCTHOCTh U CEKPETHOCTb;

b) s1eKTpoHHas NOAIUCH U TaTUPOBAHUE;

C) YCTOMYMBOCTD CBS3H U ONpeiesieHue Tpaduka,

d) HEOTKa3yeMOCTh 1 aHOHUMHOCTB;

biok 2 (ymets).

10.K meTonam obecnieuenuss ”HGOPMAIMOHHON 0€30MaCHOCTH HE OTHOCSATCS:

a) KOPIOPaTUBHBIE;

b) anMHHUCTpAaTUBHBIC;

C) [IPaBOBbIE;

d) TexHudeckue;

11.Kakue MeTo/IbI He OTHOCATCS K 00ecrieueHnI0 HH(POPMAIIMOHHOW 0€30TTaCHOCTH:

a) MPUHYXJICHNUE U TIOO0YKICHHE;

b) ympaBnenue J0CTyOM M periiaMeHTaIus;

C) MacKMpOBKa U MPEMATCTBUE;

d) CKpBITHII JOCTYI ¥ KOTTMPOBAaHUE COOOIICHHIA;

12.MeTo/1bI 3a1UTHI HH(GOPMALIUN MOXKHO pa3OUTh:

a) Ha Tpu OOJIBIINE IPYIIIIbL;

b) Ha 11Be OouibLIME TPYTINLI;

C) Ha YeThIpe OOJIbIINE IPYIIIbL;

d) Ha nATH OONBIINX TPYIIIL;

13.MeTtonpl, He HMEIONMEe MaTeMaTUYeCKOro OOOCHOBAaHHS CTOMKOCTH, YAacTO HA3BLIBAIOT
METOAAMHU:

a) C 4€pHBIM SIIKOM;

b) C GenpiM KBaJIpaToM;

c¢) C XeNnTbIM KpyroM;

d) Her BepHoro orsera;

14.Metozpl, GQyHKIIMOHUPYIOILIME M0 TPUHIINITY "YEpHOTO SIIUKA", Ha3bIBAIOT

a) SecurityThroughObscurity;

b) System ThroughObscurity;

c) SecurityThrough;

d) SystemObscurity;

15.Meto pU3NUECKOro MPerpaxaeHus MMyTH 3I0YMBIIIJICHHUKY K HH(POpPMaIUH:

a) yrpaBJeHue JOCTYIIOM;

b) MmackupoBka;

C) MPUHYX/ICHUE;

d) moOyxneHue;

16.MeTtoz 3amuThl HHPOPMALIMK ITyTEM €€ KpUNTorpaduyeckoro npeodpazoBaHus:

a) [Ipunyxnenue;

b) IloOyxnenue;



¢) MackupoBka,;
d) ynpaBnenue qocTymnoMm;
17 KommiiekcHoe  TOHSATHE, O00O3HAUAIOIIEe COBOKYIMHOCTh METOJIOB W CPEJICTB,

MpEHAa3HAYEHHbIX JJIs1 OTPAHUYEHHS JOCTYIIA K pecypcam:

a) YIOJIHOMOYHBAHUE;

b) Kontpons nocryna;

¢) Ceprudukarnmus;

d) Her BepHoro orBera;

18.IToTeHIIMATBHO BO3MOXHOE COOBITHE, JCUCTBHUE, MPOILECC WIH SIBICHHE, KOTOPOE MOXKET

NPUBECTH K U3MEHEHUIO (DYHKIIMOHUPOBAHHS KOMIIBIOTEPHON CUCTEMBI:

a) yA3BUMOCTb;

b) araka;

C) yrposa;

d) HeT BepHOTrO OTBETA;

19. Bo3MOXHOCTh BO3HHKHOBEHHSI HA KAKOM-JTHOO 3Tare >KU3HEHHOTO ITUKJIa KOMITBIOTEPHOU

CHCTEMBI TaKOTrO €€ COCTOSIHHS, IMpPH KOTOPOM CO3/AIOTCS YCJIOBUSL Ui peaju3allid  yrpo3
06e30macHOCTH MH(GOPMAIIHH - 3TO:

a) aTaka;

b)yrposa;

C)yS3BUMOCTb;

d) craTH4HOCTB;

20. JleiicTBHs, MPEANPUHUMACMBIE 3JI0YMBIIIICHHHKOM, KOTOPBIC 3aKIIOYAIOTCS B MOWCKE U

HCIIOJIBb30BaHNH y;[3BPIMOCT€fI PIH(bOpMaI_II/II/I — 9TO.

a)CTaTHYHOCTB;

b)araka;

C)yrposa;

d)uzbsH;

binok 3 (Bmaners).

21. Kakas yrpo3a oTkaza ciyx0 ycTpaHseTCsl a]MUHUCTPATHBHO-IIPABOBBIMU METOIAMHU:
a) OTKa3 MOJIb30BaTEIICH;

b) oTka3 nporpaMMHOro 00ecredeHus;

C) HapylIeHHE pabOT CUCTEM CBSI3H,

d) paspy1ieHue u NoBpexaeHne TOMEIEHUI

22. K kanHayiiaM, TpEIIoJIarafollliM W3MEHEHHE DSJIEMEHTOB WH()OPMAIMOHHOW CTPYKTYPHI

OTHOCHUTCA:

a) HAMEPEHHOE KOMMpOBaHue (HayIOB U HOCUTENECH HHPOPMALINH;
b) MackupoBKa MOJ IPYTUX MOJb30BaTeNeld, MyTéM MOXUIICHHE HACHTU(UIUPYIOMEH HUX

uH(pOopMaLnu;

CBs3H.

C) XMILEHHE HOCUTeNel nHpopMauu;
d) He3aKOHHOE MOAKIIYEHHUE CIEUHUATIbHOW PEruCTPUPYIOUIEH anmaparypbl K yCTpoWcTBaM

23. Yto OTHOCUTCS K KaHaiaM, He TpeOyromuM u3MeHnenue snemeHTos C
a) HaMepeHHOe KonupoBaHue (aiyioB 1 HocuTesel nHpopMaIuy;

b) He3aKOHHOE MOJKIIOYEHHNE CIIEUATILHON pEruCTPUPYIOIIEH annaparypsl;
C) 3JI0YMBIIIJICHHOE U3MEHEHHE MTPOrpamm;

d) 3710yMBILIIEHHBIHN BBIBOJ] U3 CTPOSI CPEACTB 3allUThl HH()OPMALIUH;

24. Kaxast HanIpaBJIeHHOCTb aTaK HEBEPHO cPopMysInpoBaHa?

a) aTaky Ha YPOBHE ONEpPallMOHHON CHUCTEMBI;

b) aTaku Ha ypoBHE CUCTEMHOI'0 aIMUHHCTPATOPA;

C) aTaky Ha YPOBHE CETEBOT0 MPOrPaMMHOI0 00eCIeYeHHUs;

d) araku Ha ypoBHE CUCTEM yIpaBiieHUs 0a3aMU TaHHBIX.

25. K kakoMy TUIly aTak OTHOCUTCSI IPOCITYIINBAHKE MT€pPeIaBaeMbIX COOOIIEHUI:
a) [laccuBHas ataka;

b) Moaudukaruys moToka JaHHBIX;



c) [ToBTOpHOE HCITIOJIB30BAHNUE;

d) Otka3 B 06ciy)KMBaHUH.

26. 3ammTa UHPOPMAIIMH ITO:

a) mporecc cOopa, HaKOIUICHHs, OOpPaOOTKM, XpaHEHHs, paclpeleNeHuss M IOUCKa
nHpopmanuu;

b) mpeoOpazoBanue wuHOpMAMHU, B PE3yIbTaTe KOTOPOTO COAEpKaHUE WH(HOPMAIIUN
CTaHOBUTCS HEMOHSTHBIM JUJIsl CYObEKTa, HE UMEIOIIETO JOCTYIIa;

C) MOJy4eHHEe CyObEKTOM BO3MOKHOCTH O3HAKOMJICHUSI ¢ MH(OpMaLueil, B TOM 4YHCIE IPU
MOMOIIN TEXHUYECKUX CPEJCTB;

d) COBOKYMHOCTb HpaBWJI, PErJaMEHTHUPYIOIIUX MOPSIAOK U YCIOBHS JOCTyHa CyObEeKTa K
nH(pOpPMaIIUU U €€ HOCUTEJISIM;

€) JEATeNbHOCTh IO MPEJOTBPAICHUIO YTEUKHM HH(DOpPMAaluM, HECaHKIMOHWPOBAHHBIX WU
HEMpeIHAMEPEHHBIX BO3/ICUCTBUI Ha HEE.

27. llIudpoBanue naHopMaIu 3T0:

a) rmpouecc cOopa, HaKOIUIeHHs, O0OpabOTKM, XpaHEHHs, pacHpelesieHus U IOoucKa
uHpOpMaLnu;

b) mnpeobpazoBanue wuHpOpManUU, B pe3yiabTaTe KOTOPOTO COjEp)KaHWe WHOOPMAIUU
CTaHOBUTCS HETIOHSATHBIM I CyObEKTa, HE UMEIOILETo IOCTYIIA;

C) MOJIy4eHHEe CyOBEKTOM BO3MOXKHOCTH O3HAKOMIICHUS C MH(pOpMAIUeil, B TOM 4YHCIIe IPH
MOMOIIIY TEXHHUYECKUX CPE/ICTB;

d) COBOKYMHOCTH MpaBWJ, PETIAMEHTUPYIOIIUX MOPSAIOK U YCIOBUS JOCTYyNa CyObeKTa K
MH(pOpMaLlUU U €€ HOCUTETISIM;

€) JEeATENbHOCTh MO MPEIOTBPALICHUIO YTEYKW WH(GOPMAlMM, HECAaHKIIMOHUPOBAHHBIX U
HEIpeAHAMEPEHHBIX BO3JICHCTBUN HA HEE.

28. loctyn k uH(MOpMALIUU ITO:

a) rmporecc cOopa, HaKOIUICHHsS, O0OpabOTKM, XpaHEHWs, pacCHpeleNICHus W TIOHUCKa
nHpopMmanuu;

b) mnpeoOpazoBanue wuHDOpMaIHMHU, B PE3yabTaTe KOTOPOTO COJEpKaHUE WHOOPMAINH
CTaHOBUTCS HEMOHSTHBIM ISl CYObEKTa, HE HMEIOIIETO JOCTYIIa;

C) MONy4eHHEe CyObEKTOM BO3MOKHOCTH O3HAKOMIICHUSI ¢ MH(OpMAaLUE, B TOM 4YHUCIE IPU
MOMOIIM TEXHUYECKUX CPE/CTB;

d) COBOKYMHOCTH TpaBUJI, PErIAMEHTUPYIONIUX TMOPSAOK U YCIOBUSA JOCTyINa CyOBbeKTa K
nH(pOpPMaIIUU U €€ HOCUTEISIM;

€) JEATeNbHOCTh IO MPEJOTBPAIICHUIO YTEUKH HH(POpMAaIMM, HECaHKIMOHUPOBAHHBIX W
HENIPETHAMEPEHHBIX BO3ICUCTBUN Ha HEE.

1. Pexum CeKpeTHOCTH — 3TO:

a) COBOKYIHOCTb OIIpEeIEsieMbIX OpraHamMHM BJacTU M YIpPaBIEHHUsS MHPaBHI, KOTOPHIMHU
OTPaHUYMBACTCS JIONMYCK JIMI[ K CEKPETHBIM MaTepuajamM M paboTaM, perjaMeHTHUPYeTCs MOpsA0K
MOJIb30BAHUS CEKPETHBIX MaTepHalioB, COOTBETCTBYIOLIMM 00pa3oM peryjlupyercss IOBEACHHE
JIOEH, IMEIOIUX OTHOLIEHHE K CEKpeTaM, U IIPEeyCMAaTPUBAIOTCS APYTHUE MEPBI;

b) COBOKYMHOCTB ONpeeNIIeMbIX OpraHaMH BJIACTU U YIPABIEHUS MPABUII, IO KOTOPHIM JIMLA
UMEIOT HEOTPAaHWYEHHBIN JONMYCK K CEKPETHBIM MaTepuaiaM 1 paboTaM, perilaMeHTUpyeTcs MopsAa0K
MOJIb30BAHUS CEKPETHBIX MaTepHalioB, COOTBETCTBYIOLIMM 00pa3oM pEeryjlupyercss IOBEACHHE
JIOJIEH, IMEIOIUX OTHOLIEHHE K CEKpeTaM, U IIPeyCMaTPpUBAIOTCS APYTHUE MEPBI;

C) HET BEPHOI'O OTBETA;

2. Ha3znaueHue pexuma CeKpeTHOCTH 3aKJIF0YaeTCsl, B TOM, YTOOBI:

a) OrpaHUYHUTH cdepy oOpallleHusT CEKPeTHBIX AaHHBIX TOJBKO KPYrOM JIMII, CBSA3aHHBIX C
MPOM3BOJICTBOM CEKPETHBIX padoT;

b) orpannuuTh cepy oOpalieHns CEeKPETHBIX TaHHBIX BCEX JIUIl, UMEIOIINX JTOCTYI K KaKOu-
1100 nHpopMaIHH;

C) OrpaHMYMTh YACTHUYHO cdepy OOpalIeHHs] CEKPETHBIX JaHHBIX TOJIBKO KPYroM JIMII,
CBSI3aHHBIX C IPOM3BOJICTBOM CEKPETHBIX padoT;

3. 'ocynapcTBeHHas TallHa — 3TO:



a) uHdopManus, CBeJIEHUs, HECAHKIIMOHUPOBAHHBIA TOCTYI K KOTOPHIM MOXKET MPUYHMHHUTD
BpEJl NHTEPECAM CTPaHbI, FOCY1apCTBA;

b) undopmarus, cBeaeHUS, HECAHKIIMOHUPOBAHHBINA TOCTYN K KOTOPBIM MOXET MPUYHUHUTH
BpEJl UHTEPECAM TOJIBKO JKUTEJSIM CTPaHbl, HO BCEI'O IOCY1apCTBa;

¢) undopManus, CBeIeHUs, HECAHKIIMOHUPOBAHHBINA JOCTYI K KOTOPBIM MOXKET HNPUYHUHUTD
BpEJl NHTEPECAM TOJBKO PYKOBOJICTBY CTpaHbl, TOCY1apCTBa;

4. Kak Ha3bIBaeTCsi 3aKOH, PETrYJIUPYIOIIUA JEATEIbHOCTh TOCYAapCTBEHHOM TailHBI Ha
Tepputopuu PO?

a) «O KOMMepUYeCKOU TaliHeY;

b) «O rocynapcTBeHHOI TaiiHeY;,

¢) «O cayxeOHO TaitHe;

d) «O BpaueOHOI1 TaliHEeY;

5. Kakue cepsl 1eaTeTbHOCTH OTHOCATCS K TOCYIapCTBEHHOMN TaliHe?

a) BOGHHas!, BHEILIHENIOJUTHYECKAs], SKOHOMHUYECKAS;

b) TosbKO BOEHHAs ¥ BHEIIHEIOJUTHYECKAs,

C) TOJIbKO BOCHHAsi U SKOHOMMUECKAs;

d) ToBPKO BOCHHAS, BHEIIHETIOIUTHYECKAs, SKOHOMHYECKAs;

6. Kakue cepsl 1eATeIbHOCTH OTHOCATCS K TOCYIapCTBEHHOH TaiiHe?

a) pa3BeabpIBaTENbHAS M ONEPATUBHO-PO3BICKHAS AESITETbHOCTD;

b)pa3BenpiBaTeNibHas U AE€ATEIBHOCTD, CBI3aHHASL CO CTUXUMHBIMU O€CTBUSIMU;

C) HET BEPHOT'O OTBETA;

7. [IpaBOBO# OCHOBOM pEXKUMA CEKPETHOCTH SIBIISIOTCS?

a)Koncturtynus, 3akonsl Poccuiickoit @eaepanun «O Oe3onacHocT», «O rocyaapcTBEHHOM
TalHEY;

b) Tonbko Konctutynus u 3akon Poccuiickoit @enepannu «O 6e30macHOCTHY;

¢) Tosibko Konctutynus u 3akoH Poccuiickoit ®denepannn «O rocyaapcTBEHHOM TaliHE.

bnok 2 (ymerts).

8. Ha3zoBuTe npu3HaKku rocyapcTBEHHONU TaliHbI?

a) OTO OYEHb BaXHBIE CBEACHUS; MX paslialleHue MOXET MNPUYUHUTH YyIepo
rOCYyJapCTBEHHBIM HHTEpecaM; IepeueHb CBEJCHHH, KOTOpbIE MOTYT OBITh OTHECEHBl K
rocyJapCTBEHHOH TaiiHe, 3aKkperuisieTcs (eepalbHbIM 3aKOHOM;

b) 5To0 oueHb BaKHBIE CBEICHUS U UX paslValleHue MOXKeT NPUYMHUTH yiepo
rOCyIapCTBEHHBIM MHTEPECAM;

C) ATO OYEHb Ba)KHbBIE CBEJECHUS U INEPEUEHb CBEIECHUN, KOTOPbIE MOTYT ObITh OTHECEHBI K
rocyJapCTBEHHOH TaliHe, 3aKkperuisieTcs (peaepanbHbIM 3aKOHOM.

9. Uto Takoe 3aceKpeunBaHUE CBEIACHUMN?

a) npeaycMoTpeHHoe KoHcTuTyImel orpaHuueHne 3aKperuieHHOro ee CT. 25 mpaBa rpakaaH
«CBOOOJIHO HMCKaTh, MOJy4aTh, MPOU3BOAUTH U PACHPOCTPAHATh MH(OPMALMIO JIFOOBIM 3aKOHHBIM
CIIOCOOOM»;

b) npenycmorpennoe KoHcTuTyluel orpaHndeHNe 3aKpEeIIeHHOTO €€ CT. 26 TMpaBa TpaxaaH
«CBOOO/IHO MCKaTh, MOJY4aTh, MPOM3BOJIUTH M PACIpPOCTPaHATh MHPOPMALUIO JTHOOBIM 3aKOHHBIM
CII0CO00MY»;

¢) npeaycMoTpeHHoe KoHcTuTymuel orpaHiueHe 3aKperieHHOTo ee cT. 27 mpasa IpaxJaH
«CBOOOJIHO HMCKaTh, MOJy4aTh, MPOU3BOAUTh U PACHPOCTPAHATh MH(OPMALIMIO JIFOOBIM 3aKOHHBIM
CIIOCOOOMY;

10. KondpunenuunanbHas uHGOpManusi MOXKET OBbITh pa3jiesicHa Ha:

a) IPEMETHYIO U CIIY)KEOHYIO;

b) cyxeOHyI0 1 3aKPBITYIO;

C) IPEIMETHYIO U OTKPHITYIO;

d) OTKpBITYIO U 3aKPBITYIO;

11. HenocTHOCTH HH(pOpMALIUK MOXKET OBITh pa3/ieNieHa Ha:

a) CTaTUYECKYIO U JUHAMHYECKYIO;

b) crarnyeckyio u ciayxeOHy1o;

C) CIy>)kKeOHYIO M TMHAMHYECKYIO;



d) Bce BepHO;

12. TIpumepoM HapyLIeHHUs CTATUYECKON IIETIOCTHOCTH HE SIBIISETCS:

a) BBOJl HEBEPHBIX JaHHBIX;

b) HECaHKIIMOHMPOBAHHOE N3MEHEHHE JAHHBIX;

C) U3MEHEHHE MTPOrPaMMHOT0 MOJYJISl BUPYCOM;

d) BHEceHUE TOTIOIHUTENBHBIX MTAKETOB B CETEBOH TpaduK;

13. Ilpumepom HapylIeHUs TUHAMUYECKOU 1IEJIOCTHOCTH HE SIBJISIETCS:

a) HapyIIEHHE aTOMAPHOCTH TPAH3aKIIHi;

b) BHeceHHE AOMOIHUTENbHBIX TAKETOB B CETEBOM Tpa(uK;

C) HECAHKIIMOHMPOBAHHOE N3MEHEHNUE IaHHBIX;

d) nyOnupoBaHue TaHHBIX;

14. Yrpo3a oTkasa ciyx0 MOXKeT ObITh pa30HTa Ha CIEAYIONIUE THITHI:

a) OTKa3 MOoJIb30BaTeeii;

b) BHyTpeHHUI 0TKa3 UHPOPMAITMOHHON CHCTEMBI,

C) OTKa3 MOAJIeP>KUBaIOIIEH HHPPACTPYKTYPHI;

d) Bce OTBETHI BEpHBI;

15. Ha3zoBuTe ri1aBHBIE 3JIEMEHTHI pEKUMa CEKPETHOCTH?

a) mpaBUJIa 3aCEKPEUMBAHUS; PACCEKPEUNBAHUS; 3aIIUTa TOCYJAPCTBEHHON TalfHBI;

b) npaBuia 3acekpeynBaHus U 3alIUTa TOCYJapCTBEHHOMN TalHBI;

C) paBUJIa 3aCEKPEUMBAHUS U PACCEKPEUNBAHNUS;

d)3amuTa rocyaapcTBEHHOM TallHbI U pacCeKpeYBaHUS;

16. He moanexaT 3aceKpeurnBaHUIO CBEJICHUS O:

a) Ype3BbIYalHBIX MPOUCHIECTBHUAX U KaTacTpodax, yrpoxKaroumx 0e30MacHOCTH U 310POBbIO
rpaXkJiaH, U MX TOCJIEJCTBUAX, a TAK)KE O CTUXUIHBIX OCJICTBHSX;

b) cBeaeHUS 0 BOGHHBIX pa3pabOTKax;

C) CBEJICHUS O TEXHUYECKUX pa3padoTKax;

bnok 3 (Bmanets).

17. Yro Takoe aynut?

a) aHaJIM3 HAKOTUIEHHOM MH(OpMAaLIUY, TPOBOAUMBII TOJIBKO ONEPATUBHO;

b) aHamM3 HaKOIJICHHOW WH(OPMALIUH, IPOBOAUMBINA OTIEPATUBHO WIIH IEPUOTUICCKHU;

c) 00a OTBETHI BEpHBI;

18. BbIpaOoTKy HOIUTUKU O€30MACHOCTHM M €€ COJEp)KaHUE pPAcCMaTpUBAIOT Ha
TOPU30HTAJIBHBIX YPOBHSX J€TaIU3aluu?

a) Tpex;

b) mByx;

C) YETBIPEX;

19. Hau6onbuyto yrpo3zy C cocraBisior:

a) 103ep;

b) AreHr;

c¢) Xaxep;

d) Kpsixep;

20. BHyTpnoOBEKTOBBIN PEXUM ITO?

a) KOMIUIEKC MEpOINpPHATHH, HANpaBICHHBIX Ha OOECIeYeHHe YCTAHOBJIEHHOTO peXHMa
CEKPETHOCTH HEIMOCPEJCTBEHHO B CTPYKTYPHBIX IOApA3ICNeHHsX, Ha OOBEKTaX M B CIy)KEOHBIX
MOMEIICHUSX MTPEIIPUATHS;

b) Tonpko 1 MmepompusTHe, HalpaBI€HHOE Ha OO0ecleueHUue YCTAaHOBJIEHHOTO peXUMa
CEKPETHOCTH HEMOCPEJCTBEHHO B CTPYKTYPHBIX IMOApa3eNeHHUsIX, Ha OOBEKTaX M B CIy>KEOHBIX
MIOMEIICHUSX TTPEIPHUSITHS,

C) HET BEPHOT'O OTBETA;

21. Kakast yrpo3a oTkasa ciy>0 yCTpaHseTcs aAMUHUCTPATUBHO-IIPAaBOBBIMU METOJaMHU:

a) OTKa3 MoJIb30BaTelNel;

b) oTka3 mporpaMMHOTO 00ECTICUCHHUS;

C) HapyleHne padoT CUCTEM CBSI3H;

d) paspyiienne u MoBpexACHUE MTOMEIICHUN



22. IIpomycKHOM pexUM — 3TO?

a) COBOKYNMHOCTb HOPM U TMpaBWJI, PETIAMEHTUPYIOIIHUX MOPSAOK BXOJla HAa TEPPUTOPHUIO
NPEANPUATHS U BBIXOJA JIMI, BbE3/1a U BbI€3[la TPAHCIOPTHBIX CPENCTB, BHOCA M BBIHOCA, BBO3a U
BBIBO3a HOCHUTENICH CBENCHUH KOH(PHUICHIMAIBHOTO XapakTepa, a TaKkKe MEPONPHUITHH TI0
peanu3alry Ha3BaHHBIX HOPM U MPABUJI C UCIIOJIb30BAHUEM UMEIOIINXCS CUJT U CPEJICTB;

b) COBOKYIHOCTP HOPM M TPABUJ, PErJaMEHTHUPYIOIIUX MOPSIOK BBIXOJA U3 TEPPUTOPHU
NpEANpPUSTHS, BbI€3[a TPAHCIIOPTHBIX CPEACTB, BHOCA M BBIHOCA, BBO3a M BbIBO3a HOCHUTEJEH
CBE/ICHUI KOH(PUICHIIMATHHOTO XapaKTepa, a TAK)KE MEPONPHUATHIA 110 Pealn3aluy Ha3BaHHBIX HOPM
Y IIPaBUJI C UCTOJIb30BAHUEM UMEKOLIUXCS CUII U CPEACTB

C) HET BEpPHOI'0 OTBETA

24. Yto OTHOCHTCS K KaHajaM, He TpeOyronuM n3MeHeHue 3yeMenToB MC

a) HAMEPEHHOE KOMMPOBaHUE (PailyIoB M HOCUTENEH MHPOpMAITNH;

b) He3aKOHHOE MOJIKIIOYEHHE CIEIUAIBHON PEeruCTPUPYIOIICH arnaparypsbl;

C) 3JIOYMBIIIJIEHHOE U3MEHEHUE IIPOTrpamm;

d)3710yMBINITICHHBIN BBIBOJ U3 CTPOS CPEACTB 3aIIUTHI HHPOPMAIIHH;

24. Kakasi HaIlipaBJICHHOCTh aTak HeBepHO chopmMyupoBaHa?

a) aTaky Ha YPOBHE OMNEPAllMOHHON CHCTEMBI;

b) araku Ha ypoBHE CUCTEMHOT'0 aJMUHUCTPATOPA;

C) aTaky HA YPOBHE CETEBOT0 MPOTrPaMMHOI0 00ecIeYeHHUs,;

d) araku Ha ypoBHE CUCTEM yIpaBiieHUs 0a3aMu TaHHBIX.

OIIK-6

bnok 1 (3Hath).

1. K xakoMy THIy aTaKk OTHOCHUTCSI IIPOCIYLIMBAaHUE NTEPEAABAEMbIX COOOIICHUIA:

a) [laccuBHas ataka;

b) Moaudukamus moToka TaHHBIX;

c) [ToBTopHOE HCMONIB30BAHUE;

d) Otka3 B 00cy)KMBaHUH.

2. JIns yero B cucTeMax OOHapYKEeHUs BTOP)KEHUH UCIIOIb3YeTCsl CEHCOpHas rojacucTema’?

a) U1 IPOCMOTpA BBISIBJICHHBIX HHIIUICHTOB

b) /U1 HACTPONKHU CHCTEMBbl OOHAPYKEHHsI BTOPKEHUN

C) JUISl BBISIBJICHHS aTaK | MOJIO3PUTENBHBIX IeHCTBHIA

d) ans c6opa coObITHI, CBSI3aHHBIX C 0€30MaCHOCTHIO 3alIUIIAeMON CHCTEMBbI

€) JUIsl HAKOTUICHHSI TIEPBUYHBIX COOBITHIA U pPE3yJIbTaTOB aHAIHM3a

3. Bpl moixyumnn mo 3Ja€KTPOHHOM moute nmucbMo ¢ BiaoxkenueMm "Ot ornena IT". B tekcre
NUChbMa TOBOPHTCS, YTO Ball KOMIIBIOTEp OBLI 3apakeH BuUpycoM. [loaTomy Bam HEOOXOIUMO
OTKPBITh BJIOXKEHUE M CJIEJOBATh MHCTPYKLUAM, YTOOBI M30aBUTHCSA OT BUpyca. YTO HE0OX0IuMO
caenath? (Beibepute Bce moaxopsiue BapuaHTbl). MokHO BbIOpaTh | MM HECKOJIBKO BapHUaHTOB
OTBETA.

a) csizathes ¢ [T-ornenom s yrouneHust ”HGOPMAIMK O MTOTYYSCHHOM ITHChME.

b) oTkpoiiTe BOXKEeHUE, YTOOBI YBUAETH €T0 COJIEpKaHHE.

C) YIQIUTh COOOIIEHHE U3 HEU3BECTHOTO HCTOYHHUKA.

d) cnenyiite HHCTPYKLUAM, YTOOBI YAAIUTh BUPYC.

€) HalKcaTh MUCHMO OTIIPABHUTEIIO C IPOCHOOH yIAIUTh U3 CIIMCKA PACCHUIKH.

4. Kakas mpoOGiiema 0e30MacHOCTH BO3HUKACT B OMNEPAI[MOHHOW CHCTEME B OTCYTCTBHH
MeXaHu3Ma yaajieHus (HaiioB Mpu CMEHe TTOIh30BaTellsl Ha OJJHOM KOMIIbIOTepe (O/MH T0Ih30BaTENb
BBIIIEI U3 CUCTEMBI, @ BTOPOH - 3aren)?

a) YT€YKH JTAHHBIX MO0 CKPBITHIM KaHaJIaM

b) HECaHKIIMOHMPOBAHHOE MOJIYYEHNE TPUBUIIETHI IEPBOTO MOJIB30BATENS

C) HUKaKUX MpobJieM ¢ 6€301macHOCThIO CHCTEMBI M B YaCTHOCTH JAHHBIX HE BO3ZHUKHET

d) oTka3 B 00C/Iy’)KUBaHUH

€) PacKpBITHE OCTATOYHOW MH(POPMAIINK BTOPHIM ITOJIb30BaTEIIEM

5. Hna 3amutel uHpOpMAMM, coAepKalleiicss B 0a3e JaHHBIX, TpeOyeTcs Clenyroliee
JefiCTBHE CO CTOPOHBI (PU3NUECKON 3aLTUTHI:



a) MpeaynpexaeHre HeCaHKIIMOHUPOBAHHOTO JOCTYIIA IepcoHaia

b) sBakyarus

C) KOHTPOJIb MOJIEPHUZHPYEMOTO 000PYI0OBaAHUS

d) 3amuTa OT CTUXUIHBIX OeICTBUI

€) HUYero 13 NepevyrcieHHOro

6. Kakoit rpud cekperHocTH HEOOXOAWMMO YCTaHOBUTH (B  COOTBETCTBHH  C
3akoHoAaTenbcTBOM P®) st cBeneHUl O upe3BbIYAWHBIX MPOUCIIECTBUAX M KaracTpodax,
yrpoKaommx O0e30MacHOCTH U 3JI0POBBIO TPaXKIaH, U UX MOCIEACTBHSX, a TaKKe O CTHXUHHBIX
0elICcTBUAX, UX OPUIIMATIBHBIX MPOTHO3aX U MOCIEACTBUIX?

a) CEKpPETHO

b) oco6oii BaxkHOCTH

C) COBEPIIECHHO CEKPETHO

d) HuKako# U3 nepeyrcieHHbIX. J[aHHbIe CBEICHHS, HE MOIJIeKAT K 3aCEKPEUHBAHHIO

€) JIJIsl CITY»KE€OHOTO MOJIb30BaHUs

7. Ha kakom ypoBHe ceteBoi Mmoaenu OSI paboTtaer ceTeBoit MocT?

a) KaHaJIbHBIN

b) ceancoBsrii

¢) husmueckwmii

d) TpaHCTIOPTHBIN

€) ceTeBoi

8. Ha xommbroTepe xpanutcsi qokyMeHT GovSecret.doc, K KOTOPOMY HUMEET JOCTYI TOJIBKO
OmpeNeNICHHBIN Kpyr null (oTaen cratuctuku). COTpyAHHK OTAeNa ayauTa BO Bpemsl OOIleHus B
o0eZilecHHOE BpeMsl C COTPYAHHMKOM OT/eNia CTaTHUCTUKH CeJ 3a ero pabdoyee MeCTO M MPOYMTAI
conmepxkumoe nokymeHta GovSecret.doc. Ompenenure HapylmiaeMoe CBOWCTBO —3alWIIECHHON
uHpopmanuu.

a) KOHQUIECHIINATBLHOCTD

b) y3HaBaeMocCTb

C) MaccoBOCTb

d) nemocTHOCTH

€) JOCTYIHOCTh

brnok 2 (ymeTs).

9. IlpuHATHE KaKMX MEp W3 MEPEUYHCICHHBIX HE MPEJCTABISICT COOON 3aIuTy HHPOPMAITUN
COTJIACHO 3aKOHO1aTeNbcTBY PD? MoxHO BbIOpaTh 1 MM HECKOJIBKO BAPUAHTOB OTBETA.

a) OpraHu3aIMOHHBIC

b) skoHOMHIUYECKHE

C) TEXHUYECKHUE

d) pusnueckue

€) MpaBOBbIE

10. Kakoit MexayHapOAHBIN CTaHAAPT OIEHKU CTENEHHU 3aIIUIIEHHOCTH WH(DOPMAIIMOHHBIX
CHCTEM TII03BOJIICT TPU3HABATh IMPOU3BEIACHHYIO CEPTU(HUKAIMIO TPOIYKTa B JAPYrOd CTpaHe IO
JTaHHOMY CTaHJapTy?

a) BS 31100:2008

b) ISO/IEC 27005

c¢) ISO/IEC 27001

d) OpankeBas kaura ("Orange Book")

e) Ob6mue kputepuu ("Common Criteria", ISO/IEC 15408)

11. Kak Ha3wiBaeTcs nonyueHue uHpopmamnmu ¢ 6ojiee BHICOKMM YPOBHEM UyBCTBUTEIBHOCTH
(manmpumep, cekpeTtHas wH)OpMaIMsa) MyTeM KOMOWHHMpOBaHUS HWHPOpMAHMK ¢ 00Jiee HHU3KHM
YPOBHEM YYBCTBUTEIBHOCTH (HAIIPUMEpP, OTKPBITas HHMopMaIus)?

a) TeKoMOMHAITS

b) undepenuus

C) BaJIMIAIIHS

d) arperauus

€) yreuka uHdopmanuu



12. Yem oTIMYarOTCS TACCUBHBIE CUCTEMBI 0OHapykeHus BTropxkeHuit (COB) oT akTUBHBIX?

a) IlaccuBuble COB orpaHMuuBarOT MOCTYIUIEHHME HAa XOCT WJIM IOJCETh OIPEAEICHHBIX
BUJOB TpaduKa sl MPEAOTBPAILIEHUSI BTOPKEHUM M, B OTIMYMH OT aKTUBHBIX, HE OTCJIEKUBAIOT
BTOP>KEHUS, IPOUCXOAIINE BHYTPH CETH.

b) Jns pa6otsl maccuBHbiXx COB (B OTIMYMU OT aKTUBHBIX) HEOOXOIUM JOMOJTHUTEIHHBINA
MOJyJIb, KOTOPBIH OyIeT BHIIOIHATH (QMIBTPALINIO TpadHuKa.

¢) B apxurektypy naccuBabix COB He BXoIuT ceHcopHas mojcucreMa, a aktuBHbie COB -
COJIEpKaT CEHCOPBI.

d) [TaccuBubpie COB (B 0TIMYMM OT aKTUBHBIX ) pabOTAIOT TOJBKO Ha XOCTax (y3J1ax CETH).

e)[laccuBapie COB wHpOpMaIMIO O HApPyIIEHUU OE30IMacCHOCTH 3alKCHIBAIOT B JIOT H
CUTHAJIU3UPYET O (haKTe HAPYIICHHUS.

f) AxtuBable COB BenyT OTBETHBIC ICHCTBHS HAa HApyLICHHUE.

13. Kakyro OTBETCTBEHHOCTh B COOTBETCTBHUHM C 3aKOHOJIaTeIbCTBOM Poccuiickoit denepaunu
HE BJIEKYT 3a co00il mpaBoHapylieHus B cepe MHPOpMaLUU, UHPOPMAMOHHBIX TEXHOJOTHH H
3aiUThl HHGOPMAIUU (COTTIaCHO 3aKOHOAATENbCTBY PD)?

a) HapyIIEHHs BIEKYT 3a COOOH BCE MEPEeUYHCICHHbBIE BUIbI OTBETCTBEHHOCTH

b) rpaxxmaHcKo-mpaBoBast

C) YroJloBHas

d) mucturmuHapHas

€) aIMUHUCTpaTUBHAas

brok 3 (Bmanets).

14. Kakoii TuUn CHCTeMBI OOHApPYXEHHS BTOPKEHHH HEOOXOIUMO HCIIOIB30BaTh JIJIs
MPOBEJICHUS aHANIMU3a ACSITEIbHOCTH CHCTEMBI, MCIONb3ysS COOBITHE WM MHOKECTBO COOBITHI Ha
COOTBETCTBUE 3apaHee ONpeAeIEHHOMY 00pa3ily, KOTOPbIH OMMCHIBAET U3BECTHYIO aTaKy?

a) Host-based (HIDS)

b) Network-based (NIDS)

c) Policy-based

d) Signature-based

e) Anomaly-based

15. ¥ xakoro mpoTOKoJIa OCHOBHOHM (DyHKIMEW SIBJISETCS Iepenada IUPEKTOpuid u (ailioB
MEXy ABYMS KOMITbIOTEpaMu?

a) HTTP

b) TFTP

c) Telnet

d) FTP

e) SMTP

16. Uto o3HavaeT noHsTHE "3amura nHGopmanuu"? (BeioepuTe ase GopMyITHpPOBKH)

a) TOCJeNI0BaTEeIbHOCTh ACUCTBUM [ 00ecredeHMsl 3allUIIEeHHOCTH HH(POPMAIMOHHOM
Cpelibl

b) ympaBnenue cucteMoil 3aiuThl HHPOPMaIIUU

C) COCTOSIHUE 3AIIUIIIEHHOCTH UH()OPMAITMOHHON Cpebl

d) mporiecc, HanpaBIeHHBIN Ha TOCTHXKEHNUE HH(DOPMAITMOHHONW 0€30T1aCHOCTH

€) JesATeIbHOCTh, HalpaBJeHHAs Ha MpPEeAOTBpPAllCHHE YTEUKH 3allluinaeMod MHpopMaluy,
HECaHKIIMOHMPOBAHHBIX U HEMPEIHAMEPEHHBIX BO3IEHCTBUI HA 3alllMIIIaeMyt0 HH(OPMALIUIO CPEIbl

OIIK-10:

bnok 1 (3Hats).

1. Puck — at0:

a) (GYHKIMS BEPOSTHOCTH PeaJH3allMU OINpPENe]IeHHOW yrpo3bl (MCIONB3YIOIIEH HEKOTOphIe
YSI3BUMOCTH) U BEJIMUMHBI BO3MOXKHOTO yiiep0a;

b) (yHKIMS BEpOATHOCTH pean3alUU ONpPENeNCHHON Yrpo3bl U BEIMYHUHBI BO3MOKHOTO
yiiep0a;

C) HET BEPHOT'0 OTBETA.

2. AHaJIU3 PHUCKOB - 3TO:



a) mpoiecc UACHTHU(PUKAIUU HH(GOPMALMOHHBIX PHUCKOB, OINpEAENCHHE BEPOSTHOCTU HX
OCYILIECTBIICHHUS U MOTEHIIMAIBLHOTO BO3ACHUCTBHS, a TAK)KE UMEIOIIUXCS KOHTPMEpP, YMEHbIIAIOIINX
9TO BO3/eicTBUE (YTPO3 M YA3BUMOCTEN);

b) mporecc ayreHTHdUKanE WHPOPMAITMOHHBIX PUCKOB, OMPEICICHHUE BEPOSTHOCTH HX
OCYIIECTBIICHUSI ¥ TIOTEHI[UAIBHOTO BO3CHCTBHS, a TAKKE UMEIOIIUXCS KOHTPMEP, YMEHbIIAIOIIUX
3TO BO3JEICTBUE (YrpoO3 U ySI3BUMOCTEN);

C) HET BEPHOI'0 OTBETA;

3. YnpaBneHnue puckamu — 3To:

a) MpOoLECcC, BKIIIOYAIOLIUI aHaIn3 PUCKOB, BBIOOD, peanu3anus U oleHKa d()PeKTUBHBIX U
HSKOHOMHYHBIX KOHTPMED, MMPOBEPKA, YTO PUCKU YCTAHOBJICHBI HA IIPUEMIIEMOM yPOBHE;

b) nporiecc, BKIIOYAIOMIKUNA TOJIBKO aHAJIU3 PUCKOB U PUCKH, YCTAHOBIIEHHBIE HA PUEMIIEMOM
YPOBHE;

C) MpolecC, BKIIOYAIOIINI TONBKO pean3alMio U OLUEHKY 3()PPEKTUBHBIX U IKOHOMUYHBIX
KOHTpPMEP.

4. Llenamu aHaIM3a pUCKOB SBJISIOTCS:

a) ompeneicHue nenu ynpaicHus Wb W oleHWBaHUS OCHOBHBIX KPUTHYHBIX OOJIACTEH,
OTPULIATENIHO BIUAIOIINX HA KIFOYEBbIe OM3HEC-IPOIIECCHl KOMIIaHHH;

b) BbIpabOTKY MamO3(PPEKTUBHBIX U OOOCHOBAHHBIX PEIICHUW JJIT KOHTPOJS WU
MUHUMU3ALUN BbISIBICHHBIX PHCKOB;

C) HET BEPHOI'0 OTBETA;

5. Dranom mpoliecca yrnpaBJeHUs PUCKaMU HE SBISETCS?

a) nenTudukanys akTuBOB;

b) OuieHka puCKOB;

¢) Br1Oop 3amuTHbIX Mep;

d) AyrenTudukanus akTHBOB.

6. DTamnom mnpoiiecca yrnpapieHUs PUCKAMH HE SBIISICTCS?

a) neHTudukanms akTHBOB;

b) OueHka puckos;

¢) Beibop 3anuTHBIX Mep;

d) OneHka HOPMATUBHOTO PUCKA.

7. IlocTaHoBKa 331a4M OLIEHKH PHCKOB MO3BOJISIET 3aaTh?

a) TpeOOBaHUS K METOJUKE OLIEHKU MH(POPMAIIMOHHBIX PUCKOB OpraHU3alluu;

b) yperynupoBanue nHGOPMAIIMOHHBIX PUCKOB OpPraHU3alINN;

C) HET BEPHOI'O OTBETA;

brnok 2 (ymerts).

8. LleHTpanbHBIN 37I€MEHT CUCTEMBI 3AIUThI, KOTOPBIA UAECHTUPHUIUPYET CYOBEKThI, 00BEKTHI
U MapaMeTphl 3apalinBaeMoro JA0CcTyna cyObeKToB K 00bEKTaM:

a) ckaHep 0e30MacHOCTH;

b) MoHuTOp O€30MacHOCTH;

¢) MoJieM 0€30IaCHOCTH;

d) mmua 6e30macHOCTH;

9. K amMUHHCTpAaTUBHOMY YPOBHIO MH(POPMAIMOHHON O€30MaCHOCTH OTHOCSTCS JCHCTBUSA
o01iero xapakrepa, npeanpuHIMaeMble:

a) pyYKOBOJICTBOM OpTraHU3aINH

b) [lepconanom opranuzauu

¢) [lons3oBarensamu

d) Het BepHoro orsera

10. 13 ckosbKUX ypOBHEH JleTanu3aiuy COCTOUT noiuTruka 6ezonacHoctu MC:

a) Tpex

b) Uetnipex

c) dByx

d) [Tsat

11. IonuTHka 6€30MAaCHOCTH BEPXHETO YpPOBHS, 3aTparuBarolllas BCE OPraHU3aIUIO B IIEJIOM,
BKJIIOYAET B ceOsl:



a) pemeHue cGopMUpPOBaTH WJIM HW3MEHHTh KOMIUIEKCHYIO TpOrpaMMmy oOecrieueHus
UH(POPMALIMOHHOM 0€30MacCHOCTH;

b) dopmynupoBanue menei opraHuzanuK B 00JAaCTH HH(POPMAIMOHHON O€30MMacHOCTH,
ompezeNieHue OOIIUX HAMPABICHUHA B IOCTHIKEHUH JIAHHBIX TICIICH;

¢) obecniedyeHue HOPMATUBHOM 0a3bl JUIsl COOTIOICHUS 3aKOHOB M ITPABUIT;

d) Bce OTBETHI BEPHBI;

12. HazoBuTe METO/ OLICHKH PUCKOB?

a) 9KCIEPTHBIX OLICHOK;

b) aHAIMTHYECKHUX OIEHOK;

C) peryJMpyeMbIX OLICHOK;

d) Her BepHOTO OTBETA.

13. Kakas 13 METOIMK OLIEHKU PUCKOB SBJISETCS JIMIIHEN?

a) NIST;

b) FAIR;

c) BSI;

d) BSB.

14. Kakast U3 METOAMK OLIEHKUA PUCKOB SIBJISIETCS JTUIITHEH?

a) OCTAVE;

b) IRAM;

¢) ISO 27005;

d) ISO 27000.

bnok 3 (Bmanets).

15. Ilpu mnepemaye JOKYMEHTOB, COJEpXKAallUX KOMMEpPYECKYK TaiiHy, B OpraHbl
roCy/1apCTBEHHOW BJIACTH U OpraHbl MECTHOI'O camoympasieHus rpud «Kommepueckas TaiiHay WiH
«KoHpuaeHumantbsH0» MpOCTaBIIACTCS:

a) B 00513aTEIbHOM TOPSI/IKE;

b) B JkemaTeaIbHOM MOPSIKE

C) B HE 0053aTEILHOM IOPSJIKE

16. I3 ckoJIbKHUX YpOBHEH COCTOUT MpaBOBOE obecreueHne HHHopMamoHHON 6€301acHOCTH:

a) IByX ypOBHEIi;

b) Tpex ypoBHeii;

C) YETBIPEX YPOBHEIl;

d) msTu ypoBHe#;

17. Yro u3 mnepedyucIeHHOro He BXOJUT B MEPBBI YPOBEHb MPAaBOBOTO 00ECHEUYEHUS
UH(POPMALIMOHHOM 6€30MaCHOCTH:

a) Koncrutyuus P® (ct. 23, npaBo Ha TaliHy NEPENHCKH);

b) I'paxxganckuii konekc PO (ct. 139, Bo3MereHre yOBITKOB OT yTEUEK);

c) ®enepanbHblil 3ak0H "O rocynapcTBeHHOU TaiiHe";

d) nocranoBnenus IIpaBurenscrsa PO;

18. UYro M3 mepedyucIeHHOro HE BXOAUT BO BTOPOM YPOBEHb IPaBOBOIO OOECIIEUEHMS
UH(POPMALIMOHHOM 6€30MaCHOCTH:

a) ykassl [Ipesugenra PO;

b) nocranosnenus [IpaBurensctBa PD;

c) YronoBHbli kojekc P® (cr. 272-274, HempaBOMEpHBIH JOCTYIN, pacHpOCTpaHEHUE
BUPYCOB, HApPYIIEHNE MPABUII HKCIUTyaTaIlH);

d) nocranoBnenus miaeHyMmoB BepxosHoro Cyna P®;

19. CTpyKTypHBIE 3JIEMEHTHI HAIMOHAIBHOM 0€30MacHOCTH:

a) [lonmutnueckas;

b) DxoHOMUYECKAS;

c) Boennas;

d) Bce OTBETHI BEPHBI;

20. Korma Opu1 mnpunar ®enepanbHblii 3ak0oH «0O0 ydyacTHM B MEXKIYHAPOJIHOM
UHPOPMALIMOHHOM 0OMeHe»?

a) 5 urons 1992 r.



b) 5 urtons 1994 r.

c¢) 5 urons 1995 r.

d) 5 utonst 1996 1.

21. Cucremy HaIMOHATILHOM 0€30MaCHOCTH 00pa3yerT:

a) OpraHbpl 3aKOHOJIaTEILHOM, HCTIOJHUTEIBLHON U CyIcOHON BIIacTel;

b) rocyaapcTBeHHBIC, OOIIIECTBEHHBIE H UHBIC OPraHU3allii U 00bETUHEHUS;

C) TpaxkJaHe, NPUHHUMAIOIIME ydacTUe B oOecreueHUH Oe30MacHOCTH B COOTBETCTBUU C
3aKOHOM;

d) Bce OTBETHI BEPHBHI;

OIIK-10:

biok 1 (3Hath).

1. B kakom romy yrBepxaeHa JlokrpuHa wHbOpMarmoHHOW Oe3zomacHOCTH Poccuiickoit
®denepauuu:

a) 1998;

b) 2000;

c) 2002;

d) 2004;

2. YTo He OTHOCUTCS K OCHOBHBIM MPHUHIIUIIAM 00eCIiedeHHs HallMOHAIbHOM 0€301acHOCTH:

a) 3aKOHHOCTB;

b) cobmronenue Oananca KU3HEHHO BaKHBIX UHTEPECOB IMYHOCTH, OOIIIECTBA M TOCYAAPCTBA;

C) B3aMMHasl OTBETCTBEHHOCTb JIMYHOCTH, OOIIECTBA M TocyAapcTBa IO 00OECHEYEHHUIO
0€30I1aCHOCTH;

d) cucTeMHOCT®B;

3. K mpaBoBbIM MeTO1aM oOecrieueHus: HHHOPMaIMOHHON 0€30MacCHOCTH OTHOCHT:

a) pa3paboTKa COBPEMEHHBIX METOJIOB U CPEJICTB 3alIUTHl HHPOPMAITUH;

b) onpenenenre OTBETCTBEHHOCTH (PU3NUYECKUX U FOPUINYESCKUX JIHII;

C) yCHJIEHHE KOHTPOJIA 3a pa3BUTHEM MH(POPMAILIMOHHOIO pbiHKa Poccuy;

d) moBbIlIIeHHE CTENEHH 3AIIUIEHHOCTH 3aKOHHBIX HHTEPECOB IPaXKIaH;

4. Korma 6bu1 npunst ®exepansubiii 3akoH "O0 nHbOpMayu, HHPOPMATU3ALUN U 3aLIUTE
UHpOpMaLUu:

a) 2004;

b) 2006;

c) 2008;

d) 2010;

5. Kak HaszpIBaeTcs BUJ aTaku, IPU KOTOPOM NMPOM3BOIATCS HE3aKOHHBIE M3MEHEHHMs CalTa
(4acTo IJIaBHOM CTpaHUIIBl HA YTO-TO Jpyroe)?

a) Refactoring

b) Compiling

c¢) Defacement

d) Decomposition

e) Injecting

6. Ha xakux aByx mpobjemMax He OCHOBaHAa HECUMMeETpUuHas Kpunrorpadpus? MoxkHO
BbIOpaTh 1 MM HECKOJIBKO BAPUAHTOB OTBETA.

a) mpo0yiemMa BO3BeIeHUs OOJIBIINUX YHCEN B CTENIEHB

b) mpobsiema paznokeHus: OOTBIIOTO YKCiia Ha IPOCThIE MHOKUTETH

) mpobJemMa HaX0XKJICHHUS KBapaTUYHOTO BbIUETa

d) mpobnema akTopuzauu

f) npobnema aucKkpeTHOTo Jorapu(PMUPOBAHUS

7. JailiTe onpeaesieHHe TUIlY BPEIOHOCHBIX IPOrPaMM, PaCHpOCTPAHSAIOMIUXCA MO CETEBBIM
KaHaJlaM, CHOCOOHBIX K aBTOHOMHOMY IIPEOJIOJICHUIO CHUCTEM 3alllUThl aBTOMATU3HPOBAHHBIX WU
KOMIIBIOTEPHBIX CHUCTEM, a TAaK)K€ K CO3JIaHUIO U JalIbHEHIIeMy paclpOCTPAHEHUIO CBOMX KOMHA, He
BCEr/la COBMAJAIOIIUX C OPUTMHAIOM, OCYIIECTBIEHUIO HHOTO BPEJOHOCHOIO BO3IEHCTBHUS.

a) TPOSIH



b) Bupyc

C) IKCIUIOUT

d) uepBn

e) Jjoruueckas bomoba

bnok 3 (Bmanets).

8. UTo U3 nepevrciieHHOro MPOUCXOAUT MpHU ucroib3oBanuu RAID-maccuBoB?

a) NOBBIIIACTCS HAAEKHOCTh XPAHEHHS! JaHHBIX

b) obecieunBaercs 60see BRICOKHI YPOBEHb 3aLIUTHI OT BUPYCOB

C) HUYET0 U3 MEePEUnCIEHHOTO

d) yBennumBaeTcss MaKCUMasbHast IPOIMYCKHAs! CIIOCOOHOCTH CETH

€) IPOU3BOAUTCS MOJIHOE MN(POBAHUE JTaHHBIX

9. KakuMm TepMHHOM (COTIacHO 3aKoHOAaTeNbcTBY P®d) HaswpiBaercs mr00as uHbOpMaIys,
OTHOCAIIAsICS K MIPSIMO MJIM KOCBEHHO OIPEJICJIEHHOMY WIIM ONIpeesieMoOMy (PU3U4EeCKOMY JIUIy?

a) nHpOpMaLUs PO JTUIHOCTH

b) rocynapcTBeHHas TaiiHa

C) KOH(pHIeHIATbHA HHPOPMALIUs

d) nadopmarnus ¢ orpaHUYEHHBIM JTOCTYIIOM

€) MepCOHAIbHBIC JTAHHBIE

10. Kak Ha3bpIBaeTcsi MPOLEHT CyOBEKTOB HEBEPHO pa3pelleHHbIX B cHUcTeMe (MHaye:
CHUTYyalHs, KOTJa HapyIIUTENN KIacCU(PUIHPYIOTCS KaK aBTOPU30BAHHBIE TI0JIH30BATENHN)?

a) False User Access Rate (FUAR)

b) True Acceptance Rate (TAR) niu ommoOka 3 pona

c) False Acceptance Rate (FAR) wim ommbka 2 pona

d) False Rejection Rate (FRR) nnm ommbka 1 pona

e) Crossover Error Rate (CER)

11. YTo U3 nepevyncIeHHOro He UCIOIb3yeTCsl B OMOMETpHUECKOi ayTeHTHpuKamu? MoXHO
BbIOpATh | MIIM HECKOJIBKO BapUAHTOB OTBETA.

a) MJIAaCTUKOBAsl KapTa C MarHUTHOM IOJIOCOU

b) ki1aBUaTypHBII OYEpK

c¢) PIN-xon

d) pucCyHOK ManuiuIsipHOro y3o0pa

€) paaykHasi 000JI0UKa TJia3a

12. Kakoe ycTpoiicTBO B ceTH 00s3aHO cobuparth pparMeHTupoBaHHble [P-nakeTs1?

a) MOCT

b) KOHEeuHBI! NOTyYaTeNb NaKeTa

C) MMOBTOPUTEID

d) xommyTarop 2 ypoBHs

€) TouKa JocTyna

13. KTo M3 cleayromux JMIl HECeT OCHOBHYIO OTBETCTBEHHOCTh 3a ONpEENICHHE YPOBHS
kiaccuukanuu nHGpopManuun?

a) MOJIb30BaTENb

b) agmuHUCTpaTOp

C) MEHeKep 1o 0e30IMacHOCTH

d) Bnagenen

€) ayIuTop

14. Kakoii MexaHM3M HEOOXOIMMO HCIIONB30BaTh I TPAHCIAINH JIOKAIBHOW CETH C
JIara3oHoM ajipecoB, HarpumMep, 172.11.10.0/24 B rnobanpHyI0 ceTh yepe3 oauH BHemHui [P-aapec
(ampec MapmIpyTH3aTOpPa, BHITOTHSIONIETO TPAHCIISIITHIO)?

a) TCP/IP

b) Proxy

c) DNS

d) DMZ

e) NAT



bnok 2 (ymerts).

1. Onpenenute, NPUHITHE KAaKUX MEp HE MPEACTABISIET co00i 3amuTta nHpopmaruu? MoxHO
BbIOpaTh 1 MJIM HECKOJIBKO BApUAHTOB OTBETA.

a) TAKTUYECKUE

b) opranuzanuoHHbIe

C) MpaBOBbIC

d) TexHnueckue

€) PKOHOMHUYECKHE

2. Yro takoe "HoneyPot" B unpopmanmonHoii 6e30macHOCTH?

a) CeTEeBOM NMPOTOKOI

b) cuMMeTpUuYHBIN KpUNTOrpadhUIeCKUd aIrOPUTM

C) aHTUBUPYCHOE NPOrpaMMHOE o0ecreueHue

d) Tn ceTeBoit aTaku Ha MIPOKCH-CEPBEPA

€) CpeACcTBO 0€30MacCHOCTH, HUCIIOIb3YEMOE [l IOUMKH XaKepOB U aHaJIM3a UX METOJI0B

3. B kakoM Bu/Jie XpaHATCS aHHbIe 0 nojab3oBaTesax UNIX?

a) ¢aiin ¢ pacmmpeHuemM *.usr

b) HET MpaBUIIBHOTO OTBETA

C) TEKCTOBBIN (haiin

d) OunapHsIii (aiin

€) UCTIOJHSAEeMBIN (haii

4. Ha kakoM yCTpOHCTBE OOBIYHO HCIMOJIB3YIOT TexHonoruio VLAN c 1uenpio paszaeneHus
CETH Ha CerMEHThI?

a) IOBTOPUTEIb

b) kommyTarop

C) TOUKa JocTyna

d) 6panamayep

€) MapuIpyTU3aTop

5. Ilouemy OITOBOJIOKOHHbIE KOMMYHHKAIIMOHHBIC TEXHOJIOTUM HMEIOT 3HAYUTEIbHOE
PEeUMYIIECTBO (B 3HAYEHUHU 0€301MaCHOCTH) MEpe] IPYTUMHU TEXHOJIOTUSAMH Tepelaun JAHHBIX ?

a) BBICOKasi CKOPOCTb Mepeau JaHHBIX

b) BO3MOXHOCTh UCIIPABIIEHUS OLIMOOK B I€PEIaBAEMBbIX JaHHBIX

c) 6osee aeieBble B IPUMEHEHUH

d) MynpTUIUIEKCUPOBaHHUE MPENATCTBYET aHANU3Y Tpaduka

€) nepexsar Tpaguka sBisieTcs: 60iee CI0KHBIM

6. Uto siBisieTcs nepapxXuyecKuM (JIOTHYECKUM) aIpecoM KOMIIBbIOTEPA B CETU?

a) Macka IMoJICETH

b) MAC-anpec

C) CUMBOJIbHOE UMl KOMITbIOTEpA

d) et BepHOTO OTBETA

e) [P-anpec

7. Kakum TepMUHOM Ha3bIBaeTcsi crnocod Mmu(poBaHUs, B KOTOPOM JJs IIHU(pPOBaHUS U
pacppoBBIBaHUS IPUMEHSAETCS OIUH M TOT e KpUNTOorpapuuecKuil Kioy?

a) TUHeHoe mudpoBaHue

b) mpoctoe mudposanue

¢)"One-key" mmudpoBanue

d) cummeTpuuHoOe mMdpoBanue

€) OJTHOYPOBHEBOE MM (PPOBAHUE

MeToanyeckue MaTepuaJIbl, XapaKTepu3yoLye npoueaypbl OLeHUBaHUSA
Ha ocHoBe mnepeyHsi TECTOBBIX BOIPOCOB IMPOTPAMMHBIM KOMILJIEKCOM HH(OPMalMOHHO-

oOpaszoBatensHoro mnoprana MU Bal'Y ¢opmupyrorcs B aBTOMaTHUECKOM PpEXHME TECTOBbIE
3aJjaHus 7S CTYACHTOB: BOCEMb BOIIPOCOB U3 Oj0Ka 1, ueTblpe Bompoca u3 010ka 2 U TpU BOIpoca



u3 Omoka 3. IlporpamMMHBIi KoMIUieke (HOPMHPYET WHAMBUAYAIbHBIC 3aJaHUS IS KaKIOTO
3ap€FI/ICTpI/IpOBaHHOFO B CUCTEMC CTYI[GHTa n YCTaHaBJII/IBaeT BpCMSI HpOXO)KI[eHI/DI TCCTI/IpOBaHI/IfL
Kaxnprii otBeT M3 O610ka 1 onennBaercs B 2 Oaja, u3 0joka 2 - B 3 6aiia, u3 6;10ka 3 - B 4 Oamna.
Pe3y.HBTaTOM TCCTI/IPOBaHI/ISI ABJISICTCA CyMMa 6aJIJIOB, KOTOpaSI CKJIaabIBACTCA C I/IHI[I/IBI/I,HyaHBHBIM
CEMECTPOBBIM PECHTHHIOM CTYJICHTA U OIIPEIC/IsACT MOTYICHHE 3a4eTa.

0 - 50 Gaya — «HE 3aUTEHOY;

51 — 100 GayuI0B — «3aYTEHOY.

MaxkcumanbHasi cymma 0asuioB, HaOupaemast CTyIeHTOM 1o aucuuiinHe pasHa 100.

OueHka
B
oayutax

O1eHKa 110 IIKaje

O6ocHOBanue

Yposenw
cghopmuposannocmu
KomnemeHyuil

Boinee
80

«OTINYHOY

Conep:kanue Kypca OCBOCHO
MOJIHOCTBIO, 0e3 MpoOeoB,
HEOOXO/IMMBIE IPAKTUYECKUE HABBIKU
paboThl C OCBOEHHBIM MaTEPUATIOM
copMupOBaHbI, Bce
MPEyCMOTPEHHBIE IPOTPAMMOMA
oOyueHus: yueOHbIE 3aJaHUS
BBITTOJIHEHBI, KAYECTBO UX
BBIITOJTHEHUS! OIICHEHO YUCIIOM
0aJ10B, OJIM3KUM K MAaKCUMaJIbHOMY

Buicoxuii yposens

66-80

«Xopomo»

Conepxanne Kypca OCBOCHO
MOJTHOCTBIO, 6€3 IPo0eIoB,
HEKOTOPBIC MTPAKTUICCKIE HABBIKA
pabOThI ¢ OCBOCHHBIM MaTEPHAIOM
c(hOpMHUPOBAHEI HEJIOCTATOYHO, BCE
MPEyCMOTPEHHBIC IPOTPAMMOA
o0y4eHust yueOHbIC 3aJaHus
BBIIIOJHEHBI, KAUECTBO BBITTOIHCHHUS
HHU OJHOT'O M3 HUX HE OI[CHEHO
MHMHUMAJIbHBIM YHCIIOM 0aJIIoB,
HEKOTOPBIC BUJIBI 3a/TaHUH
BBITIOJTHEHBI C OIMOKaMHU

Ilpoosunymutii
ypoeeHs

50-65

«Y IOBJIETBOPUTEIBHO

Conep:xaHne Kypca OCBOCHO
YaCTUYHO, HO MTPOOEIIBI HE HOCAT
CYILECTBEHHOT'O XapakTepa,
HE00XO0/IMMBbIE IPAKTUYECKNE HABBIKU
paboThl ¢ OCBOEHHBIM MaTEpPHAIOM B
OCHOBHOM C()OPMUPOBAHBI,
OOJIBIIMHCTBO MPEIYCMOTPEHHBIX
porpamMmoii 00y4eHus: yueOHbIX
3aJJaHHId BHIITOJIHEHO, HEKOTOPBIE M3
BBITOJIHEHHBIX 33JJaHUH, BO3MOXKHO,
coJiepKaT ONTHOKH

Ilopozoeuwiit yposens

Menee
50

((Hey,ZIOBJ'I CTBOPUTCIILHO»

ConeprxaHue Kypca HE OCBOCHO,
HE00XO0/IMMBbIE TIPAKTUUYECKHE HABBIKU
paboThl HEe CHOPMUPOBAHBI,
BBINOJIHEHHbIE YUeOHbIE 3a1aHUs
coJiepxkaT rpyoObie OmuOKu

Komnemenyuu ne
chopmuposant




3. 3axanus B TeCTOBOI (popme MO JUCHUITIMHE

[Tpumepsl 3aganmii:

1. B xakom romy yrBepxnaeHa JloktpuHa wuHpopMannoHHON Oe3omacHocTn Poccuiickoit
denepanuu:

a) 1998;

b) 2000;

c) 2002;

d) 2004;

2. Yto HE OTHOCUTCS K OCHOBHBIM ITPUHIIMIIAM 00€CIIEYEHH s HallMOHAJIBHOM 0€3011aCHOCTH:

a) 3aKOHHOCTb;

b) cobmonenne Oananca KU3HEHHO BAKHBIX HHTEPECOB IUYHOCTH, OOIIIECTBA U TOCYAAPCTBA;

C) B3aMMHas OTBETCTBEHHOCTb JIMYHOCTH, OOIIECTBA M TocyAapcTBa MO 00ECHeUYeHHUIO
0€30I1aCHOCTH;

d) cucteMHOCTB;

3. K npaBoBbIM MeTo1aM oOectieueHust HHPOPMAIMOHHONW O€30MaCHOCTH OTHOCHT:

a) pa3pab0TKa COBPEMEHHBIX METOJIOB U CPEJICTB 3alIUThl HHPOPMAIUH;

b) onpenenenne OTBETCTBEHHOCTH (PH3UUECKUX U FOPUAMYECKHUX JIUIL;

C) yCHJIeHHE KOHTPOJIA 3a pa3BUTHEM HHGOPMAIMOHHOTO pbiHKa Poccuu;

d) moBkIIICHHUE CTETIEHU 3AIMIIIEHHOCTH 3aKOHHBIX HHTEPECOB I'PaK/IaH;

4. Korga Obut npunsat denepanbubiii 3akoH "O06 uHpOpMaluy, nHGOPMATU3ALMHA U 3aIIUTE
uH(popMauu:

a) 2004;

b) 2006;

c) 2008;

d) 2010;

5. Kak nHa3wiBaeTcs BUJ aTaku, MPU KOTOPOH MPOU3BOIATCS HE3AKOHHBIC M3MEHEHHsI caiiTa
("4acTo riaaBHOM CTPAHMIIBI HA YTO-TO APYroe)?

a) Refactoring

b) Compiling

c¢) Defacement

d) Decomposition

e) Injecting

6. Ha xakux nByx mnpobiieMax HE OCHOBaHa HecHMMMeTpuuHas Kpunrorpadua? MoxHo
BBIOpATh | MJIM HECKOJIBKO BapUAaHTOB OTBETA.

a) mpo6JieMa BO3BeIeHUs OOJIBIIINX YHCEIl B CTENICHb

b) npoGiema pa3ioxeHus OONBIIOTO YKCIA HA IPOCThIE MHOXKUTENN

¢) mpobJieMa HaX0XKICHHsI KBaIpaTUYHOTO BhIUETA

d) nmpoGnema daxTopuzanuu

f) mpoGiieMa AMCKPETHOTO JIoTapu(MUPOBAHUS

7. Jaiite ompeneneHue THIY BPEIOHOCHBIX MPOTPaMM, PaclpOCTPAHSIOUIMXCS MO CETEBBIM
KaHaJlaM, CHOCOOHBIX K aBTOHOMHOMY IIPEOIOJICHHIO CHCTEM 3allMThl aBTOMATH3HPOBAHHBIX W
KOMITBIOTEPHBIX CHCTEM, a TaKXXe K CO3JaHUIO U JAajJbHEeHIIeMy paclpoCTpaHEHUIO CBOUX KOIM, He
BCET/Ia COBMAJIAIONINX C OPUTHHAIOM, OCYIIIECTBICHUIO HHOTO BPEIOHOCHOTO BO3/ICHCTBHSL.

a) TPOsiH

b) Bupyc

C) SKCIUIOUT

d) uepBb

) Joruueckas bomoba

brok 3 (Bmanets).

8. UTo U3 nepeyrcieHHOro MPOUCXOAUT Ipu Hcnosib3oBaHuM RAID-maccuBoB?

a) TIOBBIIIAETCS HAJAEKHOCTh XPAHEHHSI JAHHBIX

b) obecrieunBaercs 60s1ee BEICOKHI YPOBEHb 3aLIUTHI OT BUPYCOB

C) HUYEro U3 NepeYrCIeHHOr0

d) yBenuumBaeTcss MaKCUMasbHast IPOMYCKHAs! CIIOCOOHOCTh CETH



€) MPOU3BOAUTCS MOTHOE MU(POBAHNE JaHHBIX

9. KakuMm TepMHHOM (COriIacHO 3aKoHOAaTenbcTBY P®d) HazwpiBaercs mrobast mHpopMarus,
OTHOCAIIAsICS K MIPSIMO WJIM KOCBEHHO OIPEIEIEHHOMY WM ONpeesieMoOMy (pU3U4YECKOMY JIUITy?

a) nHpOpMaLUs PO JTUIHOCTH

b) rocynapcTBeHHas TaiiHa

) KOH(pHIeHIATbHA HHPOPMALIUs

d) nadopmarnus ¢ orpaHUYEHHBIM JIOCTYIIOM

€) MepCcoHaAIbHBIC JAHHBIE

10. Kak Ha3bpIBaeTcs MNPOLEHT CYOBEKTOB HEBEPHO pa3peIIeHHBIX B cHcTeMe (MHaue:
CHUTYyalMs, KOTJa HapyIIUTENN KIacCU(PUIMPYIOTCS KaK aBTOPU30BaHHBIE TOIH30BATENHN)?

a) False User Access Rate (FUAR)

b) True Acceptance Rate (TAR) unu ommbxka 3 pona

c) False Acceptance Rate (FAR) wim ommbka 2 pona

d) False Rejection Rate (FRR) nnm omubka 1 pona

e) Crossover Error Rate (CER)

11. YTo U3 nepevyncIeHHoro He UCIOIb3yeTCsl B OMOMETPHUECKON ayTeHTHpHUKamu? MoXHO
BbIOpATh | MJIM HECKOJIBKO BapUAaHTOB OTBETA.

a) MJIACTUKOBAsl KapTa C MarHUTHOW MOJIOCOM

b) Ki1aBUaTypHBII TOYEPK

c¢) PIN-xon

d) pyCyHOK ManuuUISIpHOTO y30pa

€) paaykHasi 000JI0UKa TJia3a

12. Kakoe ycTpoiicTBO B ceTH 0053aHO coOupath ¢pparMeHTupoBaHHble [P-nakeTs1?

a) MOCT

b) KOHEeUYHBI! TOTyYaTelNb MaKkeTa

C) IOBTOPUTEID

d) kommyTaTop 2 ypoBHA

€) TouKa JocTyna

13. K10 M3 cieayromux JIMI HECeT OCHOBHYIO OTBETCTBEHHOCTh 3a ONpEACICHHE YPOBHS
KJ1accupukanuy nHpopMauu?

a) NOJIb30BaTENb

b) agmuHUCTpaTOp

C) MEHeKep 1o 0e30IacHOCTH

d) Bnagenen

€) ayIuTop

14. Kakoii MexaHM3M HEOOXOIMMO HCIIONB30BaTh MJisi TPAHCISIUUA JIOKAJTBHOW CETHU C
JIMara3oHoM ajipecoB, HarpumMep, 172.11.10.0/24 B rnobanpHyIO ceTh uepe3 oaAuH BHemHui [P-aapec
(ampec MapmIpyTH3aTOpPa, BHITTOIHSIONIETO TPAHCIISIITHIO)?

a) TCP/IP

b) Proxy

c) DNS

d) DMZ

e) NAT

1. Onpenenute, NPUHITHE KAaKUX MEp HE MPEACTABISAET co00it 3amuTta nHpopmaruu? MoxHO
BBIOpATh | MIIM HECKOJIBKO BapUAaHTOB OTBETA.

a) TAKTUYECKUE

b) opranuzanuoHHbIe

C) MpaBOBbIE

d) Texaudeckue

€) SKOHOMHYECKHE

2. Yto Takoe "HoneyPot" B uHpopManinonHoii 6e3onacHoctu?

a) CeTeBOM MPOTOKOII

b) cumMMeTpuuHBIN KpUNITOrpahUIeCKUid aIrOpUT™M

C) aHTHBHPYCHOE TIPOTPaMMHOE 00eCTIeUeHHE



d) Tum ceTeBoii aTaku Ha MMPOKCU-CEPBEPA

€) cpelncTBO 0€30MaCHOCTH, UCTIONB3yeMOe JIsi TOMMKHU XaKepOB M aHAJIM3a UX METOJIOB

3. B kakoM Bue XpaHATCA JaHHbIE O TTob3oBaTensix UNIX?

a) (aiin ¢ pacmmperueM *.usr

b) HET MpaBUIIBHOTO OTBETA

C) TEKCTOBBIN (haiin

d) GuHapHbIi daiin

€) UCTIOJIHAEMBIN (aiin

4. Ha kakoM yCTpOHCTBE OOBIYHO HCIOJIB3YIOT TexHonoruio VLAN c 1enplo pas3aeiieHus
CETH HA CETMEHTHI?

a) IOBTOPUTEh

b) kommyTaTOp

C) TOYKa JJOCTYyIIa

d) 6panamayep

€) MapuIpyTU3aTop

5. TloueMy ONTOBOJIOKOHHBIE KOMMYHHKAITMOHHBIC TEXHOJOTHH HWMEIOT 3HAYUTEILHOE
MPEUMYIIECTBO (B 3HAUEHUU OE30MACHOCTH) NIEpE]] APYTUMHU TEXHOJIOTUAMU Nepeauu JaHHBIX ?

a) BBICOKAsi CKOPOCTD IepeIaunl TaHHBIX

b) BO3MOXHOCTh UCIIPABIICHUS OLIMOOK B ME€pe/1aBaeMbIX JAHHBIX

c) Gosiee JienieBble B IPUMEHEHUN

d) MynpTUIUIEKCUPOBAHHUE MPEMATCTBYET aHANU3Y Tpaduka

¢) mepexBar Tpaduka sBisieTcs 00Jee CI0KHBIM

6. UTo siBiIeTCS HEPAPXUUECKUM (JIOTUYECKUM) a[pecoM KOMIIbIOTEpa B ceTh?

a) Macka MoJ/ICeTH

b) MAC-anpec

C) CUMBOJIBHOE HMsI KOMITBIOTEPA

d) Her BepHOTO OTBETA

e) [P-ampec

7. Kakum TepMUHOM Ha3bIBaeTCsi Crocod muppoBaHUs, B KOTOPOM HJs IIHU(pPOBaHUS H
pactpOBBIBAHUS IPUMEHSICTCS OJIMH U TOT K€ KPUNITOTPAPUICSCKHIA KITF0Y?

a) TUHeHoe mudpoBaHue

b) npoctoe mudpoBanue

¢)"One-key" mmdpoBanue

d) cummerpuyHoe mudpoBaHue

€) OJIHOYpOBHEBOE MU POBaHHE

[TonHBI NEepeueHb TECTOBBIX 3a/IaHHI C YKa3aHWEM MPABUIIBHBIX OTBETOB, pa3MEIleH B OaHKe
BOIIPOCOB ~ Ha  MH(OPMAIMOHHO-00PA30BATENILHOM  TOpTalie  WHCTUTYTa MO  CCBUIKE
https://www.mivlgu.ru/iop/question/edit.php?courseid=2864&cat=31088%2C92832

OHGHKa PACCUUTBIBACTCA KaK IMPOLCHT IMPAaBHUJIbHO BBIMMOJTHCHHBIX TCCTOBBIX 3aHaHHﬁ u3 ux
o01iero yucna.



