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1. lleanb ocBOeHNSI AUCUUILIHHBI
Ienp pucuuniavHbel: (GOPMHUPOBAHUE Yy CTYJIEHTOB OCHOBHBIX HaBBIKOB IO pa3paboTke U
UCIIOJIb30BAaHUIO0 CHMMETPUYHBIX U ACUMMETPHUHBIX KPUNITOIPAhUIECKUX aITOPUTMOB.
3ajaun AUCUUIUIMHBL JaTh 00y4aeMOMY apceHasl THUIIOBBIX NPHEMOB JUISl peIeHHs 3a/ad,
BO3HHUKAIOIIUX IPU pa3pabOTKe U UCIOIb30BAHUN KPUNTOIpapUUECKUX aIrOpUTMOB; IPUOOPETECHHE
CTYAECHTaMH YMEHHH MOJIb30BaThCsl OCHOBHBIMU MOHATHUAMH, 3aKOHAMU U MOJIEJIIMU KpUIITOTpapuH,
OCHOBHBIMH KpUNTOTpaUUIECKUMHU METOIAMH 3aIUTH HH()OPMAIIH.

2. Mecro mucuuniannsl B crpykrype OIIOII BO
Jucrumiria «MeToabl U CPeCTBa KPUNTOrpapuyIecKOi 3aiuThl HHOOPMAILIU» SBIISETCS
mucruuinao mo  HampasieHuto 10.03.01 «MudopmanmonHas Oe3omacHOCTh» (OakamaBpHar).
Jucrunanaa «MeToabl U CpeicTBa KpUITOrpahuyeckoi 3aimuThl HHGOpMauny» Oasupyercst Ha
3HAHUSX, TOJYYEHHBIX B PaMKax M3Y4YEHHUs CIeAyromux aucuuiuinH: «Teopus wuHpoOpManum»,
«Marematuka.

3. Ilnanupyembie pe3yabTaTbl 00y4eHHS 110 TUCUMILIHHE
[Inanupyemble pe3ynbTaTbl OOy4eHHs IO JUCLUUILUIMHE, COOTHECEHHBbIE C IUIAHUPYEMBIMU
pe3ynbraramu ocBoeHust OIIOII (koMneTeHIUAMY U UHAMKATOPaMU JOCTHXKEHUS KOMITETEHITHI)

dopmupyembie [Tnanupyembie pe3yabTaThl 00yUYCHHUS MO AUCIUILTHHE, B
KOMIIETeHIINH (KO, COOTBETCTBUHU C MHIUKATOPOM JOCTHKEHUS KOMIETEHIIUN HanMeHOBaHUE OLIEHOYHOTO
COZIEpIKaHUE WNunukaTop qocTHKEeHUs Pe3ynbTathl 00yueHUs M0 cpeacTBa
KOMIICTCHIIHN ) KOMITETEHITUH JIMCLUIIIINHE

OIIK-9 Cnocoben
MIPUMEHSTH CPEICTBA
KpuITorpaduieckoi

U TEXHUYECKOU
3alIUTHl HHOPMaIUU
JUISL peLIeHUs 3a71a4
npodeccCHOHAIBEHOM
JEATETbHOCTH

OIIK-9.2 Ilpumenser
METO/IbI ¥ CPE/ICTBA
KpHUNTOrpaduuecKoi 3amuTsl
nHpopManuu Jis pemeHus
3aa4 mpoQheCcCUuOHANTBHOM
JeATEIEHOCTH

3HATh METOJIbI U TIPUEMBI
(dhopMau3aIyK U TUITOBBIC
QITOPUTMBI PEIICHHUS
npukitaaaeix 3aga4d (OITK-
9.2)

YMeTh HCIONIB30BaTh
CYIIECTBYIOIIHE AITOPUTMBI,
SI3BIKH U CUCTEMBI
MPOTrPaMMHUPOBAHUS JUIS
PELICHUSI CIIeIUATBHBIX
3anad (OITK-9.2)

TCCT




4. CTpyKTYypa H coepkaHne TUCHUILTHHbBI
OO6m1ast TpyI0€MKOCTh TUCIMIUIMHBI COCTABIISCT 4 3aueTHbIC enuHMIIBI, 144 daca.

4.1. ®opma o0y4eHHsI: OUHAS
YpoBeHs 6a30B0or0 00pazoBaHms: CpeiHee odIee.

Cpoxk 00yueHust 4r.

4.1.1. CTpyKTypa IMCHUNINHBI

KonrakTHas padota
00y4aroIuXcsl ¢ MeAArornYeckuM |
paboTHUKOM S
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@) =l E = & | mnpomexyTouHoit
§ = Lg = 5 aTtrecTanuu(Io
2| a & Sl a S cemMecTpam)
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1 CuMMeTpHuuHbIe 6 | 10 16 3 TecTHpoBaHHe
KPUITOCHUCTEMBI
2 AcuMMeTpUYHBIE 6 | 8 8 4 TecTHpoBaHe
KPHUIITOCHCTEMBI
3 [TpoBepka MoAJTMHHOCTH 6 | 6 16 4 TECTHpOBAMHE
4 OnexTpoHHas 1HQppoBas 6 | 8 8 20,8 TecTHpOBaHHe
TIOJTIIHCh
Bcero 3a cemectp 144 | 32 48 521035 31,8 DK3.(26,65)
Vitoro 144 | 32 48 521035] 31,8 26,65
4.1.2. CoaepskaHue TUCUMILIMHBI
4.1.2.1. IlepeyeHnb JeKUM i
CemecTtp 6
Paszoen 1. Cummempuunvle kpunmocucmemol
Jleknus 1.
[Tpuniuns! Kpunrorpadudeckoit 3amuTsl HHGopMaruu (2 yaca).
Jlexnusa 2.
TpaauumoHHbIe CUMMETPUYHBIE KPUNITOCUCTEMBI (2 Yaca).
Jleknus 3.
[u¢ps! nepectaHoBKH (2 yaca).
Jlexkumus 4.
[u¢ps! 3amens (2 gaca).
Jleknus S.

TpaauumoHHble CUMMETPUYHBIE KPUNITOCUCTEMBI (2 Yaca).



Pazoen 2. Acummempuunsie kpunmocucmemwl
Jleknus 6.

[udpst cnoxHO# 3aMeHbI (2 yaca).
Jlekuus 7.

[IudpoBanre rammupoBanueM (2 yaca).
Jlexnus 8.

CoBpeMeHHbIE CHMMETPUYHBIE KPUIITOCUCTEMBI (2 yaca).
Jleknusa 9.

Cucrema DES (2 gaca).
Pasoen 3. Ilposepka noonunnocmu
Jlexuus 10.

Cucrema IDEA (2 yaca).
Jlexuus 11.

CoBpeMeHHbIE ACHMMETPUYHBIE KPUIITOCUCTEMBI (2 yaca).
Jlexuus 12.

Wnentudukamys v npoBepka NOJIMHHOCTH (2 4aca).
Pazoen 4. Dnexmpounnas yugposas noonuce
Jlekuus 13.

[Iporokonbl ¢ HyneBoil nepeaayeii nanHbIX (2 yaca).
Jexkuusa 14.

Cxema unentudukanuu ['nmnoy-Kyuckyorepa (2 yaca).
Jlekuus 15.

DnexTpoHHas udpoBas noaAnuck. Anroputmsl udposoit noanucu RSA, Db [Namans (2
yaca).
Jlexuus 16.

OnexrpoHHas u(poBas moAnMCh. AIropuT™Mbl U poBoii moanucu DSA, oredecTBeHHBII
crangapt (2 Jaca).

4.1.2.2. IlepeyeHb NPAKTUYCCKUX 3aHATHI
He mnanupyercs.

4.1.2.3. [lepeueHnb 1a00paTOPHBIX PadOT

Cemectp 6
Pazoen 1. Cummempuunvie kpunmocucmemol
JlabopaTopnas 1.

[TpunIMnB KpUnTorpadhudeckoit 3amuTsl HHGopMauu. TpaaAunOHHbIE CAMMETPUYHBIE
kpunrocucremsl. [lndpsl nepecranoBku (4 yaca).
JlabopaTopnas 2.

HIudpst 3amensl. TpaauimoHHbIE CAMMETPUYHBIE KPUIITOCUCTEMBI (4 Yaca).
Jladoparopnas 3.

HIudps! cnoxuoil 3amensl. [lIndposanne rammupoBanueM (4 yaca).
Jlaboparopnas 4.

CoBpeMeHHbIE CHUMMETPUYHBIE KPUIITOCUCTEMBI (4 yaca).
Pazoen 2. Acummempuunsie kpunmocucmemwl
JlabopaTopnas 5.

Cucrema DES (4 gaca).
JlabopaTopnas 6.

Cucrema IDEA (4 gaca).
Pasoen 3. Ilposepka noonunnocmu
JlaGoparopnasn 7.

CoBpeMeHHbIE aCUMMETPHYHBIE KPUIITOCUCTEMEI (4 yaca).
JlaGoparopHas 8.

Wnentudukanys v npoBepka NoJIMHHOCTH (4 yaca).



JlabGoparopnasn 9.
IIpoToxoiibl ¢ Hyn€EBO nepenayeil 1aHHbIX (4 yaca).
JlaGoparopnas 10.
Cxema unentudukanmu I'ninnoy-Kyuckyorepa (4 gaca).
Pa3zoen 4. Dnexmpounnas yugposas noonuce
JlabopaTophnas 11.
OnektpoHHas nudposas nmoanuck. Anroputmsl nudposoi noamucu RSA, Dnb Namans (4
qaca).
JlaGoparopnas 12.
OnextpoHHas u(ppoBas moAnuCh. AIropuT™Mbl U poBoii noanucu DSA, oredecTBeHHBII
crangapr (4 Jaca).

4.1.2.4. [lepeyeHb TeM U y4eOHO-METOAUYECKOE O0ecleueHre CAMOCTOSATEIbHO

padoThbI

IlepedyeHb TeM, BBIHECEHHBIX Ha CAMOCTOSATENbHOE U3YUYEHHUE:
1. O6ecrieueHnss THPOPMAITMOHHOMN 0€30MaCHOCTH Ha 3aKOHOATEIILHOM YPOBHE.
2. Teopernueckue BOIPOCH obecredeHnss THPOPMALMOHHOM 0€3011acCHOCTH.
3. Obecnieuenns HHGOPMAIMOHHON 0€30IMaCHOCTH HAa aIMUHUCTPATUBHOM YPOBHE.
4. O6ecnieuenust MHGOPMAITMOHHON 6€30aCHOCTH Ha MPOLETYPHOM YPOBHE.
5. O6ecnieuenns HHPOPMAIIMOHHOHN 0€30MMaCHOCTH Ha MPOTPAMMHO-TEXHUYECKOM YPOBHE.
6. OCHOBHbBIE MHCTPYMEHTAJIbHbIE CPE/ICTBA MOMJCPKKU pa3pabOTKU MOJUTUKU MH(OPMAIIMIOHHON
0€30MacHOCTH.
7. OCHOBHBIE MHCTPYMEHTAJIbHbIE CPECTBA aHAJIN3a PUCKOB.
8. OCHOBHBIE SKOHOMUYECKHE acIeKThl o0ecieueH st HH(HOPMAIIMOHHOH 0€301acHOCTH.

Jis  caMOCTOSTENbHOM pabOThl HUCIOJB3YIOTCS METOJUYECKHE YKa3aHHs IO OCBOECHHUIO
JTVICIUATUTMHBI U U31aHUS U3 CIIMCKA MPUBEACHHON HIKE OCHOBHOM U JIOTIOJHUTEIBHOM JTUTEPATYPHI.

4.1.2.5. IlepeyeHb TeM KOHTPOJIbHBIX padoT, pedepartos, TP, PI'P, PIIP

He nianupyercs.

4.1.2.6. [IpumepHbIii NepedeHb TeM KyPCOBbIX padoT (IIPOEKTOB)
He nnanupyercs.

5. O0pa3oBare/ibHbIE TEXHOJIOTHHU
B npouecce m3yueHus NUCHMIUIMHBI TPUMEHSETCS KOHTAKTHAS TEXHOJIOTHS IPENoJaBaHUS
(32 MCKIIIOYEHHEM CaMOCTOSITENIbHO M3Yy4aeMbIX CTyAeHTaMu BorpocoB). Ilpu mpoBeaenun pabot
MPUMEHSAETCS MUMHUTAMOHHBIA WM CUMYISIUMOHHBIM monxon. Illaru pemenus 3amad cryaeHTam
JIEMOHCTPUPYIOTCS. TIpU TOMOIIM MYJIbTUMEIUNHON TEXHUKH. B panbpHEWIIeM CTYIEHTHI
CaMOCTOATENIBHO PEIIAIOT aHAJIOTUYHBIE 33/ 1aHUS.

6. OneHoYHBIE CPeACTBA AJIA TEKYLIEero KOHTPOJIA YCIIeBAeMOCTH,

HpOMe)KyTO‘-IHOﬁ arTreCcrTalm 10 uToraMm OCBOCHHUA JUCHUIIIMHDBI.
q)OHI[BI OLICHOYHLIX MaTCpHaJIOB (CpC,Z[CTB) MPUBCACHLI B IIPHUJIOKCHUU.

7. YueOHO-MeTOANYeCKOe U HH(POPpMAITUOHHOE o0ecnieuyeHne JUCHMILIMHBI.

7.1. OcHOBHAasl y4eOHO-MeTOAMYECKAS JIUTEPATypa MO IUCHUIIIINHE
1. bacanoga, I'. B. OcnoBbl kpuntorpaduu : yaebnoe nocooue / I'. B. bacanoBa. — 3-e u3.
— Mocksa, Capatos : UuTepHer-YHuBepcurer Mudopmarmonnsix Texnonoruit (MHTYUT), Aii [1n
Ap Menana, 2020. — 282 c. - https://www.iprbookshop.ru/89455.html
2. XKunb, 3emop Kypc xpuntorpapuu / 3emop Xunb ; nepesog B. B. IllynukoBckas. —
MockBa, WxkeBck : PeryndpHas U XaoTudeckas JUHAMHKa, VHCTUTYT KOMIIBIOTEPHBIX
uccienoannid, 2019. — 256 c. - https://www.iprbookshop.ru/91941.html



3. ®opoyszan, b. A. Kpunrorpaduss u 6e3omacHOCTb cereir : yueOHoe mocodme / b. A.
®opoysan ; nox penakuuend A. H. bepnuna. — 3-e u3g. — Mocksa : MHTepHET-YHUBEpCUTET
Nudopmanmonneix Texnonmorut (MHTYUT), Au Ilm Ap Memma, 2021. — 776 c. -
https://www.iprbookshop.ru/102017.html

7.2. lonosHUTEIbHAS Y4eOHO-MeTOAUYECKAsl JJUTEPATYPa M0 JUCHUIJINHE
1. Maiictpenko, H. B. OcHoBbl Teopun uHpopManuu u kpuntorpadun : yaedbHoe nocodue /
H. B. Maiictpenko, A. B. Maiictpenko. — Tam60B : TamO0OBCKuli TOCYAapCTBEHHBIM TEXHUYCCKUN
yauBepeuteT, ObC ACB, 2018. — 81 c. - https://www.iprbookshop.ru/94362.html
2. ArpanoBckuii, A. B. IIpaktudeckas kpunrorpadus: aaropuTMbl U UX TPOrPAMMHUPOBAHHE /
A. B. Arpanosckuii, P. A. Xamu. — MockBa : COJIOH-IIpecc, 2016. — 256 c. -
https://www.iprbookshop.ru/90248. html

7.3. Ilepeyenb nHGOPMALMOHHBIX TEXHOJIOT Ui, HCIIOJIb3YyeMbIX IIPH
OCYLLIECTBJICHHH 00pa30BaTeJIbHOI0 MpPoLecca 1o AUCHUIINHE, BKJIYast
nepevyeHb NPOrpaMMHOr0 odecrieyeHus: 1 HH(POPMAIMOHHBIX CIIPABOYHBIX

CUCTEM

B  oOpasoBarenbHOM  Tpolecce  HCIOJNB3YIOTCS ~ MH()OPMAIMOHHBIE  TEXHOJIOTHH,
peaqn3oBaHHbIE  HA  OCHOBE  HMH(OPMAIMOHHO-00pa30BaTEJBHOTO  IOpTaja  MHCTUTYTA
(www.mivlgu.ru/iop), 1 ”HGOKOMMYHUKAITMOHHOW CETH UHCTUTYTA:

- IpeI0CTaBIEHUE YUeOHO-METOAUYECKUX MaTEPHUAJIOB B 3JIEKTPOHHOM BHIE;

- B3aMMOJICHCTBHE YYaCTHHKOB 0Opa30BaTENLHOTO IMpoIecca depe3 JIOKAIbHYI0 CeTh
uHCTUTYyTa U VIHTEpHeT;

- IPEJOCTABIICHUE CBEICHUH O pe3yibTaTax y4eOHOU NeATENbHOCTH B SJIEKTPOHHOM JTHYHOM
KaOuHeTe 00yJaroIerocs.

WudopmanoHHbIe CITPABOYHBIE CUCTEMBI:

yandex.ru

google.com

IIporpammHoe oOecrieueHue:

Mathcad Education — University Edition (100 pack) v.15 (I'ocyzapcTBennsbiii KoHTpakT Nel
ot 10.01.2012 rona)

Google Chrome (JIuuenznonnoe cornamenue Google)

Mozilla Firefox (MPL)

Free Commander XE (JIunensunonnoe cornamenune FreeCommander)

PEJI OC (Cornamenue Ne140/05-21V ot 18.05.2021 rona o coTpyiHUYECTBE B 00JIACTH
HAaYKH, pa3BUTHUS] HHHOBAIIMOHHOM JESITETLHOCTH )

Oracle VirtualBox (GNU GPL )

OpenStego (GNU GPL )

gpg4win (GNU GPL)

Sysinternals Suite (JIuien3snonHoe cornamienue Sysinternals)

Microsoft Visual Studio (ITporpamma Microsoft Azure Dev Tools for Teaching (Order
Number: IM126433))

Pascal Pascal ABC.NET (GNU Lesser General Public License v.3)

Apache OpenOffice (Apache License )

Lazarus (GNU GPL, GNU LGPL)

Microsoft Access (IIporpamma Microsoft Azure Dev Tools for Teaching (Order Number:
IM126433) )

Microsoft Visio (IIporpamma Microsoft Azure Dev Tools for Teaching (Order Number:
IM126433))

Microsoft Project (IIporpamma Microsoft Azure Dev Tools for Teaching (Order Number:
IM126433))

Microsoft SQL Server (ITporpamma Microsoft Azure Dev Tools for Teaching (Order Number:
IM126433) )



7.4. Ilepeyenn pecypcoB HHGPOPMALMOHHO-TEJIEKOMMYHHUKANIMOHHOM CeTH

«/HTepHeT», HeOOXOAUMBIX VISl 0CBOCHH S JUCIHUILITHHbBI
iprbookshop.ru
mivlgu.ru/iop

8. MarepuajbHO-TEXHUYECKOE O0eceYeHne U CIUTITHHbI

JIaGoparopus TEXHUYECKOH 3alIUThl UHPOpMALUK

[TonaBurens Tenedona Tposin X6-B; reneparop myma Lltopa-1; 610k momex reHepaTOpHBII
SEL SP-157G ¢ BuOpamyoHHBIM MpeoOpa3oBaTeIeM U KOJIOHKOW; KOMOMHUPOBAHHOE YCTPOMCTBO
3ammThl oT yreukn uHpopmarmu JIIII-513; nerexrop xyukoB bar Xantep «IIpodeccronany;
cka"ep otnedatkoB maiblieB Eikon; ckanep rmaza Eyelock; oducHbIil 31mekTpoHHBIN 3aMok EM-
Marine, PROXIMITY (125kHz) AYT 930-6-DI; nyonukarop KeyMaster PRO 4 RF (c xommiekTrom
KJIIOYCH); amnmapaTHO-IPOTPaMMHBIH MOIyNb JoBepeHHOU 3arpy3ku "CoOosp" ¢ ceprudukarom
OCTIK; kBagpokontep DJI Phantom 3 Professional (B komIuiekre aucriei-ruranmier Samsung
Galaxy Tab 4 10.1 SM-T530 16Gb; mynsT ynpaBienust 1 prok3ak); kamepa D-Link DCS-930L; IP
kamepa Beward BD2570; ananmuzaTop cniekTpa; cucreMa BuaeoHa0moaeHus Orient; BUACOIPOSKTOP
NEC Projector V260XG (mepenocnoit); Hoytoyk ASUS (mepenocHoit); s3xpan mooumnbHbi Classic
Solution Premier Vela Express; IIK II9BM «Xomep» -2 mmr.; IIK - 5
it [TK:(mATX350W;1C2,8;1Gb;DVD-R;3,5"S775PCI-E;K-pa PS/2;M/Ont.PS/2;19"TFT)-1 mur..
Hoctyn x cetu MluTepHer.

3amuiaeMoe NoMeIleHne

[Tomemenue 000pyIOBaHO [JIsi TMPOBEIACHUS YYEOHBIX 3aHSATHUH, B XOJE KOTOPBIX [0
oOydaromuxcsi TOBOAUTCS HMH(OpPMAIMS OrpaHUYEHHOTO JOCTYyIa, HE COJepKallas CBEIeHUM ,
COCTABJISIIOLIUX TOCY/IapPCTBEHHYIO TalHY

bubnuoreka nurepaTypsl OrpaHUUEHHOTO JOCTYyMa
Ilomemienue oOopynoBaHO Ul  XpaHEHUs W oOecHeueHHsl  MCIOJIIb30BaHUS B
00pa30BaTebHOM MPOLIECCE HOPMATUBHBIX M METOAMUYECKUX IOKYMEHTOB OTPAHMUYEHHOT0 JOCTYyNa

9. MeTOHI’I‘IeCKI/Ie YKa3aHud 110 OCBOCHUIO JUCHMILIMHDI

JUIs  yCIIEIIHOTO OCBOCHMSI TEOPETHMUECKOro Marepuana OO0yYaroluiics: 3HAKOMUTCS CO
CIIUCKOM PEKOMEHJIYEMOW OCHOBHOM W JIONIOJIHUTEIBHOW JINTEPATYPHI; YTOUHSET Yy MPENoaBaTens,
KaKuM OOIIOJIHUTCIbHBIM MOCOOUSIM CICAYCT OTAAaTh NPCANOYTCHHUE, BCACT KOHCIICKT J'ICKIII/IfI n
npopabaThIBaeT JEKIIMOHHBIN MaTepHall, TOJIb3YiICh KaKk KOHCIIEKTOM, TaK U y4eOHBIMU TTOCOOUSIMH.

Jlo BbIMIOJIHEHUSI JTAOOPATOPHBIX PabOT OOyYaroUIMiicsl M3ydaeT COOTBETCTBYIOIIMM pasnern
teopun. Ilepen 3aHATHEM CTYIEHT 3HAKOMHUTCS C ONMUCAHHEM 3aJaHUN IS BBIIOIHEHUS PalOTHI,
BHUMATEIILHO M3Yy4yaeT COJIEpKaHUE U TOPSIIOK MPOBeAeHUs TabopaTopHOU paboThl. JlabopaTtopHas
paboTa MpoBOAATCS B KOMITbIOTEPHOM Kjacce. O0ydaromuecs BHIMTOIHAIOT HHINBUIYaTbHYIO 3a7a4y
KOMIIBIOTEPHOT'O MOJIEJIMPOBaHMSI B COOTBETCTBMM C 3aJaHUEM Ha JabopaTopHyl padoTy.
[Tony4yeHHble pe3ynbTaThl UCCIEJOBAHUIN CBOAATCS B paboTe, KoTopas mpoBepsercs. HeooxoanMmslii
TEOPETUUECKUI MaTepuai, UHAUBUAYAIbHOE 3a/laHue, LIard BBINOJIHEHHUS JIabopaTOPHOW paboThI
MPUBEICHb B METOAMYECKHUX YyKa3aHUSX, Pa3MENICHHbIX Ha WH(OPMaIMOHHO-00pa30BaTEIbLHOM
nopTaie HHCTUTYTA.: https://www.mivlgu.ru/iop/course/view.php?1d=3307

CaMocTtosiTennbHasi paboTa OKa3plBa€T BaXXHOE BIUSHUE Ha (QOPMHUPOBAHUE IJUYHOCTH
OyIylIero CreIuaiicTa, OHa TUTAHUPYETCST 00yJaronuMcst CaMOCTOSITeNIbHO. Kaxk Tbit oOydarommiics
CaMOCTOSITENIFHO ONpEACISeT PeKUM CBOEH pabOThl M Mepy TpyJAa, 3aTpaylMBaeMOro Ha OBIIAJICHHUE
y4eOHBIM COJIEpP)KaHUEM JTUCHUTIINHBL. OH BBITOJHSIET BHEAYJUTOPHYIO pabOTy W H3yYCHHE
pa3enioB, BHIHOCUMBIX HA CaMOCTOSTENbHYIO PabOoTy, MO JTUYHOMY WHAMNBUAYAILHOMY IUIaHY, B
3aBUCUMOCTH OT €0 IMOATOTOBKH, BPEMEHH U IPYTUX YCIOBHUM.

dopma 3aKITIOYUTETFHOTO KOHTPOJS TMPH MPOMEKYTOYHOM aTTecTaluu — 3K3aMeH. Jlis
MIPOBEJCHUS MPOMEKYTOUHON aTTeCTallMu MO AUCUUILUIMHE pa3paboTaHbl (POH] OLEHOYHBIX CPEICTB
U OauIbHO-pEHTHHIOBas CHCTEMa OLIEHKH Y4eOHOM JesTeabHOCTH CTyneHTOB. OneHka 1o
JTUCIUIUIMHE BBICTABISIETCS B MH(OPMALIMOHHOW CHUCTEME M HOCUT MHTEIPUPOBAHHBIN XapakTep,



YYHUTHIBAIOIINI PE3yIbTaThl OLICHUBAHUS YYACTHS CTYJACHTOB B ayJUTOPHBIX 3aHSTHIX, Ka4eCTBA U
CBOEBPEMEHHOCTH BBINIOJIHEHUSI 3aJaHMM B XOJ€ M3YYCHHS ITUCHUIUIMHBI M MPOMEKYTOUHOM
aTTeCTallUU.



[Iporpamma coctaBieHa B cooTBeTcTBHM ¢ TpeboBanmsimu PI'OC BO mo HampaBieHHIo
10.03.01 Hughopmayuonnas 6ezonacrocms v MPOPUITIO TIOJTOTOBKU be30nacHocms KOMNbIOMEPHbIX
cucmem (no ompacau uiu 8 cghepe npoghecCcUoOHAILHOU OessmeNbHOCMU)

Pabouyro nporpammy coctaBui K.m.H., ooyenm, [lImvikog P. A.

[Iporpamma paccmoTpeHa u ogoOpeHa Ha 3aceqanuu kadeapor CIIM

npoTokoa Ne 19 ot 26.04.2023 ropa.
3aBenytomuii kapeapoit IIM Opnog A.A.
(ITonmuce)

PaGouast mporpamma paccMOTpeHa M OJOOpeHa Ha 3aceJaHuu Yy4eOHO-METOIUYECKON
KOMHCCUU (aKyIbTeTa

npotokoi Ne 9 ot 19.05.2023 rona.
IIpencenarens komuccuun OUTP Puiorckosa M.H.
(ITogmuce) (®.1.0.)




Ilpunoscenue
DoH/1 OLIECHOYHBIX MATEPHAJIOB (CPEeACTB) MO AUCHHUILINHE
MeTosl U cpeacTBa Kpunrorpaduyeckoi 3amuThel HHGOpMAaLUU

1. OHeHO‘IHbIe MaTepuaJbl AJ NPOBCACHUS TEKYIICI0 KOHTPOJISA yCII€EBAEMOCTH

cerelt

o JMCIUIIJIMHE
Bonpocsl k sk3ameny:
1 OcHoBHBIE yrpo3bl 6e3omacHocTn ACOU
2 Ob6ecneuenue 6e3omnacnoctu ACOU
3 TpagumoHHbIE CHMMETPUYHBIE KPUITOCUCTEMBI
4 Indper nepecTaHOBKU
5 lIudpsr mpocToit 3amMeHbI
6 IIudpsl coXKHON 3aMEHBI
7 lIudpoBanue METO0M TaMMUPOBAHHUS
8 MeTo1bl TeHepaly MCEBA0CTYUYalHbIX MOCIEI0BATEIbHOCTEN YUCEN
9 UnenTtudukanus 1 mpoBepKa MOITHHHOCTH
10 UnenTudukanus 1 MEXaHU3MbI TOATBEPKICHUS TIOJUTMHHOCTH MOJIb30BATENS
11 B3aumHast mpoBepka MOAIMHHOCTH I10JIb30BaTelIe
12 IlpoTokomnsl uaeHTU(PUKAIINY ¢ HYJIEBOH nepeaayeii 3HaHul
13 IIpoGnema ayTeHTH(UKAITUH JAaHHBIX U 2JIEKTPOHHAsS HU(POBast MOIIHCH
14 OnHoHanpaBIeHHbIE XAI-PYHKIIHH
15 Anroputm 6ezonacHoro xemupoBanus SHA
16 OnHoHanpaBieHHbIE XA1I-(YHKIIMH HA OCHOBE CUMMETPUYHBIX OJIOYHBIX alTOPUTMOB
17 OtedyecTBEHHBIN CTAaHAAPT XAMI-PYHKITUH
18 AJTOopuTMBI 3JIEKTPOHHOM U(PPOBOK TOATIHCH
19 OcobenHoCTH PYHKITMOHUPOBAHHS MEKCETEBBIX SKPAHOB
20 OcHOBHBIE KOMIIOHEHTbI MEKCETEBBIX IKPAHOB
21 OcHOBHBIE CXEMBI CETEBOH 3aIIUTHI Ha 0a3e MEXKCETEBbIX IKPAHOB
22 TlpuMeHeHHE MEXKCETEBbIX 3KPaHOB JUIsl OPraHU3AlMM BUPTYAJTbHBIX KOPHOPATHUBHBIX

23 [IporpaMMHBI€ METO/IbI 3AIUTHI

24 [Tpu3HaKy JIMYHOCTH B CUCTEMAX 3alIUThl HHPOpMAIII
25 YcTpoiicTBa sl CHITHS OMOMETPUYECKHIX XapaKTEPUCTUK
26 CucteMbl pacrio3HaBaHUs TUYHOCTH

27 IlporpaMMsbl ¢ MOTEHIMAIBHO OMACHBIMH MOCIEACTBUSMHU
28 Bupyc

29 Jrok

30 TpostHCKHIi KOHb

31 IlpaBoBbIe acmeKkThl HHPOPMAITMOHHOM 0€30MacHOCTH

Tembl 10KIa10B:

Anroputm mudpoanus DES

Anroput™ mmdposanus IDEA
Anroputm mudpoanus 'OCT 28147-89
Anroputm mmdposanus RSA

Anroput™m mudpoBanus b ['amans
Cranpapt mmdposanus AES

Anroput™m mudposanusi PGP

Anroputm mmmdposanus CAST

9. Anroputm mudposanus Lucipher

10.  Anroputm mmdposanus FEAL-1

11.  Aunroputm mudposanus B-Crypt

12.  Anroputm mmdposanus Auppu-Xemnmana DH
13.  Auroputm mudposanus Camellia

O NN R



14.  AnroputMm mudpoBanus Twofish

15.  Anroputm mmdposanus Blowfish

16.  AnroputMm mudpoBanus RC4

17.  Anroputm mmdposanus 'OCT P 34.10-2001
18. Anroput™m x3m-pyuakiuit MD4

19.  Anroputm xsm-pynkiuii SHA-1

1. 3amudpoBarh NPoU3BOJILHOE COOOIICHHE METOIOM MPOCTOM MePeCcTaHOBKU

2. 3ammQpoBaTh TPOU3BOJIBEHOE COOOIICHNE C TOMOIIBIO MM (PYIOUINX TaOIHIL

3. 3amm¢poBaTh MPOU3BOIBLHOE COOOIIEHHUE C TTIOMOILBIO MPOCTOM 3aMEHbBI

4. 3ammdpoBaTh MPOU3BOILHOE COOOIICHIE METOIOM TaMMHUPOBAHUS

5. 3amm@poBaTh NPOU3BOJILHOE COOOIIEHHE C MTOMOIIBIO CXEMbl HACHTU(PUKAIINK C HYJIEBON
nepenayen JaHHbIX

6. 3ammdpoBaTth MPOU3BOILHOE COOOIIEHUE C MOMOIIbIO CXeMbl WAeHTHQUKAUU [ minoy-
Kyunckyorepa

7. 3ammdpoBaTh NTPOU3BOJILHOE COOOIIEHHWE C IMOMOIIBI0 CXEMbl ayTeHTH(HUKAIUU b
lNamans

8. 3ammdpoBaTh TPOU3BOIHLHOE COOOIIEHKE C MOMOIIBIO0 cXxeMbl ayTeHTudukanuu [Hoppa

9. 3ammdpoBaTh IPOU3BOJIIBHOE COOOIIEHUE C TTOMOIILI0 KOJI0B XOMMHHTA

OO0uee pacnpenesieHue 0a/JI0B TeKYLIero KOHTPOJISA M0 BUAAM Y4eOHBIX padoT 1AJisl CTyIeHTOB

Peittunr-kontpos 1 TECTBI 15
PeliTuHr-KOHTpOIH 2 TECThI 15
Peittunr-xkontpois 3 TECTBI 15
[Tocemenue 3anATHA 5
CTYJIECHTOM

JlomonHUTETbHBIE OATLTBI 5
(OoHyCBI)

BrinonHenue cemecTpoBOro

IIJIJaHA CaMOCTOSTEIIbHON 5
paboThI

2. I[IpomeskyTOUYHASI aTTECTALMS 110 IUCHUIIHHE
IlepeueHs BONMPOCOB K IK3aMeHY / 3a4eTy / 3a4eTy ¢ OLeHKOM.
Ilepeuenn npakTHYecKuX 3a1a4 / 3aJaHuil K IK3aMeHY / 3a4eTy / 3a4eTy ¢ OlleHKOH (nmpu
HAJTHYMH)

IIpumep 3agaHuil 7151 BBIIIOJIHEHUS TECTOB:
1) BepHsl 11 yTBepKIeHUS?
A) Anroputm mm¢poBanus DES cocrour wu3 depenyromeics mociae0BaTeNbHOCTH
MEePECTaHOBOK U MOJACTaHOBOK.
B) Anroputm mmu¢ppoBanus DES ocymectiuser mmudpoBanue 20-OUTHBIX OJOKOB C
NOMOIIbI0 20-0UTHOTO KJIFOYa.
[TonGepute mpaBUILHBII OTBET.
A —1ma, B - Her
A —na, B-na
A —Her, B - HET
A —mer, B - na

2)BepHbl 1 yTBEpKACHUA?



A) Anroputm mmdpoBanus 3-DES wucmons3yeTcs B cHUTyanusx, KOTJIa HaJIEKHOCTb
anroput™ma DES cunTaercst HeoCcTaTOUHOM.

B) AnroputMm mudpoBanus 3-DES umeeT MeHbIITYI0 KPUITTOCTOMKOCTH, ueM DES.
ITonGepure npaBUIbHBIN OTBET.

A —na, B - Her

A —na,B-na

A —wHet, B - Her

A —wuert, B - na

3)BepHbl 11 yTBEp)KACHUSA?
A) Anroputm mmdpoanus ['OCT 28147-89 mnpennasHadyeH TONBKO IS aIlllapaTHOMN
peanu3anuy.
B) Anroputm mmdpoBanus ['OCT 28147-89 mpencraBisger coOoil 64-OMTHBIM OJOYHBIN
ITOPUTM C 256-0UTHBIM KITFOUOM.
[TonGepuTe MpaBUIILHBIN OTBET.
A —Hert, B - na
A —na, B - Her
A —na,B-na
A —Her, B - Her

4)Ha pucyHnke npeacraBieHa 00001IeHHas cxeMa MU(PPOBAHUS B AITOPUTME
DES
RSA
['OCT 28147-89
MD5

5)Ha pucynke npezacrasiena o000meHHas cxeMa Mmu(poBaHus B alTOPUTME
I'OCT 28147-89
RSA
DES
MDS5

MeTtoauyeckue MaTepuabl, XapaKTePHU3YIOIIHe MPOLEAYPbI OLleHUBAHUS

WHauBHUyanbHBIH ceMECTPOBBIN PEHTHHT CTyA€HTa (OPMHUPYETCS] HAa OCHOBE JCHCTBYIOIIETO
B BVY3e I[lonoxenus "O mnpoBeAeHMHM TEKYIIETO KOHTPOJSI YCIEBAEMOCTH M IPOMEXYTOUHOM
aTTecTanuu odyJarommuxcs".

B TeueHue cemecTpa CTYAEHT MOJIydaeT Oauibl YCIEBA€MOCTH 3a BBIIOJIHEHUE BCEX BUJOB
y4eOHBIX MOPYYEHUIl: MOCeIeHNe JIEKIUH, BBIMOJIHEHHE IPAaKTHYECKUX padoT. 3aueT BBICTABISAETCS
B Clly4ae, €CJIM UTOroBas OLEHKa CTyJIeHTa cocTaBiseT He MeHee 50 0aoB.

MakcumanbHas cymMma 0ajuioB, Habupaemasl CTyIeHTOM 1o AucuurinHe pasHa 100.

Orenka | OrneHka 1o mkane O6ocHoBaHME Yposeno

B chopmuposannocmu
Oamnax KomMnemeHnyui
bonee | «OTnmuHO» ConepxaHne Kypca OCBOEHO Buvicokuit yposens
80 MOJIHOCTBIO, 0€3 MpoOesoB,

HEOO0XOIMMBIC TIPAKTUIECKHE HABBIKU
paboThI ¢ OCBOEHHBIM MaTEPUATIOM
c(hOopMUPOBaHEI, BCE
MPEyCMOTPEHHBIE IPOTPaMMOi
oOyueHus: yueOHbIe 3aJaHHs
BBINOJIHEHBI, KAUECTBO UX




BBITIOJIHEHUA OLUCHCHO YHUCIIOM
0aJI0B, OJIM3KUM K MAKCHUMAIIbHOMY

66-80 | «Xoporo» Coneprxanue Kypca OCBOEHO IIpoosunymutii
IIOJIHOCTBI0, 03 Ipo0eoBs, ypoeens
HEKOTOpbIE MPAKTUYECKHIE HABBIKU
paboThI C OCBOEHHBIM MaTEPHUATIOM
c(OopMHPOBaHBI HEAOCTATOYHO, BCE
MIpelyCMOTPEHHbIE MPOTrpaMMOin
oOyueHust yueOHbIE 3aaHHs
BBITIOJTHEHBI, KAYECTBO BHITIOJTHEHUS
HU OZJHOTO U3 HUX HE OLICHEHO
MUHUMAaJIbHBIM YHCIIOM OaJIJIOB,
HEKOTOPbIC BUAbI 3aJaHUI
BBITIOJTHEHBI C OLTMOKaMU

50-65 «Y IOBJIETBOPUTEIBHOY Coneprxanue Kypca OCBOEHO Ilopozoewtit yposens
4aCTUYHO, HO NPOOEIbl HE HOCAT
CYLIECTBEHHOT'O XapakKTepa,
HEO0OXO0IMMBIC TTPAKTUICCKIE HABBIKU
paboThl C OCBOEHHBIM MaTEPHUATIOM B
OCHOBHOM C()OPMHUPOBaHBI,
OOJIBIIMHCTBO MPEIYCMOTPEHHBIX
MpOrpaMMoi 00ydeHUsT y4eOHBIX
3aJlaHui BBIMOJHEHO, HEKOTOPHIE U3
BBITIOJTHEHHBIX 33JIJaHUN, BO3MOXKHO,
COJIEp>KaT OUIMOKHI

Menee | «HeynosnerBopurenbHo» | CoaepkaHue Kypca HE OCBOEHO, Komnemenuyuu ne
50 HE00XOAMMbIe IPAKTUYECKHUE HABBIKU | chopmuposansvl
paboThI HE CHOPMHUPOBAHEI,
BBINOJIHEHHbIE YUeOHbIE 3a/1aHUS
COJIEpIKaT TpyObIe OMMOKH

3. 3agaHus B TeCTOBOI (popMe MO TUCHUIINHE

[Ipumeps! 3ananuii:

[Ipumeps! 3a1aHuii B TECTOBOM (popMe /1711 KOHTPOJISE OCTaTOUHBIX 3HAHUM!

1) CootHecure pa3mep OJOoKa M KIOYa COOTBETCTBYIOIIEMY alTrOpPUTMY HIM(POBAHHUS.
Bribepure BepHYIO MMOCIEI0BATETLHOCTH:

- pa3mep Oi0ka 64 OuT, K04 256 OUT

- pa3mep Os1oka 64 6ut, kirou 128 6ut

- pa3mep Oioka 128 6ur, kirou 128/192/256 dur

- pa3mep Omoka 128 our, kirou 256 6uT

2) Haiitu cooTBeTCTBHE METOa MIM(POBAHUS U €T0 ATUHBI KITI0Ya!

- Ky3Heunk

-RC-5

- DES

3) Uro Takoe mpocTpaHCTBO Kitouei k?

- JUIMHA KJII0Ya

- HeT MPaBWJIHFHOTO OTBETA

- HabOp BO3MOXKHBIX 3HAYEHUH KiTIoYa

[TonHbIi epedeHb TECTOBBIX 33/1aHUM C YKa3aHHEM MPaBUIbHBIX OTBETOB, pa3MeIlleH B OaHKe
BONPOCOB  Ha  WH(POPMAIMOHHO-00pa30BaTebHOM  MOPTajle€  HMHCTUTYTa 1O  CCHUIKE
https://www.mivlgu.ru/iop/question/edit.php?courseid=2936&cat=31182%2C100062



Or1leHKa pacCYUTHIBACTCS KaK MPOIEHT MPABUIBHO BBIMOJHEHHBIX TECTOBBIX 33JaHHU W3 MX
o01ero uucnia.



