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1. lleanb ocBOeHNSI AUCUUILIHHBI
Henp muctumivHel: (GOpMUPOBaHHME y CTYJEHTOB KOMIIETEHIMH B 00JAcTH MOJArOTOBKHU
JAHHBIX /I JalbHEWIEN aHAMTUKU Kak B pexkume onHyaiiH (OLAP-cucteMsl), Tak U B cUCTeMax
omm3kux K peanbHoMmy BpemeHn (Near Real Time), ocoOeHHOCTEH MpOIECCOB M apXHUTEKTYpP
MAKETHOTO M MOTOKOBOTO 3aXBaTa M3MCHCHHI B TAHHBIX.

3amaun:
- OCBOCHHE TEOPETUIECKIX OCHOB 00pabOTKM OONBIINX M MOTOKOBBIX JaHHBIX;

- MO3HAHKE METOJIOB 00PaOOTKHU OOJBIINX U TIOTOKOBBIX JIaHHBIX HA MPAKTHKE;

- mnpuoOpeTeHHe HAaBBIKOB OINpEACNCHUsT TOKa3aTeleld MAacCUBOB OOJBIIMX JJTaHHBIX,
NPUMEHSIEMBIX B 00JIACTSIX CBOCH MPOPECCHOHATBHOM e TEITLHOCTH,

- W3y4eHHe OCOOEHHOCTEW MPUMEHEHHS IMAaKeTOB MPHUKIAIHBIX MPOrpaMM M MPOTPAMMHBIX
cpen npu 00paboTKe OOIBIIMX JaHHBIX.

2. Mecro mucuuniannsl B crpykrype OIIOII BO
Kypc Oasupyercss Ha MAMCUMIUIMHAX: XPAHWIUIIA JAHHBIX W OOJIAYHbIC TEXHOJIOTHH,
MHTEJUIEKTyaJbHas 00paboTka mynbTuMenua tpadduka, nahopmanmonHas 6e30MacHOCTh U 3aIUTa
undopmaru. Ha naHHoM Kypce 6a3upyercs BbIIyCKHas KBaTu(UKAMOHHAs paboTa.

3. Ilnanupyembie pe3yabTaTbl 00y4eHHS 110 TUCUMILIHHE
[Inanupyemble pe3ynbTaTbl OOy4eHMs 10 JUCLUIUIMHE, COOTHECEHHbIE C IUIAaHUPYEMBIMU
pe3ynbraramu ocBoeHust OIIOII (koMneTeHIUAMY U UHAMKATOPaMU JOCTHXKEHUS KOMITETEHITHI )

dopmupyeMbIe [Tnanupyemsbie pe3yabTaThl 00y4YEeHUs 10 AUCIUILUIMHE, B
KOMIICTCHIIU (KO I, COOTBETCTBUM C UHIAUKATOPOM AOCTHMIKCHUSA KOMICTCHIINU HaumMmeHoBaHHE OLIEHOYHOTO
COZIEpKaHNE MupaukaTop 10CTHKEHUS PesynbTaTel 00yueHus 1o cpeacTBa
KOMIICTCHIIHN) KOMITETEHITUH JUCLUILINHE
I1K-4 Ncnone3yet [IK-4.1 IIpumenser MIPUHIUIBI 00BEIUHEHUS, OTYET, TECT
TEXHOJIOTUU TEXHOJIOTUU 00paboTKy 1 aHaIM3a
HUCKYCCTBEHHOIO HCKYCCTBEHHOTO IIOTOKOBBIX JAHHBIX U3
UHTEJIEKTa IpU UHTEJJIEKTA IIpU Pa3JIU4HBIX HCTOYHUKOB
pelieHun MIOCTPOCHUU IIPUOOPOB U unpopmanmu (I1IK-4.1)
po¢heCCHOHATHHBIX CUCTEM CTIOCOOBI TIOTYYEHHUS TaHHBIX
3a1a4 0 B3aUMOJICHCTBUSIX Y3JI0B U
MIPOMEKYTOUHOT O

000pyIOBaHUS JIOKATBHBIX U
robamsHbIX ceTelt (ITK-4.1)
HCTIOJIb30BaTh
CIeHaIN3UPOBAHHOE
mporpaMMHOE oOecrieueHne
JUISL pELLICHUS 3a]1a4 aHaIN3a
noToKOBBIX HaHHBIX (ITK-4.1)
oOecrieunBaTh HaIEKHBIA U
s dexTuBHBIN COOp TaHHBIX
0 BHYTPHCETEBBIX
B3aumoiercTBuaxX (ITK-4.1)
METOIAaMHU
HWHTEIUIEKTYalIbHOTO aHaJIH3a
MoTOKOBBIX AaHHBIX ([TK-4.1)
HaBbIKAMH aHAJIN3a
BHYTPHCETEBBIX
B3anmoeiictuii (ITK-4.1)




4. CTpyKTYypa H coepkaHue TUCHUUILTHHBI
OO6m1ast TpyI0€MKOCTh TUCIMIUIMHBI COCTABIISCT 4 3aueTHbIC enuHMIIBI, 144 daca.

4.1. ®opma o0y4eHHsI: OUHAS
YpoBeHs 6a30B0or0 00pazoBaHms: CpeiHee odIee.

Cpoxk 00yueHust 4r.

4.1.1. CTpyKTypa IMCHUNINHBI
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00y4aroIuXcs ¢ MeJarornyeckum |
paboTHUKOM S
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1 Oco0eHHOCTH TOTOKOBOM 8 |12 8 4(0 | oruer tectipobanie
00paboTKn
2 | Awnamus cereBoro Tpaduka | 8 | 4 8 41,4 | orier tectuposaine
Bcero 3a cemectp 144 | 16 16 3,6 10,35 | 81,4 DK3.(26,65)
Hroro 144 | 16 16 3,6 1035 81,4 26,65
4.1.2. CoaepskaHue TUCUMILIMHBI
4.1.2.1. IlepeyeHnb JieKUMi
Cemectp 8
Pazoen 1. Ocobennocmu nomoxoeoti 0opabomxu
Jleknus 1.
Pacnipenenennsie nannbie 1 00paboTKa, TPEOOBAHUS K CKOPOCTH M HAJIEKHOCTH BBIUMCICHUN
(2 gaca).
Jlexkuusa 2.

Spark. IMapanurmsl, cranguun o6paboTku, Tuibl onepanuid, API B3aumoneiictBus (2 gaca).
Jleknus 3.
Spark. PaGora c dataframe (2 gaca).

Jekuus 4.

Pabota ¢ maHHBpIMU THTIA "KIH0Y — 3HaYeHue" (2 yaca).
Jlekums 5.

Spark. O6pabotka nanusix 1 ML (2 vaca).
Jlekumus 6.

Ouepenu u 6pokepsl (2 vaca).



Pazoen 2. Ananuz cemesoco mpaguxa
Jlekumus 7.

[ToTokoBast 06pabOTKa C y4ETOM COCTOSTHUM U OCHOBBI IIOTOKOBOM 00paboTKH (2 "aca).
Jlexnus 8.

AHanm3 ceTeBhIX B3aUMOJICHCTBUN M HCKYCCTBEHHBIC HEUPOHHBIC CETH B CHCTEMAax
UHPOPMALMOHHOM Oe3omacHoCTH (2 vaca).

4.1.2.2. IlepeyeHb NPAKTUYECKHUX 3AHATHI
He mmanupyercs.

4.1.2.3. IlepeueHnb 1a00paTOPHBIX PadoT

Cemectp 8
Pazoen 1. Ocobennocmu nomoxogoti oopabomiu
JlabopaTopnas 1.

VYcranoBka u pasBepteiBanune Apache Spark (4 gaca).
JlabopaTopnas 2.

[Tpumenenue Apache Spark nyist cautsiBanus, 0OpabOTKU U 3aITUCH TAaHHBIX (4 Yaca).
Paszoen 2. Ananuz cemegoeo mpaguxa
JlabGoparopnasn 3.

YcranoBka u pa3BepTeiBanue Apache Kafka (4 gaca).
JlaGoparopnas 4.

Co3nanus npocreiimero cepsuca Apache Katka mist mpociymmBanust ICTOYHHUKA U TIEpeIadn
Ha Apache Spark job (4 gaca).

4.1.2.4. IlepeyeHb TeM U y4eOHO-MeTOAMYECKOE O0ecIIedyeHHe CAMOCTOSTEIbHOM

padoThI
[lepedeHb TeM, BEIHECEHHBIX HA CAMOCTOATEIBHOE N3YYCHUE:
. Ocobennoctu Spark.
. SCC.
RDD.
. YARN.
. Spark Streaming.
. SparkCore.
. File System API B Spark.
. MapReduce.
. Apache Kafka.
10. Zookeeper B Kafka.
11. IlorpeOutenu u nonszoBatenu B Kafka?.
12. Kafka B kauecTBe CUCTEMBI XpaHEHHS JaHHBIX.
13. Pa36anancupoBka kinacrepa B Kafka.
Jlis  caMOCTOSTENbHOM paboOThl HMCMONB3YIOTCS METOJUYECKHE YKa3aHHs IO OCBOEHHUIO
JTVICIATUTMHBI U U3IaHUS U3 CIIMCKA TIPUBEICHHON HIKE OCHOBHOM U JIOTIOJHUTEBHOM JIUTEPATYPHI.

Nl R e N Y N O

4.1.2.5. IlepeyeHb TeM KOHTPOJIbHBIX padoT, pedepartos, TP, PI'P, PIIP

He mnanupyercs.

4.1.2.6. [IpuMepHbIi IepeYeHb TeM KypPCcOBbIX padoT (IIPOEeKTOB)
He mnanupyercs.



4.2 ®opma 00y4eHHsI: 3209HAS
VYpoeHs 6a30B0or0 00pazoBaHms: CpeiHee odee.

Cpok o0yueHnus 5.
Bcero ®opma
Tpynoem- | ;. | Hpaxru- | JlaGopa- Koncy.ib- (koHTaK- HNPOME;KYTOUHOTO
KOCTb, qyecKue TOPHBbIE KonTt- CPC,
Cemectp MM, TANMSA, THast KOHTPOJISt (3K3.,
yac./ 3a4. 3aHATUS, | PadoThI, poJib,uac. qac.
qac. gac. padora), 3ad4., 3a4. C 01I.)
ea. gac. gac.
qac.
10 144/ 4 4 8 2 0,6 14,6 120,75 Ik3.(8,65)
HToro 144/ 4 4 8 2 0,6 14,6 120,75 8,65
4.2.1. CTpyKTypa AUCHUIIMHBI
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1 OcobenHocTn 10 | 2 4 45 OTYET,
MMOTOKOBOM 00paboTKH TECTHPOBAHUE
2 Amnanmuz ceTeBoro 10 | 2 4 75,75 OTUET,
Tpaduka TECTHPOBAHUE
Bcero 3a cemectp 144 4 8 | + 2 10,6 120,75 JK3.(8,65)
Htoro 144 | 4 8 2 10,6|120,75 8,65
4.2.2. CogepkaHue TUCUMILIMHBI
4.2.2.1. IlepeyeHnb JeKUM
Cemectp 10
Paszoen 1. Ocobennocmu nomokogotl 0opabomxu
Jlexnus 1.

PaCHpe,Z[CJ'ICHHBIC JaHHBIC U 06pa60T1<a, TpC6OBaHI/I}I K CKOpPOCTH U HAACKHOCTH BBIYHCIICHUI

(2 gaca).

Pasoen 2. Ananuz cemegozo mpaghuxa
Jlexnus 2.
[ToTokoBast 06paboOTKa C y4ETOM COCTOSIHUI M OCHOBHI IIOTOKOBOM 00paboTku (2 yaca).




4.2.2.2. IllepeyeHb NPAKTHYECKUX 3AHATHH
He mianupyercs.

4.2.2.3. IlepeuyeHnn 1a00pPaTOPHBIX padoT

Cemectp 10
Pa3zoen 1. Ocobennocmu nomoxoeoti obpabomxu
JlaGoparopHnas 1.

YcranoBka u pa3BepteiBanue Apache Spark (4 vaca).
Pazoen 2. Ananuz cemesoco mpaguxa
JlabopaTopHnas 2.

VYcranoBka u pa3BepteiBanue Apache Kafka (4 gaca).

4.2.2.4. IlepeyeHb TeM U y4eOHO-METOAUYECKOE 00eceueHre CAMOCTOSATEIbHO

padoTbI
[TepeueHsb TeM, BHIHECCHHBIX Ha CAMOCTOSTEIILHOE H3yUeHUE:
. Oco6ennoctu Spark.
SCC.
RDD.
. YARN.
. Spark Streaming.
. SparkCore.
. File System API B Spark.
. MapReduce.
9. Apache Kafka.
10. Zookeeper B Kafka.
11. ITorpebuTenu u moas3oBarenu B Kafka?.
12. Kafka B kauecTBe CuCTEMbI XpaHEHHUS JTAHHBIX.
13. PazbanancupoBka kiacrepa B Kafka.
Jlist  caMOCTOSITENTbHONH pabOThl MCIIONB3YIOTCS METOJUYECKHE YKa3aHHs ITI0 OCBOCHHIO
JTUCIUIUIMHBI U U3JIaHUS U3 CIHCKA MPUBEICHHON HIM)KE OCHOBHOM M TOTIOJHUTEIHHON JIUTEPATYPHI.

4.2.2.5. IlepeyeHb TeM KOHTPOJIbHBIX padoT, pedeparos, TP, PI'P, PIIP
1. Ilpumenenne Apache Spark st cuutbiBanus, 00paOOTKY U 3aIUCH JAHHBIX.
2. Coznanus npocreitmiero cepsuca Apache Katka st mpocnyimmBanust ICTOYHUKA U
nepenaun Ha Apache Spark job.

4.2.2.6. [IpuMepHbIi IepeYeHb TeM KypPcOBbIX padoT (IIPOEeKTOB)
He mnanupyercs.

5. O0pa3oBare/ibHbIE TEXHOJIOTHHU
B npouecce nm3yueHus NUCHMIUIMHBI TPUMEHSETCS KOHTAKTHAS TEXHOJIOTHS IPENOJaBaAHUS
(32 HMCKIIOYEHHEM CaMOCTOATENIbHO HW3y4aeMbIX CTyJeHTamMu BorpocoB). [lpu mpoBeaeHuun
71ab0paTOPHBIX PabOT MPUMEHSETCS UMUTAIIMOHHBIA WM CUMYJISIIMOHHBIN noaxon. [llaru permenus
3a7a4 CTyJAEHTaM JAEMOHCTPUPYIOTCS MPHU MOMOIIM MYJIbTUMEAUWHOW TEXHUKU. B nampHeimem
CTYAEHTBI CAMOCTOSITEIILHO PEIIAOT aHAJIOTUYHBIE 3aJaHUs.

6. OueHo4YHbIE CPeCTBA IJISl TEKYIEr0 KOHTPOJIA yCIIeBAeMOCTH,
NMPOMEKYTOYHOM aTTeCTAMHU MO0 UTOTaM OCBOEHUSI TUCUMILIUHBI.

DoHIBI OLIGHOYHBIX MaTCpUuaJIoB (CpCIICTB) NPpUBCACHDBI B IIPUJIOKCHUU.

7. YueOHO-MeTOANYecKOe U HHPOPMAITMOHHOE o0ecniedyeHne JUCHUIIMHBI.



7.1. OcHOBHas1 y4eOHO-MeTOAUYECKAS JUTEPATypa M0 JUCHUIIIHHE

1. Hensix, A. H. [IpumeHenne BpeMEHHBIX PSIOB I aHaIu3a OOJIBIINX JaHHBIX : ydeOHOE
nocobue mo Kypcy «Marematuyeckre MeTolbl aHamu3a Oonbpmux naHHbX» / A. H. Lensix, B. C.
BacunbeB, D. M. KoroB. — PocroB-Ha-/lony, Taranpor : M3natensctBo IOxHOTO denepanbHOrO
yauBepcuteta, 2021. — 84 c. - https://www.iprbookshop.ru/121929.html

2. KageipoBa, H. O. Cratuctuueckuii aHam3 OOJIBIIMX JTAHHBIX: IMOJIX0J] HA OCHOBE MAIIIMH
OTIOPHBIX BEKTOPOB : yuebHoe mocodue / H. O. Kanwsipora, JI. B. [1aBnoBa. — Cankr-IleTepOypr :
Cankrt-IlerepOyprckuii monutexHudeckuii yHuBepcuteT Ilerpa Bemumkoro, 2022. — 60 c. -
https://www.iprbookshop.ru/128651.html

3. [IpunsTue pemieHuit Ha OCHOBE aHaIM3a CIA0OCTPYKTYPUPOBAHHBIX JIAHHBIX COLIMATBHBIX
cereit / H. I'. Spymxkuna, M. A. Armpee, A. C. XKenenos, B. C. Momkud. — YJIbSHOBCK :
VAbSHOBCKMI  TOCYJAapCTBEHHBIM  TE€XHWYECKuW  yHuBepcuter, 2022. — 114 c. -
https://www.iprbookshop.ru/129289.html

7.2. lonoHUTEIbHAS Y4eOHO-MeTOAUYECKAsl JJUTepPaTypa no JUCUMUIIJIMHE

1. Boponoga, JI. 1. Machine Learning: perpeccHOHHBIE METO/IbI HHTEJUICKTYIBHOTO aHaIH3a
naHHbIX @ yuebHoe mocobue / JI. . BoponoBa, B. . BoponoB. — MockBa : MockoBckuit
TEXHUYECKUH  YHHBEpCHUTET CBs3M W uHpopmaruku, 2018. — 82 c. -
https://www.iprbookshop.ru/81325.html

2. Henbix, A. H. CoBpemMeHHbIE METOIbI NMPUKIAIHON WH(MOPMATHUKUA B 3a/Jadax aHaiIu3a
JaHHBIX : ydyeOHoe mocoOue mo Kypcy «MeTolbl MHTEIJIEKTyadbHOro aHanu3a aaHHbeix» / A. H.
enbix, A. A. Lenbix, 3. M. KoroB. — Pocros-Ha-Jlony, Taranpor : W3narensctBo FOxHOro
denepanbHoro ynusepcuteta, 2021. — 130 c. - https://www.iprbookshop.ru/117165.html

3. Jluxtouanep, b. f. Amanu3 tpaduka mMynbTUcepBUCHBIX cerel : MoHorpadwus / b. Sl
JInxtumnaep. — Camapa : IloBo/DKCKHII TOCyIapCTBEHHBIH YHHUBEPCUTET TEICKOMMYHUKALUNA U
unpopmaruku, 2015. — 163 - https://www.iprbookshop.ru/71820.html

7.3. IlepeyeHb HHPOPMAITMOHHBIX TEXHOJOTHH, HCIIOJIb3yEeMbIX NPH
OCyLIeCTBJIEHMH 00Pa30BaTeJILHOI0 NMpouecca Mo JUCHUILUIUHE, BKIKYAs
nepevYeHb MPOrPaMMHOI0 o0ecneYeHUus1 1 MH(POPMAUMOHHBIX CIIPABOYHBIX

CHUCTEM

B oOpasoBarenbHOM  mpolecce  HCIOJB3YIOTCS  MH()OPMAIMOHHBIE  TEXHOJIOTHH,
pealM30BaHHBIE  HAa  OCHOBE  HMH(OPMALMOHHO-0Opa30BAaTENBHOTO  MOpTajla  WHCTHUTYTA
(www.mivlgu.ru/iop), 1 ”HGOKOMMYHUKAITMOHHON CETH UHCTUTYTA:

- IPEIOCTaBICHUE YIeOHO-METOINYECKIX MaTEPHAJIOB B JIEKTPOHHOM BH/IE;

- B3aMMOJICHCTBME YYAaCTHMKOB 0Opa30BaTEILHOTO IIpolecca 4epe3 JIOKAIbHYIO CeTh
UHCTUTYTa U VIHTEpHET;

- IPEJOCTaBIIEHUE CBEICHUI O pe3ynbTaTax yueOHON NeSTeNbHOCTH B 3JEKTPOHHOM JIMYHOM
KaOuHeTe 00yJaromerocs.

WHopmanoHHbIe CIIPABOYHBIE CUCTEMBI:

Habop naHHBIX Ui OlleHKM OOHapy)KeHHs BTOp:keHu# https://www.unb.ca/cic/datasets/ids-
2017.html

Hab6op JTAHHEIX 0 CETEBELIX aTakax Kitsune
https://www kaggle.com/datasets/ymirsky/network-attack-dataset-kitsune

[IporpamMmmMHoe obecrieueHue:

PEJl OC (Cornamenue Ne140/05-21V ot 18.05.2021 rosna o coTpyiHUYECTBE B 00JIACTH
HAYKH, Pa3BUTHUSI HHHOBAIIHOHHOH JIESITEITLHOCTH )

Python 3.9.4 (Python Software Foundation License)

Kaspersky Endpoint Security ans 6usneca — Crangaptabiii Russian Edition ([{oroBop Ne436
or 11.11.2014 rona)

Open Office (becrmataoe I10)

NetTraffic Version 2.0 (becrmarnoe I10)

Friendly Pinger 5.0.1 (becrunarnoe I10)



7.4. Ilepeyennb pecypcoB HH(POPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOM CeTH

«I/IHTepHeT», HGOﬁXO}]I/IMbIX AJIA OCBOCHHUA NTUCIHUITJINHBI
iprbookshop.ru
unb.ca
kaggle.com
mivlgu.ru/iop

8. MaTepHaJILHO-TeXHH‘IeCKOG obdecneyeHue JUCHHUITIJIMHBI
JIaGopaTopusi KOMIIBIOTEPHOTO MOACTUPOBAHUS B U3MEPUTEIIBHBIX CUCTEMAX
OBM Aiitek Intel Core i5 2400 - 12 mt.; JlaGopatopHbiii cTeHa u3ydyeHue UHTEp(dErcoB
comnpspkenus — 12 wr. ; Bugeonpoextop Acer P1100 EY; Dkxpan nacrennsiit ScreenMedia Economy-
P.

9. MeTounquKne YKa3aHus MO0 OCBOCHHUIO INCIHUIIINHDbI

JUis yCHemHOro OCBOEHHSI TEOPETHYECKOro Marephalia O0y4arolMiics: 3HAKOMUTCS CO
CIIUCKOM PEKOMEHIYEeMOI OCHOBHOM M JIOMOJIHUTEIbHOW JIMTEPATyphl; YTOUHSET y MpenoiaBares,
KaKUM JIONOJHUTEIbHBIM IMOCOOUSM CJEAyeT OTAaTh MPEINOuYTEeHUE; BEAET KOHCIEKT JEKUUH U
npopadaThIBaeT JIGKIMOHHBIH MaTepHall, MOJIb3YSICh KaK KOHCIIEKTOM, TaK U y4eOHBIMU TIOCOOUSIMH.

Jlo BbIMIONIHEHUsT TAOOPATOPHBIX PabOT OOyYaroUIuiicss M3y4aeT COOTBETCTBYIOUIMI pa3aen
teopun. Ilepen 3aHsATHEM CTyIEHT 3HAKOMHUTCS C ONMCAHUEM 3aJaHHi JJISi BBIOJHEHHS PadOTH,
BHUMATEJIbHO U3y4YaeT COJIep’KaHue U MOPSAOK MpoBeneHus dadbopaTtopHoil paboTsl. JlabopaTtopHas
paboTa IpoBOAITCA B KOMIIBIOTEPHOM Kjiacce. O0ydaromyecs BhITOJIHAIOT UHINBUYAJIbHYIO 3a7a4y
B COOTBETCTBUU C 3aJlaHMEM Ha jabopaTopHyio padory. [lonmydeHHBIE pe3yabTaThl UCCIIEOBAHUMN
CBOAATCA B OTYET M 3alUMIIAIOTCS IO TPAAULMOHHOW METOJMKE B Kiacce Ha CIEIyIOIIEM
nabopatopHoM 3aHATUU. HeoOX0quMblii TeOpeTHUYEeCKHil MaTepua, UHIUBUAYAIbHOE 3a/laHue, I1aru
BBITIOJIHEHUS J1a0OpaTopHOil paboThl M TpeOOBaHWE K OTYETy TNPUBEACHBI B METOJMYECKUX
YKa3aHUAX, pa3MELEHHBIX Ha HH()OPMALMOHHO-00pa30BaTeIbHOM MOPTAJie HHCTUTYTA.

CamocrosiTenbHasi paboTa OKa3blBa€T Ba)XXHOE BIUSHUE HAa (HOPMHUPOBAHHME JMYHOCTH
OyaylIero crenuanucTa, OHa MiIaHupyeTcs 00yJaronMcs caMoCcTosATeNbHO. Kax bl o0yyaromuiics
CaMOCTOSITENIbHO OTpeAeIIsieT PEKUM CBOEH paboThl U Mepy Tpy[a, 3aTPauMBaeMOro Ha OBJIaJICHHUE
y4eOHBIM CO/Iep)KaHUEM JUCHUIUIMHBL. OH BBINOJHSET BHEAYAUTOPHYIO paboOTy U H3yueHHe
pa3zenoB, BBIHOCUMBIX Ha CAaMOCTOATEIbHYIO paboTy, MO JIMYHOMY HWHIMBUIYalbHOMY IIJIaHy, B
3aBUCHUMOCTH OT €0 MOJArOTOBKH, BPEMEHU U JIPYTUX YCIOBUH.

dopma 3aKIHOYUTEIBHOTO KOHTPOJS IMPU INPOMEXYTOUYHOM aTrTecTaluuu — 3K3aMeH. Jlins
MIPOBEJCHUS MPOMEKYTOUHON aTTECTAllMU 10 AUCHUIUIMHE pa3paboTaHbl (POH] OLEHOYHBIX CPEACTB
U OaJuIbHO-pEHTHHIOBas CHCTEMa OLIEHKH Y4eOHOM JesTelbHOCTH CTylneHToB. OleHka o
JTUCIUIUIMHE BBICTABISETCS B MH(OPMALIMOHHOW CHUCTEME M HOCUT MHTEIPHUPOBAHHBIN XapakTep,
YUUTBIBAIOIIMKA PE3ylbTaThl OLICHUBAHUS YYaCTHUs CTYACHTOB B ayJUTOPHBIX 3aHATHUSAX, KA4ECTBA U
CBOEBPEMEHHOCTH BBINIOJIHEHUSI 3a/JlaHUil B XOJ€ HW3YYEHUs JUCHUUIUIMHBI M TPOMEXKYTOUHOU
aTTecTaluu.



[Iporpamma coctaBieHa B cooTBeTcTBHM ¢ TpeboBanmsimu PI'OC BO mo HampaBieHHIo
12.03.01 Ilpubopocmpoenue M TPOPUITIO TOATOTOBKU [Ipocpammuposanue poOOmMOmMexHuuecKux
cucmem
Pabouyro mporpammy COCTaBHII 0.Mm.H., 3a8edyiowutl kagheopou J{opoghees
H.B.

[Tporpamma paccMmoTpeHa u ogoOpeHa Ha 3acenanuu kapeapsl VKTC

npotokoi Ne 36 ot 04.05.2026 rona.
3aenyromuii kadenpoit VKTC Jlopoghees H.B.
(ITonmuce)

Pabouass mporpamma paccMOTpeHa W OJ0OpeHa Ha 3acelaHuu Y4eOHO-METOAMYECKON
KOMHUCCHU (paKyJIbTeTa

npoTokoa Ne 9 ot 12.05.2026 ropa.
IIpencenarens komuccun OUTP Kymaposa E.U.
(ITonmuce) (®.1.0.)




Ilpunoscenue
DoH/1 OLIECHOYHBIX MATEPHAJIOB (CPEeACTB) MO AUCHHUILINHE
AHanUTHKa MTOTOKOBBIX JaHHBIX

1. OHeHO‘IHbIe MaTepHuaJbl AJA NPOBCACHUS TEKYIIECI0 KOHTPOJIA YCIIEBAEMOCTH

o JMCIUIIJIMHE
Bormpocst TSt TECTUPOBAHUS pa3MereHbl
https://www.mivlgu.ru/iop/question/edit.php?courseid=4202

OO0uree pacnpenesieHue 0a/JI0B TeKYIIEro KOHTPOJISA MO0 BUAAM Y4eOHBIX padoT /sl CTyIeHTOB

Peittunr-kontpons 1 1 mabopatopHbie pPabOTHI 10

PeittuHr-xoHTpOIIH 2 2 nmabopaTopHbIe PabOTHI 20

Pl THHT-KOHTPOITb 3 1 mabopaTopHbie pabOTHI, 10
TECTUPOBAHUE

[Tocemenue 3anaTui 10

CTYJICHTOM

JlonmotHUTE IbHBIE OaJTBI 5

(6onych)

BrinosiHeHue ceMecTpoBOro

IUIaHA CAMOCTOSATENBHOU 5

paboThI

2. HpOMe)KyTO‘IHaﬂ arrecranms 1o IuCauIlJinue
ITepeyenb BOpoCoOB K IK3aMeHYy / 3a4eTy / 3a4eTy ¢ OLeHKOM.
Ilepeyenn npakTHYecKUX 3a1a4 / 3aJaHUi K IK3aMeHY / 3a4eTy / 3a4eTy C OleHKOMH (mpu
HAJIMYHIH)

Bompocst TSt TECTUPOBAHUS pa3MeIIeHbl
https://www.mivlgu.ru/iop/question/edit.php?courseid=4202
Bomnpocs! 11 moAroTOBKH K 3K3aMeny https://www.mivlgu.ru/iop/course/view.php?1d=4202

MeTtoau4eckue MaTepuabl, XapaKTePHU3YIOIHe MPOLEAYPbI OLleHUBAHUS

Jlns oueHuBaHus CHOPMUPOBAHHBIX y CTYIACHTA 3HAHWW, YMEHHH W HaBBIKOB HMEIOTCS
TUTIOBBIE 3a/laHus. Bce TumoBkie 3aqaHust pa3ouThl Ha 3 Oyioka: OJ0K 1 - [ OlleHUBaHUSI 3HAHHM,
OJI0K 2 - A7is OLICHWBAHUS YMEHM, OJIOK 3 - A OLIEHWBAaHUS HABHIKOB (BraaeHwuii). Kaxmapril 010k
BKJIFOYAET BOIPOCHI CBOETO YPOBHS CIOXHOCTU U OIEHHUBACTCS OMPENENIEHHBIM KOJIUYECTBOM
OamnoB. MakcuManbHBIi 0asl, KOTOPBIM MOXET HaOpaTh CTYACHT MpHU MPABHILHOM OTBETE HA BCE
BOIpOCHI, paBHseTcs 40.

TecT A/d OUEHKM 3HAHWM, YMEHUW U HaBBIKOB CTyJeHTa cocTOoUT u3 10 BOIMpOCOB H
dbopMHUpyeTCST Ha OCHOBE THUIIOBBIX 33JlaHUNA TPOTPAMMHBIM KOMILJIEKCOM HH(GOPMAIIHOHHO-
oOpa3oBatensHoro noprana MU Bal'V B aBTOMatnueckoM pexumu (Tpu Bormpoca u3 6ioka 1, Tpu
Bompoca M3 Onoka 2 M yeTblpe Bompoca u3 Onoka 3). IIporpammublii KoMmIulekc (opmupyer
WHIUBHUIIyAJIbHBIC 3aJaHUs JUIA  KaXKIOTO 3apeTHCTPUPOBAHHOTO B CHCTEME CTYJCHTA W
YCTaHaBIMBAET BPEMsI IPOXOKICHUS TECTUPOBaHUs. Pe3ynbTaTOM TECTUPOBAHUS SIBISETCS MPOLIEHT
MPaBUJILHBIX OTBETOB, C YIETOM HMHANBUIYATLHOTO CEMECTPOBOTO PEUTHHTA CTYy/IEHTa (POPMUPYETCS
dK3aMCHAIIMOHHAs OICHKA.

[Ipu mpoBeneHMH YCTHOTO OIpOCa CTYACHT OTBEUAET Ha BHIOPAHHBIE CIyYallHBIM 0Opa3oM
BOIIPOCHl M3 NEPEYHS TEM M B 3aBUCHUMOCTH OT IMOJHOTHI M MPAaBUIBHOCTH OTBETA C YYETOM
WHIUBUIYAIbBHOTO CEMECTPOBOTO PEUTHHTA CTyAeHTa (OPMHUPYETCS IK3aMEHAI[MOHHAS OIICHKA.



MakcumanbHasi cymma 0aioB, Habupaemas CTyACHTOM 1o auciuruinHe paBHa 100.

Ouenka | Orenka mo mKaie
B

oayutax

O0ocHOBaHUE

Yposenw
cghopmuposannocmu
KomnemeHyuil

Boinee «OTINYHOY

80

ConeprkaHue Kypca OCBOCHO
MOJIHOCTBIO, O€3 MpoOeoB,
HEO0XOIMMBIC TIPAKTUYCCKUE HABBIKU
paboThI ¢ OCBOEHHBIM MaTEPUATIOM
c(OpMHPOBAHBI, BCE
MPEyCMOTPEHHBIC IPOTPAMMOI
0o0y4eHus1 yueOHbIC 3adaHuUs
BBIMOJIHEHBI, KAYECTBO UX
BBIITOJTHEHUS OI[CHEHO YHCIIOM
0a/uI0B, OJIN3KMM K MAKCUMAJIbHOMY

Buicoxuii yposens

66-80 | «Xopouio»

Copepxanne Kypca OCBOCHO
MOJTHOCTBIO, 6€3 TIPo0eIoB,
HEKOTOPBIC MTPAKTUICCKIE HABBIKA
PpaboThI ¢ OCBOCHHBIM MaTEPHAIOM
c(hOpMHUPOBAHEI HEJIOCTATOYHO, BCE
MPEyCMOTPEHHBIC IPOTPAMMO
o0ydeHust yueOHbIC 3aJaHus
BBIITOJIHEHBI, KAUE€CTBO BHIITOJIHEHMS
HU OJHOT'O M3 HUX HE OI[CHEHO
MHHHMMAJIbHBIM YUCJIOM OalIoB,
HEKOTOPBIC BUJIBI 3a/IaHUI
BBIITOJIHEHBI C OIIHOKaMHU

Ilpoosunymutii
yposens

50-65 | «Y10BIETBOPUTEIBHOY

Conep:xaHue Kypca OCBOCHO
YaCTHYHO, HO IPOOEIIBI HE HOCST
CYILECTBEHHOT'O XapakTepa,
HE00XO0AMMBbIe IPAKTUYECKHE HABBIKU
paboThl ¢ OCBOEHHBIM MaTEpPHAIOM B
OCHOBHOM C()OPMUPOBAHBI,
OOJIBIIMHCTBO MPEIYCMOTPEHHBIX
porpamMmoii 00y4eHus: yueOHbIX
3aJJaHHid BHIITOJIHEHO, HEKOTOPBIE M3
BBINOJIHEHHBIX 33JJaHUH, BO3MOXKHO,
coJiepKaT OUTMOKH

Ilopozoeuwiit yposens

Menee
50

«HeynoBiaeTBOPUTEIBHO»

ConeprxaHue Kypca HE OCBOCHO,
HE00XO0/IMMBbIE IPAKTUYECKNE HABBIKU
paboThl HE CHOPMUPOBAHBI,
BBINOJIHEHHbIE YUeOHbIE 3a/1aHUS
coJiepkaT rpyobie omuOKu

Komnemenuuu ne
chopmuposani

3. 3agaHus B TecTOBOI (popMe MO TUCHHUILINHE

[Ipumeps! 3ananuii:

1. Kakue TuIibl aTak Ha CETEBOM TpaduK CyIIECTBYIOT?

a) Jlenaifan cepBuca

6) Caug¢punr

B) Criyunr

r) Bee BhienepeuncneHHbIe




2. Kakue metopl 0OHapyKEHUsI aHOMAJIBHOTO Tpa(uKa UCIONb3YI0TCS B UHTEIEKTYaAIbHOM
aHanm3e cereBoro Tpaduka?
a) CTaTucTuyecKkue MEeTOobl
6) MammaHaOoe 00ydeHue
B) CUrHaTypHBIN aHATN3
r) Bee BhIenepeuncieHHbIe

3. Kakue MHCTPYMEHTBI UCTIONB3YIOTCS ISl aHAJIM3a CETEBOTO Tpaduka?
a) Wireshark
0) tcpdump
B) Snort
r) Bee BhlenepeunciaeHHbIe

4. Yro takoe DPI (rmyOokuii makeTHBIM MHCIIEKTUPOBAHKE) M KaKUe 3a/1a4l MOKHO PEIIUTh C
€ro MoMoIbI?
a) OnpeaenuTs TUI NPHIIOKEHHSI, TeHEPUPYIOLIETO TpaduK
6) OOHapyXUTh HAPYIICHUS TOJUTUKH O€30MaCHOCTH
B) OnTuMH3aus NpoOU3BOAUTEIBHOCTH CETH
r) Bee Bhienepeuncienoe

5. Jns nabopa mansbix [“This is an error message”, “This is an info message”, “This is a
success message”’, “Consider this a warning”] BBIBECTH KOJWYECTBO JJIEMEHTOB, COJIEPKAIINX
uH(popMalrio 00 omuoKe WK MPeayIpexKaCHNIE

[TonHbIH TIEpeUeHb TECTOBBIX 3aJ]aHUI C YKa3aHUEM MPABUIIbHBIX OTBETOB, pa3MeEIlIeH B OaHKe
BOIIPOCOB  Ha  WH(POPMAIMOHHO-00pa30BaTCIbHOM  IMOPTaJie  HMHCTUTYTa IO  CCBHUIKE
https://www.mivlgu.ru/iop/question/edit.php?courseid=4202

OreHKa pacCUMTHIBACTCS KaK MPOICHT MPABUIHHO BBITIOJHEHHBIX TECTOBBIX 3aJaHUN M3 UX
o011ero uucnia.



