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1. lleanb ocBOeHNSI AUCUUILIHHBI

Ilenp IUCHUIUIMHBL O3HAKOMJIEHUE CTYAEHTOB C COBPEMEHHBIMU CpPEICTBAMHU 3aIUTHI
uH(pOpMallii B KOMIBIOTEPHBIX CHUCTEMaX, OBJAJ€HHE METOJlaMU pEelIeHUs NPOPEeCcCCHOHANbHBIX
3azad.

3ajayaMy TUCUUIUIMHBI SIBISIOTCS:

- U3y4eHHE OCHOBHBIX yrpo3 0e30macHOCTH MH(POPMAIIMN B aBTOMAaTH3UPOBAHHBIX CHCTEMax
1 OCBOCHHME METOJIOB 3AILUTHI OT JAHHBIX YTPO3;

- M3y4yEHUE METOJI0B, aJrOPUTMOB, IPOrpaMMHO-ANIAPaTHBIX CPEICTB 00ecleYeHUs
nH(OPMaLMOHHON 06€30MaCHOCTH aBTOMATU3UPOBAHHBIX CHUCTEM;

- HW3y4YCHHE OCHOBHBIX Mep IO 3aIuTe WHPOPMALUU W NPOTPAMMHBIX MPOAYKTOB OT
HE-CaHKIIMOHUPOBAHHOT'O I0CTYIA, MOAN(PUKALUN U U3yYEHUS] B aBTOMAaTU3UPOBAHHBIX CUCTEMAX;

- U3YYEHHE COBPEMEHHBIX TEXHOJOIMM 3alUIIEHHBIX CETel MepeAayd JaHHBIX B
aBTOMAaTU3UPOBAHHBIX CUCTEMAX.

2. Mecro mucuuninnbl B crpykrype OIIOITI BO

Jucuunnuna «[IporpaMmHo-annapaTHble CpeicTBa 3allUThl MHOpManUU» Oa3upyeTcs Ha
3HAHMSIX, OJYYEHHBIX B paMKax M3y4eHHUs cleayroumx aucuuiuivH: "®usuka", "Cetn U cucreMsl
nepenaun  uHpopmanuu", "Kpunrtorpaduueckue  Meroasl  3amMThl  MHPOpManuu' U
"Opranu3alioHHOE W TPaBOBOe obOecreueHrue WHGOpMAMOHHON OezomacHoctu". JlucruruimHa
«[IporpamMmHO-anmapaTHble CpEACTBA 3alUThl HHPOPMAIUNY SIBISIETCA TEOPETUUYECKUM H
METO0JIOTUYECKIM OCHOBAaHUEM ISl qucuuIuinH, Bxoaamux B OITOII 6akanaBpa mo HanpaBiICHUIO
10.03.01 «MudopmarnrionHas 6e30macHOCTbY, UCTIONB3YIOIIUX MPOrPaMMHO-aNnapaTHbIe PEIICHUs B
00J1aCTH BBISIBJICHUS YIpo3 U obecnieueHusi nH(HOpMAIIMOHHON 0€301acHOCTH.

3. [lnanupyemble pe3yabTaThbl 00y4eHHs M0 TUCHUILIHHE
[Inanupyemble pe3yapTaThl OOY4YEHMsI MO IUCLUIUIMHE, COOTHECEHHbIE C IUIAHUPYEMBIMHU
pesynbratamu ocBoeHust OIIOII (koMneTeHIUAMEI U HHANKATOPAMU JTOCTHXKEHUST KOMIIETSHIIUN )

CpelCTBA 3allUThI
HHPOPMAITIH B
KOMIBIOTEPHBIX

CHCTEMaX U CeTsX;

NPOrpaMMHO-aIapaTHbIE
CpelcTBa 3allKThI
WHPOPMALINH B
KOMIBIOTEPHBIX CHCTEMaX H
ceTsix

3aIIUTHl HHPOPMALIMH B
KOMIBIOTEPHBIX CHCTEMaX H
cersx (OIIK-1.2.2)
yYMETh aIMUHUCTPUPOBATh
Cpe/CTBa 3alIUThI
uHpopMaLK B
KOMTIIBIOTEPHBIX CHCTEMaX H
cersix (OIMK-1.2.2)
BJIA/ICTh HABBIKAMH
AIMIHUCTPUPOBAHHUS CPEJICTB
3aIIUTHl HHPOPMALKHK B
KOMIBIOTEPHBIX CHCTEMaX H
cersix (OIK-1.2.2)

dopmupyeMBbIe [Tnannpyemsble pe3yapTaThl 00yHIEeHUs 10 AUCIUIUINHE, B
KOMIICTCHIIUU (KOJ:[, COOTBETCTBUU C MHAUKATOPOM HOCTHIKCHUS KOMIICTCHINN HauMmenoBanue OLICHOYHOI'O
coJiepkaHue WHnukatop ToCTHXEHUS Pe3ynbraTel 00ydeHus 1Mo cpeacTsa
KOMITETEHIIMH) KOMITCTEHIINT JVCIUIUINHE
OIIK-1.2 Crocoben OIlK-1.2.2 3HATh BUJIBI, HA3HAYCHUS U BOIIPOCHI K YCTHOMY OTIPOCY
aZIMHHUCTPUPOBAaTh | AJMHHHUCTPHPYET OCHOBHBIE BO3MOXKHOCTH CPEJICTB




4. CTpyKTYypa H coepkaHne TUCHUILTHHbBI
OO01mast TpyA0€MKOCTh JUCHIUTIINHBI COCTABISET 6 3a4eTHRIX equHMUIL, 216 Jacos.

4.1. ®opma o0y4eHHsI: OUHAS
YpoBeHb 6a30BOro 00pa3oBaHusi: CpeHee ooIee.

Cpoxk o0yueHust 4r.

4.1.1. CTpyKTypa IMCHUNINHBI
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MIPOrpaMMHO-aNnapaTHON
3alUThl UH(OpMAIK

I/II[eHTI/Iq)I/IKa]_[I/I a 3] 4 YCTHBIH orpoc
moJib3oBareiier KC-
CyOBEKTOB JIOCTYTIA K
JTAaHHBIM

CpencTBa 1 METOIBI 6 | 2 10 YCTHBII Onpoc
OTpaHUYEHUS IOCTYIA K
(aiinam

AnmnapatHo-niporpamMmmubie | 6 | 4 10 yerHBIii onpoc
CpencTaa

KpUITOrpapuyeckoit

3aluThl HHOpMaUK

Mertons! u cpencTaa 6 | 2 16 yeTHBIH onpoc
OrpaHMYEHUS JOCTYIA K
KOMIIOHeHTaM DBM

3ammra nporpaMm ot 6 | 4 10 yeTHBiit onpoc
HECAaHKI[HOHUPOBAHHOTO
KONUPOBaHUS
Kpunrorpaduueckne 6 | 4 40 yeTHBIii onpoc
CpeJCTBA 3aIIUTHI
AmnmnapaTHbl€ CpeJICTBA 6|6 20,55 |  yemsiii onpoc

3alIATHl 1 KOHTPOJIS
3 PEKTUBHOCTH Mep




3aIUTEI

Bcero 3a cemectp 216 | 32 64 3,2 (0,25 | 116,55 3ay. ¢ o1l

Uroro 216 | 32 64 3,2 10,25 | 116,55

4.1.2. Conepxxanue JTUCHUILTHUHBI

4.1.2.1. llepevyennb JeKuni
Cemectp 6
Pazoen 1. Ocnosnuvle nonsimus npoepamMmHo-annapamuou 3auumsl uHpopmayuu
Jlexknus 1.

[IpenMert u 3a1a4u MporpaMMHO-annapaTHoi 3amuTel HHGopManuu (2 yaca).
Jlexknus 2.

OcHoBHbIE MOHATHUSA. Y I3BUMOCTbh KOMITBIOTEPHBIX CHCTEM (2 yaca).

Jlexknusa 3.

[TonuTnka 6€30MacHOCTH B KOMITBIOTEPHBIX cucTeMax. OleHKa 3alllMIIeHHOCTH (2 Jaca).
Paszoen 2. Hoenmudghuxayus nonvzoseameneii KC-cyovexmos docmyna k OaHHbIM
Jlexnus 4.

[TonsTre HaeHTHUPUKAIIUY TIOTB30BaTeIIA (2 Yaca).

Jlekuus 5.

OcHoBHbIe nox0bI K 3amute gaHHeix or HCJI (2 gaca).
Paszoen 3. Cpedcmea u memoowvl ocpanudenus docmyna K ghaiinam
Jlekumus 6.

Opranu3zanus goctymna K aiinam. JlocTyn K JaHHBIM cO CTOPOHBI Tpoliecca (2 Jaca).
Pasoen 4. Annapammno-npocpammmsie cpedcmaea Kpunmozpaguieckoll 3auumsi uH@opmayuu
Jlexkuus 7.

[TocTpoenne mporpaMMHO-anapaTHBIX KOMIUIEKCOB mudpoBanus (2 gaca).
Jlexnus 8.

[Ipo6nema 3amuThl oTUYy)K1aeMbIX KoMIOHEHTOB [I9BM (2 vaca).

Paszoen 5. Memoow u cpeocmea oepanuyenus docmyna k komnonenmam 3BM
Jlekums 9.

HagexxHOCTh cpecTB 3aIIUThI KOMIIOHEHT (2 yaca).
Pasoen 6. 3awuma npoepamm om necanKyuoHUpo8aHHO20 KONUPOBAHUS
Jlexnus 10.

HecankimonupoBaHHO€ KOMMMPOBaHUE MTporpamMm (2 yaca).
Jexkmua 11.

3ammTa mporpaMM OT HcclieioBaHus (2 Jaca).
Paszoen 7. Kpunmoepaguueckue cpedcmea 3auumul
Jlekuus 12.

[Toaxonb! K 3aa4e 3aIUTHI OT KonupoBaHus. [laponu u kimroun (2 yaca).
Jlekuus 13.

VYnpasnenue KpunrorpadhudeckuMu Kirodamu (2 gaca).
Pazoen 8. Annapamnuie cpedcmea 3awumol U KOHMPO dpexmusHocmu mep 3auumol
Jlexknus 14.

3amuTa nHpopmaiuu B [P-ceTsix (2 yaca).
Jlexnus 15.

CkpeITHE U 3a11UTa UHQOPMALIUK OT YTEUKH [0 TEXHUYECKUM KaHasaM (2 Jaca).
Jlexnus 16.

Kontpons spdextuBHOCTH Mep 3auThl HHGOPMAIUK. ATTeCTAlUs 00HEKTOB
uHpopmaTnzanuu (2 yaca).

4.1.2.2. IlepeyeHb NPAKTUYCCKUX 3aHATHI
He mnanupyercs.



4.1.2.3. IlepevyeHnn 1a00paTOPHBIX padoT

Cemectp 6
Paszoen 1. Ocnognvie nonsamus npoepamMmHo-annapamHou 3auumsl UHGopmayuu
JlabopaTopnas 1.

VYcranoBka u nnepBoHavdanbHas HacTporika Windows Server 2016 u Windows 10 (4 gaca).
JlabopaTopHnas 2.

VYcranoBka poneit «JlomeHnsie ciyx0b1 Active Directory» u «Cepep DNS» (4 yaca).
JlabopaTopnas 3.

VYcranoska ponu «Cepsep DHCP» (4 vaca).
JlabopaTopHnas 4.

Ponb «®DaiinoBsie ciyx0bI U CiTyk0b1 Xpanunuiiay. [Ipocrpancrsa umen DFSy (4 gaca).
JlabopaTopnas 5.

Pons «Windows Server Update Services» (4 daca).
JlabopaTopHnas 6.

Jucnerdep pecypcoB (haiiioBoro ceprepa (4 daca).
JlabopaTopnas 7.

Peanuzanus 6e3onacnoctu Windows Server 2016 (4 gaca).
Jlaboparopnas 8.

MeToab1 OpraHu3aluu 0TKa30yCTOWYMBBIX KaHanoB cBs3u. TexHomorus STP (4 gaca).
Jlaboparopnas 9.

MeToab1 OpraHu3aluy 0TKa30yCTOWYMBBIX KaHaioB cBs3H. Texnomorus STP (4 gaca).
Jladoparopnas 10.

Cratuueckoe arperupoBanue kananoB EtherChannel (4 yaca).
JlabopaTophnas 11.

Jlunamuueckoe arperupobanue kanajaoB EtherChannel (4 gaca).
JlabopaTopnas 12.

Ounbtpanus Tpaduka ¢ ucrnonabzoBaHueMm cranaapTHeIx Access Control List B Cisco IOS (4
yaca).
JlaGoparopnas 13.

OunpTpanus Tpaduka ¢ ucnoib3zoBaHueM pacmupeHHsix Access Control List B Cisco 10S (4
qaca).
Jladoparopnas 14.

Texnonorus NAT (4 daca).
Jladoparopnas 15.

CereBas pa3Bezka (4 gaca).
Jladoparopnas 16.

Aymut nnpopmalMoHHOI Oe3omacHocTH (4 yaca).

4.1.2.4. IlepeueHb TeM U y4eOHO-MeTOANUYECKOE O0ecliedeHue CAMOCTOSATEIbHOM

padoThI

IlepeueHb TEM, BBIHECEHHBIX Ha CAMOCTOSITEIIBHOE U3yUEHUE:
. Unentudukanus nmonszoBareneit KC — 00bekTOB q0cTyma K JaHHbIM. YacTs 1.
. CpencTBa 1 METO/IBI OTpaHUUEHHS JOCTYIA K (aiinam.
. [IporpamMMHo-anmnapaTHble CpeJCcTBa MU(POBAHMUSL.
. MeTopl 1 CpeacTBa OrpaHUYEHMS 10CTya K KOMIIOHeHTaM OBM.
. 3amuTa nporpamMm OT HECAHKIIMOHUPOBAHHOTO KOMTUPOBAHUS.
. XpaHeHHe KI04eBOi HH(pOopMaIum.
. 3ammTa nporpaMm OT U3y4EHHUS.
. Opranuzanus xpaHeHus KiIdel (C mpuMepaMy pean3alnn).
. TunoBble petieHus B OpraHu3alny KIF0YEBbIX CHCTEM.
10. U3zyuenue u odparHoe npoektuposanue I10.
11. KomnonenTsr IIDBM.

Jis caMOCTOSTENbHONH pabOThl HMCIONB3YIOTCS METOJUYECKHE YKa3aHHs IO OCBOCHHUIO

JUCIUIUIMHBI U U3JIaHUS U3 CIHCKA MPUBEICHHON HM)KE OCHOBHOM U JTOTIOJHUTEIBLHON JIUTEPATYPHI.

O 0 1O\ DN K~ W —



4.1.2.5. IlepeyeHb TeM KOHTPOJIbHBIX padoT, pedeparos, TP, PI'P, PIIP

He mimanupyercs.

4.1.2.6. IlpumepHblii IepedyeHb TeM KYPCOBBIX padoT (IPOEKTOB)
He mianupyercs.

5. O0pa3oBaTe/ibHbIC TEXHOJIOTHH
B nmponecce U3ydCHud AUCHUIIIMHBI MPHUMCHACTCA KOHTAKTHAA TCXHOJIOTHA NPCIOJaBaHUsA
(38, HCKIIFOYCHHUEM CaMOCTOATCIBHO H3Yy4YaCMbBIX CTyACHTaMU BOHpOCOB). HpI/I IIPOBEACHNN
71a00paTOPHBIX pabOT MPUMEHSETCS UMUTAIMOHHBINA MM CUMYISAIMOHHBIN noaxoa. Illaru pemenus
3a7a4 CTYJACHTaM JEMOHCTPUPYIOTCS MPU MOMOIIM MYJIbTUMEAUWHOW TEXHUKH. B nanpHeitmem
CTYACHTHI CaMOCTOATCIIbHO PCIIAIOT aHAJIOTHYHBIC 3a/IaHU .

6. OueHoYHbBIE CpeacTBa AJsl TEKYLIEIro KOHTPOJIsSI yCII€eBa€eMOCTH,

l'[pOMe)KyTO‘-IHOﬁ arTrecralmm 10 uToraMm OCBOCHHUA JUCHUIIIMHDBI.
@OH/1bl OLICHOYHBIX MATEPUAIIOB (CPEACTB) IPUBEAEHBI B PUIIOKEHHH.

7. YueOHO-MeTOAMYeCcKOe U HH(POpMAIUOHHOE o0ecnieyeHre JUCHMIIIMHBI.

7.1. OcHOBHAas1 y4eOHO-MeTOAMYECKAS JIUTEPATypa M0 AMCHHUILIINHE
1. 3enkoB, A. B. OcHoBbl mHpOpManmoHHON Oe3omacHOCTH : ydyeOHoe mocobue / A. B.
3enkoB. — Mocksa, Bosorna : Madpa-Umxkenepus, 2022. — 104 ¢. — ISBN 978-5-9729-0864-6.
— Texct : snextponnsiii / LudpoBoit odpazoBatenbubiii pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/124242.html. — Pexum noctyma: s aBTOpPU3Hp. MOJb30BaTEICH -
https://www.iprbookshop.ru/124242.html
2. Cemenos, lO. A. Ilpouenypsl, aguarHocTuku u Oe3omnacHocTh B MHTepHeT : ydeOHOeE
nocobue / 10. A. CemenoB. — 4-¢ u3n. — MockBa : HTepHeT-YHUuBepcuter MHMGOpMaIMOHHBIX
Texuonormit (MHTYUT), Aii [Tu Ap Menua, 2022. — 581 c. — ISBN 978-5-4497-1653-8. — Texkct
anekTpoHHsld // Ludposoit oOpazoBarensHbili pecypc IPR - SMART : [caiit]. — URL:
https://www.iprbookshop.ru/120489.html. — Pexum noctymna: uisi aBTOPU3Up. TOJb30BAaTENEH -
https://www.iprbookshop.ru/120489.html

7.2. JlonoJIHUTEIbHAS Y4eOHO-MeTOAuYecKasi JJUTEPATypPa Mo AUCHUILINHE

1. dopmanuzanus NOAXOAAa K OINPENENEHUI0 AaKTyaJlbHOCTH YIrpo3 HH(OPMAIMOHHON

6e3onacHocTt : MmoHorpadust / O. M. IN'omemOuoBckas, M. FO. PertoB, M. M. T'onemOuoBckuii [u

np.]. — CapatoB : By3zoBckoe oOpazoBanue, 2022. — 147 c. — ISBN 978-5-4487-0840-4. — Tekcr

anektponHsld // IludpoBoit obpazoBatenwHbIi pecypc [PR SMART : [caiir]. — URL:

https://www.iprbookshop.ru/121143.html. — Pexxum moctyna: uisi aBTOPH3Hp. MOJNb30BaTeleH -
https://www.iprbookshop.ru/121143.html

2. PeBHuBsbIX, A. B. MH(popmanonHast 6€301macHOCTh B OpraHM3anusx : yuebHoe mocooue /

A. B. PenuBbpix. — Mocksa : Aii [lu Ap Menna, 2021. — 83 ¢. — ISBN 978-5-4497-1164-9. —

Texcr : snexTponHbIii // Lludposoii oOpazoBatensHblil pecypc IPR SMART : [caiit]. — URL: . —

Pexxum moctyma: Jjuist aBTOpH3Wp. mosbk3oBarencit. - DOI:  https://doi.org/10.23682/108227 -
https://www.iprbookshop.ru/108227.html



7.3. Ilepeyenb MHGPOPMALTMOHHBIX TEXHOJIOT Ui, MCIIOJIb3YyeMbIX IIPH
OCYLLIECTBJICHHH 00pa30BaTeJIbHOI0 MpoLecca 1o AUCHUIIHHE, BKJIYast
nepevYeHb NPOrpaMMHOr0 odecnevyeHusi 1 HHPOPMALMOHHBIX CIIPABOYHBIX

CHUCTEM

B  oOpasoBarenbHOM  TIpoIECCE  HCIOJB3YIOTCS ~ MH()OPMAIMOHHBIE  TEXHOJIOTHH,
peann3oBaHHBIE  HAa  OCHOBE  HMH(OPMAMOHHO-00pa30BaTENLHOTO  TOpTaja  MHCTUTYTa
(www.mivlgu.ru/iop), 1 ”HPOKOMMYHHKAITMOHHOW CETH MHCTUTYTA!

- IPEIOCTaBICHUE YIeOHO-METOAUYECKIX MaTEPHUAJIOB B JIEKTPOHHOM BH/IE;

- B3aMMOJICHCTBHE YYaCTHHKOB 00pa30BaTEIbHOTO IIpoIecca depe3 JIOKAIbHYIH CeTh
uHcTuTyTa U MIHTEepHET;

- IPEJIOCTABIICHUE CBEICHUI O pe3yibTaTax y4eOHOW NESTEIbHOCTH B 3JCKTPOHHOM JIMYHOM
KaOWHETe 00yJaroIIerocs.

WNudopmanoHHbIE CITPABOYHBIC CUCTEMBI:

Hanumonanbehnsiit oTkpeiThii yaHuBepeuTer UHTYUT - http://www.intuit.ru/

Hudopmannonno-ananuruueckuii pecype "Ilopran ISO27000" - http://mww.iso27000.ru/

OOpazoBarenbHblii nopran "ExanHoe OKHO JocTynma K o00pa3oBaTelbHBIM pecypcam” -
http://window.edu.ru/

[Tporpammuoe obecrieueHme:

LibreOffice (Mozilla Public License v2.0)

Google Chrome (JInnensznonnoe cornamenue Google)

Kaspersky Endpoint Security as 6usneca - Ctangaptabiii Russian Edition. 500-999 Node 2
year Educational Renewal (ipoanierne) (I'pakiaHCKO-TIPaBOBOM JOTOBOP OFOPKETHOTO YUPEHKICHHSI
Ne2020.526633 ot 23.11.2020 rona)

Microsoft Windows 10 Professional (ITporpamma Microsoft Azure Dev Tools for Teaching
(Order Number: IM126433))

Oracle VirtualBox (GNU GPL )

Microsoft Visual Studio (ITporpamma Microsoft Azure Dev Tools for Teaching (Order
Number: IM126433))

Cisco Packet Tracer (EULA)

7.4. Ilepeyennb pecypcoB HH(POPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOM CeTH

«AHTEpHET», HEOOXOAUMBIX JIJI OCBOCHUS TN CIIUILIMHBI
iprbookshop.ru
intuit.ru
i5027000.ru
window.edu.ru
mivlgu.ru/iop

8. MarepuajbHO-TEXHUYECKOE O0ecevYeHue I CIUTITHHbI
JIaGoparopusi mporpaMMHO-alapaTHBIX CPEACTB 3alUThl UHPOPMALUU
[Iporpammuo-anmaparusii  komiieke Radiolnspector WIFI 2 ; mopratuBubeiii  RFID
cunthiBatesib cipherLab 1862; kommbroTep [uis mpoBeneHUs MyJbTUMenuanekuuii Raspberry;
nepcoHanbHbI kKommboTep Mini PC Android MK808 B; TIK CPU-Intel Core i5-4460 BOX - 12
mt.; [IK — 1mr.; sxpan DRAPPER Apex STAR; Buneonpoekrop InFocus; kommyrarop. Joctyn k
cetu MHTEpHET.

9. MeToanyecKkue yKa3aHus 10 OCBOECHUIO JUCHUILJINHbI
JUIs yCIIEIIHOTO OCBOCHMSI TEOPETHYECKOr0 MaTepuana OO0ydaroluiics: 3HAKOMUTCS CO
CIIMCKOM PEKOMEHIYEMOI OCHOBHOW M JIOTMOJIHMUTEIBHOM JINTEPATYPBl; YTOUHAET y MPENojaBaTes,
KaKuM IOOIIOJIHUTCIbHBIM IOCOOUSIM CICOAYCT OTAATh NPCANOYTCHHUE, BCACT KOHCIICKT J'IGKI.H/IfI n
npopabaThIBaeT JIGKIIMOHHBIM MaTepHall, MoJIb3YsICh KaK KOHCIIEKTOM, TaK U y4eOHBIMU MOCOOUSIMH.
Jlo BbIMIOJIHEHUSI JTAOOPATOPHBIX PabOT OOy4aroUIMiics M3y4aeT COOTBETCTBYIOLIMM pa3zien
teopuu. Ilepen 3aHsATHEM CTyIEHT 3HAKOMUTCS C ONHCAHHEM 3aJaHUN JJIs BBINOJHEHHUsS paloThI,



BHHUMATEJIHHO U3Yy4YaeT COJIepKaHue U MOPSAOK MpoBeneHus 1abopaTopHoil padboTkl. JlabopaTropHas
paboTa npoBOJATCS B KOMIIbIOTEPHOM Kiacce. OOydaromuecs BBITOIHAIOT HHIWBUIYAIbHYIO 3a7a4y
KOMIBIOTEPHOTO MOJICIIUPOBAHMSI B COOTBETCTBHHM C 33aJaHUEM Ha JabopaTopHylO padoTy.
[Tony4yeHHblE pe3ysbTATBl HUCCICAOBAHUN CBOJAATCS B OTYET M 3alIUMUIAIOTCA 1O TPAJWLMOHHOMN
METOJIMKE B KJIACCE Ha CIEAYIONIeM JiabopaTopHOM 3aHsITHH. HeoOXOoauMblii TEOpeTUYeCKUi
MaTepuai, UHIUBUAYAIbHOE 3aJ[aHKe, IIard BBINOJHEHUs J1a0opaTopHOil paboThl U TpeboBaHUE K
OTUCTY IMPUBCACHLL B MCTOAUYCCKUX YKa3aHusx, PasMCIICHHBIX Ha I/IH(i)OpMaLII/IOHHO-
00pa3oBaTeNbHOM MOPTAJIE UHCTUTYTA.

CaMmocTtosiTennbHasi paboTa OKa3pIBaCT BAXXHOE BIUSHUE HA (QOPMHUPOBAHUE JIUMIHOCTH
OyIylIero crenuanucTa, OHa IIaHupyeTcs 00yJaronmmMcs caMocTosATeNbHO. Kaxplil o0yyatonuiics
CaMOCTOSITENIBHO OIpEAEIIseT PEKUM CBOEH padOThl U Mepy TpyJa, 3aTpayuBaeMOro Ha OBJIAJICHHE
yueOHBIM cojepkKaHUeM AUCUUIUIMHBL. OH BBIIOJMHSET BHEAYIUTOPHYIO pabOTy M H3yueHHUe
pa3zenoB, BHIHOCUMBIX Ha CaMOCTOSATENIBbHYIO padoTy, MO JUYHOMY HMHIMBHIYaJIbHOMY IUIaHY, B
3aBUCUMOCTH OT €ro MOArOTOBKH, BPEMEHH U IPYTUX YCIOBHUH.

dopma 3aKIHOYUTEIBHOTO KOHTPOJISI MPU MPOMEXKYTOUHOM aTTeCTallMd — 3a4€T C OLICHKOW.
Jlns mpoBeneHuss MPOMEXKYTOUHOM arTecTalyl MO AUCHUILIUHE pa3paboTaHbl (HOHA OLEHOYHBIX
CpeACTB M OaIbHO-PEUTHHTOBAs CHCTEMa OLIEHKH Y4eOHOH IesITeIbHOCTH CTyneHTOB. OleHKa Mo
TUCIUIIMHE BBICTABISETCS B MH(OPMALIMOHHOW CHUCTEME W HOCUT HMHTETPUPOBAHHBIN XapakTep,
y‘II/ITI)IBaIOHII/Iﬁ PE3YyIbTaThl OUCHUBAHUA YYaCTHA CTYACHTOB B ayJUTOPHBIX 3aHATHAX, KAa4YCCTBA U
CBOEBPEMEHHOCTH BBINIOJIHEHUS 3aJaHUM B XOJ€ M3YYEHHS JUCUUIUIMHBI M IPOMEKYTOUHOMH
aTTecranuu.



[Iporpamma cocraBieHa B cooTBercTBUU ¢ TpeboBanusMu OI'OC BO mo HampaBieHUIO
10.03.01 Unughopmayuonnasn 6ezonacnocmos v MpoGUITIO TIOJATOTOBKU he30nachocms KOMNbIOMEPHLIX
cucmem (no ompaciu uiu 8 cpepe npopeccuoHarbHol OessmerbHOCmu)

PaGouyto nporpamMmmy cocTtaBui k.m.H., doyenm Acmaghves A.B.

[TporpamMma paccMoTpeHa u ogo0peHa Ha 3aceqannu kapeapst OIIM

npotokoi Ne 21 ot 20.05.2021 rona.
3aBenyromuii kadenpoit PIIM Opnog A.A.
(ITonmuce)

Pabouas mporpamMma paccMoTpeHa M 0OJ100peHa Ha 3aceJaHuu Yy4eOHO-METOIMYECKON
KOMHCCUU (aKysIbTeTa

npoTokoa Ne 9 ot 24.05.2021 ropa.
IIpencenarens komuccun OUTP Puvioickosa M.H.
(ITonmuce) (®.1.0.)




Ilpunoscenue
DoH/I OLIEHOYHBIX MAaTEPHAJIOB (CPeICTB) MO AUCHHUIINHE
[TporpamMMHO-anmapaTHbIE CPEACTBA 3ALUTH HH)OPMAIHH

1. OHeHO‘IHbIe MaTepuaJbl AJ NPOBCACHUS TEKYIICI0 KOHTPOJISA yCII€EBAEMOCTH

o JMCIUIIJIMHE
Tewmsbl 1711 ycTHOTO orpoca (pedTHHT-KOHTpouib Nel):
. Bunpl nnopmanuy B KOMIBIOTEPHBIX CHUCTEMAaX.
. Uapopmanmonnsie noroku B KC.
. [loHsiTHE UCTIONHAEMOTO MOYJIS.
. YA3BUMOCTb KOMITBIOTEPHBIX CUCTEM.
. [lonsitue nocryna, cyObeKT U OOBEKT IOCTYIA.
. [lonsitue necankmonuposannoro noctyna (HCJ), knaccer u Buast HCII.
. HecankimmonupoBaHHoOe KOIMUpOBaHUE MTporpamMm kak ocoosnid Bua HC/.
8. I[ToHsiTHE 3MOYMBINUICHHHUKA; 3IOYMBIIUICHHUK B KPUNITOTPadUU U MPHU PEIICHUU MTPOOIIeM

NN N kW —

koMIibroTepHOM Oe3omacHoctu (KB).

9. IlonuTuka 6€30MACHOCTH B KOMIIbIOTEPHBIX CUCTEMAX.

10. O1enka 3aIuIIeHHOCTH.

11. Cioco0Os! 3amuThl KOHPHUAESHIIMATIBHOCTH, IIETIOCTHOCTH 1 JocTynmHocTH B KC.

12. PykoBoasiiue qokyMeHThl ['ocTexkoMucceuu no oueHke 3amunienHocty ot HCJ.

13. [onsiTre naeHTH(PUKALNY TTOTB30BaTeNs. 3a1a49a UACHTU(UKAIIIH MTOJTH30BATES.

14. IlonaTue npoTokosa UACHTUDHUKALHIH.

15. JlokanbHast 1 ynajaeHHast UIeHTUPUKALUS.

16. Unentupunmpyromas uHGopmanus (MOHATHE, CIIOCOObI XpaHEHUs, CBSI3b C KIIIOUEBBIMU

CUCTEMaMH).

1. OcHoBHBIC MOAX0ABI K 3amuTe JaHHbx oT HCJI.

2. llludposanmue.

3. KonTpons gocryna.

4. PasrpannueHue A0CTyTIa.

5. @ailn kak 0OBEKT JJOCTyTIA.

6. OneHka HAAEKHOCTH CHCTEM OIPAaHUYEHHUs JOCTylNa — CBEACHHE K 3a/aye OLEHKH

CTOMKOCTH.

7. Opranu3zanus 1octymna K ¢aiiam.

8. Uepapxuueckuit 10cTym K (aiinam.

9. IlonsiTie atpubyToB Aoctyna. Opranu3zaius foctymna K daitnam paznuunsix OC.

10. 3amuTa cereBoro (GaiioBoro pecypca Ha MpuMepax OpraHU3aIii TOCTYIa B Pa3TMIHBIX

OC.

11. Cioco6s1 pukcanuu HakTopoB J0CTYyIIA.

brok 3 (Bnanerts)

1. XKypHanbl 10CTyIa U KPUTEPUHU UX UHHOPMATUBHOCTH.

2. BrIsBrieHUE Clle/I0OB HECAHKIIMOHUPOBAHHOTO JIOCTYTIA K (DaiijiaMm, METO I HHAIIUUPOBAHHOTO
HC/I.

3. JlocTym JaHHBIX CO CTOPOHBI Tporecca (MOHATHE, OTIMYUS OT JIOCTYIA CO CTOPOHBI
MOJIB30BATEN).

4. IloHATHE M IPUMEPBI CKPBITOTO AOCTYIA.

5. HagexxHOCTh cucTeEM OrpaHUUYEHUS TOCTYIA.

6. 3amuTa MaccuBOB HH(OPMALIUK OT U3MEHEHUS (MIMHUTO3AIIUTA).

7. Kpunrorpaduueckas mocTaHOBKA 3alIUTHI OT U3MEHEHHSI TAHHBIX.

8. [Toaxoapl K pEMICHUIO 33J]a4H 3AIIUThI TAHHBIX OT U3MEHEHHS.

9. 3ammTa OT pa3pyllarIUX NPOrPaMMHBIX BO3IEHCTBUH.

10. Bupycsl kak 0cOOBIi KIacc pa3pyHIAIONIUX TPOrPAMMHBIX BO3/IEHCTBHA.

11. HeoOxoaumMble U 1O0CTaTOYHBIE YCIOBUS HEJOMYIEHUS Pa3pyILLIAIOIIEro BO3AEHCTBHS.



12. IloHsATHE N30JIMPOBAHHOMN POTPAMMHOMN CPEJIBL.
13. ITocTpoenue mporpaMMHO-aNmapaTHhIX KOMIUIEKCOB TG POBAHUSI.

Tembl 17151 ycTHOTO orpoca (peHTHHT-KOHTPOIh No2):

1. AnnapatHbie ¥ IPOrpaMMHO-aIIapaTHbIE CPEJCTBA KPUIITOZAIIUTHI TAHHBIX.

2. Iloctpoenue ammapaTHbIX KOMIOHEHT KPHMTO3ALIUTHl JAHHBIX, CHEIHATU3UPOBAHHBIC
CBUC kak HOCHTENS alropuT™Ma mudpoBaHusl.

3. 3amura anroputMa IMHUQPPOBAHUS; HPUHLMUII YYBCTBUTEIHHOM OOJACTH M MPUHIUI
[JIaBHOT'O KJIHOYa.

4. HeoOxonuMble U JOCTaTOYHbIE (DYHKIIMU alapaTHOTO CPEeICTBA KPUIITO3AIIUTHL.

5. IIpoexTrpoBaHue MOyJIel KpUNITONIPEOOpa30BaHU HA OCHOBE CUTHAJIbHBIX ITPOLIECCOB.

6. Knaccudukamnus 3ammmiaemMplx KoMmrnoHeHT [IDBM: oTuyxmaembie M HEOTUYXKIAaeMbIC
KoMIoHeHThI [I9BM.

7. Ilpouecc HayanpHOM 3arpy3ku [I9BM, B3aumopeiicTBHE ammapaTHOW M HPOTrPaMMHOM
4acTeu.

8. Mexanusmsl pacmupenus: BIOS.

9. IIpeumy1iecTBa U HEAOCTATKU IPOrPAMMHBIX U allllapaTHBIX CPEACTB.

10. Crioco6bl 3a1uThl THPOPMAIIUN Ha CHEMHBIX TUCKAX.

11. Opranuszanus npo3pavyHoro pexuma muppoBaHus.

12. HageXHOCTh CpeCTB 3alIUThl KOMIIOHEHT.

13. IloHsATHE BpEMEHHOM U rapaHTUPOBAHHOMN HAJIEKHOCTH.

1. HecaHKIIMOHMPOBAaHHOE KOIMPOBAHUE POTPaMM.

2. FOpunnyeckue acreKkTbl HECAHKIIMOHUPOBAHHOTO KOIMPOBAHUS IIPOTPAMM.

3. HecankuuonupoBaHHoe konupoBaHue nporpamm kak tun HCJI.

4. 3amuTa IporpaMM OT HECAaHKIIMOHMPOBAHHOT'O KOMUPOBaHUS (00Iee MOHATUE 3aIMUThI OT
KOIIMPOBaHU).

5. Pa3HOBHIHOCTH 3aj1ay 3aIUThI OT KOIMPOBAHUS.

6. Ilpussszka 10 k annapaTHOMY OKPYXEHHUIO U (PU3MUECKUM HOCHUTEISM KaK €IMHCTBEHHOE
CPEICTBO 3aIuThl OT Konuposanus [10.

7. IlpuBsizka nporpamMm K ruOKUM MamvHHbIM guckaMm (I'M/T).

8. Ctpykrypa nansubix Ha ['M/I.

9. YVnpasnenue konrposuiepom I'MJI.

10. Cioco0b! co3/1aHusI HEKOTMPYEMBIX METOK.

11. Tounoe n3MepeHne xapakTepUCTUK (GOPMaTUPOBAHUS TOPOKKH.

12. TexHOJIOTUS «CIIAOBIX OUTOBY.

13. dusnueckre METKHU U TEXHOJIOTHS pabOThl C HUMH.

brok 3 (Bnanerts)

. IlpuBs3Ka nporpamm K >K€CTKUM MarHuTHbIM auckam (QKMJI).

. Ocobennoctu nmpuss3ku kK KM/I.

. Buger metok Ha 2KM/I.

. IIpuBsi3Ka K NpOYMM KOMIIOHEHTaM IITaTHOro obopyaosanus [I9BM.

. IIpuBsi3Ka K HOPTOBBIM KJIFOUAM.

. Ucnonp30BaHue AOMOMHUTENBHBIX JIaT PaCIIuPEHHUS.

. MeToapl «BOJSHBIX 3HAKOB» U METOJIbI «OTIIEYATKOB NAJIBLIEBY.

. XpaHeHue Kioueil uupopmanuu.

. CexperHas HHpOpMaLUS, UCIIOIb3yeMast ISl KOHTPOJIS AOCTYMA: KIIOYH U TapOJIH.
10. Knaccuduxamus cpeAcTB XpaHeHUs KItouel U WAeHTUPHUIHPYOIIed nH(OpMaLnu.
11. Opranusanus xpaHeHus KIo4el (¢ mpuMepaMu peau3aiim).

12. MarauTHbIE AUCKHU TIPSIMOTO JIOCTYyIA.

O 0 IO DN W~

Temsl a1t yeTHOTO Ofpoca (peHTHHT-KOHTPOoIb Ne3):



O 0 I N DN W~

biok 2 (Ymets)

O 00 1 N DN K WK =

. MarHUTHBIE U UHTEIJIEKTYaIbHbIE KAPTHI.
. CpenctBo TouchMemory.

. OTKpBITOE pacnpeesieHue KItoUeil.

. MeTon ynpaBiisieMbIX BEKTOPOB.

. IlonsiTie nzydenus u obparnoro mpoextuposanus [10.
. Henu u 3amaum uzydenus padots [10.
. CnocoOs1 n3yuenus [10: craTucTueckoe U JTMHAMUYECKOE U3yUEHUE.
. Posib mporpaMMHO# 1 anapaTHOM Cpebl.
. BpemenHas Hazie>)KHOCTh (HEBO3MOXHOCTh 00eCIieueH s rapaHTUPOBAHHOW HA/ICKHOCTH).

. 3a7jauy 3aIUThI OT U3YYEHUS U CIIOCOOBI UX PELICHHUS.

. 3a1uTa OT OTJIa/IKU: UTEPaTUBHBIA IPOIPaMMHBIN 3aMOK.

. 3a1MTa OT OTJIaJKU: IPUHIIMII JIOBYLIEK U N30BITOYHOIO KOJA.
. 3ammra oT 1u3acceMOIMpPOBaHUSI.

. [IpuHIIMIT BHEIIHEH 3arpy3Ku (aitios.

. Aunamuaeckast MoaudUKanus MporpaMMBl.
. 3a1MTa OT TPACCUPOBKH I10 MIPEPHIBAHUSM.
. CrtocoObI acCOMUPOBAHMS 3aLIUTHI X IPOTPAMMHOTO 00ECTICYCHHUS.
. O1ieHKa HaIeXKHOCTH 3aLUTHI OT OTJIATKH.

1. IIporpaMMHoO-annapaTHbIE CPEACTBA pealu3aluu OJIOUHBIX MUPPOB C CEKPETHBIM KIIHOYOM
B Pa3UYHBIX pPEXHMax (PYHKIIMOHUPOBAHUS: 0a30BBIE PEKHUMBI MPOCTOW 3aMEHBI, JIEKTPOHHOM
KO/IOBOW KHUTH, PeXKUMbl FaMMHUPOBAHUS, CLETICHUS! OJIOKOB.
2. Kiroun Ha 6a3e nepenporpaMMUpPyEeMO MOCTOSTHHOM MaMSsITH.
3. Kimroun Ha 6a3e 3aka3HbIX YHUIIOB.
4. ITpumeps! peanuzanuu kimodeid (Aktivator, HASP, Alladin u npyrue).
5. Kiitoun Ha 6a3e MUKPOIPOLIECCOPOB.
6. Mopenu B3auMMOJEHCTBUS NPUKIATHOW MPOrpaMMbl M IMPOTPAMMBI 3JI0YMBIIIEHHUKA,
KOMITbIOTEpPHBIE BUPYCHI Kak ocoOblii kiacc PIIB, akTuBHas n maccuBHas 3amura, HeOOXOJUMBbIE U
JIOCTaTOYHbIE YCJIOBUS HEJOMNYIIEHUS pa3pyLIaloONIero BO3AECUCTBUS; IOHSTHE W30JIMPOBAHHON
IIPOrPaMMHOM CpEIbl, 3aIlMTa IPOrpaMM OT U3MEHEHUS U KOHTPOJIb LIEJIOCTHOCTH.
7. OcHOBHBIE KaTeropuum TpeOOBaHUI K MPOrpaMMHOM M MporpaMMHO-aIapaTHON

peajm3anuun CpeacTnB obecneueHUs HH(I)OpM&L[HOHHOfI 0E30ITacCHOCTH.

8. IlporpammHo-anmapatHbie cpejacTBa oOecreueHrus HHPOPMaIMOHHON O€30MacHOCTH B
tunoBeIX OC, CYB]I, BEIYNCIUTEIBHBIX CETSX.

O0mee pacnpenenenne 0a110B TEKYIEro KOHTPOJIS 0 BUAAM y4eOHBIX padoT 1JIsl CTY/ICHTOB

PeliTunr-konTpons 1

YCTHBIH OIIPOC 5 BOIIPOCOB

110 & 0aJUI0OB

PeliTuHr-KOHTpOIH 2

YCTHBIH OITPOC 5 BOIIPOCOB

0 & 0aIUIoB

PeliTunr-koHTpois 3

YCTHBIH OIIPOC 5 BOIIPOCOB

110 23 Oa/IoB

Tlocemienue 3auaTuit

CTYJEHTOM 3
JlonmotHUTE IbHBIE OaJTBI 0
(6onychI)

Brimosinenue cemecTpoBoro

IIJIJAHA CaMOCTOSATEIbHON YCTHBIH OITPOC 5 BOIIPOCOB 18

paboThI




2. IIpome:kyTOUYHAS aTTECTANUA MO AUCIHUIINHE
ITepeyeHb BOPOCOB K 3K3aMeHY / 3a4eTy / 3a4eTy ¢ OLleHKOH.
IlepeyeHb MpaKTHYECKHUX 32/1a4 / 3aJJaHUI K IK3aMeHYy / 3a4eTy / 3a4eTy ¢ OlleHKOoH (pu
HAJINYMH)

biok 1 (3uars):

1) AnmapaTtHo-porpaMMHbBIE CPEICTBA KPUOTOrpapMuecKo 3ammTbl  HMHGOpMAIUU
BBITOJIHAIOT (PYHKIIWU:

1. AyreHTH(UKALHIO [T0Jb30BATENs, pa3rpaHUUCHUE JOCTyNa K HHpOpMaLuu, odecreyeHue
[EJIOCTHOCTH MH(OPMAINH U €€ 3alUTHl OT YHHYTOXECHUS, IN(POBAHUE U SIEKTPOHHYIO U (PPOBYIO
HOJIITUCH.

2. OpraHu30BBIBAIOT pEAJTH3ALMIO MOJUTHKH Oe30macHOCTH HH(OpMalMu Ha dTare
skcrryatanuu KC.

3. IIpoBepsIOT Ha OTCYTCTBUE 3aKJIaJOK IPHOOPOB, YCTPOICTB.

2) Hane:xxHOCTb 3auThl HH(OPMAIMK B KOMIIBIOTEPHOI CUCTEME OIpeeIIeTCs:

1. KonkpeTtHbIM nepeunem u cBorictBamu ¢pynkimii KC;

2. Ucnonb3yembiMu B pynkuusx KC merogamu;

3. BapuanTsl a) u b)

3) Mcnonb30BaHue anmnapaTHbIX CPEACTB CHUMAET MPOOIIeMy:

1. OGecnieueHus 1EIOCTHOCTH CUCTEMBI.

2. PasrpaHuueHue NpaB IOJIb30BaTeNel U 0OCIYKMBAIOLIEro IMEpcoHaja MO AOCTYIY K
pecypcam KC B cooTBeTCTBHH ¢ PYHKITMOHAIBHBIMU 00SI3aHHOCTSAMHM JIOJDKHOCTHBIX JTUI]

3. Mcnonp30BaHus CTPOTO ONPENEIECHHOIO MHOKECTBA IIPOIPaMM.

4) Kpunrorpapuueckue ¢ynkuun tuar KPUIITOH oOpasyromme sapo  CHCTEMBI
0€30I1aCHOCTH PeaTU3yI0TCs

1. AnmapatHo

2. [TporpamMmmHO

3. AnnapatHo U IPOrpaMMHO

5) K yacTH4HO KOHTPOJUPYEMBIM KOMIBIOTEPHBIM CUCTEMaM MOKHO OTHECTH COBPEMEHHBIE
KC, ucnons3yromue

1. OC Windows 95/98, Windows NT, pa3nununsie Bepcun UNIX

2. Windows NT, Windows XP

3. Paznuunsle Bepcun UNIX

6) bezonacHOCTh B YaCTUYHO KOHTPOJUPYEMBIM KOMIIBIOTEPHBIX CHCTEMaMax MOXXET ObITh
o0ecrieyeHa

1. M3onsumeit oT 3710yMBINIJIEHHUKA HEHAIECKHOW KOMIIBIOTEPHOW CpEJbl, OTIEIBHOrO €€
KOMIIOHEHTAa WIH OTJEIBHOIO IIPOLEcCca C MOMOUIBIO OJHOCTHIO KOHTPOJIMPYEMBIX CPENICTB.

2. CxeMoil naeHTHU(PUKALMU TO3BOJISAIONIAs YBEIUUUTh YUCIO aKKPEIUTAINH, BBIIOIHAEMBIX
3a OJIMH LIUKJI, U TEM CaMbIM YMEHbBIIUTH JUIUTEIBHOCTh Mpoliecca WASHTU(DUKALIIH.

3. BHemHei ayTeHTHQUKAEH 00bEeKTa, HE MPUHAJIEKAILETO CUCTEME;

7) Ilnater cepuun KPUIITOH, ob6ecnieunBarot 3amury:

1. Kimrouelt mmdpoBanus u 3nexktpoHHoU nudposoit noanucu (OUII), Tak 1 HEM3MEHHOCTH
UX aJTOPUTMOB.

2. AnnapaTtHO-IIPOrpaMMHBIX MEXaHU3MOB

3. Peanuszanuu MexaHu3Ma BUPTYaJIbHOM NIaMSATH C Pa3AeIEHUEM aJIPECHBIX IPOCTPAHCTB;

8) K oCHOBHBIM KOMITOHEHTaM CETH OTHOCATCS:

1. IleHTpbl KOMMYTAIMHU TAKETOB, MAaPLIPYTU3aTOPBI, IUIIO3b]l U CETEBBIEC IKPAHbI;

2. CyObeKTsl A0CTYTa

3. ITnarer cepun KPUIITOH

9) B kauecTBe KIIIOYEBBIX HOCUTENEH YCTPOMCTB KpUNITOrpaduuecKoi 3aluThl JaHHBIX CEPUU
KPUIITOH ucnons3yrores:

1. ducketsl, cmapT-KapThl 1 Touch-Memory.

2. Cmapr-kaptsl, Touch-Memory

3. luckeTsl, cMapT-KapThl



10) Cpencrsa cepunt KPUIITOH HezaBuCHMO OT ONEpalinOHHON Cpebl 00ECTIeYHBAIOT:

1. 3Bamurty Kimoded mmdpoBaHUS W AIEKTpoHHOW 1udpoBoit moamucu (D) u
HEM3MEHHOCTb aropuT™a mudposanus u JLIT.

2. KpunromapuipyTusanuo

3. ®yaxuy muQpPOBaHUs U AIEKTPOHHON UPPOBOH MOAMHKCH.

11) B cucreme Secret Disk ucnonb3yercs:

1. CMemanHast mporpaMMHO-aIIapaTHas CXeMa 3alluThl ¢ BO3MOKHOCTBIO BEIOOpa

2. Peanu3zanus MexaHu3Ma BUPTYaJIbHOU NaMATHU C pa3AeIeHUEM aJIpECHBIX POCTPAHCTB;

3. Mexanusm RUN-@aiinoB mo3BossieT B mporecce paboTsl 3amycKaTh JI00bIe TPOrpaMMBbl €
IpeBapUTEIbHON IPOBEPKOI UX LIETOCTHOCTH.

12) B yem 3akioyaercsi 0cOOEHHOCTH cuctembl Secret Disk:

1. Jna pmoctyma K 3amumieHHONM WHGOpPMAMK HEOOXOIWM HE TOJIBKO BBOJAMMBIN
M0JIb30BATEJIEM NapOJib, HO U JIEKTPOHHBIN HIIEHTU(UKATOP.

2. Jlna poctyna K 3allUIieHHON nH(popMalui He00X0AUM TOJIbKO BBOJUMBIHN I0Ib30BATEIEM

apoib.
3. Jlns poctyma K 3allMUOICHHOW HMHQOpMAMK HEOOXOJUM TOJBKO AJIEKTPOHHBIN
UuaeHTU(UKATOP.
13) Macrep-kitou B YcTpoiicTBax kpuntorpaduueckoit 3amuthl nanueix cepun KPUIITOH
3arpyxaercs:

1. Jlo 3arpy3ku onepanroHHON CUCTEMBI

2. Tlocne 3arpy3Ku ONepariMOHHON CUCTEMBI

3. BooOuue He 3arpyxkaercs

14) Kpunrorpadguyecknx (QyHKIUI B YCTpOMCTBAaX KPHUNTOTpa(pUYECKON 3aIIUTHl JaHHBIX
cepun KPUIITOH BbemmonsstoTcs:

1. BuyTpu natsl

2. B onepalluOHHOM cucTeME

3. B Gnoxke 3arpy3ku oneparmoHHONW CHCTEMBI

15) AGoHeHTCKHEe MecTa, EePCOHATIbHBIE KOMIbBIOTEPHl WIM TEPMHHAJIbI KIUEHTA SBISIOTCS
OCHOBHBIMHM KOMIIOHEHTaMH CE€TU?

1. Jla

2. Her

3. He 3Har0

1) CoBOKyNHOCTh YCIOBUH M (DaKTOPOB, CO3JAIONIMX MOTEHLUUAIbHYIO WIM PEAbHO
CYIIECTBYIOIYIO OTAaCHOCTh HapylIeHHs 6€301MacHOCTH UH(OPMAIU — 3TO:

1. ¥Yrpo3a 6e3omacHocTy HH(pOpMaLIUU

2. Araka

3. Unentuduxanus

4. CaHKLIIMOHUPOBAHHBIN 10CTYI K HH(pOpMAIUU

2) 3ammTa 10KyMEHTOB (TpaJAHIIHOHHBIC JOKYMEHTHI Ha OyMaKHOM HOCHUTEJE) OT TMOIETKA —
TUIIMYHAs 3a/1a4a 3alIUThl HHPOpPMaIINH, peliaeMast B HaCTOsIIIee BpeMsi METO/I0M:

1. 3amuTel HOCUTENSA

2. Kpunrorpaduueckoil 3aminuTh

3. Baeapenus uneonoruu

4. MaccoBoro rurnHo3sa

3) B cTpykTypy KaHasia yTeuku HH(OOPMALIUK BXOIUT:

1. UcTounuk curnana

2. Cpena pacripocTpaHEHHS

3. IIpueMHMK curHana

4. BbICOKOYACTOTHBIN T'€HEPATOP

4) K ¢puznueckoit uHGpacTpyKType OTHOCSTCS:

1. In>xeHepHble KOMMYHUKALINH

2. CpenctBa cBsizH

3. OprrexHuka

4. IIporpaMMbl U JaHHBIE



5) AHTpONIOreHHbIE HCTOYHUKH YTpo3 6€30MaCHOCTH MH(POPMALIUH IEIIATCS Ha:

1. BHyTpeHHNE U BHEIIHHE

2. TeXHOT€HHbIE U CTUXUIHbBIE

3. Cny4aiiHble ¥ IpeIHAMEPEHHbIE

6) CrenanbHbIi HTHPOPMATMOHHBINA 00BEKT (0OBIYHO MPECTABICHHBIN B BHIe HAO0Opa OYKB,
1M(p ¥ CUMBOJIOB), KOTOPBIA PEATM3YIOT AOCTYN K MU(poBaHUIO/ AeIn(PpOBaHUIO —

1. Kpunrorpaduyeckuii Kiroq

2. OTKpBITHIN KJIFOY

3. OTKpBITHIN KaHAaI

4. 3aKpBITHIN KITIOY

7) CornacHo Konctutynuu PO:

1. Kax[Iplii UMEeT MpaBO HAa HEMPUKOCHOBEHHOCTh YACTHOM >KU3HH, JTUUYHYIO U CEMEHHYIO
TaiiHy, Ha TaiiHy MEPEeNHuCKHU, TEICPOHHBIX IIEPETOBOPOB, IOYTOBBIX, TeJErpapHBIX U HHBIX
COOOIIEHUH.

2. KaxIbpli WMeeT MpaBo CBOOOJHO HCKaTh, IOJy4YaTh, IepeaaBaTh, NPOU3BOAUTH U
pacnpocTpaHsaTh HH(OPMAIKIO JIFOOBIM 3aKOHHBIM CIIOCOOOM, MEPEUYeHb CBEACHUN, COCTABIISIOIINX
rOCyJapCTBEHHYIO TaliHy, Onpenensercs GeneparbHbIM 3aKOHOM.

3. Kbl UMEET MPaBO Ha JOCTOBEPHYIO HHPOPMAIUIO O COCTOSIHUU OKPY’KaIOIEel CPebl.

4. KaXIplil UMEET MpaBO Ha CO3JaHME, WCIIOJIb30BAHHWE U PACIPOCTPAHEHHE BPEAOHOCHBIX
nporpamm 1 OBM

8) Crioco6 npeoOpazoBaHust OTKPHITON HH(OPMAIMK B 3aKPBITYIO U 00paTHO —

1. llIndppoBanue

2. lemmudpoBanue

3. Kpunroananus

4. B3nom

9) IIpunsTO CUNUTATH, YTO TEIEBHICHUE OKAa3bIBAeT HA peOCHKA BIMSIHUE:

1. pusnveckoe

2. MICUXOJIOTHYECKOe

3. nH(pEKIHOHHOE

10) «C6op, XxpaHeHHe, UCTIOIb30BAHUE M PACIpPOCTpaHEeHHEe MH(OPMAIMKM O YAaCTHOM >KHU3HU
nuna 0e3 ero coriacus He AOMYCKAIOTCA» SABIISAETCA:

1. Crarbeit Koncturynuu PO

2. CraTbeli yroJoBHOTo Kojekca PO

3. CraTbelt rpaxaaHckoro kojaexkca PO

4. HopmartuBHO-nipaBoBbIM akTOM IIpaButensctBa Poccuiickoit @enepanuu

11) K BHYTpEeHHUM aHTPONOI€HHBIM HMCTOYHHUKAM YIpo3 O€30MacHOCTH HHGpOpMaLUuu
OTHOCSITCSL:

1. OcHOBHOI nepcoHa (I0JIb30BATENH, IPOTPAMMHUCTBI, OyXrajuTepa)

2. BciomoratenbHbI niepcoHan (YOOPILKMKH, OXpaHa)

3. TexHuueckuil nepcoHai JUIst ’KU3HEOOECTIEUeHUs U SKCILTyaTalluu

4. IlpencraBuTeny HAA30PHBIX OpPraHU3alUMi U aBApUHHBIX CITYKO

5. HenoGpocoBecTHBIE MapTHEPHI

12) ctrounuku, 00yclIoBIECHHbIE TEXHUYECKUMU CPEACTBAMU — 3TO:

1. AHTpOIIOT€HHBIE HCTOYHUKHU

2. TexHOT€HHBIE NCTOYHUKHN

3. CtuxuitHble HICTOYHUKHU

4. Ciy4ailHble UCTOYHUKH

13) HaGop MeTomoB W CpencTB [UIsl BBIMONHEHHUS (WM caM TMpoliecc) AemudpoBaHUS
uHpopmaru 6e3 00s1a1aHNsT HEOOXOUMBIM KITFOYOM —

1. Hludposanue

2. Kpunroananus

3. PacumdpoBanue

14) TexHOreHHBIE UCTOYHUKHU YIpo3 O€30MacHOCTH UH(OPMALIUU JeATCS Ha!

1. BuyTpeHnHue



2. Buemnue

3. CTuxuiinble

4. Cny4aiinble

5. IlpennamepeHHbIE

15) McTouHuku yrpo3 Takoro TUIa IPAKTUUYECKH HE IOIAI0TCs IPOTHO3UPOBAHUIO:

1. AHTpONIOT€HHbIE UCTOYHUKHU

2. TeXHOr€HHbIE UCTOYHUKH

3. CTuXuiiHbIE NCTOYHUKHU

1) K OCHOBHBIM HCTOYHHKAM MaTe€pHaJbHO-BEIIECTBEHHOTO KaHala yTEYKH HH(GOpMAIHU
OTHOCSITCSI:

1. UepHOBUKH pPa3IUYHBIX JOKYMEHTOB U MAaKEThl MAaTE€pHajoOB, Y3JOB, OJIOKOB, YCTPOMCTB,
pa3palaThiBaéMbIX B XOJ€ HAy4YHO-HCCIEAOBATEIbCKUX M OIBITHO-KOHCTPYKTOPCKUX padorT,
BEJYLINXCS B OpraHU3aluu;

2. Heunrtaembie aucketsl O9BM m3-3a ux ¢uzuveckux n1ePeKToB U UCKAKECHUN 3arpy30YHbIX
WIH IPYTUX KOJIOB

3. bpakoBaHHas MPOAYKIUS U €€ SJIEMEHTHI

4. DnexkrpoMarHuTHoe noje B quana3zone 0,46—0,76 MkM (BUAUMBIN CBET)

2) Ha sramne 3akynku HH()pOPMALIMOHHOTO CEpBHUCA:

1. OdopmisieTcs MOHUMaHUE TOTO, YTO HEOOXOAUMO MPUOOPECTH HOBBIM MM 3HAYUTEIILHO
MOJIEPHU3UPOBATH CYLIECTBYIONINNA CEPBUC

2. Onpenensiercs, KAKUMH XapaKTEPUCTUKAMU U KaKOW (PYHKIIMOHAIIBHOCTBIO CEPBUC JIOJIKEH
o0JazaTh

3. OnenuBarorcsi (MHAHCOBBIE M WHBIE OTPAHWYCHUS MPHOOPETEHUS WU MOICPHHU3AINU
cepBuca

4. OxkoHYaTenbHO (GOPMYIHPYIOTCS TPEOOBAHUS K 3aIUTHBIM CPEICTBAM HOBOTO CEPBHUCA, K
KOMIIaHUH, KOTOpas MOKET MPETEHA0BATh HA POJIb ITOCTABIIKKA

3) B ciydqae 006paboTku 3amuiiaeMoi HHGOopMaIui Ha KOMITBIOTEpE MPEo0IIa1atoT:

1. YMbIIUIEHHBIE YTEUKH UH)OpMAIHK

2. Cny4aiiHple yTeukd HH(pOpMaLuu

3. OOBbeKTUBHBIE YTEUKU HHPOPMALIUU

4. CTuxuiiHple yTeuku HH(pOpMaluu

4) IMonutrka 6€30MaCHOCTH CTPOUTCS Ha OCHOBE:!

1. Ananusa puckoB

2. ®aKTOB NPOHUKHOBEHHSI BPEIOHOCHO IPOTPaMMHOT0 00eCIeueHHsI

3. ®akToB Xa’100 COTPYAHUKOB NPEANPUITHS HA OLIMOKU pabOThl KOMIIBIOTEPOB

4. MakpOo3KOHOMHYECKHX IIOKa3aTesen

5) IIpunuun pasaeneHus: 005S3aHHOCTEN MTPEANNCHIBAET:

1. Tak pacnpenensiTb pojM U OTBETCTBEHHOCTh, YTO OBl OJMH YEJOBEK HE MOI' HapYIIUTh
KPUTHYECKH BaYKHBIN JUIsl OpraHU3aluu MpoIiecc

2. Bblzensats moibp3oBaTelsiM TOJBKO T€ IpaBa JOCTyMa, KOTOpbIE HEOOXOOUMBI MM IS
BBITIOJTHEHUSI CITYKEOHBIX 00s13aHHOCTEN

3. HayanpHuKY HEe BMEIIMBATHCS B pabOTy MOJTYMHEHHOTO U HA000pOT

6) st 31Tl TOKYMEHTOB aKTUBHO MCIIONB3YIOTCS CIAEAYIOIINE CPECTBA:

1. OrTuck nevaru

2. BonsiHbie 3HAaKU

3. Penbednas neyarsb

4. JIFOMMHECUIEHTHBIE METKH

5. CumMMeTpHUHBIE aITOPUTMBI U POBAHUS

7) B cxeme mmgpoBaHus CUMMETPUYHBIX aJITOPUTMOB HUCIIOJIB3YETCS:

1. OnuH ko4

2. JIBa kiroya

3. Tpu kiroua

8) B cxeme mm@poBaHus aCHMMETPUYHBIX aJITOPUTMOB UCTIOIb3YETCS:

1. OnuH K04



2. JIra kiroya

3. Tpu kitoua

9) o nHDOPMATUBHOCTH TEXHUYECKHE KAaHAIBI YTEUKH UH(DOPMALIUU JACTSATCS Ha!

1. UadopmaTtuBHBIC

2. ManounpopmaTHBHbIE

3. OgHoKaHanbHBIE

4. CocraBHbIE

10) ITpuHIIMTT MUHUMH3AITANA TTPUBUIIETHI MPEIITACHIBACT:

1. Tak pacnpenensiTh pojid U OTBETCTBEHHOCTh, YTOOBI OJMH YEJIIOBEK HE MOT HApYIIUThH

KPUTHYCCKU BaKHBIN AJI OpraHu3alru mmponecc

2. BBII[G.TI}ITB MMOJIb30BATCIISIM TOJIBKO TC IIpaBa AOCTYyIId, KOTOPBLIC HCO6XOI[I/IMBI UM Jia

BBITIOJTHEHU A CJ'Iy}Ke6HBIX 00s13aHHOCTEHN

Ha:

3. HekoTopbIM COTpYIHUKAM CYILIECTBEHHO OIPaHUYMUBATH BO3MOXKHOCTU

11) K Hanbonee pacripocTpaHeHHBIM yrpo3aM OTHOCSTCS:

1. YanuToxenue uHpopmariu

2. OTpunanye NoJUIMHHOCTH UH(OpMAIH

3. HaBs3bIBaHueE J10KHON MH(pOpMaLUU

4. 3anucek uHGOPMAIMK B APYrol KOIUPOBKE

12) Tlo BpeMeHM (PYHKIIMOHUPOBAHUS TEXHUYECKUE KAHAJIbl YTEUKH HUHPOPMAIUH JIEISTCS

1. [locTtosiHHbIE

2. DIHU300UYECKHUE

3. Ciyuaiinble

4. CocraBHbIE

13) K ¢usnueckoit 3ammTe OTHOCSATCS:

1. ITpoTuBOMIOXKAapHBIE MEPHI

2. 3amuTa OT nepexBaTa JJaHHbIX

3. 3ammTa OT BpeIOHOCHBIX IIPOrpaMM

4. Mepbl IpeJ0TBpaLEHHS] CTIaM-PAcChUIOK

14) K ¢usnueckoit 3amuTe OTHOCATCS:

1. IIpoTuBONIOKAPHBIE MEPBI

2. 3anTa MOOMIIBHBIX CUCTEM

3. 3amuTa OT BpelIOHOCHBIX TPOrpaMM

4. Hactpoiika npaB goctyna (poJieil) B onepaliMioHHON cucteme

15) AHTpOonoOreHHble HCTOYHUKH YTpo3 0€30MacHOCTH HH(OPMALIUU — 3TO:
1. UcTouHuku, 00ycCIIOBIIEHHBIE IEHCTBUAMU CyObEKTa

2. Ucrounuku, 00ycIOBIEHHbIE TEXHUYECKUMH CPEICTBAMU

3. CtuxuitHble OeCTBUS, UM IPpyTrue 00CTOSTENbCTBA

16) CtuxuiiHble HICTOYHUKH YTPpo3 0€30MaCHOCTH MHPOPMAIIUU — 3TO:

1. UcTouHukHu, 00yCIIOBIEHHBIE IEUCTBUSMH CyObEKTa

2. Ucrounuku, 00yclOBIEHHbIE TEXHUYECKUMH CPEICTBAMU

3. CtuxuitHble OeACTBUS, UM IpyTrue 00CTOSTENbCTBA

17) HecaHKIIMOHUPOBAHHBIHM TOCTYI - 3TO

1. OCTYN ¢ BBINOJIHEHUEM MIPABUJ pa3rpaHUueHHs JOCTyIa K HH(pOpMaIuu
2. JOCTyNm C HapylIeHHWeM TMPaBWJ pasTpaHUYCHHUS JOCTyna CyObekTa K HHGOpPMAIHH, C

HCIOJIb30BAHUECM HITATHBIX CPCACTB (HpOI‘paMMHOFO HJIN almapaTHOoro O6CCHC‘-ICHI/I$I)

3. momydeHHWE OT CyOBeKTa JOCTyma K CBEACHUSIM (WMs, Y4YETHBIH HOMEp | T.1.),

MO3BOJJIAOIIMUM BBIACIIUTE €T'0 U3 MHOXCCTBA Cy'6’bCI(TOB

4. monydeHue oOT cyObeKTa CBeACHUU (Taposib, OMOMETpUYECKHE MapaMeTpbl U T.1.),

MMOATBCPKAAOIIUX, YTO HI[CHTI/I(I)HL[I/IpyeMblﬁ Cy6’bCKT ABIIACTCA TEM, 34 KOI'O ce0s BbIIACT

18) CaHKIIMOHUPOBAHHBIN AOCTYI K HH(OpMALIUU - 3TO
1. 7OCTYN ¢ BBINOJIHEHUEM MIPABUJI pa3rpaHUUueHHs JJOCTyIa K MH(pOpMaIuu
2. OCTyN C HapylleHHWeM MpaBWJI pa3rpaHUYeHHs] JocTyna cyObekTa K HHpopmauuu, ¢

HCIOJIb30BAHUECM HITATHBIX CPECACTB (HpOI‘paMMHOFO HJIN allmapaTHOro O6CCHC‘1€HH${)



3. moiyuyeHue OT cyOBeKTa J0CTyna K CBEACHUSAM (MMs, Y4YETHBIM HOMEp H T.I.),
MO3BOJISIOIIMM BBIIETUTh €T0 U3 MHOXKECTBA CYyOBEKTOB

4. momydyeHue OT cyObeKTa CBeAeHUH (maposib, OMOMETpUYEeCKHe MapaMmeTpbl U T.1.),
MOJTBEPXKIAOLIUX, YTO UICHTU(DUIUPYEMBIN CYyOBEKT SBISETCS TEM, 32 KOro ceOs BbAAET

19) Vs3BumMocTs - 31O

1. nr06ast XxapakTepuUCTUKa, KOTOpasi MOXKET MPUBECTH K peain3alii yrpo3bl

2. HneicTBUA 3JI0YMBIIUICHHHKA, MPEIINPUHUMAEMbIe C LEIbI0 OOHAPYKEHHs YS3BHUMOCTHU
CUCTEMBI 3alUThI U MOTYYSHHs] HECAHKIIMOHUPOBAHHOTO OCTYMa K MHPOpMALUK

3. mosyueHwe OT cyOBeKTa J0CTyna K CBEACHUSAM (MMs, Y4YETHBIM HOMEp H T.I.),
MO3BOJIIOIIMM BBIIEIUTH €T0 U3 MHOXKECTBA CyOBEKTOB

4. IOCTYN C BBINOJIHEHUEM MTPABUJI pa3rpaHUUuEHHs JJOCTYIA K HH(pOpMaIuu

1. Yro He BXOAUT K METOJaM IMPUMEHUTENIbHbIE K HWH)KEHEPHO-TeXHMYECKOH 3aimre
uHpopManun

a) YETKYIO MIOCTAaHOBKY 3a/1a4yH,

b) pa3paboTKy MPUHIUIIOB U MTyTEH pELICHUs 3a1a4u;

) pa3pabOTKy METO/IOB peLIeHUs 3a1ay;

d) cozmanme mporpaMMHOT0, TEXHUYECKOTO U METOANYECKOTO 00ECTICUECHHUS PEIICHNUS 3a1a4H.

2. Cuiibl ¥ BO3JICHCTBUS, U3MEHSIOIINE COCTOSIHUE CHCTEMBI SIBIISIETCS:

a) Bxogamu

b) CucreMHOE MBIIIITIEHHE

¢) Beixonsr

d) cucrema 3amuTH HHOOPMAITUN

€) MOJIeIh

3. [IpencraBasitoT cOOO peakIuio CUCTEMbI Ha BXO/BI.

a) Bxogamu

b) CucreMHOE MBIIIITIEHHE

¢) Beixonsr

d) cucrema 3amuTH HHOOPMAITUN

€) MOJIeIh

4. TlepBuuHOE TMOHATHE, HCIOJIb3YyeMOE B MOHATUHHOM ammapaTe HH()OPMALMOHHON
0€30MacHOCTH 3TO.

a) yrpo3 6€30MacHOCTH

b) Uudopmarus

¢) uH(OPMAIIMOHHBIE CUCTEMBI

d) 3agaun MH)KEHEPHO-TEXHUYECKON 3aIUThI

5. Ilox ypoBHeM Oe30macHOCTH HH(pOpMAIMK TOHUMAETCS

a) 3aa4i HH)XCHEPHO-TEXHIUUECKOM 3aIUThI

b) Nudopmanronusie pecypchbl

¢) 3anuneHHoCT UHPOPMAILIUU OT Yyrpo3

d) Pecypcel 3amuThl nH(popManuu.

6. He MuKpo memnu, Kak 4acTo MX OINPENENSIIOT, a YeTKOe U KOHKPETHOE OMUCAHUE TOTO, YTO
HAJI0 cleNaTh I JOCTHXKEHHS LIENH.

b) U3menenust u xuieHus: HHGOpMaIuu.

c) [IpenoTBpaiieHne yTeukH.

d)Bxo/161 ¥ BBIXO/IBI CUCTEMBI.

e) 3aJjaun MH)KEHEPHO-TEXHUYECKOM 3alUTHI.

7. CocTosIHUSL M IEHCTBHSI CYyOBEKTOB M MaTE€PHAIBHBIX O0OBEKTOB, KOTOPHIE MOTYT IIPHBECTH
K U3MEHEHMIO, YHUUTOKEHHUIO M XUILEHUIO WH(OpMAIIHH.

a) Mepbl 110 UX MPeAOTBPAILEHUIO.

b) Yrpo3sl OezonacHocTy HHPOPMAITUH.

c¢) Pecypchl 3ammTel utHPOpMaLHH.

d)Cuctemsl 3auThl HHPOPMAIUH.

8. OTnuuath yrpo3sl U3MEHEHHE, YHHUYTO)KCHUE, XUIICHHEe W OJOKHpOoBaHUE HH(OpMAIIH
3TO.



a) Pe3ynbTatsl peanivzanuu yrpos.

b) Meps! 3anuThl HHGOPMAIIHH.

¢) 3a1a4i MH)XCHEPHO-TEXHUYECKOU 3aIIUTHI.

d) MadopManinoHHbIE CHCTEMBI.

9. C mo3unuu CUCTEMHOT0 MOAX0/Ia PACCMAaTPUBAIOTCS KaK Pe3yibTaThl ()yHKIMOHUPOBAHUS
CHCTEMBI 3alLIUThI, OHU MOTYT IPEACTABISTh COO0M KOHKPETHBIE AEHCTBUS MEPCOHAIIA, IPEATI0KEHUS
10 MPUOOPETEHUIO M YCTAHOBKE TEXHUYECKUX U POTPAMMHBIX CPEJICTB.

a) Yrpo3sl 0e30MMacHOCTH HH(OpMaITUH.

b)CucremMHOE MBIIIUICHHE.

¢) MepsI o 3ammuTe HHPOPMAIIUH.

d) lemackupyromue npu3HaKu

10. ITo pacronaoKeHuI0 UICTOYHUKA YIPO3 MOT'YT OBITh.

a) Buyrpennue. IcTOYHMKY 3TUX yrpo3 pacroiararoTcsi BHYTPH CUCTEMBI.

b) Buemnune. IcTOYHMKHN JaHHBIX YIPO3 HAXOJATCSI BHE CUCTEMBI.

¢) YTpo3bl, peanu3aiysi KOTOPBIX HE 3aBUCUT OT aKTHBHOCTH MH(POPMALIMOHHOMN CUCTEMBI.

d) VYrpossl, ocyleCTBIE€HHE KOTOPHIX BO3MOXHO TOJBKO IIpU aBTOMATU3UPOBAHHOU
00paboTKe TaHHBIX.

11. Io crenenu Bo3aeHCTBHS HA HH(POPMALTMOHHYIO CUCTEMY YTPO3bl MOTYT OBITh:

a) [laccuBnble. [lpu peanmzanuy JaHHBIX YTPO3 CTPYKTypa M COAEP)KAHUE CHCTEMBI HE
U3MEHSIOTCS.

b) [Ipennamepennsie. OHM, KaK MPaBUIIO, CBA3AHbI C JEHCTBUSAMU KaKOro-110o0 uenoBeka,

c) AktuBHble. IIpu MX OCYIIECTBIEHHMH CTPYKTypa M COJAEp)KaHHE CHUCTEMbI MOIBEpPraercs
MU3MEHECHHSIM.

d)Canyuaiinble. OTH yrpo3bl HE CBSI3aHbl C YMBILICHHBIMH JICHICTBUAMU MPaBOHAPYIIUTEIICH;

12. Yto He BXOIUT K Yrpo3aM IO pazMepaM HaHOCUMOTO yiiepoa:

a) OOmme. DT yrpo3pl HaHOCAT YyIepOd OOBEKTYy OE30MaCHOCTH B ILENOM, MPUUYHHSISL
3HAYUTEIHHOE OTPUIIATEIHHOE BIMSHUE HA YCIOBUS €T0 ACITEIHHOCTH.

b) JlokanbHble. YTIpo3bl 3TOrO THIA BO3JEHCTBYIOT Ha YCJIOBUS CYLIECTBOBAHMS OTAEIbHBIX
yacteil 00bekTa 6€30MacHOCTH.

c) Yactuple. OHM TPUYMHSIOT Bpel OTAEIbHBIM CBOMCTBAM 3JEMEHTOB OOBEKTa WU
OTJENbHBIM HAIPaBJICHUSM €0 JESTEIbHOCTH.

d) IlaccuBnble. Ilpu peanuzanuu JaHHBIX Yrpo3 CTPYKTypa M COJEpKAHUE CHCTEMbl HE
U3MEHSIOTCSL.

13.KT0 MOXeT ObITh BIIaAEIbIEM 3alMIIaeMoil nHdopmaru?

a) ToIbKO TOCYapCTBO U €T0 CTPYKTYPHI;

b) [IpennpusTs akiMOHEpHBIE 001IECTBA, (PUPMBI;

¢) IOpuandeckoe unu pusndeckoe JIUIIO;

d) Kto yroaso.

14. loctyn xk uHbOpMaIuu 310:

a) Ilpouecc cOopa, HakoruleHUs, OOpPaOOTKH, XpaHEHMs, paclpesieleHuss U TOUCKa
uH(pOopMaLnu;

b) IIpeoOpasoBanue uHPOpMaLKU, B pe3yabTaTe KOTOPOIro cojep)kaHue HH(OpMauu
CTaHOBUTCS HETMIOHSATHBIM I CyObEKTa, HE UMEIOIIETo IOCTYIIA;

c¢) [Homyuenne cyOBEKTOM BO3MOKHOCTH O3HAKOMIIEHHs C MH(OpMAaIMel, B TOM 4HCIe MpU
MIOMOIIIN TEXHHUYECKUX CPE/ICTB;

d) CoBOKYIHOCTh HpaBWJI, PETrIAMEHTHPYIOUIUX MOPSAJOK M YCIOBHS JOCTyNa CyOBbeKTa K
MH(pOpPMaLIUU U €€ HOCUTEISIM;

e) JlesTenbHOCTh MO MPENOTBPAIICHUIO YTEUKHM WH(GOpMAlM{, HECAHKIMOHMPOBAHHBIX M
HEIpeAHAMEPEHHBIX BO3JICHCTBUM HA HEE.

15.]171s1 321U THl OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA K IPOrpaMMaM U JIaHHBIM, XPaHAIIMMCS
Ha KOMITBIOTEPE, UCTIOTIB3YIOTCS

a) [Taponu

b) AukeTtsl

¢) Konpr



d) SApnsiku

16.0T HECaHKITMOHUPOBAHHOTO JTOCTYIA MOXKET OBITh 3alTUIIEH:
a) KaXJIbIH TUCK

b) manka

c) aiin

d) spnbik

17K  OHOMETpHUYECKHM CHCTEMaM  3allUThl  MHPOPMALUU  OTHOCATCS

UACHTU(DUKAIIH T10:
a) OTneyarkam NajibleB;
b) XapakTepucTukam peuw;
c¢) PaxgyxHoii o6onouke rnasa;
d) N3o0pakeHuto auIa;
e) ['eomeTpuu nagoHu pyKu;
f) Bce BbllIe epeynCIIeHHEIE;
18. BeiOepuTte TUIIBI BPEAOHOCHBIX IPOTPAMM:
a) Bupycsl, uepBu, TPOSHCKHE U XaKEPCKUE MPOTPaMMBbI
b) llInroHckoe, pexkIaMHOe IPOrpaMMHOE 00ecIIeUeHHEe
c¢) OnepanuonHas cucrema Linux
d) Onepanuonnas cucrema Windows
e) MicrosoftOffice
19. KomnbroTepHbIE BUPYCHI -

CHUCTCMBI

a) SIBHAIOTCS BpPEAOHOCHBIMU MPOrpaMMaMH, KOTOpPBIE MOTYT "pa3sMHOXKATbCA" U CKPBITHO
BHEJPATH CBOM KOMHH B (haiiibl, 3arpy30YHbIC CEKTOPHI JHCKOB W JOKYMEHTBL. AKTHBH3AIHS

KOMIIBIOTCPHOI'O BUPYCa MOKET BbI3bIBATH YHUYUTOXKCHUC IPOIPAMM U JaHHBIX.

b) BpenonocHas mporpamMma, KOTOpasi BBIIIOJHSIET HECAHKIIMOHUPOBAHHYIO IOJIH30BaTENIEM
nepeaayvy yrnpaBJIeHHs] KOMIIBIOTEPOM YAAIEHHOMY I0JIb30BATENIO, a TAKXKE JEHCTBUS MO YAICHUIO,

Mou(puKayu, cOOpy U Nepecblike HH(POPMALUU TPETHUM JIMLIAM.

c) DTo mporpaMMHOE WM amnmapaTtHoe oOecleueHue, KOTOpoe MpoBepsieT HH(OpMaInIo,
BXOJISIIIYI0 B KOMIBIOTEp M3 JOKaJIbHOH cetn wiu VHTepHeTa, a 3areM Tu00 OTKIOHSET e€, 1100

IIPOITYCKAET B KOMIIBIOTEDP, B 3aBUCUMOCTH OT [1apaMeTPOB.
20. ITo "cpene oOuTanus" BUPYChl MOKHO pa3/IeTUTh Ha:
a) 3arpy304yHble
b) daiinossie
C) MaKpOBUPYCHI
d) ouens omnacHble
€) He OIacHbIe
f) omacHbie
21. IlonbITKa peanu3anuy yrpo3bl — 310 ...
A. ysI3BUMOCTB;
b. araka;
B. KoH(UIEHIIATBHOCTS;
I'. B31OM.
22.Haiinu cooTBETCTBUE.
a) 3apaXkaroT 3arpy304HbIi CEKTOP TMOKOT0 MU JKECTKOTO AUCKA.

b) 3Tu BUPYCHI pPa3NMYHBIMUA CIIOCOOAMH BHEIPSIIOTCS B HMCTIOJHUMBIE (alabl U OOBIYHO

AKTUBU3UPYIOTCA IIPH UX 3aITYCKE.

C) CYILECTBYIOT JJIsl HHTErpupoBaHHOTO opucHoro npuioxenus MicrosoftOffice.

1. 3arpy304HbIE BUPYCHI
2. (baiinoBbie BUPYCHI

3. MaKpOBHUPYCHI
23.CereBble Y€pBH -

a) SBnsroTCes BPCAOHOCHBIMH IMIPpOrpaMMaM, KOTOPBIC I[IPOHUKAKOT Ha KOMIIBIOTCD,
HCIIOJIB3YsA CEPBHUCHI KOMIIBIOTCPHBIX cereir. Hx AKTUBHU3allMsd MOXKCET BbI3bIBATH YHUUYTOXCHHC

nporpamMm 1 IaHHBIX, a TAKKC MOXHUIICHUC ICPCOHAJIbHBIX JAHHBIX IMOJIb30BaATCIIA.



b) DTo mporpamMmMHOE MM ammapaTHoe oOecredeHue, KOTOpoe MpoBepseT HH(GOpMAIHIO,
BXOJIALIYI0O B KOMIIbIOTEP M3 JIOKAIbHOM ceTu uiu VHTepHeTa, a 3areM JIMOO OTKIIOHsSET e€, 1100
IIPOIYCKAaEeT B KOMIIBIOTEP, B 3aBUCUMOCTH OT [1apaMETPOB.

c) [Iporpamma unu Ha®Op mporpamMm JUisl CKPBITOTO B3ATHS MOJ KOHTPOJIb B3JIOMaHHOM
CUCTEMBI. DTO YTHJIUTBI, UCIIOJIb3YEMBIE JUUISI COKPBITUS BPEIOHOCHOM aKTUBHOCTH. OHM MacKUpYIOT
BPEIOHOCHBIE MPOTPaMMBbl, YTOOBI M30€KaTh X OOHAPYKEHHSI AHTUBUPYCHBIMHU TMPOTPAMMAMHU.

24. Bpewms xu3HU HHPOPMAITUH — 3TO ...

a. Bpems, noka undopmariis Xxpauurcs B UHOOPMAaLMOHHON CUCTEME;

b. Bpewmst, noka nHpopmanus akTyaibHa;

c. Bpems, noka undopmarius HHTepecHa JJ1s 3710yMbIIUIEHHUKOB;

d. Bpemsi, moka CTOMMOCTh CO37JaHNs HH(POPMALIUH BBIIIE CTOUMOCTh IIOTEPU

25. K cyobekram nHGOpMAIMOHHON CUCTEMBI HE OTHOCHUTCS ...

. Bnanenerr;

. ITonp30Barens;

. Peryisarop;

. CoOCTBEHHUK;

. K cyobexkram nH(pOpMAaIMOHHOW CUCTEMBI HE OTHOCHUTCH ...

. Bnanenerr;

. ITonp30Barens;

. Perynsarop;

. CoOCTBEHHUK;

. UTo HEe OTHOCHUTCS K HeTpeAHAMEPEHHBIM BO3JCHCTBUAM?

. BO3/ICUCTBUS M3-32 OIMOOK MOJIH30BATEIS,

. OO TEXHUYECKUX CPEJICTB;

. OOl IPOTPaMMHBIX CPEJICTB;

. BHEJIpEHHE BUpYCa B aBTOMAaTUYECKOM PEXKUME.

. Bpemst sxu3HH nHbOpMALIAU — ITO ...

. Bpemsi, oka uHpopMalus XpaHUTCs B MHPOPMAILIMOHHOM CHUCTEME;
. BpeMsi, TIOKa MHPOPMALIUS aKTyaJIbHa;

. BpeMs, MoKa MHPOpMaLUs HHTEPECHA [T 3I0YMBIIIJICHHUKOB;

. BpeMsi, I0Ka CTOUMOCTb CO3/IaHUSI HH(POPMAIMH BbIIIIE CTOUMOCTh IOTEPH.

4. Kakue MeTOJbl pEaNu3yloT KOHTpPOJIb COOJIOJEHHUS YCTAaHOBJIEHHOTO TOpsKAa K
3amuinaeMon napopmarun?

. IPaBOBBIE;

. A/IMUHUCTPATHBHEIC;

. TEXHUYECKUE;

. BCE TIEPEYHNCIICHHBIE.

. UTo He ABNseTCS MPUMEPOM HAPYIICHUS CTATUYECKOH 11eJT0CTHOCTH HHpOpMaLuu?
. BBOJI HEBEPHBIX JIAHHBIX;

. HECAaHKLIMOHUPOBAHHOE U3MEHEHUE JIAaHHBIX;

. I3BMEHEHHUE IPOrpaMMHOTO MOAYJISI BUPYCOM;

. BHECEHUE JIOTIOJIHUTEIIbHBIX NTaKETOB B CETEBOM TpaduK.

. UTo HEe OTHOCUTCS K KOCBEHHBIM KaHaiaM yTeuku UH(popmanun?
. IepexBaT MNOOOYHOT'0 3JEKTPOMArHUTHOTO U3ITYUECHHUS;

. UICTIOJIb30BaHuE MOJICIYIINBAIOIINX CPECTB;

. cOOp MPOM3BOJICTBEHHBIX OTXOOB C MH(OpMAIHEH;

. IUCTAHIIMOHHOE BUIECOHAOIIIONEHHUE.

. HanGonee 3anuieHHbIM 3JIeMEHTOM HHPOPMALIMOHHOM CUCTEMBI OOBIUHO SIBIISETCS ...
. OnepaninoHHas cucTeMa;

. [lepconaur;

. Cuctema ympaBieHus 0a3amMu TaHHbBIX;

. CereBble MOAKIIOYECHHUS.

. Kak nmo-npyromy HazbpiBaeTcss MOHUTOpP Oe30macHOCTH?

. CHCTEMHBIH MOHHUTOD;

00 O WAoo o a0 T —mo o0 o

OO0 T N0 oM N0 o Lo O o



b. aAMMHUCTPATOPCKUI MOHUTOP;

C. TUCHIETYEp JI0CTYIa;

d. nucneTuepckuit MOHUTOP.

9. Bpibepure IUIIHUKA MIar B TpoUeaype pa3pabOTKH TOJUTUKH HWH()OPMAIMOHHOM
0€30MacHOCTH.

a. pazpaboTKa KeJaeMoii MOJIUTUKU O€30I1aCHOCTH;

b. BBIOOp CHCTEMBI 3aIIIUTHI;

C. CTaHJapTU3aLIMs CUCTEMbI 3aIUTHI;

d. ompenenenue TpeOOBaHUIA, HE PEATH30BAHHBIX CUCTEMOMN 3aITUTHI.

10.YTo He OTHOCUTCS K OCHOBHBIM IIPUHIIUIIAM 00eCIeYeHNs HAllMOHAIBLHOM 6€301acHOCTH?

a. B3aWMHas OTBETCTBEHHOCTh JIMYHOCTH, OOIIECTBA M TOCYJapcTBa IO OOECHEeUCHHIO
0€e30I1aCHOCTH;

b. 3aKOHHOCTB;

c. cobmonenue OamaHca Mexay cdepaMd OTBETCTBEHHOCTH JMYHOCTH, OOIIECTBA U
rocy/1apcTBa;

d. cobronenue 6ananca >KM3HEHHO BaKHBIX MHTEPECOB JIMUYHOCTH, OOIIECTBA U FOCYIapCTBa.

11.0cHoOBHOM 3ajauell KpUNTOAHAIN3A SIBIISIETCS ...

a. KOMIIpOMeTaIus KIo4a;

b. nmonydyeHue OTKpHITOro TeKcTa 0€3 3HaHUS KIIH0Ya;

C. moJiy4eHue mudp Tekcra 6e3 3HaHUS KIH0Ya;

d. moxydenue Kimroya u3 mMUQp TEKCTa.

12.Knacc 0mHOCTOPOHHUX (PYHKIIHA, TPUMEHSIEMbIX B KPUIITOTpadu, Ha3bIBACTCS

a. TEHEPATOPHI CITy9alHBIX YUCEN WU PHA-()YHKIIHS;

b. pynkuuu Kepkxoddca unu kpdc-dyHKius;

C. CUHTII-(DYHKIIHS;

d. xou-pyHKIus.

13. C momouipo0 Kakoro Tuma KPUNTOTPapUUECKUX aJTOPUTMOB PEAIU3YeTCs DJICKTPOHHAS
g poBast MoANUCh?

a. OJIOYHBIX;

b. MOTOYHBIX;

C. CHMMETPHYHBIX;

d. accuMeTpUYHBIX.

14. Yto He sBAsSETCS METOAOM HUeHTUPHKAUN?

a. UCTOJIb30BaHUE MAPOIBHOM (Ppa3sbl;

b. meTon "pykomnoxatus';

C. METOJ "BCTPEYHOIO MPUBETCTBUA";

d. ucnonp3oBaHue cMapT-KapT.

15. K xakoMy BHUy OLIMOOK OTHOCUTCS IMTPOMYCK aTak Ha HH(POPMALIMOHHbIE CUCTEMBbI?

a. OIIMOKHU TIEPBOTO POJIA;

b. ommbku BTOpOro poja;

C. OIIMOKU TPETHETO POJIA;

d. ommOKkM 4eTBepTOro poja.

16. VYrpo3pl, NpuBOIAIMIME K HECAHKIMOHHPOBAHHOMY pPACIPOCTPAHEHHIO HOCHUTENS K
3II0yYMBIIIJICHHUKY-

a. Yrpo3zaMu yTeuku uHGopMauu

b. Yrpo3amu Bo3aeHCTBUS Ha HICTOYHUK UH(POPMALIUU

17.CeTeBbie uepBHU 3TO

a. BpenoHocHble mporpamMMmbl, YCTAHABJIMBAIOLIME CKPBHITHO OT IOJIb30BATENs Jpyrue
BPEIOHOCHBIE ITPOTPAaMMBI M YTHUITHTHI

b. Bupycsl, KoTopble MPOHUKHYB Ha KOMIIBIOTEP, OJIOKUPYIOT paboTy ceTn

c. Bupycsl, koTopbie BHEAPSIOTCS B JOKYMEHTHI ITOJT BUIOM MaKpOCOB

d. Xakepckue yTHIUTBI YIPABISAIONINE yJaTIE€HHBIM JIOCTYIIOM KOMIIBIOTEpPA

e. BpemoHocHble mporpamMmbl, KOTOphIE NMPOHHUKAIOT HAa KOMITBIOTED, HCIIONB3YS CEPBUCHI
KOMITbIOTEPHBIX ceTel



18. K Bpe1oHOCHBIM NTpOrpaMMaM OTHOCSTCS:

a. [loreHnanpHO onacHsle NPOrpaMMbl

b. Bupycsl, uepBH, TpOsHBI

c. lllnnoHckue u pexsiaMHble IPOrpaMMbl

d. Bupycsl, mporpaMmbI-IIyTKH, aHTUBUPYCHOE MPOTrPaMMHOE 00ecTiedeHne

€. MexceTeBoii 9kpaH, OpaHaMaysp

19.0T™meTbTE COCTaBHBIE YaCTH COBPEMEHHOT'O aHTUBUpPYCA

a. Monem

b. [Ipunrep

c. Ckanep

d. MexcereBoii skpaH

e. Monurop

20.BpenoHoCHbIE IPOrpamMMBl - 3TO

a. LIMHUOHCKKE IIPOrpaMMBbl

b. mporpamMmebl, HAHOCAIIME BPEl JaHHBIM H IIPOrpaMMaM, HaXOISIIMMCS Ha KOMIIbIOTEpe

C. @aHTUBHMPYCHBIE IIPOTPAMMBI

d. mporpammbl, HaHOCSIIME BpEI TOJB30BATENIO, paboTalomeMy Ha 3apaKCHHOM
KOMIIbIOTEpE

€. TPOSTHCKUE YTUJIMTHI U CETEBbIE YePBU

21.IIporpaMma, OCyIIeCTBIISIONIAs HECAHKIIMOHUPOBAHHBIE JIeHCTBUS 1O cOOpy, U mepenaye
UH(POPMALIH 3ITOYMBIIIUIEHHUKY, a TAKXKE €€ pa3pylIeHHEe WK 3JI0HAMEPEHHYIO MOAn(pHUKannio?

22.KoMnbOTepHBIE BUPYCHI 3TO

a. BpennonocHsle nporpaMmbl, HAHOCSIINE BPET JAHHBIM.

b. [Iporpammsbl, yHUUTOXAIOIIKE JaHHBIE HA KECTKOM JTUCKE

c. IIporpaMMel, KOTOpBIE MOTYT Pa3MHOXKAThCS U CKPBITO BHEAPSATH CBOM KOMHHU B (hailiibl,
3arpy304HbI€ CEKTOPA AUCKOB, TOKYMEHTBI.

d. IIporpammsbl, 3apa)karoliye 3arpy304YHBI CEKTOP AMCKOB M TPEMSTCTBYIOLINE 3arpy3Ke
KOMITbIOTEpA

€. DTO CKPHUITHI, TIOMEUICHHBIE Ha 3apa)KEHHBIX HHTEPHET-CTPAHNIKAX

23.Bupyc BHeApseTCs B UCHOIHsIEMbIe (hailyibl ¥ IIPU MX 3aIyCKe aKTUBHpYETCs. ITO...

a. 3arpy304Hblii BUpYC

b. MakpoBupyc

c. DailstoBbIN BUPYC

d. CeteBoii uepBb

e. TposH

24 . YxaxxuTe NopsAJ0K JeHCTBUHN NPH HATUYUK IPU3HAKOB 3apaKEHUS KOMITbIOTEpa

a. CoxpaHHTh pe3yNIbTaThl padOTHI HAa BHEITHEM HOCHUTEIE

b. 3anmycTuTh aHTUBUPYCHYIO IPOTPAMMy

c. OTKIIIOUUTBCS OT INI00aTBbHON MM JIOKAJIBHOM ceTn

25.Bupyc nopaxaromuii JOKyMEHTbI Ha3bIBa€TCs

a. Tposn

b. ®aiinoBslil BUpyc

¢. MakpoBupyc

d. 3arpy304Hsblil BUpyc

e. CeTeBol 4epBb

1. TlepexBar, KOTOpBI 3aKJIIOYaeTCsi B YCTAaHOBKE IOJACIYIIMBAIOLIETO YCTPOWCTBA B
amnmapaTypy cpeacTB 00padoTku nH(pOpMaIUK Ha3bIBACTCS:

a. aKTUBHBIN TIepexBar;

b. maccuBHbII nepexaar;

C. ayJIMOTIEPEXBaT;

d. Bumeomnepexaar;

€. IPOCMOTP Mycopa.

2. IlepexBar, KOTOpBI OCYIIECTBISETCS ITyTEM WCIIOJIB30BAHMS ONTHYECKOW TEXHHKH,
Ha3bIBAETC:



a. AaKTUBHBIN [IEpEXBaT;

b. maccuBHBII IepexBar;

C. ayJIMOTIEPEXBaT;

d. Buzneonepexnar;

€. IPOCMOTP Mycopa.

3. IlepexBar, KOTOpbHIi OCHOBaH Ha (UKCAMM HJIEKTPOMATHUTHBIX H3Iy4YEHHUH,
BO3HHUKAIOMIUX MPH (PYHKIHOHUPOBAHUU CPEACTB KOMIBIOTEPHONW TEXHUKH W KOMMYHHKAIIMNA
Ha3bIBAETCS:

a. AKTUBHBIN [IEpEXBAT;

b. maccuBHbII epexsar;

C. ay/IMOIIEPEXBAT;

d. Buzneonepexnar;

€. IPOCMOTP Mycopa.

4.  IlepexBaT,  KOTOpBIH  OCYILECTBJIE€TCS  C  TOMOLIbKO  HOJKIIOYEHUS K
TEJIEKOMMYHUKALMOHHOMY 000pYy/10BaHUIO KOMIIbIOTEPA HA3bIBAETCSI:

a. aKTUBHBIN IIepexBar;

b. maccuBHbII nepexaar;

C. ayJIUOIIEPEXBaT;

d. Buzmeonepexsar;

€. IPOCMOTp Mycopa.

5. IlepexBar, KOTOpBI HENPAaBOMEPHO  HCIIOJIB3YET  TEXHOJOIMYECKHE  OTXOJbI
UH(POPMALIMOHHOTO ITPOLecca Ha3bIBACTCSL:

a. AaKTUBHBIN IIEpEXBaT;

b. maccuBHbII epexBar;

C. ay/IMOIIePEXBaT;

d. Buseonepexnar;

€. IPOCMOTP Mycopa.

6. Kak Has3pIBaeTCsl MOCIIENOBATEIBHOCTh 1IAroB, KOTOPbIE MPEINPUHUMAIOT CTOPOHBI IS
COBMECTHOT'O PEIICHUS 33/1a4H, TPeOYIOIIeld NpUMEHEHHE KPUNTOTrPa(hUIECKUX METOJIOB:

a.KpunTorpauueckue aaropuTMbl;

b.xkpunrorpaguyeckue NpoTOKOIbI;

c.kpunTorpapudeckue QyHKIUY;

d.kpunrorpapuueckrie 0OMEHBHI.

7. YOepute HeCYLIECTBYIOIINNA KpUNTOrpaduyecKuii mpoTOKOJI.

a. [IpoTokoun ¢ HaOMOIEHUEM;

b. [IpoToko:n ¢ apoutpaxem;

c. [IpoTtokoun ¢ cynencTBom;

d. CamoyTBep:KJatOIIUNACS TPOTOKOI.

8. UTo HE OTHOCHUTCS K OCHOBHBIM KPUNTOrpaUyeCKUM IpOTOKOIaM?

a. 0OMEH KITF0YaMu;

b. nenmoHupoBaHue KIOUEH;

c. uu¢poBas MOAINUCH;

d. pacnipenenenre OTBETCTBEHHOCTH.

9. C moMomipi0 Kakoro TUMa KPUNTOrpauyYecKuX aJTOPUTMOB pPEANN3YeTCs SJIEKTPOHHAsS
g poBast MoANnuch?

a. OJIOYHEBIX;

b. TOTOYHBIX;

C. CHMMETPHYHBIX;

d. accUMEeTpUYHBIX.

10. Yro He sBiIsIETCS BUIOM KPUNITOAHATUTHUECKON aTaku?

a. CJIOBapHas aTaka;

b. 6pyTdopce-aTaka;

c. OMuIKpUr-aTaka;

d. MeTon cBeieHUs K CcepeinHe.



11.YTo HE OTHOCUTCSI K OCHOBHBIM IIPEUMYILIECTBAM ITPOTrPAMMHBIX CPEJICTB 3ALUTHI?

a. MPOCTOTa TUPAKUPOBAHUS,

b. mpocToTa K0cTyIa K pecypcam;

C. POCTOTA IPUMEHEHHSI,;

d. rubkocTh HACTPOHKH.

12.Yto0 He sABIsETCA BUIOM CEPBUCOB OE30ITaCHOCTH?

a. IPEBEHTUBHBIE MEPBI;

b. IpoeKTUBHBIE MEPBI;

C. MEpBI 110 BBISBJICHUIO HAPYILIECHUI;

d. Mepbl BOCCTAaHOBIJICHUS PEKUMBI 0€30MaCHOCTH.

13.Yto He sBISIETCS METOAOM UACHTUDUKAIIH?

a. UCI0JIb30BaHKE MapOIbHOU (passl;

b. MeTon "pykomoxarus';

C. MeTOJ "BCTPEYHOTO MPUBETCTBUSA";

d. ucronp3oBaHMe cMapT-KapT.

14. Kakas cucreMa uaeHTH(PHUKAIUU IO OMOMETPUYECKUM MOKa3aTelsiM sBIIIeTCs Haubosee
pacrpocTpanéHHON?

a. 10 OTIeYaTKaM IMaJbIEB;

b. o ceryatke riasa;

C. 10 TOJIOCY;

d. mo xKaBMAaTypHOMY MOYEPKY.

15.Kakoii cepBUC MO3BOJISIET KOHTPOJIMPOBATH JAEHCTBUS CYOBEKTOB HaJl HMHPOPMAIIMOHHBIMH
oOBbexTaMu?

a. CepBUC KOHTPOJIS OJIB30BATENCH;

b. cepBuC yripaBieHus JOCTYIIOM;

C. CUCTEMHBIN CEPBHC;

d. monp30BaTENbCKUN CEPBUC.

16. Kak Ha3pIBaeTCS aHaJIM3 HAKOIUICHHOW CHCTEMHOM WH(GOpPMAIMH, TPOBOIUMBII
OIEpaTUBHO WUJIU MEPUOINYECKU?

a.ayIuT;

b.mpoTokoaMpoBaHueE;

C.MJICHTU(UKALINS;

d.cucremarusarusi.

17.K xakoMy BHly OIIMOOK OTHOCHUTCS MPOIYCK aTak Ha HH(OPMAIIMOHHbBIE CUCTEMBbI?

a. OIIMOKHU TIEPBOTO POJIA;

b. ommbku BTOpOro poja;

C. OIIMOKU TPETHETO POJIA;

d. omOKkM 4eTBepTOro poja.

18.YTo HE OTHOCUTCS K MOTEHIMAIbHBIM yrpo3aM 0€30MacHOCTH MH(OPMALUK B JIOKAIbHBIX
BBIUHCIUTENBHBIX CETSIX?

a. HECAaHKLMOHUPOBAHHBIA JOCTYI B JIOKAJbHYIO BBIYMCIUTENIBHYIO CHCTEMY CO CTOPOHBI
IITaTHBIX KOMIIBIOTEPOB;

b. HECAaHKIIMOHUPOBAHHBIN JOCTYN CO CTOPOHBI IUHUI CBSI3U;

C. HEIITaTHbIE a]IMUHUCTPATUBHO-TIPABOBBIE CUTYAIIUH;

d. aBapuiiHble CUTYaIl ¢ 000PYAOBAHHUEM.

19.Kak Ha3bIBalOTCS MpOrpaMMHbIE WJIM ammapaTHble CpPEeACTBAa pa3rpaHUYEHUs JOCTyIa
MEXK]ly CETMEHTAMU JIOKaJIbHOW BBIYUCIUTEIILHON CETH?

a. aHTUBUPYCHBIN SKpaH;

b. MexkceTeBble FIKpaHbl;

C. TPAaHCIIOPTHBIN Yy3€I;

d. curHanpHO-amnmapaTHblil y3ei.

20.Kak Ha3bIBalOT BUJ KOMIIBIOTEPHBIX BUPYCOB, KOTOPBIE IEHCTBYIOT CAMOCTOSITEIBHO U HE
BHEJIPSIIOTCS B TeJla Apyrux (aitinos?

a."TposiHbI";



b. crenc-Bupychr;

C. TOTUMOPHI;

d."gepBu".

21.ITonpITKa peanu3anyu yrpo3bl — 310 ...

a. ysI3BUMOCTb;

b. araka;

C. KOH(DHICHITUATBHOCTH;

d. B3110M.

22. Yro He ABISIETCS MPUMEPOM HApYIICHHUS CTATUYECKOHN IETTOCTHOCTH UH(pOpMauu?

a. BBOJl HEBEPHBIX JaHHBIX;

b. HECaHKIIMOHMPOBAHHOE U3MEHEHUE IaHHBIX;

C. U3MEHEHHE MTPOTrPAMMHOT0 MOJTYJISl BUPYCOM;

d. BHECeHUE JTOTIOIHUTENBHBIX ITAKETOB B CETEBOM TpaduK.

23. Yrpo3a yredku nH(pOpMaAIMA OrPaHHYCHHOTO JIOCTYIIA, XpaHsAIIehHcss B HH()OpMaAIMOHHOM
CUCTEME WJIM MEepEeAAIOIIEHCs 0 KaHallaM CBSI3H — 37O ...

a. yrpo3a HapyuieHus: KOHUICHIIMATbHOCTH;

b. yrpo3a HapyIieHus IeI0CTHOCTH;

C. yrpo3a oTKasa ciyxo0;

d. Bce mepeynciieHHEBIC.

24. Kakas yrpo3a oTka3a ciny0 YCTpaHsSeTCs aIMUHUCTPATUBHO-IIPABOBBIMU METOJaMU?

a. 0TKa3 MOJIb30BaTEeIICH;

b. oTKa3 nporpaMMHOro o0ecreueHus;

C. HapyIIeHUE pabOT CUCTEM CBSI3H;

d. pa3pylieHre u NOBpexkAeHUE TTOMEIICHHIA.

25.YT0 HE OTHOCUTCS K KOCBEHHBIM KaHajaM yTeuku uH(popmarmm?

a. mepexBar MOOOYHOTO AEKTPOMATHUTHOTO U3ITyUEHUS;

b. ucnonb3oBaHKE MOACTYIIUBAIOLINX CPENICTB;

c. cOOp MPOU3BOJCTBEHHBIX OTXOOB ¢ HHGOpMAIUEil;

d. IMcTaHIMOHHOE BHICOHAOIIOICHNE.

brok 3 (Bnanets):
1. C momouipio Kakoro THIA KPUNTOTrpapUUEeCKUX aJTOPUTMOB pPEANU3yeTcs 3JIEKTPOHHAs
¢ posast oAnuch?
b. OIOYHEBIX;
. IOTOYHBIX;
. CHAMMETPUYHBIX;
. ACCUMETPUYHBIX.
. UTo He gBnsAeTCS METOJJOM UAEHTHU(PUKAIUN?
. ICTIOJIb30BaHUE NapoJIbHON Qpasbl;
. MeTo[ "pyKomnoxarus'";
. MeTOJ1 "BCTPEYHOI0 IPUBETCTBUS";
. ICTIIOJIb30BaHUE CMapT-KapT.
. K kakomy Buay o1ImO0K OTHOCHUTCS IPOIYCK aTak Ha MH(OPMALOHHBIE CUCTEMBI?
. OLIMOKM NEpBOTo poJa;
. OIMMOKHU BTOPOTO POJIA;
. OLIMOKU TPETHETo PoJia;
. OIMMOKYU YE€TBEPTOTO PO/JIa.
VYrpo3bl, NpUBOASIIME K HECAHKIMOHUPOBAHHOMY PpAaCIpPOCTPAHEHHUIO HOCUTENS K
37I0YMBIIIEHHUKY-
c. Yrpo3amu yTeuku uHpopManuu
d. Yrpo3zamu Bo3/1eHicTBHSI HA HCTOYHUK HH(POPMAITUH
5. CereBble UEPBH ITO
a. BpenoHocHble nporpaMMmbl, yCTaHaBIMBAIOLIUE CKPBITHO OT IIOJIb30BATENsl JIpYyrue
BPEIOHOCHBIE ITPOrpaMMBbI M YTUIIUTHI
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b. Bupycsl, KoTopble MPOHUKHYB Ha KOMIBIOTEDP, OJIOKUPYIOT paboTy ceTn

c. Bupycsl, koTopble BHEAPSAIOTCS B JOKYMEHTSHI 110]1 BUZIOM MAaKpOCOB

d. Xakepckue yTHIUTHI YIIPABISAIONINE yIATIEHHBIM JIOCTYIIOM KOMIBIOTEpa

e. BpenoHocHble mporpammsbl, KOTOpble€ INPOHHMKAIOT HAa KOMIIBIOTEpP, HCIIOJIBb3YSl CEPBHUCHI
KOMITBIOTEPHBIX CETEH

6. K BpeZJoHOCHBIM ITpOrpaMMaM OTHOCSATCS:

a. [loreHnMabHO OMacHBIE MPOTPAMMBbI

b. Bupycsl, uepBu, TpOsTHBI

c. lInuoHckue U pexiiaMHbIE MPOrPaMMBbl

d. Bupycsl, nporpamMMbI-IIyTKH, aHTUBHPYCHOE MPOrpaMMHOe o0ecrieueHue
e. MexcereBoll dKkpaH, OpaHaMayap

7. OTMETBhTE COCTaBHBIC YACTU COBPEMEHHOI'0 aHTUBUpPYCa

a. Monem

b. [TpunaTep

c. Ckanep

d. MexceTreBoii sKkpaH

e. Monurop

8. BpenoHOCHBIE TPOTPAMMBI - 3TO

a. MIMUOHCKHUE MPOTPaMMBbI

b. mporpamMmpl, HAHOCSIIIKE Bpe JaHHBIM U IIpOrpaMMam, HaxoIAIIIMCS Ha KOMITBIOTEPE
C. aHTUBUPYCHBIE TTPOTPAMMBI

d. mporpammpl, HaHOCSIIME BpeJ IMOJIb30BATENIO, paboTaroIeMy Ha 3apaKeHHOM
KOMIIBIOTEPE

€. TPOSIHCKUE YTUJIUTHI U CETEBbIC YEPBU

9. Ilporpamma, ocyiecTBISAIOLIasl HECAHKIMOHUPOBAHHbIE JAEHCTBUS 10 cOOpy, U Iepenaye
uH(pOpPMaLIMU 37I0YMBILIUICHHUKY, a TAK)KE €€ pa3pyllIeHUe WK 3TI0HAMEPEHHYIO0 MOAU(DHUKAIIIO?

10.KommnbroTepHbie BUPYCHI 3TO

a. BpenoHocHble mporpaMMsbl, HAHOCSIIUE BPE/ JaHHBIM.

b. IIporpammsbl, yHUYTOXKAIOIIKE JaHHbIE HA )KECTKOM JIUCKE

c. IIporpaMMel, KOTOpbIE MOTYT Pa3MHOXKaThCsl U CKPBITO BHEIPSTH CBOU KOIHUH B (aiiibl,
3arpy304Hbl€ CEKTOpa JAUCKOB, JOKYMEHTHI.

d. IIporpammsl, 3apa)karoliye 3arpy304YHbI CEKTOpP AMCKOB U MPEMSITCTBYIOLIME 3arpy3ke
KOMIIBIOTEPA

€. OTO CKPUITHI, IOMELICHHBIE HA 3apaKCHHBIX HHTEPHET-CTPAHUYKAX

11.Bupyc BHeapseTcs B uCnoHsAeMble (DaliiIbl U MPU UX 3allyCKe aKTUBUPYETCS. ITO...

a. 3arpy304Hblii BUpYC

b. MaxkpoBupyc

c. DaiistoBbIN BUPYC

d. CereBoii uepBb

e. Tposu

12.Yt0 He OTHOCUTCSA K 3a7a9aM HHPOPMAITMOHHON O€301acCHOCTH?

a. LIEJIOCTHOCTb U CEKPETHOCTB;

b. a1eKTpoHHas NOANUCH U JaTUPOBAHUE;

C. YCTOMYUBOCTH CBSI3U U ONpeieiieHne Tpapuka;

d. HeoTKa3yeMoCTh U aHOHUMHOCT.

13. [IpaBo Ha UCTIOIB30BAHKE HEKOTOPOTO pecypca — 3TO ...

a. YIOJTHOMOYHMBAHHUE;

b. KOHTPOJIb 10CTYTIA;

C. MpaBO COOCTBEHHOCTH;

d. cepruduxanms.

14. Kakme wMeTonmbl pealm3ylOT KOHTPOJb COOMIOJEHUS YCTAHOBJICHHOTO TIOPSAKA K
3amumaemMoi nudopmarn?

a. IPaBOBBIE;

b. aAMMHUCTPAaTUBHBIE;



C. TEXHUYECKHUE;

d. Bce mepeuyuncicHHBIE.

15. Kakue MeToIbl He OTHOCSITCS K 00ecriedeHn o nH(popManmoHHOW Oe30macHoCT?

a. IPUHYXJACHUE U TOOYKICHUE;

b. ympaBieHue 10CTYIOM U peryiaMeHTalus;

C. MAaCKHPOBKA U MPEMATCTBUE;

d. CKPBITHII TOCTYN ¥ KOMMUPOBAHKUE COOOIICHUH.

16. MeToiamu 3a1UTHI ¢ "YEPHBIM SITUKOM" HA3bIBAIOT ...

a. METOIbl, HE UMEIOIE MAaTEMAaTHIECKOT0 00OCHOBAHUS CTOMKOCTH;

b. "cnenbie" moryaBTOMaTUYECKHE METO/IBI,

C. KpUNTOTrpapuueCKUe METOIbI;

d. MeToIbI, peaTu30BaHHBIEC HA allapaTHOM YpOBHE.

17.410 siBNS€TCS OCHOBHOM LIENIBIO aIMUHUCTPATUBHOTO YPOBHS 0€301MacHOCTH ?

a. OTJIaJJka MOHUTOpPA 0€30MacHOCTH;

b. popmupoBaHue MOTUTHKU O6E30MIACHOCTH;

C. peayiu3alus TUCKPEIMOHHON MOJIEINH;

d. peanmuzanus MaHIATHON MOJICIIH.

18. K kakoMy ypOBHIO TMOJHUTHKE O€30MAaCHOCTH OTHOCSTCS BOIIPOCHI, KacarolIuecs
OTJENIbHBIX aCIIEKTOB OpraHU3aIuu?

a. BEpXHEro YPOBHS;

b. aAMMHUCTPATHBHOTO YPOBHS;

C. CPEIHErO YPOBHS;

d. HIDKHETO YPOBHSL.

19. Bpibepute nUIIHUKA IIar B NPOLEAype pa3padOTKH MOJUTUKA HHPOPMAIIMOHHOM
0€30MacHOCTH.

a. pa3zpaboTKa keIaeMoii MOJIUTUKHU OE30IaCHOCTH;

b. BBIOOp CHCTEMBI 3aIlIUTHI;

C. CTaHJApTU3ALIUS CUCTEMBI 3aLUTHI;

d. ompenenenue TpeOOBaHMIA, HE pEATM30BAHHBIX CUCTEMOMN 3aITUTHI.

20. YUto He OTHOCUTCS K HEJJOCTaTKaM OlepallMOHHbIX cucTteM ceMeiictB Windows?

a. HEBO3MOXHO BCTPOCHHBIMH CpPEICTBAMH TapaHTHPOBAHHO YAANSATh OCTAaTOYHYIO
UHOPMALINIO;

b. HEBO3MOXXHO BCTPOCHHBIMHU CPEICTBAMH 00ECIIEUUTH TIOJTHOTY CUCTEMBI;

C. He oOecreunBaeTCs PErucTpals BbIJAaud JOKYMEHTOB Ha "TBEPIAYIO KOMMIO", a Takke
HEKOTOpBIE Apyrue TpeOoBaHUs K pErUCTpallui COOBITUI;

d. HEeBO3MOXKHO B 0011IeM cllyyae 00eCleYuTh 3aMKHYTOCTb (MJIN LEJIOCTHOCTh) MPOTrPaMMHON
CpeJIBl.

21. Kakme  MeTombl  HECAHKIMOHUMPOBAHHOIO  JOCTyma  sBIseTcss  Haubosee
pacrpocTpaHéHHBIMU B oniepaimonHon cucreme Windows?

a. [lo3Bonstomye HeCaHKIIMOHUPOBAHHO 3aITyCTUTh UCHOJIHIEMBbIH KO,

b. TTo3Bomstonirie 060NUTH YCTaHOBIIEHHBIE pa3rpaHUYEHUs [TPaB A0CTYIA;

c. TpostHCKHE TpoTrpaMMBl;

d. I[To3BonsiromMe OCyIecTBUTh HECAHKIIMOHUPOBAHHBIE ONIEpAlluy YTEHUs/3aMuCcH (haiiIoBbIX
U JIPYTUX OOBEKTOB.

22.Y6epute HECYIIECTBYIOUINI KpUIITOTpapUUECKHI TPOTOKOJI.

a. [IpoTokon ¢ HabmoIeHEeM;

b. IIpoTtoko:n ¢ apOuTpakem;

c. [Iporokoun ¢ cyneucTsom;

d. CamoyTBep:KIAFOIIHIACS TIPOTOKOI.

23. YTo HEe OTHOCUTCS] K OCHOBHBIM KPUNTOTpahuIecKUM MpOTOKOIaM?

a. 0OMEH KIIF0YaMH;

b. nenoHupoBaHue KIIOUe;

c. mudpoBast MOIKUCH;

d. pacnipenienieHre OTBETCTBEHHOCTH.



24. C nmoMouIpl0 Kakoro TUMa KPUMNTOTPaPHUECKUX aJrOPUTMOB pealu3yeTcs 3JIEKTPOHHAs
nudpoBas MOAMUCH?

a. OJIOYHBIX;

b. MOTOYHBIX;

C. CHMMETPHYHBIX;

d. accUMeTpUYHBIX.

25. YTo He ABISAETCS BUIOM KPUNTOAHAINTUYECKON aTaku?

a. cJIOBapHas aTaka;

b. 6pyTdopce-aTaka;

C. ONMIIKpUr-aTaKa;

d. MeTox cBeeHuUs K cepeinHe.

1. Uadopmanus sBIseTCsS MEPBUYHON M ONMKMCHIBACT KOHKPETHBIM MaTepUaabHbI 00BEKT Ha
SI3BIKE €T0 MPU3HAKOB.

a) Madopmanms npu3HakoBas.

b) Uctounuku napopmanuu

c¢) CucreMbl HHGOPMAITUH.

d) Cemantnueckas HHGpOpMAaLUs

2. UcTrounnkamu npu3HAKOBOM MH(OpMALINK SBISIOTCS

a) Mcrounnku nuHpopmanuu.

b) OGBEKTHI.

c¢) Konpunennmansuas napopmanus.

d) CemanTudeckas nHpopmarus.

3. IIponyKT aOCTPAaKTHOTO MBIIIJIEHHS YEJI0BEKAa U 00paOOTKH JAHHBIX PELENTOPOB APYTUX
JKUBBIX CYIIECTB.

a) Jlemackupymoliue npusHaku

b) OOBEKT 3anTUTHI.

c) Cemantuyeckast ”H(pOpMaIHs

d) [IpusHakoBas nHpopManus

4. Yto He SBISETCS IPUMEPOM HAPYIICHUSI CTATUIECKOM EITOCTHOCTH HHPOpMALIUN?

. BBO1 HEeBepHBIX JaHHBIX;

f. HecaHKIMOHUPOBaHHOE N3MEHEHNE TaHHBIX;

g. VI3MeHeHune nporpaMMHOT0 MOZYJISl BUPYCOM;

h. BHeceHue ONOJIHUTENBHBIX MTAKETOB B CETEBOI TpaduK.

5.YTo HE OTHOCUTCS K KOCBEHHBIM KaHalaM yTe4kd MHpopMarun?

a. [lepexBat moOOYHOTO AIIEKTPOMATHUTHOTO H3ITyICHHUS;

b. Vcnonp3oBaHne NOACTYIIMBAIOIIUX CPEJCTB;

c. COop nMpou3BOICTBEHHBIX OTXOJIOB C HH(OpMAaLIKEH;

d. lucTtaHIIMOHHOE BUACOHAOIIOICHHUE.

6. Haubosee 3aiunieHHbIM 3J1eMEHTOM HH(OPMAallMOHHON CUCTEMBI OOBIYHO SIBJISIETCS ...
. OnepanuoHHas cucTema;
. [Tepconaur;
. Cuctema ympaieHust 6a3aMH JaHHbIX;
. CereBble MOAKITIOYEHHUS.
. K cyobexkram nH(pOpMaImOHHOW CUCTEMBI HE OTHOCHUTCH ...
. Bmanenen;
. ITonp30Barens;
. Perymsarop;
. COOCTBEHHUK;
. Undopmanmonnas cucrema — 310 ...

a. Habop mporpaMMHBIX ¥ TEXHUYECKUX CPEJICTB;

b. VYmnopsmodyeHHYI0O COBOKYITHOCTh JOKYMEHTOB ¥ HH(OPMAIMOHHBIX TEXHOJOTH,
peaTn3yonmx HHPOPMALMOHHBIE IPOIIECCHI;

c. YnopsiioueHHast COBOKYITHOCTh JOKYMEHTOB, OTHOCSIIIIUXCS K OTPE/ICTICHHON 001aCTH;

d. HaGop nmporpaMMHBIX CPEJICTB, OTHOCSIIUXCS K OJTHOU 3a/1a4e.
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9. HecanKIIMOHMPOBaHHBIN AOCTYII — 3TO ...

a. Jloctyn uiu Bo3J€HCTBUE C HAPYIIIEHUEM MPABUI JOCTYIIA;

b. 3MeHeHue napoJisi ¢ mpaBaMu aJIMUHUCTPATOPA;

c. loctyn B HE3aIMIIEHHYIO CUCTEMY MOJIb30BATENS;

d. I3meHeHune maposis 1oCTyIa B CUCTEMY T0JIb30BATEIIEM.

10.K xoHpuaeHIMaIbHONM HHPOPMALIUK HE OTHOCHTCS ...

a. CnyxeOHas TaliHa;

b. IlepconanbHble JaHHEIE;

c. 'ocynapcTBeHHas TaiiHa;

d. Kommepueckas TaitHa.

11.YTo HEe OTHOCUTCS K HETIPEAHAMEPEHHBIM BO3CHCTBUAM?

a. Bo3nelicTBus n3-3a ommOOK MOJIb30BATENS;

b. CO0ii TEXHUYECKUX CPEJICTB;

c. COoii mporpaMMHBIX CPEJICTB;

d. BHenpeHnue Bupyca B aBTOMaTHYECKOM PEKHME.

12.1enpt0 3amuThl KHGOPMAITUH SBIIACTCS ...

a. [IpenoTBparieHre SKOHOMUYECKOTO yiiepOa COOCTBEHHUKY, BIIa I€NIbIly HITH ITOJIb30BATEIIO
nHpopmanuu;

b. IIpenoTBpaitienust 4ocTyna B UHOOPMALIMOHHYIO CUCTEMY HEJIETUTUMHBIM 10JIb30BATEIIM;

c. Henonymenue pacnpocrpaneHus: KOHQUACHINATbHON HHPOPMAIUH;

d. Cobnroienue MOJMTHKH O€301TaCHOCTH U BHITIOJIHEHHUE MTPABHII XpaHEHHs HH(OPMAIIHH.

13.Yto He ABIsSETCSA XapaKTEPUCTUKON HH(MOpMaIuu?

a. CTaTH4YHOCTE;

b. Tum gocryma;

c. Bpems oTknuka;

d. CroumocTh co3ganusl.

14.Kakasi CTOMMOCTHas XapaKTepPHCTHUKAa HWH(POPMALUU COBIAMAET C CeOECTOMMOCTHIO
uHpopmanun?

a. CTOMMOCTb CO3JIaHUS;

b. CroumMocTh MoTepu KOHGUAESHINATEHOCTH;

c. CTOMMOCTb CKPBITOI'O HapyIIEHUS LIETOCTHOCTH;

d. CTouMocCTh yTpaThl.

15.Bpems xu3HM HHPOpPMALIUK — 3TO ...

a. Bpems, noka nnpopmanus XxpaHuTcs B MHPOPMAITMOHHON CUCTEME;

b. Bpems, noka undopmarius akTyanbHa,

c. Bpewms, noka nnpopmarnust ”HTEpeCHa AJIs 3710yMbIIUIEHHUKOB;

d. Bpems, noka cTouMOCTh co3/1aHus HUHGOPMAIMH BBILLIE CTOUMOCTD TOTEPH.

16. KakoB MakcuMabHBIN CPOK XpaHEHUs JOKYMEHTOB ¢ rpudom "cekpeTHo"?

a. 5 ner;

b. 10 mer;

c. Heorpanuues;

d. o Tex mop, noka uHdopmMarus He Oy1eT CKOMIIPOMETHPOBAHA.

17.01InunTeIbHbIE 0COOEHHOCTH 00BEKTOB HAOJIOACHUS, ITO3BOJISIONINE OTIIMYUTE OOBEKT
KOH(HICHIIMATIBHBIX HHTEPECOB OT JIPYTHX, MO00HBIX eMy —

a) JlemackupymoIue npru3Haku

b) Kondunennumansuas napopmarius.

c) Cemantuueckasi ”HGopMaIusl.

18.CpencrBa perucrpanuu, XpaHeHus, nepenayd WHpopMaluy, WM, UHAYe, MaTepuai, Ha
KOTOPBI MOXKHO 3aITUCBIBATh MH(OPMALIUIO.

a) Mcrounuk nnpopmanuu

b) Hocurenu undopmanuun

c¢) Mudopmannonnslie pecypcsl

d) Uctounuku nnpopmanuu



19.JlokyMeHTBl U MacCHBBI JOKYMEHTOB B HWH(OPMAIMOHHBIX CHCTEMax: OMOIMOTEKax,
apxuBax, (poHmax, 6aHKax JaHHBIX, APYTHX BUAaX HHOOPMAIMOHHBIX CUCTEM.
a) Mcrounuk nnpopmanuu
b) Hocurenu nndopmanuu
¢) Uudopmanmonusie pecypcbl
d) Ucrounuku nadopmanuu
20.1Muadopmarnusi, cCOCTaBIsIOMIAs TOCYAAPCTBEHHYIO TallHY HE MOYKET UMETh rpud. ..
a) «UIs CITY’)KeOHOTO TI0JIH30BAHUS
b) «cekpeTHO»
C) «COBEPIICHHO CEKPETHOY
d) «oco0oit BaXXHOCTHY
21.YT1euka uapopManuu — 370 ...
a) [Iporecc packpbIThs ceKpeTHOU nH(DOpPMALTUN
b)IIpouecc yHu4TON)KEHUS HHPOPMALTHH
c¢) Hempennamepennas yrpara Hocutenst HHGpOpMarim
d)HecaHKIIMOHMPOBAaHHBIA  TpollecC  TepeHoca  WH(poOpMamuu  OT  WCTOYHUKA K
3IIOYMBIIIICHHUKY
22 .3amura uHGOpMaIuu o0ecreynBacTCs MPUMECHECHUEM aHTUBUPYCHBIX CPEICTB
a) Ja
b) Her
c¢) He Bcerna
23. Bug yrpo3sel JIEHCTBHS, HANpaBICHHOTO HA HECAHKIIMOHHMPOBAHHOE HCIIOJIb30BaHHE
WH(POPMALIMOHHBIX PECYPCOB, HE OKA3bIBAIOLIETO MPU ATOM BIHSHUA HA € (YHKIMOHUPOBAHUE — ...
yrpos
a) AKTUBHas
b) IlaccuBHas
24. Yto He OTHOCHUTCS K 3a/1auaM HHPOPMAITMOHHOH Oe30macHoCTH?
a) IEJIOCTHOCTh U CEKPETHOCTb;
b) a1exTpoHHas NOANUCH U JaTUPOBAHUE;
C) YCTOMYMBOCTH CBSI3U U OTIpeieNieHue Tpaduka,
d) HeoTka3yemMocTh U aHOHUMHOCT.
25. [IpaBo Ha UCIOJIB30BaHUE HEKOTOPOTO pecypca — 310 ...
a) KOHTPOJIb JOCTYTIA;
b) mpaBo cOOCTBEHHOCTH;
) cepTUUKaIus.
d) ynomHOMouYMBaHuE;
. Uto He oTHOCUTCSA K 3a7a4aM MH(POPMAIIMOHHON 0€301acCHOCTH?
. LIEIOCTHOCTh M CEKPETHOCTB;
. DIIEKTPOHHASI TTOJITICH U TaTUPOBAHHE;
. YCTOWYHMBOCTH CBSI3M U OIIpeJieNieHue Tpaduka,
. HEOTKa3yeMOCTh U aHOHUMHOCTb.
. IIpaBo Ha HCMOJIb30BaHNE HEKOTOPOTO pecypea — 3TO ...
. YIIOJTHOMOYHBaHUE,
. KOHTPOJIb JOCTYTIA;
. TIpaBO COOCTBEHHOCTH;
. CepTH(UKAIHA.
3. Kakme MeTOapl pealm3yroT KOHTPOJb COOJIOACHUS YCTAHOBJIEHHOTO TIOpSIIKAa K
3amuIaeMon nHpopMaun?
a. IPaBOBBIE;
b. aIMUHUCTPATUBHEIE;
C. TEXHUYECKHE;
d. Bce mepeuyncieHHbIE.
4. Kakuie METOIbI HE OTHOCSTCS K 00ecTieueHnI0 HH()OPMAITMOHHOM 0€3011acHOCTH?
a. IPUHYXKICHUE U NTOOYXICHHE;
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. YIIpaBJICHHUE JOCTYIIOM U PETIAMEHTAIIHS;
. MACKHMPOBKA U MPEMNSATCTBUE;
. CKPBITBIH TIOCTYN ¥ KOIIUPOBAHKUE COOOIICHUH.
. Metoiamu 3a1UThI ¢ "YEPHBIM SIIUKOM" HA3bIBAIOT ...
. METO/Ibl, HE MMEIOIIIE MATEMaTHIEeCKOTO 0OOCHOBAHUS CTOMKOCTH;
. "cnenple" MOJyaBTOMaTUYECKUE METO/IbI;
. KpunTorpaguueckue MeTO/IbI;
. METO/Ibl, PEaTM30BaHHBIC HA alMapaTHOM YpOBHE.
. UTo SIBJISIETCSI OCHOBHOM IEIBI0 aIMUHUCTPATHBHOTO YPOBHS 0€30MacHOCTH?
. OTJIaJIKa MOHUTOpA OE30MaCHOCTH;
. hopMHUpOBaHNE TTOJIUTUKU OE30IACHOCTH;

C. peayiu3alus TMCKPEIMOHHON MOJIEINH;

d. peanuzanus MaHAATHON MOJIEIIH.

7. K xakoMy ypOBHIO MOJIUTUKE 0€30MaCHOCTU OTHOCSITCS BOIPOCHI, KACAIOIINECS OTIEIbHBIX
aCIEKTOB OpraHu3anuu’?

a. BEpXHEro YpOBHS;

b. aIMUHUCTPATUBHOTO YPOBHS,

C. CPEIHErO YPOBHS;

d. HIDKHETO YpOBHSL.

8. Boibepute nuIIHUN 1ar B mpoueaype pa3pabOTKU MOJUTHKUA HH(OPMAMOHHOU
0€30MacHOCTH.

a. pazpaboTKa keIaeMoii MOJIUTUKHU OE30IaCHOCTH;

b. BBIOOp CHCTEMBI 3aIIIUTHI;

C. CTaHJapTU3ALIUS CUCTEMBI 3alUTHI;

d. ompenenenue TpeOOBaHMIA, HE pEATH30BAHHBIX CUCTEMOMN 3aITUTHI.

9. UTo HEe OTHOCHUTCS K HEJIOCTaTKaM OMEPalMOHHBIX cucTeM cemeiictB Windows?

a. HEBO3MOXXHO BCTPOCHHBIMH CpPEJICTBAMH TapaHTUPOBAHHO YAAIATH OCTATOYHYIO
uHpopmaruio;

b. HEBO3MOXHO BCTPOCHHBIMH CPEICTBAMU 00CCIICUUTh ITOJTHOTY CUCTEMBI;

C. He o0ecreurBaeTCs perucTpalys BbIaYd JOKYMEHTOB Ha "TBEPAYIO KOMUIO", a TaKxke
HEKOTOpBIE Apyrue TpeOoBaHUs K peruCTpalui COOBITUI;

d. HEeBO3MOXKHO B 0011IeM CiTydae 00eceynuTh 3aMKHYTOCTh (MJIH 1I€TI0CTHOCTD) MTPOTPaMMHOI
CpEeJbL.

10. Kakme  MeTOApl  HECAHKIIMOHMPOBAHHOTO  JOCTyma  sIBAseTCsl  Haumbosee
pacrpocTpaHéHHBIMU B oniepaiiioHHon cucreme Windows?

a. [To3BosstonIrie HeCAHKIIMOHUPOBAHHO 3aIYCTUTh UCIIOHAEMBIH KOJT;

b. ITo3Bosmstoe 000WTH YCTAHOBIICHHBIE PA3TrPAaHUUCHUS TIPAB JIOCTYIIA;

c. TposiHCKHE TPOTpaMMBbl;

d. Ilo3BonsiromMe oCyIecTBUTh HECAHKIIMOHUPOBAaHHBIE OTIEpalluy YTEHUs/3aMuCcH (haiiIoBbIX
U JIpYTUX OOBEKTOB.

11. Hawubonee pacnpocTpaHEHHBIMH METOJIAMH HECAHKIIMOHUPOBAHHOTO JOCTyIa B
onepanuonHoi cucreme Unix siBIsieTcs ...

a. [To3BoJsIONIIe HECAHKITMOHUPOBAHHO 3aITyCTUTh HCTIOTHICMBIN KO,

b. TTo3Bomstomnre 000NUTH YCTAaHOBIEHHBIC Pa3rPaHUUYCHUS MTPAB TOCTYIIA;

c. TpostHCKME mporpaMMsl;

d. [To3BosirOIIME OCYIIECTBUTh HECAHKIIMOHUPOBAHHBIC OTIEPAIlMU YTEHUs/3amucu (HaiIoBBIX
U IpYyTUX 0OBEKTOB.

12. YTo HE OTHOCHUTCS K OCHOBHBIM MPUHITUIIAM OOeCTIeueHus HallMOHATBHON Oe30macHoCT?

a. B3aUMHas OTBETCTBEHHOCTb JIMYHOCTH, OOIIECTBAa W TOCYyIapcTBa IO OOECIEUEHUIO
0e30I1acHOCTH;

b. 3aKOHHOCTE;

c. cobmonenue Oamanca Mexay cdepaMd OTBETCTBEHHOCTH IHUYHOCTH, OOIIECTBA H
rocy/1apcTBa;

d. cobmronenne 6ananca )KM3HEHHO Ba)KHBIX MHTEPECOB JTMUYHOCTH, OOIIIECTBA U TOCYIapCTBA.
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13. K npaBoBbIM MeTOZaM obecrieueHust UH(HOPMAIIMOHHON 0€30IacHOCTH HE OTHOCHT ...

a. olpesieieHne Lesel, 3a1a4 U MeXaHU3MOB Y4acTHs B 9TOH JEATEIIbHOCTH OOIECTBEHHBIX
00beTMHEHNUH, OpraHU3alui U TPpax/iaH;

b. onpeaeneHue  OTBETCTBEHHOCTH  (DU3MYECKMX M IOPUAMYECKMX  JIMIL 32
HECAaHKIIMOHUPOBAHHBIN TOCTYII K HH(OPMAIIHH;

C. onpejeseHne ypoBHeil 6e3onacHocTeil B HH(QOPMAIIMOHHBIX CUCTEMAX;

d. ompezneneHne OTBETCTBEHHOCTH (DM3MYECKHX U FOPUAMYECKHX JIUI] 32 MPOTHUBOIPABHOE
packpelTHEe KOH(UIEHINAIBHOW HHPOPMALIUH.

14. Kakoli JOKYMEHT MpEICTaBis€T COOOM COBOKYIMHOCTh B3IUISIIOB Ha LEIH, 3a/a4yd U
IPUHIUIBI 1 OCHOBHBIE HalpaBieHUs oOecrieyeHus MH(opManuoHHol Ge3omacHocTy Poccuiickoit
®Denepauuu:

a. Koucturynus Poccuiickoit @enepannu;

b. Konnenuus nHannonanpHoil 6e3omacHocti Poccniickoit denepanuu;

c. Jlokrpuna nndopmarnmonHoit 6e3omacHoctu Poccuiickort deaepanmm;

d. ®enepanbhsii 3akoH "O6 nHbopManyu, HHGOPMATH3AIMH U 3aIIUTE HH(POpMAIHU".

15. K xakoMy ypOBHIO IIPaBOBOIo obecnedyeHus: HH(HOpMalMOHHON 0€3011aCHOCTH OTHOCATCS
ITocranoBnenus lIpaBurenscTBa Poccuiickont @enepanuu:

a. IepBOMY;

b. BTOpOMY;

C. TPEThEMY;

d. ueTBepTomy.

16. OcHOBHOM 3a/1aueil KpUINITOAHAIIU3A SABJISIETCA ...

a. KOMIIpOMeTalus KJIoya;

b. mosyyeHue OTKPBITOro TEKCTa 03 3HaHUS KIIH0Ya;

C. IOJIy4eHHEe MUPpTEeKcTa O€3 3HaHUS KIH0Ya;

d. momyueHue KiIr04a U3 MUPPTEKCTa.

17. Yto HE OTHOCHTCS K 3a/1a4aM KpuIrrorpapuu?

a. ayTeHTU(pUKALIUS;

b. menocTHOCTE;

C. CUCTEMHOCTB;

d. HeocIOpUMOCTb.

18. Kak Ha3bIBaroTCsl KpUNTorpaduyeckue ajaropuTMbl, JJIs KOTOPBIX KIIIOY 3alIM(poBaHus
HE COBIAJAeT ¢ KI0YOM paciindpoBaHus?

a. OJI0YHEIE;

b. morounsie;

C. CHMMETPHUYHBbIE;

d. accumeTpuyHbIE.

19. B yem cyts npunnuna Kepkxogdcea?

a. B KPUNTOCUCTEME JOJDKEH MCIOJb30BAaThCS CMEHHBIM AJIEMEHT, Ha3bIBAEMbIM KIIIOUOM, U
CEKPETHOCTh MM pa 00eCeynBaeTCsi CEKPETHOCTHIO KITtoua MU POBaHMS;

b. yCTOWYMBOCTH KPUNTOCHCTEMBI OOpPATHO MPONOPIHMOHATFHA WHTETPATBHON MOITHOCTH
UCTIOJIb3YEMBIX JUIS B3JIOMa KOMITbIOTEPOB;

C. YCTOWYHMBOCTh KPHUIITOCHCTEMBI ITOJIMHOMHUAIBHO 3aBUCUT OT JUIMHBI HCIIOJIB3YeMOTO
KJTI0Ya;

d. B kxpunrocucreme mmppoBaHUE JOIDKHO OCYIIECTBISITHCS TIOCHMBOJIBHO, IPUYEM KaXKIbIH
CJICAYIOIIMHA CUMBOJ HE JIOJKEH 3aBUCETh OT MPEIbITyIIHX.

20. Knacc oiHOCTOPOHHUX (YHKIIHM, TPUMEHSIEMbIX B KpUIITOrpaduu, Ha3bIBaeTCH ...

a. TeHEepaTOpHl CITy4allHBIX YUCEN WU PHA-()YHKIIHS;

b. pynkunu Kepkxoddca unu kpdc-dpyHkius;

C. CUHIJI-(DYHKIIMS;

d. xou-pyHKIus.

21.Kaxkoii cepBUC TIO3BOJISIET KOHTPOJIUPOBAThH JEUCTBUS CyOBEKTOB HaJ MHPOPMALMOHHBIMU
oOBexTaMu?

a. CepBUC KOHTPOJIS MOJIb30BaTENeH;



b. cepBuC yrpaBIeHHs JOCTYIIOM;

C. CUCTEMHBII CEpBUC;

d. monp30BaTENbCKUN CEPBUC.

22. Kak Ha3bpIBaeTCs aHaIW3 HAKOIUICHHOM CHCTEMHOW WHGOPMAIMH, TIPOBOIUMBII

OIICPaTUBHO UJIN HepI/IOI[I/I‘-IeCKI/I?

a. ay/IuT;

b. mporokonupoBaHue;

C. HICHTH(UKALIHS;

d. cucremaruzanusi.

23. K kakoMy BUY OLUIMOOK OTHOCUTCS MPOMYCK aTak Ha HH(GOPMAIIMOHHbBIE CUCTEMBI?

a. OLIMOKHU MEPBOT0 POJIa;

b. ommOku BTOpPOTO poja;

C. OLIMOKHU TPETHETO POJIA;

d. ommOKu YeTBepTOrO poja.

24. YTo HE OTHOCHUTCS K MOTEHIUAIBHBIM Yrpo3aM 0e30MacHOCTH HH(POPMAIUH B JTOKATbHBIX

BBIYMCIIMTEIIHLHBIX CETIX?

a. HGC&HKHHOHI/IpOBaHHI)Iﬁ AOCTYII B JIOKAJIbHYIO BBIYUCIIUTCIIBHYIO CUCTEMY CO CTOPOHLIL

IOTATHBIX KOMIIBIOTCPOB,

b. HECAaHKIIMOHUPOBAHHBIN JOCTYI CO CTOPOHBI JIMHUH CBSI3U;

C. HELITAaTHBIE aIMUHUCTPATUBHO-TIPABOBBIE CUTYALIUH;

d. aBapwmifHbIE CHTYyaIlK ¢ 000PYIOBAHHUEM.

25. Kak Ha3bIBalOTCsS NPOrpaMMHBIE WM allapaTHbIE CPENCTBAa Pa3srpaHUYECHMs OCTyIa

MCKAY CCrMCHTaAaMH JIOKAJIbHOH BBIYHUCIUTEIBHON ceTh?

a. aHTUBUPYCHBII SKPaH;

b. MexceTeBble IKpaHbL;

C. TPAHCIIOPTHBIN y3€IT;

d. curHanpHO-anMapaTHBIA y3ell.

MeToauuecKkue MaTepHuaJibl, XapaKTCPUIYIOIIMEC MPOUECAYPbI OCHUBAHUSA

[lepepuenb BOIIPOCOB AJisi IPOBEJAEHHS YCTHOTO COOECEI0BAHMUS.

MakcumanbHas cymMma 0ajuioB, Habupaemasl CTy/IeHTOM 1o AucuuiinHe pasHa 100.

OueHka
B
Oayutax

O1eHKa 110 IIKaJe

O6ocHoOBanue

Yposenw
chopmuposannocmu
KomnemeHnyuil

Bonee
80

«OTInyHO»

Conepxanne Kypca OCBOCHO
MOJIHOCTBIO, 0€3 MPoOesoB,
HEO0OXO0IMMBIC TTPAKTUICCKIE HABBIKA
paboThI C OCBOEHHBIM MaTEPHUATIOM
c(hOopMUPOBaHBI, BCE
MIPEeIyCMOTPEHHBIE MPOTPaMMON
oOyueHus: yueOHbIe 3aJaHUs
BBINIOJHEHBI, KAYECTBO UX
BBITTOJTHEHUS OI[EHEHO YHCIIOM
0ayI0B, OJIM3KUM K MAaKCUMAITBHOMY

Buicokuii yposens

66-80

«Xopomro»

ConeprkaHue Kypca OCBOCHO
MOJIHOCTBIO, 0€3 MpoOesoB,
HEKOTOPbIE MPAKTUYCCKIE HABBIKH
paboThI C OCBOSHHBIM MaTEPUATIOM
chopMHpPOBaHbI HEAOCTATOYHO, BCE
MPEyCMOTPEHHBIC TPOTPAMMOIA
o0ydeHus1 yueOHbIC 3aTaHUS

Ilpoosunymuti
yposenp




BBIITOJIHEHBI, KAYECTBO BBIIIOJIHEHUS
HH OJTHOT'O M3 HUX HE OLIEHEHO
MUHUMAaJIbHBIM YHCIIOM OaJIjIOB,
HEKOTOPbIC BUAbI 3aJaHUI
BBITIOJTHEHBI C OLTMOKaMU

50-65 | «YnosnerBopurensHo» | ConmepkaHue Kypca OCBOCHO Ilopozoswiit yposens
YaCTUYHO, HO MTPOOEIIBI HE HOCAT
CYIIECTBEHHOT'O XapakTepa,
HEO0XOIMMBIC TIPAKTUYCCKUE HABBIKU
paboThI ¢ OCBOCHHBIM MaTEPUAJIOM B
OCHOBHOM C(hOPMHUPOBAHBI,
OOJIBIITMHCTBO MPETyCMOTPEHHBIX
porpaMMoi 0O0ydeHHs yU4eOHBIX
3aJJaHUii BBITIOJIHEHO, HEKOTOPBIE U3
BBINTOJIHEHHBIX 33JJaHUI, BO3MOXKHO,
COJIEpIKaT OITMOKHU

Menee | «HeynosnerBopurenbHo» | CoaepkaHue Kypca HE OCBOEHO, Komnemenuyuu ne
50 HE00XOAMMBbIE IPAKTUYECKHUE HABBIKU | chopmuposansvl
paboThI He CHOPMHUPOBAHEI,
BBINOJIHEHHbIE YUeOHbIE 3a/1aHUS
CoJIepIKaT rpyObIe OMMOKH

3. 3agaHus B TecTOBOM (popMe 1O TUCHUILINHE

[Ipumeps! 3ananuii:

1) AnmapatHo-mporpaMMHble CpeACTBa KpUNTOrpadguuyeckoi 3amuThl  HMHPOPMALUU
BBITTOJIHSIOT (PYHKIINU:

1. AyreHTuduKanuio Moab30BaTessl, pasrpaHUYeHUEe J0CTyna K MHpopMauuu, odecreyeHue
[EJIOCTHOCTH MH(DOPMAITUH U €€ 3alIUTHl OT YHHUTOXECHHS, IN(POBAHUE U DIEKTPOHHYIO U (PPOBYIO
HOJIIIKCh.

2. OpraHu3oBBIBAIOT pEATU3alNI0 TOJUTUKM O€30IacHOCTH HMHGPOpMAIMM Ha dTamne
skcruryaTanuun KC.

3. [IpoBepstoT HAa OTCYTCTBHE 3aKJIAIOK TPUOOPOB, YCTPOUCTB.

[TonHbI epevyeHb TeCTOBBIX 331aHUN C yKa3aHUEM MPAaBUIILHBIX OTBETOB, pa3MeIleH B OaHKe
BOIIPOCOB Ha I/IH(I)OpMaI_II/IOHHO-O6pa30BaTeJ'ILHOM rnoprtajie HWHCTUTYTa 10 CCBIJIKEC
https://www.mivlgu.ru/iop/question/edit.php?courseid=404

OLIeHKa pPaCCUUTBIBACTCA KaK MPOUCHT MPABUJIIBHO BBINTOJIHECHHBIX TECTOBBIX 3a,Z[aHHfI N3 ux
o0mIero yuca.



