MuHuCTEpCTBO HAYKH U BhICIIEro oOpa3oBanus Poccuiickoit deneparuu

MypoMckHii HHCTHTYT ((puinaJr)
(beﬂepanbﬂoro TOCYAapCTBCHHOT'O 6IOI[)K€THOF0 O6paBOBaT€J'IBHOFO YUPCKACHUA BBICHICTO O6p8.30BaHI/I$I

«BaaaMMUPCKU rocy1apCcTBeHHbIN YHHBEPCUTET

uMenn AJiekcanapa I'puropresuya u Hukosas I'puropsesuya Ctos1eTOBBIX)
(MM Bar'y)

Kadenpa HC
«YTBEPXJIAIO»

3amecTuTenb aupekTopa no YP
H.E. AunpuanoB

17.05.2022
PABOYASA ITPOT'PAMMA JUCHUAITJIMHBI
Aomunucmpuposanue uHHOPMAYUOHHBIX cUCmeEM
HanpasJieHue noaAroToBKu 09.03.02 Unugopmayuonnvie cucmemsl u
mexHoJsiocuu
Ipoduiab moArOTOBKH Hngopmayuonnsie cucmemvl u mexHonocuu
Bcero Popma
Tpynoem- Tex- IIpaktn- | Jlabopa- Koncyan- | Kont- | (omrak- IPOMeEKY-
KOCTb, YecKue TOpPHBIE CPC, TOYHOI'0
Cemectp uu, Tanus, PoJb, THasl
gac./3a4. 3aHATHUS, | padoThI, qac. KOHTPOJIS
qac. qac. qac. pabora),
ell. yac. yac. (3k3., 3a4.,
yac.
3a4. C OIL.)
6 108/3 28 16 2,8 0,25 47,05 ]60,95| 3au. c on.
Hroro | 108/3 28 16 2,8 0,25 47,05 | 60,95

Mypom, 2022 r.




1. lleab ocBOEHUS JUCHUIJIMHBI
I_ICJ'II)IO OCBOCHHUS OUCIHUITIINHBI ((AI[MI/IHI/ICTpI/IpOBaHI/Ie I/IH(bOpMaI_[I/IOHHI)IX CUCTEM)» SABJISACTCSA

06yquHe CTy,Z[GHTOB OCHOBaM a,Z[MI/IHI/ICTpI/IpOBaHI/IH BBIYHMCIUTCIBHBIX CHCTCM H OHepaHI/IOHHBIX
cucreM kiaaccoB Windows u Linux.

3ama4yu TUCIUTUTHHEL:

B pesynbTare ocBoeHHs Kypca « AAMUHUCTPUpPOBAaHNE NH(GOPMAIIMOHHBIX CUCTEM» CTYACHTHI
JOJIKHBI UMETh MPEACTABICHUE:

- 0 HEOOXOAMMOCTH TIPOIIeAYp anMUHUCTpUpoBanus B VIC;

- 00 00BEKTaxX U METOAAX aAMUHUCTPUPOBAHUS;

- 00 MHCTATAIMA HHPOPMAITMOHHBIX CHUCTEM;

- 00 ynpaBlieHUU U 00CITy’)KUBAHUH TEXHUUYECKUX CPEICTB B MH(DOPMALIMOHHBIX CHCTEMAX;

- 0 METOJax OpraHu3ali U HACTPOHKU CETEBOU MHPACTPYKTYPHI.

2. MecTto nucuuiuiuabl B cTpykrype OIIOII BO
JucrunnuHa «AIMUHUCTPUPOBAHUE MH(POPMAIIMOHHBIX CHCTEM» OOCCIICUMBAET TOHMMAaHUE
OCHOB aIMUHHCTPHPOBAHUE OINEPALMOHHBIX CUCTEM M KOMIBIOTEpPHBIX ceTeil. Kypc Gasupyercs Ha
3HAHMUAX, TIOJYYCHHBIX CTyJICHTaMH B TIpollecce u3ydeHus auciuiuiiH «MHpopMaTnkay,

«MH)OKOMMYHHMKAIIMOHHbIE CHUCTEMBI M CETH», «APXHUTEKTypa HH()OPMAIMOHHBIX CHUCTEM»,
«YTpaBicHHUE JaHHBIMI.

3. Ilnanupyembie pe3yabTaThbl 00y4eHUs M0 JUCHUIJINHE
[Inanupyemble pe3yiabTaThl OOy4YEHMs] MO IUCHUIUIMHE, COOTHECEHHbIE C IUIAHUPYEMBIMU
pesynbraramu ocBoeHust OIIOII (koMIIeTeHITUSAMU ¥ HHIUKATOPaMHU JOCTHKEHUS KOMITETEHITHIA )

dopmupyembie [Tnanupyemblie pe3ynpTaThl 00yUCHHS MO JUCHUILINHE, B
KOMIIETCHIIMHU (KO, COOTBETCTBUU C HHAUKATOPOM JOCTHXKEHHSI KOMIIETCHIIMU HanmeHoBanMEe OICHOYHOTO
COJZICp)KaHUC HNuaukaTop AOCTHXKEHUS Pesynbratel 00y4eHus mo CpeacTaa
KOMIIETCHIIHNN) KOMIIETEHIIUHA JUCLUILINHE

OIIK-7 Cnocoben
OCYIIECTBIISITH BEIOOD
wiatdopm u
HHCTPYMEHTAIIbHBIX
POTPaMMHO-
anmapaTtHbIX CPeiCTB
IUISL peaTi3alin
MHPOPMAITMOHHBIX
CHCTEM;

OIIK-7.1 leMoHCTpUpYET
3aHus IaTdopm,
TEXHOJIOTHUII U
MHCTPYMEHTAIbHBIX
IPOrPaMMHO-aNNaPaTHBIX
CPEACTB IS pealn3aliun
MH()OPMAIMOHHBIX CHCTEM

3HATh OCHOBHBIC
WIATHOPMBI, TEXHOJIOTHH H
HHCTPYMCHTAJHHEBIC
MIPOTrpaMMHO-aIapaTHEIC
CpeICTBa IS peaTu3aliu
HHPOPMAMOHHBIX CHCTEM
(OIIK-7.1)

OIIK-7.2 YMmeTh
OCYIIECTBIISATH BBIOOD
miathopm u
HWHCTPYMEHTAIbHBIX
MPOTrpaMMHO-aINapaTHBIX
CPEACTB JUIsl pean3alun
HWH(OPMAIMOHHBIX CUCTEM,
MPUMEHSTH COBPEMCHHBIC
TEXHOJIOTHH Peai3aluu
WHPOPMAIMOHHBIX CHCTEM

YMeTh OCyIIECTBISATH BEIOOD
miathopm u
HHCTPYMEHTAJILHBIX
IPOrPaMMHO-aIIapaTHBIX
CPEICTB JUIsl peann3anny
UHGOPMALMOHHBIX CHCTEM,
IPUMEHSATH COBPEMEHHBIE
TEXHOJIOTHH PeaIn3alnu
nH(OPMAMOHHBIX CHCTEM
(OIIK-7.2)

OIIK-7.3 IIpumenser
TEXHOJIOTUH U
MHCTPYMEHTAJIbHBIE
IIPOrpaMMHO-aNIapaTHIME
CpeAcTBa IS pean3alin
nH(OPMAMOHHBIX CHCTEM

HMmeTth HaBBIKK BJIaacHUA
TCXHOJIOTHAMU U
HWHCTPYMCHTAJIbHBIMU
nporpaMMHO-armapaTHbIMU
CpCACTBaMU U1l peain3alnn
I/IH(l)OpMaIII/IOHHLIX CHCTEM

Bormpocs! kK ycTHOMY
onpocy,Bompocs! mo
nTabopaTopHO padore

oOecrieueHue st
MHOPMAMOHHBIX H
ABTOMATH3MPOBAHHBIX

COBPEMEHHBIX CTaHIapTOB
MHPOPMAITMOHHOTO
B3aMMOJIEUCTBHS CUCTEM

MHPOPMAITMOHHOTO
B3aMMOJIEUCTBHS CUCTEM
(OIIK-5.1)

(OIIK-7.3)

OIIK-5 Cnocoben OIIK-5.1 leMoHCTpUpYET 3HaTh OCHOBBI CUCTEMHOTO Bomnpocs! x ycTHOMY
UHCTaJLIUPOBATh 3HAHUE OCHOB CUCTEMHOI0 aJMUHUCTPUPOBAHUS, onpocy,Bomnpocs! no
IIPOrpaMMHOE U aJMUHUCTPUPOBAHUS, agmuHucTpuposanus CYB/, nTabopaTopHO padore

arrapaTHoe agmuaucTpupoBanus CYB/I, COBpPEMEHHBIE CTaHAAPThI




CHCTEM;

OIIK-5.2 ITpousBoaut
MHCTAJUTAIMIO U HACTPOMKY
HHCTPYMEHTAILHOTO
IPOTPAaMMHOTO 00€CIeYCHUS
JUTSL pEIICHUS 3a1a4
npoQeCCUOHATBHOM
JIESITEIbHOCTH

‘YMeETh BBINOIHATH
mapaMeTPUUCCKYTO
HAaCTPOHKY
UH(POPMAIMOHHBIX
ABTOMATH3HPOBAHHBIX
cucreM (OIIK-5.2)
VIMeTh HaBBIKH WHCTAIIISIIH
MIPOTPaAMMHOTO U
arnmapaTHOTO O0eCTIeUeHUs
MH(OPMAMOHHBIX H
ABTOMAaTH3MPOBAHHBIX
cuctem (OITK-5.2)

OIIK-4 Criocoben
y4acTBOBAaTh B
pa3paboTke
TEXHUICCKON
JIOKYMECHTAIUH,
CBSI3aHHOM C
po¢eCCHOHATBHOM
JIEATEILHOCTRIO C
HCIIOIb30BaAHUEM
CTaHAapTOB, HOPM U
TIPaBUIT;

OIIK-4.2 Pa3zpabatbiBaeT
JIIEMEHTHI U Pa3IeIbl
TEXHUYECKOU
JTIOKyMEHTAIUH,
OTHOCSIIIHECS K PA3TUIHBIM
JTarnam >KU3HEHHOTO IIHKJIa
HH(POPMAIMOHHONW CUCTEMBI

Pa3pabaTriBaTh 37I€MEHTHI 1
pazzensl TEXHUYECKOU
JIOKYMEHTAIIH,
OTHOCSIIHECS K Pa3TUIHBIM
JTanam >KU3HEHHOTO ITUKIa
HHPOPMAIMOHHOW CUCTEMBI
(OITK-4.2)

Bomnpock! k yctHOMY
ompocy,Bomnpocs o
nabopatopHoi paboTte




4. CTpyKTYypAa U coAepKaHue TUCUUIINHBI
OO6m1ast TpyA0€MKOCTh JUCIUIUIMHBI COCTABIISIET 3 3a4eTHBIC eAMHUIIBI, 108 Jacos.

4.1. ®opma o0yyeHHsI: OUHASA
YpoBeHb 6a30BOro 00pa3oBaHus: CpeaHEE 00IIIee.
Cpoxk oOyuenus 4r.

4.1.1. CTpyKkTypa AUCHUNIIMHBI

KonraktHas pabora
00yYarouXxcs C MeIaroruaeckum ©
=
paboTHUKOM ) dopma
'S TEKYIIET0
g" KOHTpOJIA
& % YCIIEBAEMOCTH
Ne 3 4 (1o HemenAM
Paznen (Tema) nUCIMTIUTMHBI S 5
i () = = = i cemecTpa),
© = 5| E 3 dopma
=l & 8 = 5 | npomexyTouHOM
Z| 2| 8 = 9
< S| = & o | 5] 2 % arrectaruu(Io
= 2 % Ol 2| E S 8 ceMecTpam)
g 2| 2| & | 8| &
2 5| &l =
22| g | B| & 3
=| 8| & Z| X
El &
AR ~
ol Q
=l B
1 Hasnauenue u QpyHkuuu 6 | 2 6 Veruuit onpoc
AIMUHUCTPATUBHOMN
CHUCTEMBI.
2 Ocnosuble nonsaTus OC 6 | 2 4 10,95 | OrermoJIPNel
Unix u 6a30Bble CUCTEMHBIE
BbI30OBBI.
3 OcHOBHBIE QYHKIIUH U 6 | 4 5 VerHbiii onpoc
kommoHeHTHI sipa OC Unix.
4 TpanuuuonHble cpencTBa 6 | 2 6 Vermiit onpoc
WHTEPAKTHBHOTO
uHTepdeiica noap30BaTENCH.
5 | AnmunucrpupoBanue ceret | 6 | 4 4 8 Order no JIP Ne 2
Ha 6aze TCP/IP.
6 AJMWHHCTPUPOBaHHE 6 | 2 4 VerHbiit onpoe
10JIb30BaTENEH.
7 Coznmanne u 6 | 6 8 6 Ortuer o JIP Ne 3, 4
aJIMUHUCTPUPOBAHUE
MEKCETEBBIX SKPAHOB.
8 Aymut u log-daiiisl. 6 | 2 4,95 Vermsiit onpoc
9 AJMWHHCTPUPOBAHHE 6 | 2 10,05 VerHbiit ompoe
cepeepoB WWW,
10 | OcHoBrl TexHoorun VPN. 6 | 2 Yernstit ompoc
Bcero 3a cemectp 108 | 28 16 2,8 10,25 | 60,95 3au4. ¢ oIl
Hroro 108 | 28 16 2,8 10,25 | 60,95




4.1.2. CoageprkaHue TUCUMILIMHBI

4.1.2.1. Ilepeuyensb Jgexkuumii
Cemectp 6
Pa3zoen 1. Haznayenue u (hpyHKyuu aOMUHUCMpPAmuHoLl CUCMeMbl.
Jleknus 1.

Tema 1. Haznauenue u GyHKINN aIMUHUCTPATUBHON CUCTeMBl: DYHKIINH, TPOLEAYPHI U
CITY>KOBI aIMUHHCTpUpOBaHUs (2 yaca).

Pasoen 2. Ocnosnuvie nonamusa OC Unix u 6a3zovle cucmemHble 8bl306bi.
Jleknus 2.

Tema 2. OcnoBubie moHATHS OC Unix u 6a30BbIe CHCTEMHBIC BBI3OBHI (2 yaca).

Pazoen 3. Ocnosnuvie ghynxyuu u komnonenmot siopa OC Unix.
Jleknms 3.

Tema 3. OcHoBuble pyHKIHH 1 KOMIOHEHTHI sifipa OC Unix: YrpaBiieHne mamsThlo,
yIpaBJIeHUE MPOLIECCAMU M HUTAMH (2 gaca).
Jleknus 4.

Tema 3. OcHoBHBIe pyHKIMH U KOMIOHEHTH sapa OC Unix: YnpaBieHne BBOAOM/BBIBOIOM,
MEXITPOIIECCHOE B3auMoiecTBHE (2 yaca).

Pa3zoen 4. Tpaouyuonusie cpedcmea unmepakmusHo2o unmepghetica noib3o8ameinel.
Jleknus S.

Tema 4. TpanumoHHbIE CpeACTBAa HHTEPAKTUBHOTO HHTEp(delica monp3oBaresei (2 yaca).
Pazoen 5. Aomunucmpuposanue cemeui na 6aze TCP/IP.

Jleknnus 6.

Tema 5. AnmunuctpupoBanue ceteit Ha 6a3e TCP/IP: Anpecanus B cetsix TCP/IP, aapeca IP,
MapupyTtusanuus B cetsax [P (2 gaca).

Jleknus 7.

Tema 5. Anmunuctpuposanue cereil Ha 6aze TCP/IP: Haznauenne IP-agpecos y3mnam,
cimy>k0a pa3pelieHus TOMEHHBIX UMEH (2 Jaca).

Pa3zoen 6. Aomunucmpuposanue noivzosamerneil.
Jleknus 8.

Tema 6. AnMuHUCTpHPOBaHKE MOJIb30BaTENEH (2 yaca).
Paszoen 7. Co30anue u aomunucmpuposanue mexiccemesvix IKpaHoas.
Jleknms 9.

Tema 7. Co3ganve U aIMUHUCTPUPOBAHUE MEKCETEBBIX IKpaHOB: CTpaTeruu 3aniuThl
WH(OPMAIIMOHHBIX CUCTEM, IMOJTUTHKA 0€30MacHOCTH OpaHAMaydpa, TEXHOJIOTUN MEKCETEBBIX
9KpaHoB (2 yaca).

Jlexnus 10.

Tema 7. Co3ganve U aIMUMHUCTPUPOBAHUE MEKCETEBBIX 3KpaHOB: besonacHocTs B JIBC,
BH/JIbI CETEBBIX aTaK M CIIOCOOBI 3alIUTHI OT HUX (2 Jaca).

Jleknus 11.

Tema 7. Co3nanue U aIMUHUCTPUPOBAHHUE MEKCETEBBIX AKPaHOB: [lakeTHBIE GMIIBTPHI U
proxy-cepBepsbl, co3aaHue mpaBwi GrutbTpanuu (2 yaca).
Pa3zoen 8. Ayoum u log-atinor.
Jleknus 12.

Tema 8. Ayaut u log-¢aiiner (2 gaca).
Pazoen 9. Aomunucmpuposanue cepeepoe WWW.
Jlexnus 13.

Tema 9. AnmunuctpupoBanue cepsepoB WWW (2 gaca).
Pa3zoen 10. Ocnosvr mexnonozuu VPN.

Jleknus 14.
Tema 10. OcHoBbl TexHonoruu VPN (2 yaca).

4.1.2.2. IlepeyeHb NPAKTHYECKUX 3AHATHH
He mnanupyerces.



4.1.2.3. IlepeueHnb 1a0OPATOPHBIX padoT
Cemectp 6
Pa3zoen 2. Ocnosuvie nousmusi OC Unix u 6a308vle cucmemHble 8bl308bl.
JlabGopatopHnas 1.

YcTaHOBKa ¥ 3HAKOMCTBO C ONEpalMOHHON cucTemoi Linux (4 yaca).
Pazoen 5. Aomunucmpuposanue cemeui na 6aze TCP/IP.

JlabopaTopnas 2.

VYcranoBka u koHGUTyprupoBanue Samba-cepsepa B OC Linux (4 gaca).
Paszoen 7. Cozoanue u aOomunucmpuposanue mexnccemesvix IKPAHO8.
JlabGopatopnas 3.

Coznanue firewall B Linux Ha 6a3e iptables (4 gaca).

JlabGopatopHnas 4.
Coznanue proxy-cepsepa B Linux Ha 6a3e Squid (4 gaca).

4.1.2.4. IlepeueHb TeM U y4eOHO-MeTOAMYECKOE 00ecieYeHre CAMOCTOSATEIbHOI

padoThI
[lepeueHsb TeM, BEIHECEHHBIX Ha CAMOCTOSITEIILHOE H3yUeHUE:!
. OcHOBHBIE TTOKa3aTeNIH KauecTBa GYHKIIMOHUPOBAHUSI CETEH.
. Crpyktypa ®C ext2, ext3, ext4.
. CermenTanust namsatu B UNIX.
. Bunp1 curaanos B UNIX-cucremax.
. CpeacTBa HACTPOUKH MApLIPYTU3AIUH.
. Pennozutopuu I10 B Linux-cucremax.
. Ucnionp3oBanme nenoyek npaBui B iptables.
. Hactpoiika DNS-cepBepa bind.
. Ynanennas padora o npotokosry SSH.
10. IIpotokon LDAP u opranusanus Ha ero OCHOBE cepBepa KaTaJloTrOB.
11. YTunutsel rpadgudeckoro yaajaeHHOTO padbodero croia B Linux.
12. Cucrema nHHIIMaNM3auy systemd.
13. PaGora ¢ ceptudukatamu, KirodaMu 1 ddpoBeiMu noanucsiMu B OpenSSL.
Jliss  caMOCTOSITENIBHON Pa0OTHl MCTOJB3YIOTCS METOAMYECKHE YKa3aHHsl 10 OCBOCHUIO
JUCIUIUIMHBI U U3JIaHUS U3 CIMCKA MPUBEICHHON HUKE OCHOBHON U IOMOJHUTENBHOM JIUTEPaTyphI.
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4.1.2.5. IlepeyeHb TeM KOHTPOJIbLHBIX padoT, pedeparos, TP, PI'P, PIIP

He mimanupyercs.

4.1.2.6. [IpumepHbIii NepevyeHb TeEM KYPCOBBIX PadoT (IIPOEKTOB)
He mnanupyercs.



4.2 ®opma 00y4eHHUsI: 3204HAS
YpoBeHs 6a30BOr0 00pa3oBaHus: cpenaHee MpodecCuoHaIbHOE.

Cpok o0yuenus 3r 6M.

Bcero ®opma
Tpynoem- Hpaxru- | Jlabopa-
Jlex- Koncyab- (KOHTaK- NMPOMEeKYTOYHOT O
KOCTb, YyecKue TOPHBIE Konrt- CPC,
Cemectp UH, Talus, THasi KOHTPOJs (3K3.,
qac./ 3a4. 3aHATUS, | PadoThI, poJib,4ac. gac.
gac. qac. pabora), 3ad4., 324. C 011.)
ea. qac. qac.
qac.
5 108/3 4 4 2 0,5 10,5 93,75 3au. ¢
oi.(3,75)
Hroro | 108/3 4 4 2 0,5 10,5 93,75 3,75
4.2.1. CTpykTypa AMCHUILIHHBI
KonrtakTHas pabota
o0ydaromuxcs ¢ 5
MeJaroru4ecKuM pabOTHUKOM ) ®opma
g TEKyLIero
i" KOHTPOJIA
B g YCIIEBAEMOCTH
Ne 3 2 (To HenenAM
Paznen (Tema) nuCIMIUTMHBI S =
m\it b | =| ~ o cemecTpa),
@) = £ = 3 ¢dopma
= = S w § | mpomexyrouHoii
S| & & S| s = arrectanuu(Io
=l ol o| ol &| 2| E =
=) = ol < = o) cemMecTpam)
S| E| 2| | =| & & ©
5| 8| g 2| 5| 2| =
= =N &= 5 ~ e S
= 8| & 5| =
E| =
2| o E =~
< O o
=l g8
il S
1 Haznauenue u pyHKnm 5 2 4 YcrHbiil
aIMUHUCTPATUBHOMN oIpoc
CHUCTEMBI.
2 OcHosnble oHsiTUst OC 5 2 4 4 Ortuer no JIP
Unix u 0a30BbIC CHCTECMHbBIC Ne 1
BBI3OBBI.
3 OcHoBHbIE QYHKITUH U 5 8 YcrHbliit
koMmoHeHTHI siapa OC Unix. Onpoc
4 TpaguunoHHbBIE CpECTBA 5 12 VY cTHEIN
WHTEPAKTUBHOTO ompoc
nHTepderica moap30BaTesei.
5 | AoMUHUCTpUpOBaHUE ceTer | 5 12 YcrHbiit
Ha 6aze TCP/IP. OTIpOC
6 AJIMUHUCTPUPOBAHKE 5 8 YcrHbiit
10JIb30BATEIIEN. OIIpoC
7 Co3nanue u 5 14 YcrHbIi
aIMUHUCTPUPOBAHUE onpoc
MEXKCETEBBIX SKPAHOB.
8 Ayt u log-haiisl. 5 7 YcrHbIN




Onpoc
9 AJIMUHUCTPUPOBAHKE 5 16 YcrHbiit
cepeepoB WWW. onpoc
10 | OcHoBrl TexHogoruu VPN, 5 8,75 YcTHBIN
OIpoc
Beero 3a cemectp 108 | 4 4 | + 2 10,593,775 3au. ¢
o1.(3,75)
Wtoro 108 ] 4 4 2 10,5]93,75 3,75

4.2.2. Conepxanue TUCHUILTHHbBI
4.2.2.1. IlepeueHsn JeKnuii
Cemectp 5
Paszoen 1. Haznauenue u (hpyHKyuu aOMUHUCMpPAMUEHOL CUCIEMBI.
Jlexnus 1.

Hasnauenue u pynkuuu agmuanctpatuBHon cuctembl. OcHoBHBIE OHATHS OC Unix u
0a3oBbIe cUCTeMHbIE BbI30BBI. OcHOBHBIE (pyHKIMK U KoMIOHEHTHI syipa OC Unix. TpaaunnoHHbie
CpelcTBa HHTEPAKTUBHOTO MHTEpdelica Mmonbp3oBaTeneii. AiMUHUCTpUpoBaHue ceteit Ha 6aze TCP/IP
(2 gaca).

Pasoen 2. Ocnoguvie nonamus OC Unix u 6a3o8bie cucmemHule 8bl308bl.
Jleknus 2.

AJIMUHUCTpUpPOBAHUE TIOJIb30BaTeneil. Co3ganue 1 aIMUHUCTPUPOBAHUE MEKCETEBBIX

9KpaHoB. AynuT u log-daiinsl. AqmuaucTpupoBanue cepsepoB WWW (2 yaca).

4.2.2.2. IllepeyeHb NPAKTHYECKUX 3AHATHH
He mianupyercs.

4.2.2.3. IlepeueHnb 1a0OPATOPHBIX padoT
Cemectp 5
Paszoen 1. Ocnosnvie nousmus OC Unix u 6azo6vle cucmemHbvle 6b1308bl.
JlabGopatopnas 1.
YcTaHOBKa ¥ 3HAKOMCTBO C OMEPAMOHHON cucTemoi Linux (4 yaca).

4.2.2.4. IlepeueHb TeM U y4eOHO-MeTOAMYECKOE 00eceYeHre CAMOCTOSATEIbHOI

padoThI
[lepeueHs TeM, BHIHECEHHBIX Ha CAMOCTOSTEIILHOE H3yUEHUE!
. OcHOBHBIE TIOKa3aTeNN KauecTBa (YHKIIMOHUPOBAHUSI CETEH.
. Crpykrypa ®C ext2, ext3, ext4.
. CermenTanus namsatu B UNIX.
. Bugel curnanos B UNIX-cucremax.
. CpeacTBa HACTPOUWKK MAapUIPYTU3ALUY.
. Penmosutopun I10 B Linux-cucremax.
. Ucrionp30oBanme 1emoyex mpasui B iptables.
. Hactpoiika DNS-cepBepa bind.
. Y nanennas padota no npotokosy SSH.
. IIporoxon LDAP u opranu3zaiius Ha €ro OCHOBE CEpBEPA KaTajlOroB.
. YTunuTel rpaduuecKoro yaaJeHHoro paboyero crona B Linux.
. Cucrema nHMnuanu3anuu systemd.
. Buapl ceTeBRIX aTak.
. Web-cepBep Apache.
. Paszrpannuenue npas gocryna B Windows u Linux.
. OCHOBHBIE KOMIIOHEHTHI U (yHKIMH siapa Linux.
. [Ipokcu-cepBepbl U MaKeTHHIE PUIBTPHI.
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18. HacTpoiika mpokcu-cepepa Squid.

19. Pabora c ceprudukaTamu, KiarodamMu 1 nuppoBsiMu noanucsimMu B OpenSSL.

JInst camocTosITeNnbHOW pabOThl MCIONIB3YIOTCS METOAMYECKHE YKa3aHHS II0 OCBOCHHIO
JUCLUIUTMHBI U U3aHUS U3 CIIMCKA MPUBEACHHON HIKE OCHOBHOM U JTONIOJIHUTENBHOM JTUTEPATYPHI.

4.2.2.5. IlepeyeHb TeM KOHTPOJIbHBIX padoTt, pedgepartos, TP, PI'P, PIIP
1. Texnonorust VPN.
. 3ammra ot BupycoB B OC Windows u Linux.
. AIMUHHCTPUPOBaHUE TIOJIH30BATEIICH.
. AnmunuctpupoBanue cepsepoB WWW.
. @unbTpanus maketoB. Co3gaHue U aIMUHUCTPUPOBAHNE TTAKETHBIX (DUIBTPOB.
. Proxy-cepBepsl. Co31anue u aAIMUHUCTPUPOBAHUE Proxy-cepBepa.
. Network Address Translation (NAT). Coznanue u UCIioib30BaHHUE.
. MexceteBble 3kpanbl. Co31aHuE U AIMUHUCTPUPOBAHUE.
9. OcHoBHble BUJIbI Internet-arax.
10. ITporokon SOCKS.
11. UcnonwzoBanue SQUID B OC Linux u Windows aiist co3ganus proxy-cepaepa.
12. Ucnionb3oBanue iptables mist punbTpanuu maketoB B OC Linux.
13. AnmapaTtHble OpaHaMay3pHl.
14. Ayaut u log-baimsl.
15. 3amuTa nH(OpMaIMK B COBPEMEHHBIX (DaliIOBBIX cHcTeMax (yIpaBiIeHHUE JOCTYIIOM,
mudpoBaHUe u T.I1.).
16. IIporokon SAMBA.
17. ®unpTpanus NakeToB B onepanroHHon cucremMe Windows.
18. Proxy-cepBepsl B oneparonHoii cucreme Windows.
19. ®unpTpanus NakeToB B ONEPAIMOHHON cucTteMe Linux.
20. Proxy-cepBepsl B ONepaliuoHHoN cucreme Linux.
21. Mapmpytuzanus nakeroB B OC Linux. Co3nanue mapupyTusaropa Ha 6aze Linux.
22. Mapmpytu3arus naketoB B OC Windows. Co3znanue mapuipyTtuzaTopa Ha 6aze
Windows.
23. IIpotokon LDAP.
24. FTP-cepBepsl B Unix-cucremax. OCOOCHHOCTH MCITOIH30BaHMUS.
25. Ilpotokon DHCP u ero peanuszanumu.
26. Hacrpoiika qomena Ha ocHOoBe Linux.
27. Iakerusiit punbTp Shorewall.
28. UucTpymMeHTHI yaaieHHoro anMuHrCTpupoBanus Windows- n Unix-cucrem.
29. Ilpotokon IPv6.
30. IIporokon PPTP u ero peanu3zauum.

031 O\ W B~ WIN

4.2.2.6. [IpumepHbIii NepevyeHb TeEM KYPCOBBIX PadoT (IIPOEKTOB)
He mianupyercs.

5. O0pa3oBarTe/ibHbIE TEXHOJIOT U

B mporecce u3yueHus IUCHUIUIMHBI «AJIMHHHCTPUPOBAHWE WH()OPMAIMOHHBIX CHCTEM»
MPUMCHACTCS KOHTAKTHad TCXHOJIOTUA MPCHIoAaBaHUA (33. HUCKIIIOYCHHUEM CaMOCTOATCIIBPHO
M3y4aeMbIX CTyACHTamMu BompocoB). llpm mpoBeneHun mnabopaTopHbIX pabOT MPUMEHSETCS
HMHTaHHOHHBIﬁ HIIn CHMy.HSIL[HOHHBIﬁ noaxoJa, Kkoraa npenoaaBaTcjicM pa361/1paeTC${ Ha KOHKPCTHOM
npuMepe mpoOjieMHass CUTyallusl, BCe IIaru PEIICHHsS 3aJadd CTYJIEHTaM JEMOHCTPUPYIOTCS TIPH
IIoMoI1IHu MyHBTHMGHHﬁHOﬁ TEXHUKH. 3aTeM CTYACHTBI CAMOCTOSATCIIBHO PCIIAOT aHAJIOTHYHBIC
3aJ[aHusl.

6. OueHovHbIE cpeCcTBA /151 TEKYIIEro KOHTPOJISA yCIeBaeMOCTH,

HpOMeH(yTOqHOﬁ aTTeCTallMi 110 uToraMm OCBOCHUA JUCHUIIJINHBI.
@DOH/IbI OIICHOYHBIX MATEPHAIIOB (CPEACTB) MPUBEAEHBI B IPUIIOKECHHH.



7. Y4eOHO-MeTOoAUYecKOe U MHPOPMAaIHOHHOE 00ecrieYeHre TMCIHMIIINHBI.

7.1. OcHOBHAasl Y4eOHO-MeTOANYECKAsl JJUTEepaTypa no JUCHUIINHE

1. Kypstamii, I'. B. Onepanuonnas cuctema UNIX : yue6Hoe mocobue / I'. B. Kypstunii. — 3-¢
u3q. — Mocksa : UaTtepHer-Yausepcurer Unpopmannonnsix Texnonoruit (MHTYUT), At [Iu Ap
Menua, 2020. — 258 c¢. — ISBN 978-5-4497-0670-6. — TekcT : 3JIEKTPOHHBIN // DIEKTPOHHO-
6ubmoreuynas cucrema [IPR BOOKS : [caiiT]. - http://www.iprbookshop.ru/97557 . html

2. AapmunuctpupoBanre OC Unix : yue6HOe mocodue / . — 3-e uzn. — Mocksa : UHTepHeT-
VYuusepcuter Uupopmannonnsix Texnonoruit (MHTYUT), At Ilu Ap Meaua, 2021. — 303 ¢. —
ISBN 978-5-4497-0855-7. — Texkcr : 37eKTpOHHBIA // DneKTpoHHO-OMOMMoTeuHnas cucrema IPR
BOOKS : [caiit]. - http://www.iprbookshop.ru/101988.html

3. Momkos, M. E. Benenne B cuctemMHoe agMuHucTpupoBanue Unix : yuyeOHOE mmocobdue /

M. E. MomkoB. — 3-e uzn. — Mocksa : UntepHet-YHuepcuter Mudopmanmonnsix TexHonoruit
(MHTYUT), At [Im Ap Meaua, 2021. — 207 c. — ISBN 978-5-4497-0906-6. — TekcT :
SNIEKTPOHHBIH  //  DnekrpoHHo-OmOnmoreyHas cucrema [PR - BOOKS @  [caiir]. -

http://www.iprbookshop.ru/102003.html
4. Tonuapyk, C. B. AnmunuctpupoBanre OC Linux : yue6Hoe mocobue / C. B. ['oHuapyk. —

3-e mw3n. — MockBa, CapatoB : MHWarepHer-YHuBepcuter WHpopmanmonusix TexHomorui
(MUHTYUT), Air Ilm Ap Memua, 2020. — 163 c¢. — ISBN 978-5-4497-0299-9. — Tekcr :
JJIEKTPOHHBIA  // DnekTpoHHO-OmOmuoTeunass  cucrema [PR - BOOKS @ [caiit]. -

http://www.iprbookshop.ru/89414.html

7.2. lonoJIHUTEIbHAS Y4e0OHO-MeTOANYECKAs JTUTEPATYPA 10 AUCHHUIIHHE
1. Bracos, }O. B. AnmunuctpupoBanue ceteit Ha matdopme MS Windows Server : yuebHoe
nocodue / FO. B. Bmacos, T. 1. PunkoBa. — 3-¢ u3n. — MockBa : MHTEpHET-YHUBEpCUTET
Nudpopmammonnsix Texunonoruit (MHTYUT), Ait Ilu Ap Meaua, 2020. — 622 ¢. — ISBN 978-5-
4497-0649-2. — TekcT : 2eKTpOHHBIH // DnekTpoHHO-O0ubamoreunas cucrema IPR BOOKS : [caiiT].
- http://www.iprbookshop.ru/27280.html
2. Aiisenc, K. AnmunanctpupoBanue Microsoft Windows Server 2003 : yuebHoe mocodue / K.

AiiBenc. — 3-e m3n. — MockBa : HartepHer-YHuBepcuter WHpopmannonnsix TexHomoruit
(UHTYUT), Aii Ilm Ap Memma, 2021. — 486 c. — ISBN 978-5-4497-0853-3. — Tekcr :
ANIEKTPOHHBIH  //  DnekTpoHHO-OmOmmoreunas cucrema [PR BOOKS :  [cait]. -

http://www.iprbookshop.ru/101986.html

7.3. Ilepevyenb HHGPOPMAIMOHHBIX TEXHOJOTH, HCIOJIb3YeMbIX NPH
OCYyLIEeCTBJICHMH 00pa30BaTeJIbHOIO0 NPoLecca Mo TUCHHUILIHHE, BKII0Yast
nepeyeHb MPOrpaMMHOI0 obecredeHns 1 UHPOPMALNMOHHBIX CIIPABOYHBIX

CHUCTEM

B  oOpazoBarensHOM  TpoIlecCe  HUCHONB3YIOTCSA  HH(POPMAIIMOHHBIE  TEXHOJIOTHH,
peaM30BaHHBIE Ha  OCHOBE  HWH(OPMAIMOHHO-OOPAa30BaTEILHOTO  TIOpPTaja  WHCTUTYTA
(www.mivlgu.ru/iop), 1 ”HHOKOMMYHUKAIIMOHHOW CETH HHCTUTYTA:

- IPEIOCTaBJICHUE YICOHO-METOANICCKIX MaTEPHUAJIOB B JICKTPOHHOM BH/IE;

- B3aMMOJICHICTBHE YYaCTHUKOB O0Opa30BaTEIBHOTO TIpollecca depe3 JOKAIBHYIO CeTh
MHCTUTYyTa U IHTEpHET;

- TIPEIOCTaBIIEHUE CBEJICHUN O pe3ybTaTax y4eOHOU JEeSITENbHOCTH B 3JIEKTPOHHOM JTHYHOM
kaOuHeTe 00yJaromerocs.

HNudopmannoHHbIe CTIPABOYHBIE CHCTEMBI:

- HoxymenTanus mo PEJ] OC (https://redos.red-soft.ru/documentation/)

- Hoxymenranus o Fedora (https://docs.fedoraproject.org/ru/docs/)

- HoxymenTtanus mo Windows (https://docs.microsoft.com/ru-ru/windows/)

[TporpammHoOe oOecrieueHme:



Wireshark (GNU GPL 2+)

PEJl OC (Cormamenue Ne140/05-21V ot 18.05.2021 rona o coTpyIHUYECTBE B 00JIACTH
HaYKH, Pa3BUTHSI HHHOBAIIMOHHOH NI TEITLHOCTH )

iptables (GNU GPL)

SQUID (GNU GPL 2+)

SAMBA (GNU GPL)

7.4. Ilepeyenn pecypcoB HHGPOPMANMOHHO-TEJIEKOMMYHUKAIIMOHHOM CeTH

«/HTEepHeT», HeOOXOAUMBIX [IJIsl OCBOCHH S JUCHUILTHHBI
iprbookshop.ru
mivlgu.ru/iop

8. MarepuajbHO-TEXHUYECKOE O0ecneYeHne U CIUTITHHbI
JlaGopaTopust nH(GOPMATUKH U TIPOTPAMMHUPOBAHUS
12 nepcoHanbHBIX KOMIBIOTEPOB; npoekTop Sanyo PDG-DSU20; sxpan HactenHslil Drapper
Apex Star.

9. MeToan4yecKkue yKa3aHus M0 OCBOECHUIO JUCHUIINHbBI

JInsi yCIIEIIHOTO OCBOCHMSI TEOPETHUECKOro Marepuana OOyYarolIuiics: 3HAKOMUTCS CO
CIIMCKOM PEKOMEHyeMOH OCHOBHOI M JIONOJHUTEIbHON JIUTEPATyphl; YTOUHSAET Yy IpernojaBaTes,
KaKUM JONOJHHUTEIbHBIM IMOCOOUSAM CIIEAyeT OTHATh MPEANOYTCHHE; BEAET KOHCIEKT JIEKUUH U
popabaThIBAET JIEKLIMOHHBIM MaTepHuall, MOJIb3YsACh KaK KOHCIIEKTOM, TaK U y4eOHBIMU MOCOOUSIMH.

JIo BBINOJIHEHUS JTa0OPAaTOPHBIX PabOT OOydaroUIMiics M3y4aeT COOTBETCTBYIOIIMN pasjen
teopud. Ilepen 3aHsATHEM CTyAEHT 3HAKOMUTCS C ONMMCAHUEM 3aJlaHUM Ul BBINOJHEHUS paboThl,
BHUMATEIBHO M3YYaeT COAEp)KaHUE U MOPSIOK MPOBEACHUs J1abopaTopHoi paboThl. JlabopaTopHble
paboThl MpPOBOJATCS B KOMIIBIOTEPHOM Kiacce. OOydaromuecs BBIIOJHSAIOT WHAMBUIYAJIbHYIO
3aa4y B COOTBETCTBHH C 33/1aHUEM Ha J1abopaTopHyto padboTy. [lonydyeHHbIe pe3ynbTaThl CBOAATCS B
OTYET ¥ 3allUINAIOTCA 0 TPAJULUOHHOW METOAMKE B KJIAacce Ha CIEAYIOUIEM J1abopaTOpHOM
3aHATUH. HeoOXoauMbIil TeOpeTHYeCKUid MaTepual, WHANBHIYaIbHOE 33aJaHHe, LIard BBIMOJIHEHUS
nabopaTopHOl paboThl M TpeOOBaHUS K OTYETY NPUBEIACHBI B METOAMYECKHX YyKa3aHMIX,
pa3MeIeHHbIX Ha HH(POPMAIIMOHHO-00pa30BaTeIbHOM OPTAJIe HUHCTHTYTA.

CamocrosrenbHas paboTa OKa3blBa€T BaKHOE BIMSAHHME Ha (OPMHPOBAHUE JIMYHOCTHU
OyAyIIero crenuanucTa, OHa INIaHupyeTcs 00yJaroMUMCs CaMOCTOsTeNbHO. Kaxkplit 00y4aromuiics
CaMOCTOSITENIFHO ONpEIeIseT peXUM CBOEH paboThl U Mepy TpyJa, 3aTpauuBacMOro Ha OBJIaJIeHHUE
y4eOHBIM COZAEp)KaHUEM JUCUUIUIMHBL. OH BBINOJHSET BHEAYJUTOPHYIO paboOTy M H3ydeHHUe
pa3aenoB, BHIHOCUMBIX Ha CaMOCTOSATENbHYIO paboTy, MO JIMYHOMY HHIMBUAYAJIBHOMY IUIaHy, B
3aBUCUMOCTH OT €TI0 MOATrOTOBKHU, BPEMEHH U IPYTHX YCIOBUI.

@opMa 3aKIHOYUTEIBLHOIO KOHTPOJIS IIPU NPOMEXKYTOYHOM aTTECTAalUU — 3a4eT C OLCHKOM.
Jis mpoBeneHusl MPOMEXKYTOYHOM aTTecTalluu M0 AUCLUILIMHE pa3paboTaHbl (OHJ OLEHOYHBIX
CpeACTB M OaNIbHO-PEUTHUHIOBAsl CHCTEMa OLIEHKU Y4eOHOW NesITeIbHOCTH CTyAeHTOB. OlLeHKa Mo
JUCLUIUIMHE BBICTABISAETCS B MH()OPMALMOHHONW CHCTEME W HOCHT MHTEIPUPOBAHHBIN Xapakrep,
YUUTBIBAIOUINHA PE3yNbTaThl OLEHUBAHUS Y4aCTHs CTYJCHTOB B ayIMTOPHBIX 3aHATHSX, KauecTBa U
CBOEBPEMEHHOCTH BBINOJIHEHHS 3aJaHUM B XOJ€ M3Y4YCHMsl ITUCLMIUIMHBI U IPOMEXYTOYHOM
aTTeCTallHH.



[Iporpamma cocrtaBieHa B cooTBercTBuM ¢ TpeboBanusiMu PI'OC BO mo nHampaBiieHHIO
09.03.02 Ungpopmayuonusie cucmemvl u mexroro2uu v npodUI0 MOATOTOBKU Hupopmayuontvle
cucmembvl U MeXHOI02UU
Pabouyro nporpammy cocraBui bynaeg A.B.

[Iporpamma paccmoTpena u ogoOpeHa Ha 3acenanuu kadeapsl 4C

npoTokoia Ne 18 ot 26.04.2022 ropa.
3aBenytomuii kadeapoit 4C Anopuanos /.E.
(ITonmuce)

PabGouast mporpamMma paccMoTpeHa U 0J00peHa Ha 3acefaHUu Y4eOHO-METOIUYECCKOM
KOMHCCUH (paKyJbTeTa

npotokoi Ne 4 ot 12.05.2022 rona.
IIpencenarens komuccuu OUTP Puioickosa M.H.
(IToamucn) (®.1.0.)




JIucr akTyasm3anuu padoyeil mporpaMMbl JTUCUMILIMHbBI

[Iporpamma ono6pena Ha

yueOHBIH TOI.

[Ipotokon 3acenanus kapeaps Ne

3aBeayromuii kadeapoit

[Iporpamma onoOpena Ha

[Ipotokon 3acenanus kapeaps Ne

3aBeayromuii kKadeapoit

[Iporpamma onoOpena Ha

[IpoTokoun 3acenanus kadpenps Ne

3aBenyrouuii kadenpoit

oT 20 ropa.
(ITonmuce) (®.1.0.)
Y4YCOHBIN TO/I.
oT 20 ropa.
(ITonmucek) (®.1.0.)
Y4YCOHBIN TO/I.
OT 20 ropa.
(IToxmuce) (®.1.0.)



DoH/1 OLIECHOYHBIX MATEPHUAJIOB (CPEICTB) MO AMCHMUILINHE
AIMUHUCTpUPOBaHNUE HH(GOPMALIMOHHBIX CUCTEM

Ilpunoscenue

1. OueHoYHbIe MATEPUAJIBI /IS5l POBEIEHUS] TEKYIIEro KOHTPOJISA yCIeBaeMOCTH

o JTUCIMUIIIMHE

Bomnpocs! qy1s1 ycTHOTO Ompoca
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. OcHOBHbBIE PYHKINU aIMUHHCTPATUBHON CUCTEMBI.

. Kakue tumner anpecoB numeer y3en B cetu TCP/IP?

. Uto coboii npeacrasiser [P-agpec?

. Uro Takoe cereBas macka?

. Kakue nannbie XpaHarcs B TabIuIle MappyTH3anum?
. Otnnuns npotokosios [Pv4 u IPv6.

. Haznauenue nporokona DHCP.

. [Ipunnun dopmupoBanus DNS-umenn.

. Kak DNS-anpec nmpeobpasyercs B [P-agpec?

. 3a4eM HY>XHBbI TPYIIIbI MOJb30BaATENCH?

. YrpaBieHue npaBamu nojs3oBareneid B Windows.

. YripaBneHue mpaBaMu mosib3oBaTteneit B Linux.

. Haznauenue u cmoco6 paboTsl makeTHOro GuiIbTpa.

. [lepeurciuTh OCHOBHBIE BUIBI aTaK B TJI0OAIBHON CETH.
. CrtocoObI MOCTPOEHUS] MEKCETEBBIX SKPAHOB.

. Kakx MmoxxHO 106aBUTH TIpaBmiIa GpuibTpanuu B iptables?

. Uro Takoe Tabnuua B TepMuHax iptables? Ha3zoBure ocHOBHBIEC TaOIHIIBI.

. Haznauenwue u crmocod paboTel proxy-cepsepa.
. Uto Taxoe acl? [Ipumep ncnoab3oBaHuUs.

. [IpocmoTtp xypHana coobrTuit B Windows.

. OcnoBuble log-aiiner Linux.

. Haznauenue trexnonorun VPN.

. OcHosuble npuHLumel PKI.

O0wmee pacnpenenenne 0a/1710B TeKyLIero KOHTPOJISI 110 BUAAM y4eOHBIX padoT 1JIsl CTYAeHTOB

PeliTunr-kouTpois 1 YcrHblit onpoc (2 Bompoca) o 5 6amioB
. 0 10 GayoB 3a KaXIyIO
PeittuHT-KOHTpOIIB 2 3amura 1a00paTOPHBIX padOT A y
71a00paTOpHYIO paboTy
. 0 10 GayoB 3a KaXIyIO
PeliTuHr-KOHTpOIIH 3 3amuTa 1abopaTopHBIX paboT A Y
71a00paTOpHYIO paboTy
[Tocemenne 3ansaTHiA OtMeTKa B )KypHaJIe 0
CTYJICHTOM MTOCEIEHUI

JlommomHUTENBHBIE OaIITBI

(Oonychl

o 5 6ammoB

)

BrinosiHeHne ceMecTpoBoro
IJIaHA CaMOCTOATEILHON 3ammura 1a00paTOPHBIX pabOT

paboThI

o 10 6amnoB 3a KaKIyIO
n1abopaTopHyIo paboTy

2. IIpome:xxyTOUHAs aTTECTAIUA MO TUCHUTLINHE
IlepeuyeHb BONMPOCOB K IK3aMeHY / 3a4eTy / 3a4eTy ¢ OLleHKO.

IlepeyeHb NMpakTHYECKHUX 3a/1a4 / 3aJJaHUI K IK3aMeHy / 3a4eTy / 3a4eTy ¢ OleHKOM (pu

HAJTUYHH)

OIIK-4, OIIK-5, OIIK-7
bioxk "3HaTsp"




1. YTo U3 mepedyrciIeHHOr0 SIBISETCS MAaKeTHBIM (PUIBTPOM
— samba
+ iptables
— squid
— apache
2. Uro nenaeT npaBuiIo CIEIYyIOMETro BUIA
INPUT -p tcp --dport 21 -j DROP
+ orOpachIBaeT BXOAIIKE MaKeThl Ha TOPT 21 1o MpoToKoIy tep
— MPUHUMAET BXOASANIME MAKETHI ¢ TopTa 21 mo mpoTokoiry tcp
0TOpachIBaeT BXOAIINE MAKEeTHI ¢ mopTa 21 1o mpoToKoiy tep
— MPUHUMAET BXOJAIIUE MaKeThl Ha MOPT 21 1o nmpoTokoiy tcp
3. Kak Oyner BeINIAAeTh NpaBUiIO,  3ampeniaroiiee  nosb3oBatento — student
(mnentudukarop 1000) monb3oBaThCcst MPoTOKOJIOM ssh (mopT 22)
— OUTPUT -p tcp --dport 22 -m owner --uid-owner 1000 -j ACCEPT
— OUTPUT -p tcp --dport 22 -m owner 1000 -j DROP
— OUTPUT -p tcp 22 -m owner --uid-owner 1000 -j DROP
— OUTPUT -p tcp --dport 22 -m owner --uid-owner ! 1000 -j DROP
+ OUTPUT -p tcp --dport 22 -m owner --uid-owner 1000 -j DROP
4. [IpaBuio, paspematomee Bxoasume makersl ¢ y3ia 10.0.0.1 tompko Ha mopt 1194
npoTokosa udp
— INPUT --dport 1194 -p udp -d 10.0.0.1 - ACCEPT
— INPUT -p udp --dport 1194 -s 10.0.0.1 -j ACCEPT
— INPUT -p udp 1194 -5 10.0.0.1 - ACCEPT
— INPUT -p udp --dport ! 1194 -s 10.0.0.1 -j ACCEPT
+ INPUT -s 10.0.0.1 -p udp --dport ! 1194 -j DROP
— INPUT -s ! 10.0.0.1 -p udp --dport 1194 -j DROP
5. Hns 3anpera goctyna mojb3oBarened u3 noacetu 192.168.10.0 x mpokcu-ceppepy
squid HY>KHO UCTIOJIb30BaTh CIEAYIOMNN HAOOP MPaBHIL:
— acl src 192.168.10.1-192.168.11.1
http_access deny
+ acl bad src 192.168.10.0/24
http_access deny bad
— http_access deny src 192.168.10.1-192.168.11.1
— acl deny 192.168.10.0/24
6. Kak 3amperuth BceM kommbioTepam kpome 10.5.4.1 goctynm TOJIBKO K callTaM C
NOJCTPOKON game (Mcronb3ys squid)
— acl the one src 10.5.4.1
acl gamestr url _regex game
http access deny the one
http_access deny gamestr
http access allow all
— acl the one src 10.5.4.1
acl gamestr url regex game
http_access allow the one gamestr
http access deny the one
+ acl the one src 10.5.4.1
acl gamestr url regex game
http_access allow the one gamestr
http access deny gamestr
— acl the one src 10.5.4.1
acl gamestr url regex game
http_access allow all
http access deny gamestr
— acl rule src 10.5.4.1 game



http access allow rule

http_access deny game

— acl rule src 10.5.4.1, url regex game

http_access allow rule

http _access deny all

7. Anpec, UCIONb3yeMblii Ha CETEBOM YPOBHE, Ha3HA4YaeMbld aJMHHHUCTPATOPOM BO
BpeMsi KOHPUTYPUPOBAHHS KOMITBIOTEPOB M MApIIPyTH3ATOPOB:

— JIOKAJIbHOE UMS KOMITbIOTEpa

— DNS-ums

+ [P-ampec

— MAC-anpec

8. [Iporokoun onpenenenus IP-agpeca no ussectnomy MAC-anpecy Ha3bIBaeTCs:

— Address Resolution Protocol, ARP

+ Reverse Address Resolution Protocol, RARP

— Internet Storage Name Service, iSNS

— Dynamic Host Configuration Protocol, DHCP

0. s onpenenenus mo [P-aapecy ¢puznueckoro MeCTONONIOKEHUS KOMITbIOTEPA B CETH
CITY>KHUT:

+ MapuipyTu3amus

— ceTd TyHHened VPN

— HaBHUTranus

— TpaHCIALHUS aJpPecoB

— cuctema 1oMeHHbIX uMeH (DNS)

10. B Tabnuie MapuipyTU3alnuu XpaHUTCS:

+ Anpec cetn

— WM nonb3oBarens

+ Anpec numo3a

— Ha3zBanue ceTeBoro npoTokosa

+ CeteBoe noakiatoueHue (MHTEpderc)

+ Macka cetu

1. [Tpotoxon DHCP ucnons3yercs nid:

— MapupyTuzanuu BXOIAIIETO U HCXOIAIIET0 Tpaduka

+ ABTOMAaTH3aIMH [TPolIecca Ha3HAYEHUSI CETEBBIX HACTPOEK y3JIaM CETH

— IIpeoGpaszoBanus cumBoiabHOro (DNS) mmenu B IP anpec

— Obecnieuenus 6e3o0macHOCTH HHPOPMAIIHH, TTepeaaBaeMoii o nmpotokosry TCP

12.  Yro mpencraBisieT coO0# aapec y3i1a Ha CETEBOM YpOBHE B cTeke nmpotokonos TCP/IP
v4?

— Ctpoka

— 64 GuTHOE YKCIOo

+ 4 GaiiTHOE YHCITO

— 4 eCATUYHBIX YUCIA, Pa3ACIEHHBIX TOUKAMU

13.  PacnpenenénHas cuctema paspellieHus: JOMEeHHbIX UMEH B [P-aapeca

+ DNS

— DHCP

— WINS

— ARP

14. Kakue Tumsl rpynn nojp30BaTeNel CYIIECTBYIOT B ONEPAMOHHBIX CHCTEMax Kiacca
Windows NT

+ JoKajgbHas TpyIa KOMIbIOTEpa

— rno0alibHas TpyIa KOMITbIOTEpa

+ JIOKaJIbHAas rpynmna JoMeHa

+ rio6anpHas rpymnmna JoMeHa

15. CranmapTHeIMU  paspemieHussMu s (daiimoB u  karamoroB B UNIX-cuctemax
SIBJISTFOTCSI:



+ Yrenue

+ BremonHenue

— Co3pganue

— YnaneHue

+ H3meHeHune

16. TpaHCIOPTHBIN IPOTOKOJ, KOTOPBIA COAEPKUT MEXAHU3MbI YCTAHOBKYU COCIUHECHUS U

MOATBEPKICHUS TOCTABKU

- IP

+ TCP

— UDP

— ICMP

17. TpaHcOpTHBIA MPOTOKON JUIsl Tepeiadd JaHHBIX B cerax [P 6e3 ycTaHoBku

COEIUHEHUS

oC

— ICMP

— TCP

— RIP

+ UDP

18. Artaka, ocHoBaHHas Ha nipoTokoiie [CMP, BeiBogsias OC KoMIbIOTEPA U3 CTPOS

+ Ping of death

— Ping flood

— ICMP flood

— Echo redirect

19. OT KaKuX arak 3aluIaeT yYCTaHOBKA OOHOBJICHHH, BBITYCKAEMBIX pa3pabOTYMKaMU

+ HepmocTaTku ceTeBbIX MPOTOKOJIOB

+ Ping of death

+ ®parMeHTanus NakeToB

— Cnam

— DOS-araku

— SYN flood

20.  Kakumu cmoco6aMu MOKHO 00pOThCs ¢ (hambcuduKanuen SIEKTPOHHOM MOYTHI
+ Hcnonws3oBath UGPOBEIE MOAMICH

— Hcnonb3oBaTh yHUKaJIbHBIE TOYTOBBIE SIIUKH

— Hcnonb3oBars nporokon IMAP

+ Hcnons3zoBats VPN

21.  Kakwue npoTOKOJIBI MOKHO YKa3bIBaTh MPH CO3/IaHUU MIPABHI (PUIBTPAIIMU B TAKETHBIX

bunpTpax

— HTTP

— Bce nepeuncieHHbie

— FTP

+ Hu oauH U3 nepeynciieHHbIX

— SSH

— DNS

22. Kakue mpoToKoIbl MOKHO YKa3bIBaTh NP CO3JaHUU NPaBWI (PUIBTPAIIMM B TAKETHBIX

bunpTpax

— ICMP

+ Bce nepeunciieHHbIE

— TCP

— Hu oauH 13 nepedncieHHbIX

— UDP

23.  Kakue npoToKoJIbl MOKHO YKa3bIBaTh MPH CO3/IaHUU NpaBUil (GUIBTPALIUU B TAKETHBIX

bunbpTpax

— HTTP
— Bce nepeuncieHnbie



+ ICMP

— Hu ouH 13 nepeyncieHHbIx

- 1P

— DNS

24. [IpoToKO, CTIONB3YEMBIN I TUATHOCTUKUA U HACTPOUKHU CETEH

+ ICMP

— VPN

— DHCP

— RIP

25.  Ilepenonnenue Oydepa UCToNb3yeTcs B aTakax BUAA

+ HepocraTku npuioKeHUH

— DDOS-araku

— DOS-araku

— SYN flood

26. CeneHust, HICTIOJIb3yeMblIe Tl puiibTpanuu Tpaduka u3 3aronoBka [P

+ Appec oTpaBuTeNs

— IlopT oTnpaBuTens

+ Appec nonyuarens

— IlopT monyuarens

— @ar yCTaHOBKHU COEIMHEHUS

+ Ilporokon

— Bce nepeunciennbie

27. Bri6epuTe cCOOTBETCTBHE aIpeCOB KOMIBIOTEPA UX THIIAM

10.0.2.5 - IP-aapec

6F:D4:32:0A:46:1B - MAC-anpec

ftp.mandriva.com - DNS-ums

mycomp - Netbios-ums

28.  Kakwue u3 nepeuncieHHbIX MPOTOKOIOB Ncoib3ytoT ¢utarn SYN, ACK

+ TCP

— UDP

— ICMP

- 1P

— ARP

29.  CoBOKyHHOCTb ajJpeca KOMIIBIOTEpAa M HOMEpa IOpTa, OIpeaeisatonias KOHEUYHbIE
TOYKH COCIMHEHUS, Ha3bIBACTCA ...

— Ceanc

+ Coker

— CoenuHenue

— URL

30.  Yro Takoe 6ut SYN?

+ OUT CHMHXpPOHHM3AI[MU YCTAHABIMBAETCS MpH Mepeaaye HadaibHOIro 3alpoca Ha YCTaHOBKY
COEIMHEHUS

— OUT NOATBEPKICHUS IOCTaBKU MaKeTa

— OUT OTKJIOHCHHMSI, 03HAYAIOIINN TOBPEKICHHE MAKeTa

— OUT 3aBepILEHUs COCTUHEHUS

31.  Yro takoe 6utr ACK?

— OWT CUHXPOHM3AIMM yCTaHABIMBAETCS MPH Mepeade HadaabHOTro 3arpoca Ha YCTaHOBKY
COEIMHEHUS

+ OWT MOATBEPKACHUS JOCTABKH MaKeTa

— OUT OTKJIOHCHHUSI, 03HAYAIOIINN TOBPEKICHHE MTAKeTa

— OUT 3aBepILEHUs COCTUHEHUS

32. VYkaxwure JOCTOMHCTBA MAKETHBIX (PUIBTPOB

+ "OecmuatHas" GUIBTpAIUs TAKETOB

— IPOCTOTAa HACTPOUKH



— BO3MOXKHOCTb (PUITBTPALIMU IO COIEP)KUMOMY MTaKETOB
+ IpO3pavyHOCTH JJIS MOJIb30BaTENIEH

biok "Ywmetn"

33.
Linux-cucrem

+

35.

bunpTpax

+

36.

bunpTpax

+

Kakum oOpa3zom XpaHSTCS Mapoiu MOjb30BaTesiel B OONBIIMHCTBE COBPEMEHHBIX

B OTKPBITOM BHJIE B (paitne /etc/passwd

B OTKPBITOM BUj€ B Qaiine /etc/shadow

B 3amm$poBaHHOM BHE B daiine /etc/passwd

B 3amudpoBanHOM Buje B daiine /etc/shadow

B BHJIE X3111a B (aitne /etc/passwd

B BHJIE Xd111a B daiine /etc/shadow

HenpasunsubeiM URL-anpecom siBiisieTcs:
http://ru.wikipedia.org/wiki/URL
http://en.wikipedia.org:80/wiki/Special:Search?search=train&go=Go
ftp://myname:mypass@myhost.com:21/etc/motd
myhost.dom://ftp/pros/somename

Kaxkue mpoToKoIbl MOKHO YKa3bIBaTh MPU CO3AAHUU MPABWIT (PHIBTPAIIUU B MTAKETHBIX

HTTP

Bce nepeunciennbie

FTP

Hu onun 13 nepeynciieHHbIX
SSH

DNS

Kakue mpoToKoIbI MOKHO YKa3bIBaTh NP CO3JAHUU NPaBWIT (PUIBTPAIIMM B TAKETHBIX

ICMP

Bce nepeunciennbie

TCP

Hu onun u3 nepeynciieHHbIX

UDP

Kaknmu criocobamu MOKHO 60pOThCs ¢ GanbcupuKaIUeit 2IEKTPOHHOMN MOYTHI
Hcnonb3oBath nupoBbie MOITUCH

Hcnonp30BaTh yHUKAIbHbIE IOYTOBbIE SAIUKH
Hcnonp3oBars nporokosn IMAP

Hcnons3zoBate VPN

YKaKuTe TOCTOMHCTBA MAKETHBIX (PHIBTPOB
"OecrutaTHas" QUIBTpAIUS MTAKETOB

IIPOCTOTA HACTPOUKHU

BO3MOXXHOCTh (PMIIBTPAIIMH 110 COJAEPKUMOMY TAKETOB
MPO3PavYHOCTh ISl MOJIb30BaTENEH

Ceenenusi, HCTIOJIb3yeMblIe Tl puibTpanuu Tpaduka u3 3aronobka [P
Anpec oTnipaBuTENA

[TopT oTnpaBuTens

Anpec nosyyarens

[TopT nosnyuarens

®dnar yCTaHOBKU COEAMHEHUS

[IpoTokon

Bce nepeuncnennbie

[TnanupoBmrk B UNIX-cucremax

timed

shed

cron



Windows NT

SABJIISAFOTCA:

v4?

41

+

+
+
42.

+
+

48.

daemon
Kaxue Tunsl rpynn nosib30BaTeNel CyIIECTBYIOT B ONEPAaLlMOHHBIX CHCTEMax Kjacca

JIOKaJIbHAs IpyIIa KOMIIBIOTEpa
riio0anbHas Tpymmna KOMIboTepa

JIOKaJIbHas IpymIa JOMEHa

robanpHas Tpymnmna JoOMeHa

CranmapTHbIMH  pa3peuieHussMu  ais  ¢aiioB u  katamoroB B UNIX-cucremax

Yrenne

Beinonnenue

Coznanue

VYnamenue

3anuce

Bun npaB B UNIX-cucremax, mo3BOJISIONIMN MOJIB30BATETIO 3aX0AUTh B KaTaJIOT
r

w

X

e

Kaxoii u3 IP-anpecos siBisieTcs aapecoM ILUPOKOBEATENbHON pacChlIKU
127.0.0.1

192.168.8.0

10.2.255.255

0.0.0.0

[1[11103 MO YyMOJYaHUIO UMEET aZIpec

127.0.0.1

255.255.255.255

8.8.8.8

0.0.0.0

Kakas nnpopmanus nepegaércs no nporoxkony DHCP

[P-anpec

DNS-cepsep

Macka cetn

Bcé nepeunciennoe

UYro npeacrasiseT coboi aapec y3iia Ha CETEBOM ypOBHE B cTeke mpoTokonoB TCP/IP

Ctpoka

64 OUTHOE YKCIIO

4 GaliTHOE YHCIIO

4 NecATUYHBIX YUCIIA, pa3IeIEHHBIX TOYKAMU

Bri6epuTe cOOTBETCTBHE aIpeCOB KOMIBIOTEPA UX THIIAM

10.0.2.5 IP-anpec
6F:D4:32:0A:46:1B MAC-anpec
ftp.mandriva.com DNS-ums
mycomp Netbios-ums

49.

Kakue u3 nepeuncieHHbIX MpoTOKoI0B ucnoib3ytoT ¢uarn SYN, ACK
100%TCP

UDP

ICMP

IP

ARP

bnoxk "Bnaners"

50.

YkaxuTe Ha3HAUCHUEC Pa3JINYHBIX MIPOTOKOJIOB



[Tpotokon nepemaun paitnos FTP
IIpoTokos AuarHoCTUKM U HacTpoiku cetu ICMP
TpaHcOpTHBIN MPOTOKOA € ycTaHOBKOM coenuHenust TCP
TpancnoptHsIil mpoToKon 6e3 ycraHoBkH coenuHenus UDP
51. Vkaxxute Ha3HAUYCHHUE PA3IMYHbIX TPOTOKOJIOB
IIepenaya makeToB MEXAy pa3aIu4HbIMU ceTaMu [P
ABTOMaTHUecKas HacTpoiika y3ioB cetu DHCP
[lepenaua runeprexcroBoit nuHpopmauuu HTTP
Pazpemenus [P-angpecoB B MAC-anpeca ARP
52.  Yro nenaeT NpaBUIIO CIEAYIOLIETO BUAA
INPUT -p tcp --dport 21 -j DROP
+ 0TOpackIBaeT BXOIAIINE AKETHl Ha OPT 21 1O mpoTOKOITy tep
— MIPUHUMAET BXOSIIME MAKETHI ¢ opTa 21 mo mpotokoiry tep
— 0TOpackIBaeT BXOIAIIME MAKETHI ¢ opTa 21 1Mo mpoToKoity tep
- MPUHUMAET BXOJSIINE MMAaKeThl HAa MOPT 21 1o mpoTokoiy tcp
53.  Kak Oyzer BbINIAACTh NpPaBWIIO, 3alpeniamoliee  Mojp3oBaTento  student
(mnentudukarop 1000) monb3oBaThCs MPoTOKOJIOM ssh (mopT 22)
— OUTPUT -p tep --dport 22 -m owner --uid-owner 1000 -j ACCEPT
— OUTPUT -p tcp --dport 22 -m owner 1000 -j DROP
— OUTPUT -p tcp 22 -m owner --uid-owner 1000 -j DROP
— OUTPUT -p tcp --dport 22 -m owner --uid-owner ! 1000 -} DROP
+ OUTPUT -p tcp --dport 22 -m owner --uid-owner 1000 -j DROP
54. VYKaxnute KOPPEKTHBIE CETEBbIE MACKH
+ 255.255.0.0
+ 255.255.255.0
— 255.0.255.0
- 255.255.250.0
+ 255.255.252.0
+ 255.255.255.192
55. [IpaBumno, pazpemaromee Bxojsume nakersl ¢ y3na 10.0.0.1 tonbko Ha mopt 1194
npoTtokoja udp
— INPUT --dport 1194 -p udp -d 10.0.0.1 -j ACCEPT
- INPUT -p udp --dport 1194 -s 10.0.0.1 -j ACCEPT
— INPUT -p udp 1194 -5 10.0.0.1 -j ACCEPT
- INPUT -p udp --dport ! 1194 -s 10.0.0.1 -j ACCEPT
+ INPUT -s 10.0.0.1 -p udp --dport ! 1194 -j DROP
- INPUT -s ! 10.0.0.1 -p udp --dport 1194 - DROP
56.  Jlna 3ampera pocTtyna nosb3oBaTened n3 nonacetu 192.168.10.0 x mpokcu-cepsepy
squid Hy»XKHO HCIIOJIB30BATh CIAEAYIOIINI HAOOP MPaBHII:
— acl src 192.168.10.1-192.168.11.1
http access deny
+ acl bad src 192.168.10.0/24
http access deny bad
— http_access deny src 192.168.10.1-192.168.11.1
- acl deny 192.168.10.0/24
57.  Kak 3ampetutrh BceM KoMmibloTepam kpome 10.5.4.1 moctyn Toiabko K calTam ¢
MOACTPOKON game (Kcronb3ys squid)
— acl the one src 10.5.4.1
acl gamestr url regex game
http_access deny the one
http access deny gamestr
http_access allow all
— acl the one src 10.5.4.1
acl gamestr url_regex game



http access allow the one gamestr
http_access deny the one
+ acl the one src 10.5.4.1
acl gamestr url _regex game
http access allow the one gamestr
http_access deny gamestr
— acl the one src 10.5.4.1
acl gamestr url _regex game
http access allow all
http_access deny gamestr
— acl rule src 10.5.4.1 game
http_access allow rule
http access deny game
— acl rule src 10.5.4.1, url _regex game
http access allow rule
http_access deny all
58. OcHOBHBIE MEXaHU3MBbI 3a1UThl B VPN
+ WnenTtudukanus noas30BaTeNs
+ [[IndpoBanne TaHHBIX
+ [ToaTBepkneHre TOITMHHOCTH TaHHBIX
— OunbTpanus Tpaduka
— 3amuTa OT BUPYCOB
LleHTpann3oBaHHOE XpaHEHUE YUETHBIX JaHHBIX MOJIb30BaTeNEH
59. Ot kakux aTak 3alUIIaeT YCTAaHOBKAa OOHOBIIEHUH, BBITYCKAEMBIX pa3pabOTUMKaAMHU
ocC
Henocrarku ceTeBbIX IPOTOKOJIOB
Ping of death
@parmMeHTalus MaKkeToB
- Cnam
— DOS-araku
- SYN flood
60. B Tabnuue mapuipyTuzalnuu XpaHUTCS:
+ Anpec cetn
— Hwms nonws3oBaTens
+ Anpec nuo3a
— Ha3zBanue ceTreBOro mpoTokosna
+ CerteBoe noakitoueHue (naTepdeic)
+ Macka cetn

+ + +

MeTtoauyeckue MaTepuabl, XapaKTePU3YOIIMX NPoue1ypPbl OLeHUBAHUSA

Ha ocHoBe mepeuHs BONPOCOB K TECTUPOBAHHMIO MPOrPAMMHBIM  KOMILIEKCOM
nHpopManmoHHO-00pa3oBaTenbHOro nopraia MU Bal'V ¢opMupyroTcss B aBTOMaTUUECKOM PEKUME
TECTOBBIC 3aJ[aHUs I CTYACHTOB: § BOIpPOCOB U3 Oioka 1, 4 Bompoca u3 6ioka 2 u 3 Bompoca u3
omoka 3. Ilporpammubiii KoMmIieKC (OpMHUPYET WHIUBUAYaJdbHbIE 3alaHus Uil KaXKJIO0TO
3apErUCTPUPOBAHHOTO B CHCTEME CTYJCHTA M YCTaHABIMBACT BPEMs MPOXOXKIACHUS TECTHPOBAHUSI.
PesynbpTatroMm TecTupoBaHUs SBISETCS Oaiii, pacCUMTAHHBIM HAa OCHOBE KOJIMYECTBA MPABUIIBLHBIX
orBeToB. C y4yeTOM WMHAMBUIYATHHOTO CEMECTPOBOTO pEHTHHIa CTyAEHTa (POPMHPYETCS WTOTOBBIH
0ayut 1o Kypcy.



MakcumanbHasi cymma 0aiioB, Habupaemas CTyASHTOM 1o guciurinHe paBHa 100.

OueHka
B
Oayutax

O1eHKA TI0 IIIKaJie

O06ocHOBaHUE

Yposenw
chopmuposannocmu
KomnemeHnyui

Bonee
80

«OTInyHO»

Copep:xaHue Kypca OCBOCHO
MOJIHOCTBIO, 0€3 MPOOeIoB,
HE0OXOIUMBIE TPAKTUUYECKUE HABBIKU
paboThI ¢ OCBOCHHBIM MaTEPUATIOM
chopMHUpPOBaHbI, BCE
IIPEAYCMOTPEHHBIE IIPOTPAMMON
oOy4eHus1 yueOHbIC 3adaHus
BBINOJIHEHBI, KAYECTBO UX
BBITIOJTHEHUS OLIEHEHO YHCIIOM
6aJ10B, OJIM3KMM K MAKCUMAJILHOMY

Buicoxuii yposens

66-80

«Xopomo»

Coneprxanue Kypca OCBOECHO
MTOJTHOCTHIO, 0€3 poOeIoB,
HEKOTOPbIE MPAKTUUECKUE HABBIKU
paboTHI C OCBOCHHBIM MaTEpPUATIOM
c(hOpMUPOBAHEI HEIOCTATOYHO, BCE
MPEAYCMOTPEHHBIEC POTPAMMOK
o0yuyeHUs yueOHbIe 3aJaHUs
BBITIOJTHEHBI, KAYECTBO BBITTOTHCHHS
HM OJHOT'O M3 HUX HE OLICHCHO
MHHUMAJIBHBIM YHCIIOM 0aJIjIoB,
HEKOTOPbIEC BUBI 3aJaHUI
BBITIOJTHEHBI C OITMOKaMU

Ilpoosunymuti
yposenp

50-65

«Y IOBIIETBOPUTEIILHO»

ConeprxaHue Kypca OCBOCHO
YaCTUYHO, HO TTPOOEIIBI HE HOCAT
CYIIIECTBEHHOT'O XapaKTepa,
HEOO0XOIUMBIC TIPAKTUIECKHAE HABBIKU
paGOTBI C OCBOCHHBIM MaTCprajIOM B
OCHOBHOM C()OPMHUPOBAHHI,
OOJIBIITMHCTBO MPEyCMOTPEHHBIX
porpamMMoi 00y4eHHs yueOHBIX
3aZ[aHHI>'I BBIITOJIHCHO, HCKOTOPLIC U3
BBITTOJIHEHHBIX 33JJaHHIA, BO3MOXKHO,
COJIEpIKaT OIMIHMOKHI

Ilopozoswiit yposens

Menee
50

«HeynoBineTBOpUTEIEHOY»

CopneprkaHue Kypca He OCBOCHO,
HEO0OXOIMMBIE MPAKTHYECKUE HABBIKH
paboThl HE CPOPMHUPOBAHBI,
BBITIOJTHCHHBIC y4eOHbIC 3a/IaHUs
COJIEp>KaT IpyObie OMUOKH

Komnemenuuu ne
chopmuposansvi

3. 3aganus B TeCTOBOI (popMe MO JUCHUIIIMHE
[Ipumeps! 3anaHuit:
Vl:top
V2:AnMuHHCTpUPOBaHNE HH(POPMAITMOHHBIX CUCTEM
V3:0IIK-7 CiocobeH oCyIIeCTBIATh BEIOOP TIATGOPM U MHCTPYMEHTAIBHBIX MPOTPAMMHO-

anmapaTHbIX CPE/ICTB AJIS pean3alui HHHOPMAIIMOHHBIX CUCTEM;
V4:0IIK-7.1 JlemoHcTpupyeT 3HaHHS IUIaTGOPM, TEXHOJOTHH H HMHCTPYMEHTAIBHBIX

IpOTpaMMHO-aNNapaTHBIX CPEACTB IS peann3auui HHPOPMAITMOHHBIX CUCTEM
I:Komangsr Linux




S:Vkaxute komaHap! Linux, COOTBETCTBYIOIIHNE OMUCAHUIO

L1: Onpenenenue cBOOOTHOTO MeCTa Ha JMCKe

R1:df

L2: Ynpasnenue pa3aenamu Ha JUCKE

R2: fdisk

L3: OnpeneneHue pazmepa 3nemMeHTa (haiaoBoi CUCTEMBI

R3: du

L4: Onpenenenue myTu K TEKyIEMY KaTaJlory

R4: pwd

L5: Cmena teky1iero karaaora

R5:cd

R6: dd

[:Anpec, ucnonb3yemMblii Ha CETEBOM YPOBHE, Ha3HAYaE€Mbld aJIMUHUCTPATOPOM BO BpeMs
KOH(HUTYpUPOBAHHS KOMIIBIOTEPOB ...

S:Anpec, UCHOIB3yeMbIii Ha CETEBOM YPOBHE, Ha3HAYa€MbIl aJIMUHHUCTPATOPOM BO BpeMs
KOH(UTYPUPOBAHUS KOMIIBIOTEPOB U MapIIPyTU3aTOPOB:

-:JIOKaJIbHOE UMSI KOMIIBIOTEPA

-:DNS-ums

+:IP-agpec

-:-MAC-anpec

I:Ataka Ha BJ]

S:Kak  Ha3blBaeTcst araka, 3akiovaromascs Bo  BHeapenuu B HTTP-3ampoc
HeMpenycMOTpeHHOro koga SQL

+:SQL-unBeKIUA

-:SQL flooding

-:SQL gate

-:SQL bomb

I:Ataka, ocHoBanHas Ha npotokoiie [CMP, BeiBositass OC komMnbroTepa U3 CTPOSt

S:Ataka, ocHoBaHHas Ha nipotokosie ICMP, BeiBoasiias OC koMnbrOTEpa U3 CTPOS

+:Ping of death

-:Ping flood

-:ICMP flood

-:Echo redirect

I:B Tepmunax agmunuctpupoBanust UNIX-cucrem "nemon" - 3To

S:B tepmunax anmunuctpupoBanus UNIX-cucteMm "gemMon" - 3To

+:Cucremnas ciryx0a

-:3aBUCIINI TOJI30BATEIIHCKHI TPOLIECC

-:3710yMBIIUICHHUK, aTaKyIOIIU KOMIIBIOTEP

-:3m106HOE MU(PUIECKOE CYIIECTBO C POTAMH M KOTIBITAMHU

[:I'maBHBI KOHGUTYpaTMOHHBIN (aiin BeO-cepBepa Apache 0OBIYHO HA3BIBACTCS:

S:I'maBHBINM KOHPUTYpaAITMOHHBIN (aitn BeO-cepBepa Apache 0ObIYHO Ha3BIBACTCS:

+:httpd.conf

-:webs.conf

-:samba.conf

-:host.conf

I:JIns ompenenenus mo IP-agpecy (u3HYecKOro MeCTOMOJIOKEHHUS KOMIIBIOTEpPa B CETH
CITYXKHT:

S:/lnst ompenenenuss no IP-agpecy (u3MYecKOro MeCTOIOJIOKEHHsSI KOMIIbIOTEpa B CETH
CITYXKHT:

+:MapLIpyTU3aLus

-:cetu TyHHenel VPN

- HaBUT AU

-:TPAHCJISLHS aJPECOB

-:cuctema JoMeHHbIX uMeH (DNS)



[:3anucu B koHurypammonnom daiine syslog "kernel.alert" u "auth.warning" 3to mpumepst

S:3anucu B koHpurypanmonHom daiine syslog "kernel.alert" u "auth.warning" 3To nmpumepsl

+:ceeKTopa

- ICUCTBUSA

-:MMEHH CHCTEMHOT0 YCTPOICTBa

-:KPUTHYHOCTH COOBITHS

[:Mms agmunancTpaTopa B UNIX-cuctemax

S:Mms anmunuctparopa B UNIX-cucremax

+:root

-:superuser

-:admin

-:daemon

I:huTepdetic CGI npennazHaveH mis:

S:UuTepdeiic CGI npennaznayeH mis:

-:JlocTymna K cTaTH4eCKUM CTPAaHUIIAM Ha cepBepe

-:3amuménnoro oOMeHa nHpopMalrenn MeXay CEpBEPOM U KIMEHTOM

+:3amycka Ha cepBepe IPOrpaMM WM CKPUIITOB JIJIsl MOJTYYEHUS TMHAMUYECKUX JaHHBIX

-:Ilosy4yenus ynanéHHOro A0CTyna K cepBepy

[:Kaxnas 3anucek B KOHPUTYpaIrmoHHOM (aitie yTHIUTHI Syslog cocTOuT u3:

S:Kaxnas 3anuch B KOHPUTypanMoHHOM (aiisie yTUIuTHI syslog coctout us:

-:YcTpoicTBO, NelCTBUE

-:Kputnunocts, neiicteue

-:Cenexrop, yCTpOHUCTBO

+:Cenexrop, nencTBue

-:YCcTpOCTBO, KPUTHYHOCTh

V4:0IIK-7.2 YMeTh OCyWIECTBIATh BBHIOOpP IUIaTHOPM M WHCTPYMEHTAIBHBIX MPOrPaMMHO-
anmapaTHbIX CPEACTB Ul pealu3alud HH()OPMALMOHHBIX CHUCTEM, MPUMEHSATH COBPEMEHHBIE
TEXHOJIOTUH peau3aliii HHPOPMALIMOHHBIX CHCTEM

[:Kakue mpoTOKOJIbI MOXHO YyKa3blBaTh HpPHU CO3JaHUM IMpaBuil (PUIBTPALUU B MAKETHBIX
bunbpTpax

S:Kakue mpoTOKOJIbI MOXKHO YKa3bIBaTh HpPU CO3/JaHUU TPaBUI (QUIBTPALMM B MaKETHBIX
bunbpTpax

-:HTTP

-:Bce nepeuncnensbie

+:1CMP

-:Hu onun 13 nepeyrcieHHbIX

-:IP

-:-DNS

[:Kaxkoit mapametrp B koH(purypanuu Apache ompenenser aityn, Bo3Bpalaemsiii cepBepoM
npu oOpalIeHNH K KaTajory

S:Kaxko#t mapamerp B koH(purypamuu Apache ompenensier daiin, Bo3BpamaeMblii cepBepoM
npu oOpaIIeHNH K KaTajory

-:AccessFileName

+:Directorylndex

-:Alias

-:BaseFile

I:Komanpga Linux

S:VkaxunTe komanay Linux, TO3BOJISIONIYIO U3MEHUTH MpaBa JOCTyIA K (aiimy

-:chright

-:chown

+:chmod

-:chkdsk

[:Meronom nepenaun nanusix 1o nporokony HTTP we sBnsiercs:

S:Metonom nepenaun 1aHHbIX 1o nportokony HTTP He saBnsercs:



-:GET

-:POST

+:PUSH

-:PUT

I:Henocrarok kj1accuueckux NpoKCU-CEPBEPOB

S:HenocraTok KilacCHYECKHX MPOKCH-CEPBEPOB

-:COKpBITHE MH(OPMALIMU O KIIMEHTaX BHYTPEHHEH ceTH
-:HEBO3MOKHOCTh BesieHus log-(aitnon

+:HE00X0IMMOCTh MEPECTPOUKH MM MOaUBUKaAIUU KineHTckoro [10
-:HEBO3MOKHOCTb (PMIIBTPAIIUH 110 COEPKUMOMY Tpaduka

[:Homep mopTa, 00BIYHO UCTIOJIB3yEeMBIi BeO-cepBEepaMu

S:Homep nopTta, 0OBIYHO HCIIONIB3YEMBIil BeO-cepBepamMu

-:20

+:80

-:1024

-:22

[:O1H0 M3 OCHOBHBIX CPEJICTB ayuTa B cucTeMax kiacca Unix?
S:OnHO U3 OCHOBHBIX CPEICTB ayIuTa B cucreMax kiacca Unix?
+:VTunura syslog

-:Ytunura squid

-:¥YTunura wtmp

-:Yrunura lastlog

I:ITepenonnenne Oydepa UCTIONB3yETCs B aTakax BUIA
S:Ilepenonnenue Oydepa ucmonbp3yeTcs B aTakax BUA

+:HenocTaTku npuioxxeHun

-:DDOS-araku

-:DOS-araku

-:SYN flood

I:IIporoxon DHCP ucnons3yercs nig:

S:ITporoxon DHCP ucnone3yercs nns:

-:MapmipyTu3zanum BXOASIIEro ¥ UCXOAAIIEro Tpaduka
+:ABTOMAaTH3aIMH MTPOLIECCa HA3HAUCHHS CETEBBIX HACTPOEK y3JaM CETH
-:ITpeo6pazoBanus cumBosbHOTO (DNS) nmenu B IP anpec
-:O0ecnieuenus 6e30macHOCTH UH(pOpMAIHH, TiepeaBaeMoii 1o npotokosry TCP
L:IIporoxon MIME cnyxut is:

S:IIpotokon MIME cnyxut nsi:

+:OmnpeneneHus TUMa COAEP>KUMOT0 B IEpPeJaBaeMbIX JaHHBIX
-:Yka3aHus MeToza oOMeHa JaHHBIMH ¢ BeO-CepBepoM

-:YcTaHOBKH MIM(POBAHHOTO COSAMHEHUS C BEO-CEpBEPOM
-:Ilepenaun mpon3BoIBHBIX (haitioB ¢ BeO-cepBepa

[:IIpoTokoma, UCTIOIB3YEMBIN JI1 TMArHOCTUKUA U HACTPOUKHU CETEH
S:ITpoTokoJ1, NCTIONB3YEMBIH 1711 AMATHOCTUKH U HACTPOMKHU ceTel
+:1CMP

-:VPN

-:-DHCP

-:RIP

L:IIpoTokon onpenenenus IP-anpeca no nzsectnomy MAC-anpecy Ha3bIBaeTcs:
S:ITporoxon onpexnenenus IP-agpeca no n3sectnomy MAC-anpecy Ha3bpIBaeTcs:
-:Address Resolution Protocol, ARP

+:Reverse Address Resolution Protocol, RARP

-:Internet Storage Name Service, iISNS

-:Dynamic Host Configuration Protocol, DHCP

[:Pacnipenenénnas cucreMa paspelieHus: JoOMeHHbIX UMEH B [P-anpeca
S:Pacnpenenénnas cuctema paspelieHns JOMEHHbIX UMEH B [P-anpeca



+:DNS
-:DHCP
-:WINS
-:ARP
V4:0I1K-7.3 TlpuMmeHsieT TEXHOJOTMM W HWHCTPYMEHTAJIbHBIE MPOTPaMMHO-aNNapaTHbIE

cpcacTBa Ajid peajin3alun HH(bOpMaI_[I/IOHHBIX CHUCTEM

y3el

[:Ceprudukar mosp30BaTeNsi COAEPIKUT €T0:
S:Ceprtudukar nonb3oBaTens COASPKUT €ro:
-:3aKpBITHIN KIIOY

+:OTKpBITBIN KITI0Y

-:I{udporyto moanuch

-:IP-agpec

[:Cetn VPN ucnons3ytorcs mis

S:Ceru VPN ucnons3yrorcs ais
-:Mapmpytuzanuu uHGopMauu

+:1uppoBanus nudopmaruu
-:BpicOKOCKOpOCTHOM TIepenaun nHdopmaum
-:O0beIMHEeHNS CeTel C pa3IMYHON apXUTEKTypOn
[:Cauddep - aTo

S:Cuauddep - ato

+:IIporpamMma uau yCTpOMCTBO, JJIA TIEpexBara Bcero Tpaduka, MpOXOoIsIIero Yepe3 TaHHbIH

-:Yuactauk DDOS-araku

-:Bun naketnoro guiabTpa

-:ATakyomuii, ucronp3ytomuid noamMeny IP-aapeca mj1s mpoHUKHOBEHUS Yepe3 OpaHaMaydp
[:CoBokynHOCTh ajpeca KOMIIbIOTEpAa M HOMEpa MOpTa, ONpEAeIAronias KOHEYHbIE TOUKHU

COCAMHECHUS, HA3bIBACTCA ...

S:CoBOKYNHOCTh ajpeca KOMIBIOTEpPA M HOMEpa IOpTa, ONpPEAEIAONas KOHEYHbIE TOYKH

COCAMHECHUS, HA3bIBACTCA ...

-:CeaHnc

+:Coxer

-:CoenuHenune

-:URL

I: TpancriopTHBIN MPOTOKOI IS TEpeadn JaHHBIX B ceTsax [P 6e3 ycTaHOBKM coeTMHEHUs
S:TpaHCnOpTHBIN TPOTOKOI JIJIs TIEpe1auu JaHHBIX B ceTsAx [P 06e3 ycTaHOBKH COeTMHEHHS
-:ICMP

-TCP

-:RIP

+:UDP

[:TpaHCIIOPTHBIN IIPOTOKOJ, KOTOPBIA COAECPKUT MEXaHU3Mbl YCTAHOBKM COCIMHECHHUS U

MOATBEPKICHUS TOCTABKU

S:TpaHCHIOPTHBIM MPOTOKOJ, KOTOPBI COAECPKHUT MEXaHU3Mbl YCTAHOBKM COEIMHEHUS U

MOATBEPKICHUS TOCTABKU

-IP

+:TCP

-:UDP

-:ICMP

[:®ynknua npokcu-cepsepa, NpU KOTOPOM KoiaudecTBO BHewmHUX [P-anpecos omnpenenser

KOJINYCCTBO OJHOBPEMECHHO ...

S:@yHKIMSA TPOKCHU-CEpBEpa, IPU KOTOpPOW KoymdecTBO BHeIIHUX [P-anpecoB ompenenser

KOJIMYECTBO OJAHOBPEMEHHO Pa0OTAIOIINX C BHEIIHEH CEThIO KIIMEHTOB?

+:ba3zoBas TpaHcIALUA aIpPECOB
- TpaHcasuus agpecoB NOPTOB
-:Bexropusanus aapecos



-:@unpTpanus KOHTEHTa

[:YTo 13 mepedncaeHHoro SBISETCS MaKeTHBIM (QUIBTPOM

S:Yrto U3 nmepeyncaeHHOro SBISETCS MaKeTHBIM (QUIBTPOM

-:samba

+:iptables

-:squid

-:apache

[:YTo 13 mepedncaeHHoro SBIsSETCS MPOTOKOJIOM 0OMEHAa JaHHBIMU C BeO-cepBepom?

S:YT0 U3 MepeyrcIeHHOro SBISIETCS IPOTOKOJIOM 0OMEHa TaHHBIMU C BeO-cepBepoM?

+:http

-:dns

-:dhcp

-:html

[:YTo Ttakoe 6utr ACK?

S:Yto takoe 6ut ACK?

-:0UT CHHXpPOHM3AIlMU yCTaHABIMBACTCS MPH Tepefade HavdallbHOTO 3alpoca Ha YCTAaHOBKY
COEIMHEHUS

+:0UT TOATBEPKICHUS TOCTABKH MTaKeTa

-:0UT OTKJIOHEHHM I, O3HAYAIOIINI MOBPEKICHHE MTaKeTa

-:0UT 3aBepIICHUS COCTUHEHUS

[:Yto Takoe Out SYN?

S:Yto takoe 6ut SYN?

+:0UT CMHXPOHM3AIMH YCTAHABIMBAETCS MPHU Iepeade HavalbHOIO 3alpoca Ha YCTaHOBKY
COCTMHEHUS

-:0UT MOATBEPKICHUS JOCTaBKU MaKeTa

-:0UT OTKJIOHEHWM S, O3HAYAIOIINIA MOBPEKICHIE MTaKeTa

-:0UT 3aBepIICHUS COeIUHEHUS

V3:0IIK-5 CriocobeH MHCTaJUIMPOBATh IMPOrpPaMMHOE M ammapaTHoe oOecreyeHHue JUIs
MH(OPMALIMOHHBIX U ABTOMATU3UPOBAHHBIX CHCTEM;

V4:0IIK-5.1 JlemMOHCTpUpyeT 3HAaHME€ OCHOB CHCTEMHOTO  aJIMHHUCTPUPOBAHUS,
angmuauctpupoBanuss CYBJl, coBpeMeHHBIX CTaHAApTOB WHOOPMAIMOHHOTO B3aWMOJCHCTBUS
CUCTEM

[:Bp16eprTe COOTBETCTBHE aIPECOB KOMIBIOTEPA UX THIIAM

S:Bre1bepuTe COOTBETCTBHE aAPECOB KOMITHIOTEPA UX THUTIAM

L1:10.0.2.5

R1: IP-agpec

L2: 6F:D4:32:0A:46:1B

R2: MAC-anpec

L3: ftp.mandriva.com

R3: DNS-ums

L4: mycomp

R4: Netbios-ums

[: ATaku Ha TPUITOKEHUS

S:VkaxuTe OCHOBHBIEC METOBI aTaK Ha MPUIIOKECHHSI B TI100AIbHOM ceTn

+:HenpaBunbHas (Hebe3omacHas) KOHGUTYpaIHs

+:Ilepenonuenue Oydepa

+:YyeTHbIE 3aMIUCH TI0 YMOTYAHUIO

-:HecooTBeTcTBUE THTIA TPUIIOKEHUSI HA3HAUCHUIO

-:ITonnenka nudpoBoi moanucu

[:Bupn npas B UNIX-cucremax, mo3BOJIAIOLIMN MOJIb30BATEIO 3aX0AUTh B KaTaJoT

S:Bun mpaB B UNIX-crcTeMax, mO3BOJISIFOIINAN MOJb30BATEIIO 3aX0UTh B KaTAJIOT

-r

- W

+:X



-:e

I:Kakas undopmarus nepenaéres no nporokory DHCP

S:Kaxkas nadopmanus nepegaércs mo npotokosry DHCP

-:IP-agpec

-:DNS-cepBep

-:Macka cetu

+:Bcé€ nepeuncienHoe

I:Kakue 13 nepeyncieHHbIX TPOTOKOIOB HConb3ytoT (puarn SYN, ACK

S:Kakue 13 nepeunciaeHHbIX TPOTOKOI0B HCodb3yoT ¢utarn SYN, ACK

+:TCP

-:UDP

-:ICMP

-:IP

-:ARP

I:Kakue npoTokoisl MOXHO YKa3blBaThb NPH CO3AAHUU MpaBWl (UIBTPALUU B MAKETHBIX
bunbpTpax

S:Kakne nmpoTOKOJIBI MOXKHO YyKa3blBaTh IPH CO3JAaHUM NpaBWil (UIBTPALUU B MaKETHBIX
bunpTpax

-:ICMP

+:Bce nepeuncieHHbIe

-:'TCP

-:Hu onun 13 nepeyncieHHbIX

-:UDP

[:Kakue mpoTOKOJBl MOXHO YKa3blBaTh NPH CO3AAHWU TMPaBWI (UIBTPALUU B IMAKETHBIX
bunpTpax

S:Kakue mpoTOKOJBI MOXKHO YKa3blBaTh INMPH CO3JAHUM NpPaBWI (UIBTPALUU B MaKETHBIX
bunpTpax

-=-HTTP

-:Bce nepeunciennbie

-:FTP

+:Hu oquH 13 nepedyncieHHbIx

-:SSH

-:DNS

[:Kakue THmBI Tpymm MOJb30BaTeNed CyIIECTBYIOT B ONEPAIMOHHBIX CHCTEMax Kiacca
Windows NT

S:Kakue TuIbl rpynm mMojb30BaTeled CyHMIECTBYIOT B OIEPALMOHHBIX CHCTEMax Kiacca
Windows NT

+:7I0KaJIbHAasl TPYIIa KOMIIbIOTEpa

-:ro0aabHas rpyMnna KOMIIBIOTEPa

+:JIOKaJIbHas IpyIa Jo0MeHa

+:rmobanpHas rpyIma JoMeHa

[:Kakumu crioco6amu MOXKHO 60poThes ¢ GanbcuuKament SIeKTPOHHOM MOUYTHI

S:Kakumu crioco6amu MOKHO O0pOThCS C anbCupUKAIIUEH HITEKTPOHHON TTOUTHI

+:Mcnonp30BaTh HUQPPOBBIE TOAUCH

-:Mcnonp30BaTh yHUKAIbHBIE IOYTOBBIE SIUKU

-:Mcnons3oBate npotokon IMAP

+:Mcnons3oBate VPN

[:Kakum 00pa3zom XpaHATCsS MapojiM IMOJb30BaTeei B OONBIIMHCTBE COBPEMEHHBIX Linux-
cHCTEM

S:Kakum 06pa3zoMm XpaHATCS MapojiM MOJb30BaTesell B OONBIIMHCTBE COBPEMEHHBIX Linux-
CHCTEM

-:B OTKPBITOM BHJIE B (aiine /etc/passwd

-:B OTKPBITOM BuJIe B (aiine /etc/shadow

-:B 3amMpoBaHHOM BHJIE B (paiiie /etc/passwd



-:B 3amudpoBaHHOM BHJIe B (aiine /etc/shadow

-:B BUJIe Xd1Ia B daiine /etc/passwd

+:B BuE X3ma B (aiine /etc/shadow

I:Kakoii u3 IP-anpecoB siBisieTcst aipecoM MMPOKOBEIIATEIBHON PACCHUIKI

S:Kakoit u3 IP-anpecoB gBisieTcs aipecoM MHUPOKOBENIATEIbHONU PACCHUTKH

-:127.0.0.1

-:192.168.8.0

+:10.2.255.255

-:0.0.0.0

V4:0I1K-5.2 TIpon3BOAUT MHCTAJUISLMIO U HACTPONKY MHCTPYMEHTAJIBHOIO MPOTrPaMMHOIO
oOecrnieueHus JUIsl pelieHus 3a/1a4 NpoPecCUOHANbHON A TETbHOCTH

I:Henpasunsaeim URL-anpecom saBistercs:

S:HenpaBunbasim URL-anpecom siBnsiercs:

-:http://ru.wikipedia.org/wiki/URL

-:http://en.wikipedia.org:80/wiki/Special:Search?search=train&go=Go

-:ftp://myname:mypass@myhost.com:21/etc/motd

+:myhost.dom://ftp/pros/somename

I:ITnanuposmuk B UNIX-cucremax

S:Ilmanuposuuk B UNIX-cuctemax

-:timed

-:shed

+:cron

-:daemon

I:CBenenus, ucnonbzyemble i GuiabTpanuu Tpaduka u3 3aroyioska [P

S:Crenenusi, ucnosibzyemsie it GuabTparuu Tpaduka u3 3arojgoska [P

+:Anipec oTHpaBUTENSA

-:ITopT oTnpaBuTens

+:Anpec nosyqarens

-:ITopT nomyuarens

-:dgar ycTaHOBKM COEIMHEHHUS

+:IIpoTokon

-:Bce nepeuncnensbie

[:CranmapTHbiMu pazpemenusiMu 11 (aitnos u karamoroB B UNIX-cucremax sBISIFOTCS:

S:CrannaptHeiMU paspemieHusIMH 1is ¢paitnioB u katanoros B UNIX-cucremax sBISIOTCS:

+:UreHue

+:BbinonHenue

-:Co3nague

-:Y nanenue

+:3anuce

[:YkaxxuTe 1OCTOMHCTBA MAaKETHBIX (PUIBTPOB

S:VkaxxuTe TOCTOMHCTBA MAKETHBIX (PUIHTPOB

+:"OecruiaTHast" GUIBTpALUS TAKETOB

-:IIPOCTOTAa HACTPONKH

-:BO3MOXKHOCTb (DMIIBTPALIUU 110 COAECPKUMOMY TTaKETOB

+:IpO3pavyHOCTh JIs ITOJIB30BATENEN

[:Yto npexacrasiser coboi azpec y3ia Ha CETEBOM YpOoBHE B cTeke mpoTokosioB TCP/IP v4?

S:Yrto mpeacTaBisieT co00i aipec y3i1a Ha CeTeBOM YPOBHE B cTeke poTokooB TCP/IP v4?

-:Ctpoka

-:64 OuTHOE YHuCIO

+:4 6aliTHOE YUCIIO

-:4 NecATUYHBIX YUCIA, Pa3IeIEHHBIX TOUKaMU

[:I1I1r03 110 YMOIYaHHIO UMEET aapec

S: 111103 MO YMOJITYaHHIO UMEET aApec

-:127.0.0.1



-:255.255.255.255

-:8.8.8.8

+:0.0.0.0

V3:0IIK-4 CriocobeH y4acTBOBaTh B pa3padOTKe TEXHHUUECKOW JTOKYMEHTAIUU, CBA3aHHOM C
po¢eCCHOHATIBHOM 1€ATENBHOCTBIO C UCIOJIb30BAHUEM CTAHAAPTOB, HOPM U MPaBUIL;

V4:0I1K-4.2 Pa3pabaTpiBaeT OJJIEMEHTHl U pa3felbl TEXHUYECKOW JOKyMEHTAIIHUH,
OTHOCAIIMECS K PA3JINYHBIM JTalaM >KU3HEHHOTO IUKJIa MHPOPMALIMOHHOMN CUCTEMBI

[:Vkaxxure Ha3HAYCHHUE PA3IMYHBIX [IPOTOKOJIOB

S:Vkaxkute Ha3HAUEHUE PA3TIUYHBIX TPOTOKOJIOB

L1: ITpoTtokon nepenaun Qaiiaos

R1: FTP

L2: IIpoTokon [IuarHoCTUKY U HACTPOUKH CETU

R2: ICMP

L3: TpaHcniopTHBII IPOTOKOJI ¢ YCTAHOBKOM COEAMHEHMUS

R3: TCP

L4: TpancnopTHBIN IPOTOKOJ 06€3 YCTaHOBKH COSTUHEHHUS

R4: UDP

[:Vkaxxure Ha3HAYCHUE PA3IMYHBIX [IPOTOKOJIOB

S:Vkaxkute Ha3HAYEHUE PA3TIUYHBIX TPOTOKOJIOB

L1: Ilepenaya makeToB MEXAY Pa3INUYHBIMU CETAMU

R1: 1P

L2: ABromaTnueckasi HACTpoWKa y3JI0B CETU

R2: DHCP

L3: Ilepenaya runepTeKCTOBOM HHPOPMALIUN

R3: HTTP

L4: Paspemenue [P-anpecoB B MAC-anpeca

R4: ARP

I:B Tabnuie MapmpyTH3aul XpaHUTCS:

S:B tabnuiie MmapmpyTH3aluu XpaHUTCS:

+:Anpec cetu

-:1ms nonw3oBaTens

+:Anpec nuto3a

-:Ha3Banue cereBoro nporokosna

+:CeTeBoe mokItoueHue (MHTEpQeEiic)

+:Macka cetn

I:Ins 3ampera moctyna momib3oBateneid u3 moacetu 192.168.10.0 k mpokcu-cepepy squid
HYKHO UCIIOJIb30BaTh CIEIYIOIUH ...

S:Jlnst 3ampera noctymna mojib3oBareneid u3 moxacetu 192.168.10.0 x mpokcu-cepepy squid
HY’KHO UCIIOJIb30BaTh CIENyIOINN HA0Op MpaBuIL:

-:acl src 192.168.10.1-192.168.11.1

http access deny

+:acl bad src 192.168.10.0/24

http access deny bad

-:http_access deny src 192.168.10.1-192.168.11.1

-:acl deny 192.168.10.0/24

[:Kak Oyner BBIMIAIETh NMPaBUIIO, 3allpeliarolnee IMojb3oBarento student (MaeHTHPHUKATOD
1000) momp30BaThCst MPOTOKOJIOM ssh ...

S:Kak Oyner BBITISAETH NMPaBWIIO, 3alpeliarolee mnoyib3oBatento student (uaeHTHdUKAaTOp
1000) momp30BaThest mpoTokosioM ssh (mopt 22)

-:OUTPUT -p tep --dport 22 -m owner --uid-owner 1000 -j ACCEPT

-:OUTPUT -p tcp --dport 22 -m owner 1000 -j DROP

-:OUTPUT -p tcp 22 -m owner --uid-owner 1000 -j DROP

-:OUTPUT -p tcp --dport 22 -m owner --uid-owner ! 1000 -j DROP

+:OUTPUT -p tcp --dport 22 -m owner --uid-owner 1000 -} DROP



[:Kak 3anpetuts Bcem kommbroTepam kpome 10.5.4.1 1ocTyn TOIBKO K calTaM C MOJCTPOKOU
game (ucronb3ys squid)

S:Kak 3anpetuts BceM kommbioTepaM kpome 10.5.4.1 goctyn TOJIBKO K caliTaM C TOACTPOKOM
game (ucronb3ys squid)

-:acl the one src 10.5.4.1

acl gamestr url_regex game

http _access deny the one

http_access deny gamestr

http access allow all

-:acl the one src 10.5.4.1

acl gamestr url regex game

http_access allow the one gamestr

http access deny the one

+:acl the one src 10.5.4.1

acl gamestr url regex game

http_access allow the one gamestr

http access deny gamestr

-:acl the one src 10.5.4.1

acl gamestr url regex game

http_access allow all

http access deny gamestr

-:acl rule src 10.5.4.1 game

http _access allow rule

http_access deny game

-:acl rule src 10.5.4.1, url regex game

http_access allow rule

http _access deny all

[:OcHoBHBIE MexaHU3MBbI 3a1IUTH B VPN

S:OcHOBHBIE MEXaHU3MEI 3aIIUTEI B VPN

+: M nenTuuKanus mojib30BaTeis

+:11IudpoBanue maHHBIX

+:IloaTBep)ACHNE MTOATUHHOCTH JaHHBIX

-:@unpTpanus Tpaduka

-:3amura oT BUPYCOB

-:llenTpanu3oBaHHOE XpaHEHHE YUETHBIX JAHHBIX MTOJIb30BaTENEH

[:OT1 kakux arak 3aIIUIAeT YCTAaHOBKA OOHOBIIEHUH, BBITTycKaeMbIX pazpadborunkamu OC

S:Ot KakuX aTak 3alUIIAeT YCTaHOBKA OOHOBJIEHUH, BBITyCKaeMbIX pazpadorunkamu OC

+:HepocTaTtku ceTeBbIX TPOTOKOJIOB

+:Ping of death

+:@parmeHTanus MakeToB

-:Cnam

-:DOS-araku

-:SYN flood

I:IlpaBuno, paspemaroniee Bxonsaue mnakersl ¢ ys3na 10.0.0.1 tonmbko Ha mopt 1194
npoTokoja udp

S:IIpaBuno, pazpematoniee Bxoxasmue mnakersl ¢ y3na 10.0.0.1 tompko Ha mopt 1194
npoTokoja udp

-:INPUT --dport 1194 -p udp -d 10.0.0.1 -j ACCEPT

-:INPUT -p udp --dport 1194 -s 10.0.0.1 - ACCEPT

-:INPUT -p udp 1194 -s 10.0.0.1 -j ACCEPT

-:INPUT -p udp --dport ! 1194 -s 10.0.0.1 -} ACCEPT

+:INPUT -s 10.0.0.1 -p udp --dport ! 1194 -j DROP

-:INPUT -s ! 10.0.0.1 -p udp --dport 1194 -j DROP

[:Vkaxxure KOppEKTHBIE CETEBBIE MACKU



S:Vkaxxute KOppeKTHBIE CETEBbIE MAaCKH

+:255.255.0.0

+:255.255.255.0

-:255.0.255.0

-:255.255.250.0

+:255.255.252.0

+:255.255.255.192

[:Yro nenaer nmpaBuio CIEayIOLIETO BUIA

INPUT -p tcp --dport 21 -j DROP

S:Yto nenaer npaBuIIO CAEAYIOLIETO BUAA

INPUT -p tcp --dport 21 -j DROP

+:0TOpackIBaeT BXOAALIME MAKeTHl Ha MOPT 21 1o mpoToKoILy tcp
-:IIPUHUMAET BXOASAIIME MAKETHI C mopTa 21 1o mpoTokoiy tcp
-:0TOpachIBaeT BXOSAIIUE MMAKETHI ¢ mopTa 21 1mo npoTokoiy tcp
-:IPUHUMAET BXOAIIME NAKeThl HAa OpT 21 1o mpoTokoiy tep

[TomHBIH TIEpeUeHb TECTOBBIX 3aJJaHU C YKa3aHUEM MPaBUIIbHBIX OTBETOB, pa3MeIIeH B OaHKe
BOIIPOCOB ~ Ha  HMH(OPMAIIMOHHO-00pa30BaTebHOM  IOpTaje  HMHCTUTYTa IO  CCBUIKE
https://www.mivlgu.ru/iop/question/edit.php?courseid=472&cat=2635%2C16676&qpage=0&categor
y=38615%2C16676&gbshowtext=0&recurse=0&recurse=1&showhidden=0

OreHKa pacCYUTHIBACTCS KaK MPOICHT MPABHIBHO BBHIMOJHEHHBIX TECTOBBIX 3aJaHUH M3 MX
o011ero yucna.



