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PABOYAS ITPOI'PAMMA TUCIUAITIINHBI

Aomunucmpuposanue cpeocme 3auumol UHGOPMaAYUU 8 KOMIBLIOMEPHBIX CUCTEMAX U

cemAx
HanpagJieHue MOATOTOBKH 10.03.01 Unpopmayuonnas 6ezonacHocms
IIpo¢niab noaAroTroBKU besonacnocms komnviomepnvix cucmem (no
ompacau unu 6 cghepe npogeccuonanvHol
oesimenbHOCmU)

Bcero Popma
Tpynoem- Tex- Hpaktu- | JlaGopa- Koncynb- | Kont- | (komrax- NPOMEIKY-
KOCTb, yeckue TOpHBbIE CPC, TOYHOI0
Cemectp MM, Tauus, poJib, THast
yac./3a4. 3aHATHA, | padoThI, yac. KOHTPOJS
yac. yac. yac. pa6ora),
el. yac. yac. (3x3., 3a4.,
yac.
3a4. C 0I1.)
7 216/6 32 64 5,2 0,35 | 101,55 | 78,8 | IKk3.(35,65)
Hroro | 216/6 32 64 5,2 0,35 | 101,55 | 78,8 35,65

Mypowm, 2022 r.



1. lleanb ocBOeHNSI AUCUUILIHHBI
Ilenp  AMCHUIUIMHBL:  3HAKOMCTBO C  OOMIMMM  TpPUHIMIAMH  pabOThl  CHUCTEM
aIMVHHMCTPUPOBAHUSA U YIPABIEHUS B KOMIBIOTEPHBIX ceTAX. [loyueHne 3HaHMNA O COBPEMEHHBIX
IIPUHIUIIAX [IOCTPOCHUS CUCTEM aJMUHUCTPUPOBAHUS U YIPABJICHUSA, UX IIPOIPAMMHON CTPYKTYpE,
IPOTOKOJIaX U CIYK0ax; CO3JaHHe HPENOChUIOK Ui MCIOJIb30BAaHMs IOJyYCHHBIX 3HAaHUM B
npo¢eCCHOHATLHOM IeATENTFHOCTH B KAUECTBE CUCTEMHOTO aJIMUHUCTPATOPA.

2. Mecto aucuuiuinHbl B crpykrype OIIOII BO

I[HSI HU3YyUYCHUA JUCHUIIJIMHBL HCO6XOZ[I/IMO OCBOCHHC COACPIKAHUA JUCHUIIINH: -

Undopmaruka - Cetu u cucrembl nepepayud uHpopmauumu - JluckpeTHas maTemaTtuka -
[TporpaMMHoO-amnmapaTHple  CpeACTBa 3aIlIUTHl  HHPOPMAIUU - TexHonoruu © METOJBI
IPOrpaMMHUPOBAHUS.

3. Ilnanupyemblie pe3yabTaThl 00y4eHHs 110 TUCHHUILIHHE
[Inanupyemble pe3yapTaTbl OOY4E€HMs MO JUCLMIUIMHE, COOTHECEHHbIE C IUIaHMPYEMbIMU
pesynbratamu ocBoeHust OIIOII (koMneTeHIUAMEI U HHANKATOPAMU JTOCTHXKEHUSI KOMIIETSHIIUN )

[Tnanupyembie pe3yabTaThl 00yUYCHHUS MO AUCIUILIHHE, B
COOTBETCTBUHU C MHIUKATOPOM JOCTHKEHUS KOMIETEHIIUU

dopmupyembie
HanmeHnoBaHHE OLIEHOYHOTO

KOMITETCHITNH (KO,

COZIEpIKaHUE MupukaTop 10CTHKEHUS PesynbTathl 00yUeHUs 10 cpencTBa
KOMITCTEHIIHN ) KOMIETEeHIIUN JUCHUIUIMHE
[IK-1 Crocoben [IK-1.1 AaMuaHMCTpUpYET 3HaTh METOIbI Ot4er, BONPOCH K yCTHOMY
aJIMUHHCTPHUPOBATH MOJICUCTEMBI 3aIUTHI aJIMUHUCTPUPOBAHUS orpocy

MOJICUCTEMBI 3aILUTHI
uHdopmanuu B

nHdopmanuu B
OTIEPaIMOHHBIX CHCTEMaX

MOJICUCTEM 3aLUThI
uH(popMaLH B

OTIepPaLOHHBIX OTIEPALIMOHHBIX CHCTEMax
cucTeMax (TTK-1.1)
I1K-2 Crocoben [IK-2.1 AqMUHUCTpHUpYET YMeTh aIMUHUCTPUPOBATh OTueT, BOPOCH K yCTHOMY
aJIMUHHCTPHUPOBATH IIPOTpaMMHO-alapaTHbIE MOJICICTEMBI 3aIUTHI orpocy
IIPOrpaMMHO- CpPEICTBA 3aIIUTHI uHhopMaLK B
ammapaTHbIe uH(hopMaLH B OTIEPALMOHHBIX CUCTEMAaX

CpelCTBA 3allUThI
HHPOPMAITIH B

KOMIBIOTEPHBIX CETAX

(TK-2.1)

KOMITBIOTEPHBIX
ceTsix
IIK-3 Crocob6en [IK-3.1 AaMuHHCTpUpYET Bnagers HaBbIKaMu Ot4er, BONPOCH K yCTHOMY
aJIMHHUCTPHUPOBATh CpeZCTBa 3aIINThHI aJIMUHUCTPHUPOBAHNUS orpocy
CpezcTBa 3aIInTHI nH}popManny MPUKIATHOTO MOJICUCTEMBI 3aIUThI
nHpopmManuu U CUCTEMHOT'O nHdopmanuu B
MPUKIIAJHOTO U MPOTrPaMMHOTO 00ecreyeHns OINEpaLMOHHBIX CUCTEMAX
CHCTEMHOTO (TTIK-3.1)
MIPOTPaAMMHOTO

oOecreueHus




4. CTpyKTYypa H coepkaHne TUCHUILTHHbBI
OO01mast TpyA0eMKOCTh JUCIUTIINHBI COCTABISAET 6 3a4eTHBIX eauHUIL, 216 Jacos.

4.1. ®opma o0y4eHHsI: OUHAS
YpoBeHb 6a30BOro 00pa3oBaHusi: CpeHee ooIee.

Cpoxk o0yueHust 4r.

4.1.1. CTpyKTypa IMCHUNINHBI

KonraktHas padota
00y4aroIUXCs C MEJaroTHYECKuM |
pabOTHHUKOM S ®opma
Lg TCKYLICTO
2‘ KOHTPOJIA
& g YCIEBAa€MOCTH
No P ( ) 3 e (o Henensam
o\ asJen (TemMa) JUCLMILINHEL = N 5 cemectpa),
o = £ = S popma
= e S = £ | mpomexyrouHoi
S| a| & S| = arrectanuu(mo
= 0 & =] B =
S ) v v | &£ & ] < CeMecTpam)
S| E| | E(z|&] 8|°
S| 8|8 &l | =
SElel|lelzg|l%| 2] S
= 8| & 5| =
= Q. ja <
% | o| T
S | QS
Q| & §
=R
1 BBeneHue B TeXHUUECKHE 7 110 32 36 YTt onpoc
CpeJICTBAa KOMMYTAITUU
2 AJIMUHHCTPUPOBAHUE 7 |22 32 42,8 |  Yemwiionpoc
BBIUMCIUTENbHBIX CETeH Ha
6aze MS Winsows Server
Bcero 3a cemectp 216 | 32 64 521035 78,8 DK3.(35,65)
Utoro 216 | 32 64 52 1035( 78,8 35,65
4.1.2. CoaepskaHue TUCHMILIMHBI
4.1.2.1. Ilepeyennb JeKuuu
Cemectp 7
Pa3zoen 1. Beedenue 6 mexnuueckue cpeocmea KoMmymayuu
Jlexnus 1.
Omnpenenenue cereld U ux Tononorus (2 yaca).
Jlexnusa 2.
Turbl TUHUN CBSI3M JIOKAIBHBIX ceTel (2 Jaca).
Jlekuus 3.
[Toxxirouenue IUHUN CBSA3H U KOABI Iepenaun nHpopmMaiuu (2 gaca).
Jleknus 4.
[TakeTsl, MPOTOKOJIBI M METOIBI YIIPaBICHHsI 0OMeHOM (2 yaca).
Jleknus S.
Mopenb OSI (2 yaca).

Pazoen 2. Aomunucmpuposanue eviuuciumenvhvix cemeti Ha baze MS Winsows Server
Jlexknus 6.
3ammTa nHGOPMAIIMH B JIOKATBHBIX CeTAX (2 yaca).



Jlexknus 7.

Anropurmsl cetu Ethernet/Fast Ethernet (2 gaca).
Jlexnus 8.

O6opynosanue Ethernet u Fast Ethernet (2 gaca).
Jlexknusa 9.

Br16op kondurypamuu cereit Ethernet u Fast Ethernet (2 gaca).
Jlexnus 10.

MeTtoauka 1 HauaabHbIE ATAIBI MPOSKTUPOBAHUS ceTH (2 yaca).
Jlexnus 11.

Br160p ¢ yueTom cToMMOCTH, IPOEKTUPOBAaHKE KaOEIbHOI CUCTEMbI, ONTUMU3AIIHS U
oTJiajKa cetu (2 Jaca).
Jlexuus 12.

Tepmunoorus u onpeaeneHus. MapmpyTu3aropsl, KOMMYTaTOpbl. TexXHOIOrMu
KoMMyTanuu (2 gaca).

Jlekuus 13.

TexHonoruueckas peaanzanus KOMMYTaTopoB. KoMmMmyTaTopbl Ha OCHOBE KOMMYTAllMOHHON
MmaTpulibl. KommyTatopsl ¢ paznensemo namsaTbio. KommyraTopsl ¢ o01ieit muHoi (2 yaca).
Jlexuus 14.

XapaKkTepUCTUKH, BIUSIOMINE Ha TPOU3BOIUTEILHOCTE KOMMYTaTOPOB. CKOPOCTH
(GUIBTpAIIK ¥ CKOPOCTH MPOJIBIKECHUS (2 Yaca).

Jlekuus 15.

TpexypoBueBas uepapxudeckas mozenb cetu. Moaens IEEE Project 802 (2 gaca).
Jlekuus 16.

O0benuHeHe MOPTOB U CO3/ITaHUE BHICOKOCKOPOCTHBIX ceTe (2 yaca).

4.1.2.2. IlepeyeHb NPAKTHYCCKUX 3aHATHIT
He mnanupyercs.

4.1.2.3. Ilepeuennb JJadopaTOpHbIX padboT

Cemectp 7
Pazoen 1. Beeoenue 6 mexnuueckue cpedcmea KOMMymayuu
JlabopaTopnas 1.

VYcranoBka cpenst EVE-NG (4 gaca).
JlabopaTopnas 2.

VLAN, DHCP (4 gaca).
JlabopaTopnas 3.

Static Routing (4 daca).
JlaGopaTopHnasn 4.

Dynamic Routing: RIP & OSPF (4 4aca).
JlaGopaTopHnasn 5.

Dynamic Routing: BGP (4 gaca).
JlaGopaTopHas 6.

Internet and Remote Administration: NAT, SSH (4 gaca).
JlabopaTopnas 7.

iptables (4 gaca).
JlabopaTopnas 8.

GRE (4 yaca).
Paszoen 2. Aomunucmpupogarnue gviuuciumenvuvix cemeii Ha baze MS Winsows Server
JlaGoparopHas 9.

PPTP (4 gaca).
JlaGoparopnas 10.

L2TP (4 uaca).
JlaGoparopnas 11.

[Psec over L2TP (4 gaca).



JlabopaTopHnas 12.
IKEv2 (4 gaca).
JlabopaTopHnas 13.
OpenVPN-L3 (4 yaca).
JlabopaTopHnas 14.
OpenVPN-L2 (4 yaca).
JlabopaTopHnas 15.
WireGuard (4 gaca).
JlabopaTopHnas 16.
MPLS (4 gaca).

4.1.2.4. IlepeyeHb TeM U y4eOHO-MeTOANYECKOE O0ecIiedeHue CAMOCTOATEIbHOM

padéoTbI
[lepeueHb TeM, BHIHECEHHBIX Ha CAMOCTOSITEIbHOE U3yUEHUE:
1. ABropuzanus.
2. AyreHtudukanms.
3. bpanamayap (MexceTeBoii 3kpaH, Firewall).
4. Beb6-o003peBatens (BeO-0paysep, Opaysep).
5. dewitarpamMma (Taker).
6. JlebparmeHTarusi.
7. AucTpuOyTHB.
8. Jlomen.
9. JloMeHHOE MMSI.
10. JlomeHHas cucTeMa HMEH.
11. IpaiiBep.
12. Unentudukamms.
13. UnenTuuumupoBaHHbIHi 0JIb30BATENb.
14. Nnkancynsuus.
15. udopmanmonHas 6€30MacHOCTb.
16. IcTOUYHUK yrpO3BI.
17. Knacrep.
18. Konnuzusi.
19. Kpunrorpagus.
20. Kpunrorpagus ¢ OTKPBITBIM KJIFOUOM.
21. Mapmipytusarusi.
22. MacitabupyemMocTb.
23. Murparnusi.
24. MHOr03a/1a4uHOCTb.
25. Mynetumenma.
26. OnepanmoHHasi cuCTEMA.
27. ITomuTtrka 6e30MacHOCTH.
28. IIpoBaiiaep ycayr Internet.
29. IlporpammHoe obOecrieueHue.
30. ITporoko.
31. Peructparus noMmeHa.
32. Caitr.
33. Cepsepnl umeHn DNS.
34. CepBep nevaru.
35. CepBep NOTOKOBOTO MYJIbTUMEINA.
36. CepBep NOUTOBBII.
37. CepBep NpUIOKEHUH.
38. CepBep npoTokoia nuHamMudeckoit Hactpoiiku y3inos (DHCP).
39. CepBep TEpMHUHAJIOB.
40. Cepsep (hait10BBIii.



41. CereBas onepanMoHHas CUCTEMA.
42. CucCTeMHBI aIMUHUCTPATOP.
43. Tepmuna.
44. TexHoJIOTHSl «KIIMEHT-CEPBEP.
45. ToxkeH.
46. Tononorus ceTu.
47. Tononorus cetu «lLunay.
48. Tonmomorus cetu «Koapmoy.
49. Tonosorus ceT «3Be3/1a».
50. Tononorust ceTu sAYencTasl.
51. daiin.
52. daiinioBas cucrema.
53. XOCTHHT.
54. ASCII.
55. Backup.
56. Xa6 (Hub).
57. llmro3 (gateway).
58. Internet Protocol (IP).
59. IP-aapec (IP-address).
60. 1SO.
61. LAN.
62. Log Files.
63. MAC.
64. Mail gateway.
65. Modem.
66. Network Management System.
67. OSI: Open Systems Interconnection.
68. Ping.
69. Proxy (Proxy-cepsep).
70. Recovery.
71. Simple Mail Transfer Protocol (SMTP).
72. SQL (Structured Query Language).
73. Telnet.
s caMOCTOSITENNbHON Pa0OTHl MCHOJB3YIOTCS METOAMYECKHE YKa3aHHUsS 10 OCBOEHUIO
JTUCIUTITMHBI U U3JaHUS U3 CIIMCKA MPUBEICHHON HUYKE OCHOBHOU U JIOTIOJHUTEIHLHOM JTUTEPATYPHI.

4.1.2.5. IlepeyeHb TeM KOHTPOJIbHBIX padoT, pedepartos, TP, PI'P, PIIP

He mmanupyercs.

4.1.2.6. IlIpuMepHbIi IepeYeHb TeM KypPCOBbIX padoT (IIPOEKTOB)
He mmanupyercs.

5. O0pa3oBare/ibHbIE TEXHOJIOTHHU

B mponecce M3ydCHHA AUCHUINIIMHBI MPHUMCECHACTCA KOHTAKTHAd TCXHOJIOTHA MPCIIOJaBaHUA
(32 HCKIIOYEHHEM CaMOCTOSTENIbHO M3y4aeMBIX CTyJAeHTamMHu BompocoB). [lpu mpoBeneHuun
7abopaTopHbIX  pabOT  NPUMEHSAETCSs  WMMUTAIMOHHBIM  WJIM  CUMYJSLUUOHHBIA  MOJAXOJ.
PaccmaTpuBaroTcst BOMpOChl MOIETUPOBaHUS PabOTHI CETE B COBPEMEHHBIX MPOTPAMMHBIX MMaKEeTaXx.
[Ilaru pemeHus 3agay CTyA€HTaM AEMOHCTPUPYIOTCS MPH MOMOIIA MYJIbTUMEAUNHON TEeXHUKH. B
ﬂaHBHeﬁmeM CTYACHTLI CAaMOCTOSATCIIBHO PCHIAIOT IIOCTABJICHHBIC 3aJdaHUA B COOTBCTCTBUU C
BbIIaHHBIMH TIPEIOJIaBaTEIeM BapUaHTAMH.

6. OueHo4HbIe cpeacTBa /51 TEKYLIEro KOHTPOJIA YCIeBaeMOCTH,

HpOMe)I(yTOqHOﬁ aTTeCTallMi 110 uToraMm OCBOCHUA JUCHUIIJIMHBI.
@DOH/IBI OIICHOYHBIX MATEPHATIOB (CPEICTB) MPUBEIEHBI B IPUIIOKEHUU.



7. YueOHO-MeTOAUYeCKOe U HHPOPMAITMOHHOE o0ecnieueHne JUCHUIIIMHBI.

7.1. OcHOBHas1 y4eOHO-MeTOAUYECKAS JTUTEePaTypa 1Mo JUCHUIIHHE

1. Omudpep B.I'. OcHOBBI cerell mepenaud JaHHBIX [DJIEKTPOHHBIA pecype]: ydeOHOe
nocobue/ Omudep B.I'., Omudep H.A.— DnekTpoH. TekcToBbIe AaHHBIe.— MockBa: MHTepHET-
VYuusepcurer Mupopmarmonnsix Texuonoruit (MHTYUT), Ait [Im Ap Menua, 2021.— 219 c. -
http://www.iprbookshop.ru/102041.html

2. 3unanruposa JI.®D. BeruncauTenbHble CUCTEMBI, CETH U TEIEKOMMYHUKALMK [ DJIEKTPOHHBIN
pecypc]: yueOHO-MeToauueckoe mocooue/ 3uanrupoBa JI.D.— DIEKTPOH. TEKCTOBBIC JaHHBIC.—
CapatoB: By3zoBckoe oopaszoBanue, 2015 - 150 c. - http://www.iprbookshop.ru/31942.html

7.2. I[OIIOJIHHTCJILH&H yqeﬁno-MeTonnquKaﬂ Jurepartrypa no IaCuuIiJanHe
1. [TnatrynoBa C.M. [Ipumenenue mexxceTeBbIX dkpaHoB (upmbl ZyXEL B KOpIOpaTUBHBIX
ceTsax. YueOHoe mocobue mno gucuuminHaMm «Cetu OBM u TenekoMMyHHKauu», «3alura
uHpopmanmu B cersix» -  Cankr-IlerepOypr: CII6: HHUY HUTMO, 62 ¢ -
http://books.ifmo.ru/book/1683/primenenie_mezhsetevyh_ekranov_firmy ZyXEL_v_korporativhyh_
setyah. uchebnoe posobie po disciplinam_«seti_evm i telekommunikacii», «zaschita informacii
v_setyah».htm

7.3. IlepeyeHb HHPOPMAIMOHHBIX TEXHOJIOTHH, MCIOJIb3yEeMbIX NPH
OCyILIeCTBJICHHMH 00pa30BaTEJIBLHOI0 MpoLecca M0 JUCHHUIVIMHE, BKIKYAs
nepevYeHb MPOrPaMMHOI0 o0ecneYeHUus1 1 MH(POPMAUOHHBIX CIIPABOYHBIX

CHUCTEM

B  oOpasoBarenpHOM  mIpolecCe€  HUCHOJB3YIOTCS  MH(QOPMAIMOHHBIE  TEXHOJIOTWH,
peaqn3oBaHHbIE HAa  OCHOBE  HMH(OPMAIMOHHO-OOpa30BaTEILHOTO  MOpTaja  MHCTUTYTa
(www.mivlgu.ru/iop), 1 ”H)OKOMMYHUKAIIUOHHOW CETH MHCTUTYTA!

- IpeI0CTaBIeHUE YUeOHO-METOIUYECKUX MaTepPHUajIOB B JIEKTPOHHOM BH/JIE;

- B3aMMOJICHICTBHE YUYAaCTHUKOB 00pa30BaTEIbHOTO IIpollecca uYepe3 JIOKAJbHYI0 CEThb
uHCTUTYyTa U VIHTEpHeT;

- MIPEIOCTABIIEHUE CBEJICHUI O pe3ynbTaTrax yueOHOW AESITENbHOCTH B 3JIEKTPOHHOM JIMYHOM
KaOuHeTe 00yJaroIIerocs.

WNHpopmaninoHHbIe CLIPaBOYHBIE CUCTEMBI:

The FreeBSD Project http://www. freebsd.org/

Cetn KOMIIBIOTCPHBIC CETH, CIIPpaBOYHHUK 110 KOMITBIOTCPHBIM CETAM
http://adminbook.ru/index.php?men1=2

OneKTpoHHBbIM  y4eOHbIH Kypc  «TeleKOMMYHUKAllMOHHBIE CETHU U YCTPOMCTBa»
(http://www.intuit.ru/studies/courses/1155/269/info)

[IporpamMmmMHoe obecrieueHue:

Google Chrome (JIutiensuonHoe cormnamenue Google)

Microsoft Windows 10 Professional (ITporpamma Microsoft Azure Dev Tools for Teaching
(Order Number: IM126433))

7.4. Ilepeyennb pecypcoB HHPOPMALMOHHO-TEJIEKOMMYHHUKAIIMOHHOM CeTH

«AHTEpHET», HEOOXOAUMBIX JIJI OCBOCHUS TUCIIUIIIMHBI
iprbookshop.ru
books.ifmo.ru
freebsd.org
adminbook.ru
intuit.ru
mivlgu.ru/iop



8. MaTepuajbHO-TeXHHYECKOE o0ecnevyeHne TUCIUTINHBI
KomMmnbroTepHslii K1acce
ITpoexTop ViewSonic PG603X DLP Dkpan Lumien Ilepconanbnsiii komnbstorep RUSCO —
19 mt. Kommyrarop D-Link Mapmmpyrtuzatop 6eciposognoit N ASUS RT-AC66U

9. MeTozmqeclme YKa3aHus M0 OCBOCHHUIO INCIHUIIINHDbI

JUst yCHEHIHOTO OCBOCHMS TEOPETHUECKOro Marepuajia OOYyYaroIIMMCS: 3HAKOMHTICS CO
CIIMCKOM PEKOMEHIYEMOH OCHOBHOW M JIONOJIHUTEIBHOU JIMTEPATyphl; YTOUHSET y MPENoJaBaTes,
KAaKUM JIOIOJHUTEIbHBIM IOCOOUSAM CJEIyeT OTAaTh IPEINOYTEHHUE; BEAET KOHCIEKT JIEKUUH M
popabaThIBaeT JIGKLIMOHHBIM MaTepuall, MoJIb3YsICh KaK KOHCIIEKTOM, TaK U y4eOHbIMU OCOOUSIMH.

Ha mnpaktuueckux 3aHATUAX IIPOWJICHHBIM TEOPETUYECKUM MaTepual IOAKPEILIAETCS
pelIeHneM 3aa4 10 OCHOBHBIM TEMaM JUCLUIUIMHBL. 3aHATHUS IPOBOAATCA B KOMIIBIOTEPHOM KJIacCe,
UCIIONB3ys CIELualbHOe IporpaMMHoe obecneuenue. Kaxkpoil mnoarpymnme oOydarommxcs
IpernoJiaBaTesb BbIAAET 33/a4y, CBSI3aHHYIO C pa3padOTKOil 1 peanusanueil aaropuTMoB o0pabOTKU
uHpopMmanuu. B KoHIE 3aHATHS OOydYalomye JIEeMOHCTPUPYIOT TIOJXYYE€HHBIE PE3YJIbTaThI
IPEnoIaBaTeso U PH HE0OXO0AUMOCTH JIe1al0T PaboTy Ha/l OLIMOKaMHU.

CamocrosiTenbHasi paboTa OKas3blBA€T Ba)XXHOE BIUSHUE HAa (HOPMHUPOBAHHME JIMYHOCTH
OyAylIero crenuanucTa, OHa INIaHUPYeTCsl 00ydaroIumMmces camoctoaTenbHo. Kaxapiil o0ydaronuiics
CaMOCTOSITENILHO ONPEACIAET PEeXKUM CBOEH pabOThl U Mepy TpyZa, 3aTPauyuBAacMOI0 Ha OBJIAJICHHE
y4eOHBIM COJEp)KaHUEM JUCUUILIMHBL. OH BBINOJHSET BHEAYAUTOPHYIO pabOTy U H3yueHHe
pa3aenoB, BHIHOCUMBIX Ha CaMOCTOATENBHYIO padoTy, MO JIMYHOMY HWHIMBHIYaJIbHOMY IUIAHY, B
3aBHCHUMOCTH OT €70 IOATOTOBKH, BPEMEHU U IPYIUX YCIOBHUH.

dopMa 3aKIHOYUTENBHOIO KOHTPOJSA IPH IMPOMEKYTOUYHOM aTrTecTauuu — 3K3aMmeH. [[ns
IPOBE/ICHUS IPOMEXKYTOUHOH aTTecTaly Mo AUCHUILIMHE pa3paboTaHbl (HOH OLEHOYHBIX CPEACTB
u OasIbHO-pEHTHHIOBasl CHUCTEMAa OICHKHM Y4eOHOM JesTenbHOCTH CTyAeHTOB. OlleHKa 110
JUCLUIUIMHE BBICTAaBISAETCS B MH()OPMAIMOHHOW CHCTEME M HOCUT MHTEIPUPOBAHHBIM XapakTep,
YYHUTBHIBAOIINM PE3YNIbTaThl OLICHUBAHUSA YYACTHUs CTYIECHTOB B ayAMTOPHBIX 3aHATHSX, KadecTBa U
CBOEBPEMEHHOCTU BBINIOJIHEHUS 3aJaHUM B XOA€ M3Y4YCHHMS IJUCLUIUIMHBI M IIPOMEXKYTOYHOH
aTTeCTalUN.



[Iporpamma cocraBieHa B cooTBercTBUU ¢ TpeboBanusMu OI'OC BO mo HampaBieHUIO
10.03.01 Unghopmayuonnas 6ezonacnocms v MpOGUITIO IOATOTOBKU he30nacHocms KOMNbIOMEPHLIX
cucmem (no ompaciau uiu 6 cgpepe npogheccuoHaIbHOU essmeIbHOCMU)

Pabouyto nporpamMmmy coctaBui x.m.H., doyenm Konnakos A.A.

[TporpamMma paccMoTpeHa u ogo0peHa Ha 3aceqanuu kapeapst OIIM

nportokoi Ne 21 ot 27.04.2022 ropa.
3aBenyromuii kadenpoit PIIM Opnog A.A.
(ITonmuce)

PabGouass mporpamma paccMOTpeHa W OAO0OpeHa Ha 3aceJaHuu Y4eOHO-METOAMYECKON
KOMHUCCHU (paKyJIbTeTa

npoTokoia Ne 4 ot 12.05.2022 ropa.
IIpencenarens komuccun OUTP Puvioickosa M.H.
(ITonmuce) (®.1.0.)




JIuer aktyanuzanum padoyeii nporpaMMbl AU CHUIITHHBI

ITporpamma os100peHa Ha

y4eOHBIH TOJI.

[Tporokon 3acenanust kKageapnl Ne

3aBenyrommii kKageapoit

[Tporpamma orobpeHna Ha

[Tporokon 3acenanust kKageapnl Ne

3aBenyronmii kKageapoit

[Tporpamma otobpeHa Ha

oT 20 ropa.
(IToxmuce) (®.1.0.)
Y4eOHBIH TO/I.
oT 20 ropna.
(ITonmuce) (®.1.0.)

YUeOHBIH TO/I.

[Tporoxon 3aceqanus kageapnl Ne

3aBenyromuii kageapoit

oT 20 ropa.

(ITonmuce) (®.1.0.)



DoH/I OLIEHOYHBIX MAaTEPHUAJIOB (CPeICTB) MO ANCIHHUIINHE

Ilpunoscenue

AJIMUHHCTPUPOBAHKE CPECTB 3aLIUTH HHOOPMAIIMK B KOMITBIOTEPHBIX CHCTEMaxX U CETIX

1. OHeHO‘IHbIe MaTepuaJbl AJ NPOBCACHUS TEKYIICI0 KOHTPOJISA yCII€EBAEMOCTH

o IMCIOMIIJIMHE

Pacmm¢pyiite nOHATUS ¥ IPUBETUTE TPUMEPHI:

CoNOR~wWNE

ABTOpU3aIus.

AyTeHTH)HKAIHS.

bpanamayap (MexceteBoit akpaH, Firewall).
Be6-o603peBarens (BeO-Opaysep, Opaysep).
JetitarpamMma (Taker).
HedparmenTanusi.

JuctpubyTus.

Jlomen.

JIoMeHHOE M.

JloMeHHas cucTeMa UMEH.

HpatiBep.

Wnerrudukarus.
WNnentuduuupoBaHHBIN MOIH30BATENb.
WNHukancynsanus.

NudopmarnmonHas 6€301macHOCTb.
HcTouHMK yrpossl.

Kunacrep.

Komnmsusi.

Kpunrorpadus.

Kpunrorpadus ¢ OTKPBITEIM KIIFOUOM.
Mapiupyrusanus.
MacmrabupyemocTs.

Murpanus.

MHOro3aga4HoCTb.

MyneTumenua.

OnepanroHHas cucremMa.

[TonuTrka 6€30MacHOCTH.

IIpoBaiaep ycuyr Internet.
[TporpamMmMHOe obecrieueHue.
IIporoko.

Perucrpanus nomena.

Cair.

Cepsepsl umeH DNS.

Cepsep neyartu.

CepBep MOTOKOBOTO MyJbTUME/IHA.
CepBep NOYTOBBI.

CepBep MpUIIOKEHUH.

Cepaep npoTtokosa AuHaMuueckoil Hactpoiku y3ios (DHCP).

CepBep TepMHHAIIOB.

Cepsep (aitsioBbIi.

CereBas onepalMOHHAas CUCTEMA.
CucTeMHBIN aAMUHUCTPATOP.
Tepmunan.

TexHOIOTHs «KIIMEHT-CEPBEP.
ToxkeH.

Tomnonorus ceru.

Tononorus cetu «I1lunay.



48.
49,
50.
51.
52.
53.
54.
55.
56.
S7.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.

Tomomorus cetn «KonbIo.
Tomnosorus cetu «3Be3may.
TormnoJiorust ceTu staeucrasl.

®daiin.

®daitnoBas cucrema.

XOCTHHT.

ASCII.

Backup.

Xa6 (Hub).

03 (gateway).

Internet Protocol (IP).

IP-anpec (IP-address).

ISO.

LAN.

Log Files.

MAC.

Mail gateway.

Modem.

Network Management System.
OSI: Open Systems Interconnection.
Ping.

Proxy (Proxy-cepsep).

Recovery.

Simple Mail Transfer Protocol (SMTP).
SQL (Structured Query Language).
Telnet.

Onumunre MOpAA0K JEHUCTBUI JJIs OIncpalunu:

NN E

9.

10.
MAC anpecy.

11.

12.

13.

Hacrpoiika cetn Ha JTOKaJIbHOM KOMIIBIOTEPE.

HacTtpoiika napaMeTpoB proxy-cepsepa Ha JOKaJIbHOM KOMIIBIOTEPE.

O06:xUMKa ceTeBOro NMPOBOa TUIIA «BUTas MMapa» KoHHEKTOopoM RJ-45 mo cxeme A.
O06>xuMKa ceTeBOro MpoBoJia THUIIA «BUTas apa» KoHHEeKTopoM RJ-45 no cxeme B.
O6:xumKa cereBoii po3eTku RJ-45 mo cxeme A.

Oo6>xxumka cereBoii pozeTku RJ-45 no cxeme B.

O06:XUMKa KOAKCHAJIbHOTO CETEBOTO ITPOBO/IA.

Hactpoiika Wi-Fi poytepa Ha pa3iady ceTeBbIX aJIpecoB B COOCTBEHHOM MO/ICETH.
Hactpoiika Wi-Fi poyTepa Ha orpanndenue obnactu pazgauu [P-anpecos.

Hacrpoiika Wi-Fi poyrepa Ha pa3mady mnpeaBapuTenbHO ykasaHHbIX [P-agpecoB mo

Hactpoiika MAC-anpeca MalimHbl, OTIMYAIOLIET0Cs OT 3HAYEHHUS TI0 YMOJIYAHUIO.
[TonkitoueHue K yJaJleHHOMY paboueMy CTONIY CTaHIapTHBIMU cpeacTBaMu Windows.
[TogxaroueHue K yAajaeHHOMY pabodeMy CTONY € MCIOJIb30BAaHMEM IMPOrPaMMHOIO

ob0ecrieuenns TeamViewer.

14.
15.
16.
17.
18.
19.
20.
21.
22.

Peanu3aiust TEXHOIOTUN «KIIUEHT-CEPBEPH.

Peanm3anus nmporecca perucTparyy.

Peanu3arus nporecca aBTOpU3aIIHH.

Peanuzamus nporiecca ayTeHTHDUKAIIH.

Pa3paboTka TuCKpeTHON MOMUTUKN OE30MTaCHOCTH.

Pa3zpaboTka moTHOMOYHOW MOJUTUKH 0€301TaCHOCTH.

[TonkitoueHue CeTeBOro AMCKA CTaHIAPTHRIME cpecTBaMu Windows.
YcTaHOBKa CETEBOTO MPUHTEPA CTAHAAPTHBIME cpencTBamu Windows.
[IpemocraBneHue AOCTyIa K KaTajaory Ha JIOKaJTbHOM KOMITBIOTEpE.

Pa3paboraiiTe perienne Uit MOCTaBICHHOM 3a/1a4u:



1. VYcTaHoBKa cepBepa U MOAr0TOBKA K paboTe Ha MpeNpUsTHH.

2. Bac monpocuin HaCTpOUTH TOJIBKO YTO YCTAHOBJIEHHBIN CEpBEP OTAENa UCCIEIOBAHUMI
U pa3pabOTKH B COOTBETCTBUU C MHCTPYKLIUSAMHU:

- SI3bIK: AHIIIMKCKUI

- ®opmaT BpeMeHU U JIeHeXHbIX equHull: Aurauiickuil (C1IA)

- Packnanka knaBuaTypsl uian MetoJ BBoaa: CIIIA
[Mponykr: Windows Server 2008 R2 Enterprise (mosiHast ycraHOBKa)

[Mapons agmuaKcTpaTopa: Pa$$woird
- Yacosgoii nosic: (UTC+03:00)
IP-angpec: 192.168.0.1

- Macka noxceru: 255.255.255.0

- [ro3: 192.168.0.100

- DNS-ceprepsr: 192.168.0.1 u 127.0.0.1

- Pa3pemnts aBTOMaTnueckoe ooHoBieHue u3 LleHTpa ooHOBIeHHsT Windows

- Nwms cepepa: SERVER

- HNmsa nomena: domain.local

3. HeobOxonnMo mnpoBepuTh MNpaBWIBHOCTh pabOThl HOBOTO JpaiiBepa KJIaBUATYpHI,
MOJKIIIOUEHHOW K CepBepy OTJAeNia MCCIEeNOBaHUI U pa3palbOTOK, MPEXIE YeM €ro MOXHO Oynaer
HACTPOUTH JJIsl IOCTOSTHHOTO HCIIONIb30BaHus. Vcnonb3yemas cranaapTHas kinaBuarypa PS/2 Gyner
3aMeHeHa pacmupeHHod kiaBuatypoit PS/2 PC/AT. Bac mompocunu npoBepuTh MPaBUIBHOCTh
OOHOBIICHHS JjpaiiBepa HOBOM pacurpeHHo# kinaBuaTypsl PS/2 PC/AT.

4. Bama koMmanusi pasBepHylia KIMEHTCKHE KOMIBIOTEPHI B Psijie HOBBIX (pUIMANoB,
3aHMMAIOIINXCST MCCIEIOBAHUSAMU U pa3paboTkoi. IlmaHupyercss ycTaHOBHTH HOBBIE CEpBEPHBIC
KOMIIBIOTEPHl B OTUX (Quinangax Juis BKJIIOYEHHUS KOMIIOHEHTOB CETEBOMl HH(PACTPYKTYPHI,
MOJICP’KKH TI0JIH30BATEIbCKUAX MPUIOKEHUN U BKIIOUEHHSI CIIY>KO AOCTyNa K ¢aiiiaM u nMpuHTEepaM
JUIST TOJJEPKKU O(UCHBIX TMPWIOKEHUH Ha KIMEHTCKHMX KOMIbIOTepax. Bamma 3agaua —
ONpeAeNnTh, KaKhue POJU cepBepa HEOOXOIUMBI Ui MOAJIEPKKH MOTpeOHOCTEH MOJIb30BaTEIe B
bunnanax.

S, Baeit opranuzanuu Heo6X0aUMO, 4TOOBI BCe (PUIIMAIIBI MOTJIN POAOIKATh padoTy B
HOPMAJIbHOM pEXHME, JaXe €clId CBA3b C TOJIOBHBIMH oOducaMu OTCYTCTBYeT. B kommaHuu
UCIOJNIb3YyeTCsl 0a3a JaHHBIX; (QUiInanbl MEPUOAMYECKH CHUHXPOHU3HUPYIOT CBOU JaHHBIE ¢ 0a3o0il
JAHHBIX TOJ0OBHOTO oduca. Bee coTpynnuku ¢unmanoB ucnoib3yroT cTa”naptHoe oduchHoe [10;
Microsoft Office Word 2007, Microsoft Office Excel® 2007 u apyrue xommnoHeHTtsl Office. Onu
COXpaHSIOT pe3yibTaThl cBOe paboThl Ha cepBepe. Bcem monb3oBaTensiM (QUINAIOB JTOCTYIHBI
oOure mpuHTepbl. K HaM yacTo NpUXOIAT MOCETUTENHM € HOYTOyKaMH, a IMOJIb30BaTed MOTYT
nepeMenaTbcs Mexy (uiInataMu; OHU JOJDKHBI UMETh BO3MOXKHOCTH IMOJKJIIOYAThCS K CeTH 0e3
y4acTusl OJIb30BaTENsI UM aIMUHUCTPATOPA.

6. Bam mnocraBneHa 3amaya Ha3HAUMTh KIMEHTCKUM KOMIIBIOTEpAaM COOTBETCTBYIOIIHE
IP-xondurypanuu. Bam Haganeauk no UT mocetun HekoTophle Gpuiinaibl U MOATOTOBUI TUIaH CETH.
Kpowme toro, y Bac ectb cxema [P-agpecanuu ¢punmanos.

7. [Toka paccmarpuBaercsi cxema agpecanuy (UINAIOB, Ball PYKOBOAUTENb IOIPOCHI
Bac HacTpouTh HOBbIIE DHCP-cepBep s ronoBHoro oguca.

8. HauansHuk nonpocuit Bac npoBeputsh pyHkunoHansHnocts DHCP-cepsepa.

9. Bam pykoBoauTens xo4et pa3mectuTh BeO-cepBep Ha y3ne SERVER. Ognako BMecTo

npeduKca server oH Obl XOTeJ UCTOJIb30BaTh NMpedukc www. BbI co3mannte HE0OXOIMMBIE 3aMHCH B
ciy:x6e DNS, uTo0BI yIOBIETBOPUTH TOT 3aMpoc.

10. B mHacrosmee Bpems kommanust Contoso, Ltd. He maHupyer peaan30BHIBATH
nognepxky IPv6, no Ed xouer 3Hath Tekymme IPv6-agpeca. [lns ompenenenus texyumx [Pvo-
aZpecoB Oy/IeT UCIIOIB30BaThCs MporpamMma Ipconfig.

11.  PykoBOACTBO MOMPOCHJIO Bac CO3[aTh HEOOXOAUMBIC YYETHBIE 3alMUCU WU TPYIIIBI
MOJIb30BaTee M TEepEeHeCTH Yy4YeTHBIE 3aliCH KOMIIBIOTEPOB IMOJIb30BaTENel B MOIpa3jeicHHE.
HeobxonuMo co3nath ABe TPYNIBL: OJHY JJIsi MEHEXKIEPOB M BTOPYIO IJIsl PYKOBOAUTENEH. 3aTem
ClelyeT MPEeIOCTaBUTh PYKOBOAMTENSIM BO3MOKHOCTh COPOCUTH MApOJM BCEX YUETHBIX 3amuceit
MOJIb30BaTENEN noApasaeneHus Managers.



12. Bac mompocuiu peanu3oBaTh MOJUTHUKY Mapojiel B COOTBETCTBUU C TPEOOBAHUSAMHU
HOBBIX MOJUTHK 0€30MacCHOCTH KOMITaHUH. Bail pykoBoAUTENs OMPOCHIT BAC HACTPOUTD MapaMeTphl
B COOTBETCTBUU CO CIEAYIOIIUMH KPUTEPUSMH; B CUTYAIMIX, KOTJA MMapaMeTpbl HE OMPEACIISIOTCS
MOJIMTUKOM KOMITAHUU SIBHBIM 00pa3oM, IOJKHBI IPUMEHATHCS peKoMeHAanuu. Pekomenaanuu

- JnmHa naposs 7oKHa ObITh HE MEHEe BOChbMH 3HAKOB.

- [Taponu nOJKHBI cofiepKaTh 3HAKU IO KpailHell Mepe Tpex M3 YeThIPeX CIEIYIOIIUX
TUIIOB: CTPOYHBIC OYKBHI (a-z), mponucHble OykBbl (A-Z), uudpsl (0-9), HeOyKBEHHbIE CHMBOJIBI
(nanpumep, ! @ # $).

- [Taposu nOKHBI MEHATHCS Kaxkibie 60 AHE.

- [Tonb30BaTeny HE MOTYT IOBTOPHO UCIOJIb30BaTh MapOJib, TOKA OHU HE CMEHUIIU MSATh
JIPYIUX Pa3JIMYHBIX [TapOJICH.

- [locne TOBTOpPHOM  HEyAauyHOM  TMONBITKM  BXOJa  MOJIB30BATENH  JOJIKHBI
0JIOKMPOBATHCS B CUCTEME.

13.  HccnenmoBatenbckas KOMaHIa MOMpOCHIA CO3JaTh Ha CEpBEpe HOBYIO MamNKy Jis
XpaHeHus oOmel wuHopMamuu 00 HCCIENOBAaHUAX, a TaKke HHPOPMALUMU O TMPOEKTaxX W
3aceKpeYeHHON HHQoOpMalMKi. JTa Manka U BCE €€ COACPKUMOE JOKHBI OBITh TOJHOCTBHIO
JOCTYITHBI JIJISl BCEH HMCCIIeNOBATEIbCKOW KOMAaHIBI, KPOME 3aCEKPEYCHHOW MH(pOpMAaNnu, KOTopas
JOJKHA OBITH JOCTYIHA TOJBKO AJMHUHHUCTPATOpY (OH OJDKEH MMETh MOJHBIM JOCTYN K Hel).
UiteHBI HCCIIeIOBATENILCKONW KOMaHIBl OYAyT 0OpamaThes K (aiiaM U mankaM TOJIBKO 10 CETH.

14, Bam HavaJbHHMK TIIONPOCHJI, YTOOBI Ha CcepBepe ompeneiaeHHble (aiibl ¢
KoH(UICHIHATbHOW WHpopMarueii B moamnanke CekperHo oOmier manku MccnempoBaHus ObuH
3amupoBaHbl C LEIbI0 MPEAOTBPATUTh HEABTOPU3OBAHHBIM TOCTyl. Bac mompocuin mpoBepHUTH
mmppoBanne manku CekperHo. B pamkax maHHOTO yrpakHEHHs HEOOXOIMMO BBIIOJHHUTH
CJIeIyIOIIE OCHOBHBIE 33/1a4H.

15.  Heobxomumo co3maTh TIpaBWwiIo OpaHaMaydpa, OJOKHpYOIIee BXOAAMINA Tpaduk
ICMPv4, 9T0o0bI 3710yMBIIUIEHHUKH HE MOTJIM UCIIONIb30BaTh MPOTPaMMy ping.exe.

16.  Bac mompocunu 3abnokupoBath 3anmyck WordPad Ha xommbroTepax monb3oBaTeneit
UCCIIEI0BATEIbCKOIO OT/eNA.
17. Bac mompocwind ¢ TOMOIIBI0 MacTepa HACTPOMKHM OE30MaCHOCTH CO37aTh MOJUTHUKY

0€30MacHOCTH /17151 KOTPOJUIEPOB JIOMEHa contoso.com Ha OCHOBaHMHU KoHpurypauuu cepsepa NYC-
DCI. 3arem sta monutuka Ge3omacHOCTH OyzaeT MmpeoOpa3oBaHa B OOBEKT I'PYNIOBON MOJUTHKH,
KOTOpBII OyZeT pa3BepThIBATbCS Ha KOHTPOJUIEpax JIOMEHA C MOMOIIBI0 TPYNIOBOM MOMUTHKH. B
paMKax JaHHOTO YIpa)XHEHUs] HE0OXOIMMO BBINIOJIHUTE CJENYIOIIMe OCHOBHBIE 3afaun. 1. Co3naiite
noJauTUKy Oe3zomacHocTtu. 2. IlpeoOpasyiite mnoauTuky Oe€30macHOCTH B OOBEKT TIPYNIIOBOH
IIOJINTHUKU.

18.  HeckonbKko HOBBIX CEPBEPOB YCIIEUIHO pa3BepHYTHl B ¢unmanax kommanuu. [lepen
BBOJIOM CHCTEMBI B OKCILTyaTalllulO Bbl PCHIUIN OIIPEACIIUTD 0a30BbIit YPOBECHBb IMPOU3BOAUTCIIBHOCTH,
4TOObI UMETh BO3MOKHOCTH CPaBHUTHh OYAYIIYI0 pabO4yl0 HarpysKy C IpejnojiaraeMoi padbouei
Harpy3Kom.

19.  Tlonb3oBarenu HKaJXylOTCS HA HHU3KYI0 NPOM3BOJUTEIBHOCTH CEpBEpa, a BBI
pa3bupaerech, B 4eM JIEJI0, UCIIOJIb3Ys CO3JJaHHYIO paHee IPYIIy COOPIIMKOB JaHHBIX.

OO011ee pacnpenesieHue 6a/JI0B TEKYIIEr0 KOHTPOJISA MO0 BUAAM YU4eOHBIX padoT 1Jisl CTYy/IeHTOB

" 6 1a00PATOPHBIX, YCTHBIH
Pefituar-KOHTpOITH | PATOPHBIX, y 20
OIIpOC
. 6 1a00paTOPHBIX, YCTHBII
PeliTrHT-KOHTpOITH 2 PATOPHBIX, ¥ 20
OIpocC
N 4 1abopaTOPHBIX, YCTHBII
PeiiTunr-koHTpOIIH 3 PATOPHBIX, y 20
OIpocC
ITocemenue 3aHaTH 10
CTY/ICHTOM




JlonoTHUTE IbHBIE OaJTBI

AKTHUBHOCTH Ha 3aHATUAX 10
(6onych)
BrimorHeHuEe cemecTpoBOro
IUIaHa CaMOCTOSATEILHOMN 20
paboThl

2. HpOME)KyTO‘lHaH arrecragus 1Mo JAMCIMIlJimHe
IlepeyeHb BONPOCOB K 3K3aMeHY / 3a4eTy / 3a4eTy ¢ OLleHKOIi.
IlepeyeHb MpakTHYECKHUX 3a/1a4 / 3aJJaHUI K IK3aMeHY / 3a4eTy / 3a4eTy ¢ OleHKOol (mpu
HAJIUYUH)

Bormpocs! k 3k3aMeRy.

1. OCHOBHBIE TIOHATHUS BBIYUCIUTEIBHBIX ceTel. [[pumenenue cereil.

2. Knaccugukamus cereii (cpeaa nepeaaydu, TOMOJIOTHS, TpaBa a0OHEHTOB).

3. Knaccudukanus ceteit (tepputopuansias PAN, LAN, CAN, MAN, WAN, GAN).

4. ITaccuBHbIE ceTeBble ycTpocTBa. KOHIIEHTpaTOP.

5. ITaccuBHbIE ceTeBble ycTpolicTBa. Penturep.

6. AKTHBHBIE ceTeBble ycTpolicTBa. KommyTaTop.

7. AKTHBHBIE CETEBBIE yCTpOicTBAa. MapuipyTu3aTop.

8. MapuipyTuzanys B KOMIBIOTEPHBIX CETAX.

9. Kananel mepemauum JaHHBIX B KOMIIBIOTEPHBIX CETAX U TEICKOMMYHHUKAIIMSIX.
[TpoBoaHBIE ¥ OECIIPOBOIHBIC (OOIUE CBEICHN).

10. ITpoBoHbIe TMHUM CBs3H. KoakcuaabHbIE KaOeH.

11.  IlpoBoaHbie TMHUM cBsI3U. Butas napa.

12.  TlpoBoanble TUHUM CBsA3U. ONTHYECKOE BOJIOKHO.

13.  Ceresble npoTokoms! npukianHoro yposus. HTTP. FTP.

14.  CereBble IpOTOKOJIBI NpHKIaaHOTO YpoBHA. POP3. SMTP.

15.  CereBble npoTokois! npukiaaaHoro yposasa DNS, Telnet.

16.  Cetessie TexHoornn. ARCNet.

17.  Ceressle TexHonoruu. Token Ring.

18.  Ceressle Texnonoruu. Ethernet.

19.  dusnueckue U JOrHYECKHE CETEBbIE TOMOJIOTUH.

20. Mogenp B3aumoneUcTBUST OTKPHITHIX cucTteM. OSI. ®dusnuecknii u KaHAIbHBINA
YPOBHH.

21. Mogens B3aumoeiictBust OTKphIThIX cucteM. OSI. CeTeBoi U TpaHCTIOPTHBIN YPOBHHU.

22. Mogenb B3aumoaencTBus OTKpbITHIX cucteM. OSI. CeaHCOBBIN, PEACTABUTENBCKUN U
MIPUKJIIATHOMN.

23.  Apnpecanusi B KOMIBIOTEPHBIX ceTsax. Puznyeckuit u norudeckuit agpeca. Tpu kiacca
IP agpecos.

24.  Ha3naueHue MacKH MOJICETH.

25. XapakTepuCTUKY JIMHUM CcBs3H. [lapaMeTpsl pacipoCTpaHEHHsI CHTHAJIOB.

26.  XapakTepuCTHKH JHHUNA CBs3U. [lapameTpbl Ha KOTOpbIE OKa3bIBaeT BIUSHUE
BHEUTHUX (haKTOPOB.

27.  Metoabl KOAUPOBAHUS B KOMITBIOTEPHBIX CETSIX. TaKTHpyeMble IMHUU CBS3H.

28.  CunxpoHHU3aIus padOTHI CETEBBIX MEPEIATINKOB M TPHEMHHUKOB.

29.  Meroas! nudposoro koauposanus B cetsix. NRZ. NRZI. 2B1Q.

30. Meromp mmdpoBoro komupoBaHus B cersix. AMI. MLT-3. Manuectepckoe
KOJIMPOBaHUE

31. Jlornueckoe KogupoBaHUE.

32.  Orpannuenus cereit Ethernet.

33.  OOHapyxenwue koyu3nii B ceTsix Ethernet.

34.  Pacuer PDVu PVV.

35.  Cuuddeps! - cpeacTra padboThl AIMUHUCTPATOPOB U XaKEPOB.

36.  Onenka 3¢ pextuBHOCTH paboTHl ceTu. CeTeBble MOHUTOPBI.



37.
38.
39.
40.
41.

Texuonoruu xDSL.
Cetu 3G u 4G.

becnipoBoanbie cetn 802.11 u 802.16.

Texuonorusa NAT.

Ob6ecrieuenrie HHPOPMAITMOHHOM O€30MTACHOCTH B KOMIIBIOTEPHBIX CETSX.

MeToauuecKkue MaTepUuaJibl, XapaKTECPUIYIOIIUX ITPOUHECAYPHI ONCHUBAHUN

Ha ocHoBe TuUNoOBBIX 3ajaHuii (OpMHPYIOTCS OMIIETHI, BKJIIOYarOUIHe B ceds 3 Bompoca u3
Oioka "3HaTh" M mo omHOMy u3 OnokoB "Ymerp" u "Brmagers". Pesymprarom mnpoBeneHHs
MPOMEKYTOUHBIX aTTECTAIlMM SIBJISICTCS MPOIEHT MPaBUJIbHBIX OTBETOB, C Y4€TOM UHJIUBUAYATHHOTO
CEMECTPOBOTO PEUTHUHTA CTyIeHTa (POPMUPYETCS OICHKA.

MaxkcumanbHasi cymma 0asuioB, Habupaemasi CTyIeHTOM 1o aucuuiiinHe pasHa 100.

HEKOTOpbIE MPAKTHYECKIE HABBIKH
paboThI C OCBOEHHBIM MaTepHAJIOM
c(OpMHPOBAHBI HEAOCTATOYHO, BCE
HpPEeayCMOTPEHHBIE IPOTPaMMOi
oOyueHus: yueOHbIe 3aJaHHs
BBITTOJIHEHBI, KAUECTBO BBIITOJIHEHUS
HU OJJHOTO M3 HUX HE OLIEHEHO
MUHHUMAaJIbHBIM YHCIIOM 0aJlIoB,
HEKOTOpbIe BUIBI 33JaHUI
BBINOJIHEHBI C OIINOKaMH

Orenka | OneHka 1o mkase O6ocHoBaHmNe Yposeno
B cpopmuposannocmu
Oautax KomMnemenuyuii
bonee | «OtnuaHO» ConeprkaHue Kypca OCBOCHO Buicokuit yposens
80 MIOJTHOCTBIO, 03 TTPOOEIIOB,

HEOOXOIMMbIC TIPAKTUYCCKUE HABBIKU

paboThl C OCBOEHHBIM MaTEPHUAIIOM

c(OpMHPOBAHBI, BCE

IPEAYCMOTPEHHBIC TIPOTPAMMOi

o0y4yeHHs yueOHbIC 3aJaHHs

BBIMOJIHEHBI, KAYECTBO UX

BBITTOJIHEHHSI OIICHEHO YHCIIOM

0ay10B, OJIM3KUM K MAaKCUMaJIbHOMY
66-80 | «Xopormoy» Conepxanre Kypca OCBOCHO Ilpoosunymotii

MOJTHOCTHI0, 6€3 TPOOEINoB, ypoeens




50-65 | «Y1OBIETBOPHUTEIHHOY ConaeprxaHue Kypca OCBOEHO Ilopozoeuwiit yposens
YaCTUYHO, HO MTPOOETIBI HE HOCAT
CYIIECTBEHHOT'O XapakTepa,
HE00XO0AMMBbIE IPAKTUYECKHE HABBIKU
paboThI ¢ OCBOSHHBIM MaTEPUAIOM B
OCHOBHOM C()OPMUPOBAHBI,
OOJIBIITMHCTBO MPEyCMOTPEHHBIX
porpamMmoii 00y4eHus: yueOHbIX
3aJJaHHid BHIITOJIHEHO, HEKOTOPBIE M3
BBITIOJIHEHHBIX 33JJaHU, BO3MOXKHO,
coJiepKat OMMOKH

Menee | «HeynosnerBopurenbHo» | CoaepkaHue Kypca HE OCBOEHO, Komnemenuyuu ne
50 HE00XO0/IMMbI€ IPAKTUYECKUE HABBIKU | chopmuposanst
paboThI He CHOPMHUPOBAHEI,
BBINIOJIHEHHBIE YUE€OHbIE 3a/1aHUs
cojiepxaT rpyobie omuOKu

3. 3agaHus B TecTOBOM (popMe 1O TUCHUILINHE
IIpumepsl 3anaHmii:
[IpuMepsl BOIIPOCOB 3aKPBITOrO THUIIA:

1. B kakux ceTssXx HEe MOXET OBbITh IEHTPAIBHOIO IMPOU3BOJUTEIHLHOTO CETEBOrO Y3Ia,
MPEIOCTABIISIONINN CBOM PECYPCHI APYTUM y3JIaM CETH

1) KopnopatuBHbIx

2) JlokanbHBIX

3) Knuent-cepBepHbIX

4) OTHOPaHTOBBIX

2. Butas mapa kakoi KaTeropuu o0ecrnednBaeT MpormyckHyo crmocooHocts 10 1000 Mout/c
13

2)5

3) be

4) 2

3. Kakas cereBas Tomojorusi HanOoJjiee MPUMEHHMA JIJIsi OpraHW3allid CETH 3JaHUS C
OTJIETbHBIMA KOMMYTAaTOPaMH B KaXI0M TTOMEIICHUN

1) una

2) Tonctoe aepeBo

3) llIuaHO-3BE31HAS

4) Komnb1o

IIprmepsl BOITPOCOB OTKPBITOTO THIA:

1. Cxomnbko 6aiit 3anumMaet oruueckuii IP - agpec

2. Kakoe mMakcuMalbHO BO3MOYKHOE KOJIHMYECTBO MPOMEKYTOUHBIX XaOOB (CBUTHEH) MOXKET
OBITH B CETH, TOCTPOCHHOI ¢ Ucnonb30BaHueM TexHonoruu Ethernet

3. Kakas MakcuMallbHO BO3MOJKHasi JJIMHA KaOelbHOTo cerMeHTa (B MeTpax) B CETHX,
IIOCTPOEHHBIX C UCIIOJIB30BAHUEM BUTOM Iaphl 5 KATErOpUH

[TonHbIi IepedeHb TECTOBBIX 33JJaHUN C YKa3aHUEM NPaBHIBHBIX OTBETOB, pa3MellleH B OaHKe
BOIIPOCOB Ha nH(}OpMaIMOHHO-00pa30BaTEILHOM rnopraie HHCTUTyTa  IIO CCBUIKE
https://www.mivlgu.ru/iop/question/edit.php?courseid=2812&recurse=0&showhidden=0&gbshowte
xt=0



OI.[GHKa paCC‘-II/ITLIBaCTCSI KakK HpOI_[eHT HpaBI/IHBHO BBIITIOJIHCHHBIX TCCTOBBIX 3a,Z[aHPII>'I N3 UX
o0111ero uucia.



