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1. Ieab ocBOeHHSI AUCUUILJIAHBI

Henp aucuumuinHbl: (GOPMHUPOBAHUE 3HAHUN B 00JACTH TEOPETHUECKUX OCHOB YIIPABJICHUS
MH(POPMAIIMOHHOM 0€30MMaCHOCTHIO M HABBIKOB MPAKTUYECKOTO 00ECTICUEeHNUS 3aIlUThl HHPOPMALIUH.

3amauaMy U3y4eHUsT AUCHUTUINHBL SIBIISTFOTCSL:

- (opMHUpOBaHHE HABHIKOB OpraHH3allMd U METOJOJOTHMM OOecreueHus HH()OPMAIMOHHON
0€30IMacHOCTH;

- CO3JlaHUE TMPEJCTABIECHUA O (QYHKUHUIAX,
nH()OPMAMOHHON OE30MMaCHOCTH;

- W3y4YCHHE OPraHM3alMOHHBIX OCHOB, NPHUHIMIIOB, METOJOB M TEXHOJOTUH YIPABICHHS
MH(GOPMAIMOHHON 0€301aCHOCTHIO;

- pa3BHTHE CIOCOOHOCTEH 10 WCIIOJIB30BAaHUIO CYIIECTBYIOUICH CHCTEMBI YIIPABIICHUS
MH(POPMAIIMOHHON O€301acHOCTH.

CTPYKTypax M IITaTax MOJApa3ieicHus

2. Mecto pucuumiuHbl B ctpykrype OITIOII BO

Huctunnuna «OCHOBBI yIpaBjieHUE HWH(POPMAIMOHHON O€30MacHOCThIO» Oa3upyeTcss Ha
3HAHUSX, MOJYYEHHBIX B paMKaX HM3ydeHHUs CleAyroluX aucuuiuivH: "Maremaruka", "®usnka",
"Meroasl HayyHOTO wucciuenoBanus'. JucnumamHa «OCHOBBI yrpaBiieHHEe HWH()OPMAIMOHHON
0€30MaCHOCTBIO» SIBIISIETCS TEOPETUYECKUM U METOJIOJOTHUYECKUM OCHOBAHUEM Ui JIUCHUIUINH:
"Metonel U cpeicTBa Kpunrorpapuueckod 3amuThl uHGopmanmu', "TexHudeckas 3aiura
naopmanuu", Bxomsammx B OIIOIl GakamaBpa mo nHampasienuto 10.03.01 «udopmanmonnas
0€30MacCHOCTbY.

3. [lnanupyemMbie pe3yJbTaThbl 00yUeHHs MO IUCIHUILIMHE
[Tnanupyemble pe3yabTaTbl OOY4EHHS MO IUCUUILUIMHE, COOTHECEHHbIE C IJIaHHUPYEMbIMU
pesynbTaTamu ocBoeHus: OITOIT (koMIeTeHIMAMY U MHIUKATOPaMH JOCTHIKEHUST KOMITCTCHITHH )

dopmMupyembie [TnanupyeMsle pe3ymbTaThl 0OYUCHHS 110 JUCIUIUINHE, B
KOMIIETEHIIMH (KO[I, COOTBETCTBHMH C MHIMKATOPOM JOCTHXKCHHUS KOMIICTEHIIMH HauMeHOBaHUE OLIEHOUHOTO
CoaepiKaHue WnaukaTop J0CTHKEHUS PesynbraThl 00yueHus no CpeacTaa
KOMIIETEHIINH) KOMIIETCHLIH TUCLIUIIIIMHE

OIIK-1.1 Cnocoben
pa3pabaThIBaTh U

OIIK-1.1.1 Pa3pabarsiBaer u
BHEIPSICT HOIUTHKA

3HaTh MONUTHUKY YNIPABICHUS
JOCTYIIOM B KOMITBIOTEPHBIX

BOIIPOCHI K YCTHOMY OIPOCY,
TecT

CIryOBI IO

pean30BBIBATh YIIpaBJIEHHUS TOCTYIIOM B cucremax (OITK-1.1.1)
TIOJIUTHKH KOMITBIOTEPHBIX CHCTEMAaxX YMmeTs pa3pabaThIBaTh U
YIIpaBIIEHUS BHEJPATH MOJIUTHKH
JOCTYTIOM B yIIpaBIIEHUsI JOCTYIIOM B
KOMITBFOTEPHBIX KOMITBIOTEPHBIX CHCTEMaX
cucTeMax (OIIK-1.1.1)
OIIK-6 Crocoben OIIK-6.2 OnenuBaer u 3HaTh CIIOCOOBI OIICHKH U BOIIPOCHI K YCTHOMY OIIPOCY,
TIPY PEIICHUN CHCTEMAaTH3UPYET CHCTEMaTH3ALUH TecT
podeCCHOHATBHBIX WH(POPMAIIHIO, nHpOpMaLNH,
3amaq 00pabaTbIBaeMyro B 00pabaTbIBaeMoif B
OpraHN30BHIBAThH MH()OPMAIMOHHBIX CHCTEMaX | MH(POPMAIMOHHBIX CHCTEMAaX
3aMIUTy HHPOPMATTUH (OIIK-6.2)
OrpaHNYEHHOTO YMeTh OleHUBATh U
JOCTyTa B CHCTEMaTH3UPOBATh
COOTBETCTBHH C HHPOpMAIHIO,
HOPMATHBHBIMA 00pabaTbIBaeMyIO B
TIPaBOBBIMH aKTaAMH, MH(OPMALMOHHBIX CHCTEMax
HOPMATHBHBIMH H (OITK-6.2)
METOIYECKIMHU
JOKyMEHTaMH
®enepanbHOR
CITyKOBI
6e3omacHOCTH
Poccuiickoit
®denepanyu,
®enepanbHOR




TEXHUYECKOMY 1
SKCIOPTHOMY
KOHTPOIIIO

OIIK-10 Cnocoben B
Ka4yecTBe
TEXHUIECKOTO
CIIeIMaINCTa
MPUHUMATh yYaCTHE B
(dbopMupoBaHuH
TOJTUTUKH
nH(pOpManOHHOM
0€e30MacHOCTH,
OpraHU30BHIBATH
MO/ IEPKUBATH
BBITTOJTHEHHE
KOMILIEKCA Mep IO
00eCTIeYCHHUIO
UH(OPMALIMOHHON
0€e30MacHOCTH,
yIIPaBJISTh
IPOIECCOM UX
peanu3anuu Ha
00BEKTE 3aIUTHI;

OIIK-10.1 Pa3zpabatsiBaer u
BHEJIPSIET MOIUTHKY
nH(pOpMaIMOHHOH
6e30macHOCTH

3HaTh CIOCOOBI peann3anun
HOUTUKH MH(POPMAUOHHOMN
6esonacHoctu (OITK-10.1)
Ymets pa3zpabaThIBaTh U
BHEJIPSITh MONUTHKY
nH(pOpMaLMOHHOM
6esonacHoctu (OITK-10.1)

BOIPOCHI K YCTHOMY OMpOCY,
TECT




4. CTpyKTYpa M cofep:KaHue AUCHUIIUHBI

OO0mmast TpyI0eMKOCTh JUCIHUIIINHBI COCTABISIET 7 3a4eTHBIX eAWHMIL, 252 Jaca.

4.1. ®opma 00y4eHHsI: OYHAA
YpoBenb 6a30Boro 00pazoBaHus: CpeaHee ooIee.

Cpoxk 00yueHust 4r.

4.1.1. CTpyKTypa AMCUHUIIIMHBI

KonrtakTHas pabora
oOyuarouxcs ¢ negarornyecKum «
=
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1 CraHmapTsl U OCHOBBI 7 |14 36 14 yernbiii onpoc,
TECTHPOBAHHUE
yIIpaBIICHUS
HH(pOPMAITMOHHOM
0€30MacCHOCTHIO
2 MeTo/1bl ¥ TEXHOJIOTHH 7 |18 24 14 yernbii onpoc,
TECTHPOBAHHUE
yIIpaBJICHUS
HH(pOPMAITMOHHOM
0€30MacCHOCTHIO
3 AHanu3 puckoB U yrpo3 7 4 14,8 YZTCHHEO‘”;PO:
TCCTUPOBAHU!
HH(pOPMAITMOHHOM
0€30MacHOCTH
Bceero 3a cemectp 180 | 32 64 52 (0,35 42,8 DK3.(35,65)
4 AHanu3 puckoB U yrpo3 8 | 14 12 42,15 YTZT;E:;‘O‘;ZEEZ
MH(pOPMAIMOHHOM
0€30MacHOCTH
Bcero 3a cemectp 70 | 14 12 1,6 | 0,25 | 42,15 3au. ¢ o1l
Utoro 250 | 46 76 6,8 | 0,6 | 84,95 35,65
4.1.2. Conep:xanue QMCIUTLTHHBI
4.1.2.1. IlepeuyeHsb JeKIM
Cemectp 7
Pazoen 1. Cmanoapmet u ocHo6ul ynpagieHus UHGOPMayuoHHOU 6€30NACHOCMbIO
Jleknus 1.

AKTyanbHOCTb MPoOJIeMbl HHPOPMALIMOHHOM Oe30macHoCTH (2 yaca).




Jleknus 2.

Hanmonansusie uatepecsl Poccuiickoit @enepanuu B uHGOpMamoHHOH cdepe u ux
obecnieyuenne. OCHOBHBIE IOHATHS U ompeaeneHus (2 yaca).
Jlexkunus 3.

[Tonutuka rocynapcTa B o0actu HHPOPMAITMOHHOM Oe3omacHOCTH (2 vaca).
Jlexkunus 4.

[IpaBoBBIE OCHOBBI OOecTIeYeHUsT HHPOPMALMOHHON Oe30macHoCTH (2 Jaca).
Jleknus S.

Yrpo3sl 6e3omacHOCTH HHGOpMAIHH (2 Jaca).
Jlekuus 6.

Monens yrpo3 6e3omacuocT nHpopmanmn (2 gaca).
Jleknus 7.

Mepsl 1 MeTOIBI 0OECTICUeHHsI 3alTUThl HHPOopMaluu (2 yaca).

Pazoen 2. Memoowl u mexnonocuu ynpasieHus UHGOPMAYUOHHOU OE30NaACHOCbIO
Jleknus 8.

Wcrounuku yrpo3. Moaens HapymuTens 6e30nacHOCTH HHpopMaiuu (2 yaca).
Jlexkumus 9.

OpranuzannonHsle (MpolexypHble, a AMUHUCTPATUBHBIE) MEPHI 3alllUThl HH(opManuu (2
gaca).

Jlexnus 10.

HNmxeHepHO-TEXHUUYECKHE MEPHI 3alUThl HHpopMaIruu (2 gaca).
Jlexkums 11.

Wnentuduxanus u ayreHTrduUKanms. YIpaBIeHHe T0CTynoM (2 Jaca).
Jlexkuus 12.

MexceTteBoe skpannpoBanue. OdecrnedueHne BhICOKON TOCTYITHOCTH (2 Jaca).
Jleknus 13.

[IporokonupoBanue u ayaut. CucteMbl 0OHApYKEHUS U IPEIOTBPAIICHUS] KOMITBIOTEPHBIX
aTtak (2 Jaca).

Jleknus 14.

Kpunrorpadpudeckne MeToap! 3auThl HHGOPMAIHH. DIEKTPOHHAS [UPPOBas TOAMUCH (2
qaca).
Jlexuus 15.

KonTtpons nenoctHocTH (2 daca).
Jlexuus 16.

BpenonocHble mporpaMMsl U 3aliuTa OT HUX (2 yaca).
Cemectp 8
Paszoen 2. Memoowi u mexuonozuu ynpagnenus uHGhOpMayuoHHo 6e30nacHOCmbiO
Jlexuusa 17.

3amuTa HHGOPMAIMK B KOMITBIOTEPHBIX CETAX (2 yaca).
Paszoen 4. Ananuz puckog u yepo3 unghopmayuonHotl 6e3onacHocmu
Jlexuus 18.

TectupoBanue Ha mpoHukHoBeHue. ConnanbHas uHxkeHepus (2 yaca).
Jlexkusa 19.

Mepsl 1o obecrieueHHo 0€30MaCHOCTH TaHHBIX ITPU UX 00paboTKe B MH(POPMAITMOHHBIX
CHUCTEeMaXx MepCOHANBHBIX JAHHBIX U TOCYIapCTBEHHBIX HH(DOPMAIIMOHHBIX cucTeMax (2 yaca).
Jlexnus 20.

JIuuensupoBanue u ceptudukanus B oonactu Ub (2 gaca).

Jlexkmua 21.
Attectanus 06beKTOB HH(pOpMaTHU3aLKH (2 yaca).
Jlexknus 22.
Bri6op cpencts Ub. Ynpasnenue puckamu Wb (2 yaca).
Jlexknus 23.
KomnsrotepHslie npectymienus, nHmaeHTs b u ux paccienosanue. @opensuka (2 gaca).



Jlekmusa 24.
OcHOBHBIE CTaHIAPTHI U CHIEHU(PHUKAINN B 00JIaCTH HHPOPMALMOHHOM OE30MaCHOCTH.
[Mudposas ruruena (2 gaca).

4.1.2.2. IlepeyeHb NPAKTUYECKUX 3AHATHH
He manupyercs.

4.1.2.3. IlepeueHnb J1a0OpaTOPHBIX PadOT

Cemectp 7
Pa3zoen 1. Cmanoapmet u ocHosbl ynpasienusi uHpHOpMayuoHHOU Oe30NACHOCMbIO
JlabopaTopnas 1.

Yrpo3sl 6e3omacHocTH nHGopmarmu (4 yaca).
JlabopaTopnas 2.

Mogenb yrpo3 6e3onacnoctu undopmaiuu (4 gaca).
JlabopaTtopnas 3.

Wcrounuku yrpo3. Moaens HapymuTens 6e30nacHOCTH HHpopMmaiuu (4 yaca).
JladopaTtopnas 4.

Mepsl 1 MeTOIBI OOECTICUeHHsI 3aTUThl HHPopMaluu (4 Jaca).

JlabGoparopHnas 5.

OpranuzanvoHHble (MpoleypHble, aAIMUHUCTPATUBHbBIE) MEPBI 3alIUTHI HH(popMauu (4

gaca).
JlabGoparopHnas 6.

HNnxenepHo-TeXHUYECKHE MEPHI 3alTUThl HHpopMaluu (4 gaca).
JlabGoparopnas 7.

Nnentuduxanus u ayreHTrdUKanms. YpaBIeHHE T0CTYOM (4 Jaca).
JlabGoparopnas 8.

MexceteBoe skpannpoBanue. OdecrnedueHne BhICOKON TOCTYITHOCTH (4 Jaca).
JlabGoparopnas 9.

[IporokonupoBanue u ayaut. CUCTeMbl OOHAPYKEHUSI U TTPEIOTBPALLIEHHS] KOMIIbIOTEPHBIX
aTtak (4 Jaca).

Pazoen 2. Memoowl u mexnonocuu ynpasierus UHGOPMAYUOHHOU HE30NACHOCNbIO
JlaGoparopuas 10.

Kpunrorpaduueckrue MeTo bl 3aIUThl HHPOPMALIMU. DNEKTpOoHHAs U(poBas HOATUCH (4
qaca).
JlaGoparopuas 11.

KonTtpons nenoctHocTH (4 daca).
JlaGoparopuas 12.

BpenonocHble mporpaMMsl U 3aliUTa OT HUX (4 yaca).
JlaGoparopuas 13.

3amuTa HHGOPMAIIMK B KOMITBIOTEPHBIX CETAX (4 yaca).
JlaGoparopuas 14.

TectupoBanue Ha mpoHukHoBeHue. ConnanbHas uHxkeHepus (4 yaca).
JlabopaTopHnas 15.

Mepsl 1o obecrieueHHo 0€30MaCHOCTH TaHHBIX MIPU UX 00paboTKe B MH(POPMAITMOHHBIX
crcTeMax MepCOHANbHBIX JaHHBIX U TOCYAAPCTBEHHBIX MH(OPMAIIMOHHBIX cUcTeMax (4 Jaca).
Paszoen 4. Ananuz puckog u yepo3 uHghopmayuonHotl 6e3onacHocmu
JlabopaTopHnas 16.

JIuuensupoBanue u ceprudukanus B oonactu Ub (4 gaca).

Cemectp 8
Pazoen 4. Ananuz puckog u yepo3 ungopmayuonHoii bezonacnocmu
JlabopaTopnas 17.

Attectanus 06beKTOB HH(pOpMaTHU3aLuH (4 yaca).
JlabopaTopHnas 18.

Bri6op cpencts Ub. Ynpasnenue puckamu Wb (4 yaca).



JlabopaTopHnas 19.
KomnbrotepHsie npectymnenus, nHIMaeHTsl b 1 ux paccnenosanue. @opensuka (4 yaca).

4.1.2.4. IlepeueHb TeM U y4eOHO-MeTOAHYECKOE O0ecIeYeHrne CaMOCTOATEIbHOI

padoThbI
[lepeueHb TeM, BHIHECEHHBIX Ha CAMOCTOSITEJIbHOE U3YUEHHE:
. UnenTudukanys u yCTaHOBJICHUE TOATUHHOCTH (ayTEHTU(DUKAIIHS).
. OcHOBHBIE MEPBI PEAOCTOPOKHOCTH IIPH padOTE C MAPOJISIMHU.
. buomerpuueckue cpeacTBa U TEXHOJIOTMH YCTaHOBJICHUS MOJIMHHOCTH.
. CnocoObl pazrpaHuyeHus paB AOCTYNA U UX MOJIEIH.
. TexHOJOTHH IPEOTBPAIICHUS CETEBBIX aTak Ha HH(POPMAITMOHHBIE CHCTEMBI.
. Cranpaptsel 3amunieHHOCTH. OCHOBHBIE BUJIbI YTPO3.
. UHTerpupoBaHHas 3aliura ceTu.
. Cnenn@uka 3auThl TUHUH CBSI3U (KaHAJIOB Mepeayy JaHHBIX).
. OcoOeHHOCTH 3alUThl 0a3 JaHHBIX.
10. [Toacucrema yrpaBieHUs CETH.
11. 3ammTa noacucTEMBbI YIIPaBICHUS CETH.
12. Pecypchl U UX IETOCTHOCTb.
13. Jlornyeckass MOJENb apXUTEKTYPHI CETH.
14. KoHTeKkcTHas 3amyuTa JaHHBIX U €€ creruduka.
15. CyTh 1 Ha3Ha4YECHHE KPUNTOrPAPUIECKOTO MTPOTOKOJIA.
16. Crnemnuduka npodiem 0€301acHOCTH B TJI00ATBHBIX CETSX.
17. Ionstue nudpoBbIX cepTU(UKATOB.
18. JlemoHupoBaHue KiIro4el U 3amuTa HudpoBoi MOIUCH.
19. IlpeacraBnenue 0 MOJEISAX AOBEPUS.
20. ITpumepsl 1 0COOCHHOCTH 3aIUIIEHHBIX CETEBBIX MPOTOKOJIOB.
21. IIpuunHBI UCTIOIB30BAHUS IPOTOKOJIOB MPUKIAJIHOTO YPOBHs, 0OecrneunBarommux 6e30MacHOCTb
nHpopManuu u ee 3QHEKTUBHYIO 3AIIHUIIECHHOCTb.
22. OcobeHHOCTH U MPOOJIEMbl TPUMEHEHUST OMOMETPUIECKUX CPEJICTB 3aIHTHI.
Jlis camocTosATeNbHOW pPabOTHl HMCHOJIB3YIOTCS METOJMYECKHE YKa3aHUs [0 OCBOCHHIO
JTUCHMIUIMHBI U U3[JaHUS U3 CIIHCKA MPUBEJECHHOM HUKE OCHOBHOM U JIOTIOJTHUTEILHOU JTUTEPATYPHI.

O 0 1IN DN K W~

4.1.2.5. IlepeyeHb TeM KOHTPOJbHBIX padoT, pedepartos, TP, PI'P, PIIP

He nmnanupyercs.

4.1.2.6. IlpumepHbIii NepevYeHb TeM KYPCOBBIX padoT (IPOEKTOB)
He manupyercs.

5. O0pa3oBaTe/ibHbIE TEXHOJOTHH
B nponecce MU3yuCHUus AUCHUIINIMHBI ITPUMCEHACTCA KOHTAKTHAA TCXHOJIOTHA HPCHoJaBaHUSA
(321 HUCKIIFOYCHUECM CaMOCTOATCIIBHO HN3YYaC€MbIX CTYACHTaAMU BOHpOCOB). HpI/I IMPOBCACHUHN
J'Ia60paTOpHI>IX pa60T MMPUMCHSCTCA I/IMI/ITaI_II/IOHHHﬁ IIoaxod.

6. OueHouYHbIE CPeACTBA AJIH TEKYLIEr0 KOHTPOJISl YCIIeBaeMOCTH,

HpOMe)KyTOqHOﬁ aTTeCTalliuid MO HTOraM OCBOCHUSA JUCHUILIMHBI.
q)OHI[LI OICHOYHBIX MaTCPpHAJIOB (Cpe)ICTB) IMPUBCACHBI B IIPHUIIOKCHUU.

7. YueOHO-MeTOAMYECKOEe U HHPOPMAIIMOHHOE o0ecneYyeHue JUCHUTIHHBI.

7.1. OcHOBHasl y4eOHO-MeTOAUYECKAS JTUTEPATYPA MO JUCHHUILINHE
1. unos, A. K. Ynpasnenue unpopmanmoHHoi 0e3onacHocThIO @ yueOHOoe nocobue / A. K.

HIunoB. — PocroB-Ha-/lony, Taranpor : M3garensctBo HOxHOTO (enepasibHOTO yHUBEPCUTETA,
2018. — 120 c. — ISBN 978-5-9275-2742-7. - https://www.iprbookshop.ru/87643.html



2. I'anarenko, B. A. OcHOBbI MHpOpPMALMOHHOW Oe3omacHoCTH : yuebHoe mocobue / B. A.
l'anarenko. — 3-e m3n. — MockBa : Hartepner-Yuuepcuter Mubopmanuonusix TexHoJIOTHit
(MUHTYUT), Ain Ilm Ap Memua, 2020. — 266 c. — ISBN 978-5-4497-0675-1. -
https://www.iprbookshop.ru/97562.html

7.2. lonoHUTEJbHASA Y4eOHO-MeTOANYeCKAasl JIUTEPATYPA M0 AUCHHUILIMHE

1. OcHOBBI MHGOPMAITMOHHOH 0€30MaCHOCTH : YUSOHUK JUIS CTYICHTOB BY30B, 00yJaIONIUXCs
1o HampasieHuio moarotoBku «lIpaBoBoe obecrieueHne HanuoHaIbHOW Oe3omacHocTH» / B. IO.
Porosun, U. b. lNanymkun, B. K. HoBukos, C. b. BenpeB. — Mocksa : OHUTU-JJAHA, 2017. —
287 ¢. — ISBN 978-5-238-02857-6. - https://www.iprbookshop.ru/72444.html

2. Abnenos, A. XX. CoBpeMeHHBIE CUCTEMBI YIIPaBJICHUSI HHPOPMALMOHHON 0€301TaCHOCTBIO :
yaeOHOe mocoOme / A. XK. AGmenoB, I'. A. [ponoBa, B. A. Tpymun. — HoBocubupck :
HoBocubupckuii rocynapcTBeHHBIH TexHW4Yeckuid yHuBepcurer, 2017. — 48 c. — ISBN 978-5-
7782-3236-5. - https://www.iprbookshop.ru/91427 .html

7.3. IlepeyeHb MHPOPMALHMOHHBIX TEXHOJIOT M, MCIIOJb3yeMbIX IIPH
OCYLIECTBJICHUH 00Pa30BaTEJIbHOI0 MIPOLECCa N0 JMCUHUILINHE, BKIIYAs
nepeyeHb MPOrpaMMHOI0 odecneyeHrs M HH(POPMAIHOHHBIX CIIPABOYHBIX

CUCTEM

B  oOpazoBaTenbHOM  Mpolecceé  HCHOJB3YIOTCS  MH(MOPMAIMOHHBIE  TEXHOJIOTHUH,
peamn3oBaHHBIE HAa  OCHOBE  WH(POPMAIMOHHO-OOpAa30BAaTENBHOTO  TOpTajla  WHCTUTYTA
(www.mivlgu.ru/iop), 1 ”HOOKOMMYHUKALIMOHHON CETH MHCTUTYTA!

- IPEIOCTaBJICHNE YIeOHO-METOMUECKIX MaTEPHAIOB B DJICKTPOHHOM BH/IE;

- B3aUMOJICHICTBHE YYACTHHKOB OOpa30BaTENLHOTO IpoIlecca 4Yepe3 JIOKATbHYI0 CeTh
UHCTUTYTa U IHTEpHET;

- IPEOCTABJICHUE CBEJACHUH O pe3ysibTaTax yueOHOU NEATETbHOCTH B 3JICKTPOHHOM JIHYHOM
kaOuHeTe 00yJaronerocs.

WNudopmanioHHbIE CITPABOYHBIC CUCTEMBI:

Harnwonansusiii oTkpeiTeiii yauBepcurer MHTYUT - http://www.intuit.ru/

Hudopmarnmonno-anaaurudeckuii pecype "Ilopranx ISO27000" - http://www.iso27000.ru/

OO6pazoBarenpHblii TopTan "EnuHoe OKHO 1ocTynma K oOpa3oBaTelnbHBIM pecypcam’ -
http://window.edu.ru/

[IporpammuOe oOecrieueHue:

LibreOffice (Mozilla Public License v2.0)

Mathcad Education — University Edition (100 pack) v.15 (I'ocynapctBenHbIii KOHTpakT Nel
ot 10.01.2012 rona)

Google Chrome (JInuensuonnoe cornamenue Google)

Mozilla Firefox (MPL)

Free Commander XE (JIunensunonHoe cornamenue FreeCommander)

Kaspersky Endpoint Security s 6usneca - Cranmaptabiii Russian Edition. 500-999 Node 2
year Educational Renewal (mpoienue) (I"paxkaaHcko-mpaBoBOii JOTOBOP OOIKETHOTO YUPEKICHUS
No2020.526633 ot 23.11.2020 rona)

Oracle VirtualBox (GNU GPL )

StegHideUIl (GNU GPL v.2)

Sysinternals Suite (JInmensnonHoe cornamenue Sysinternals)

Apache OpenOffice (Apache License )

Kaspersky Virus Removal Tools (JIuenznonnoe cornamenne OOO "JlabopaTopust
Kacnepckoro")

Python 3.9.4 (Python Software Foundation License)

7.4. Ilepeyennb pecypcoB HHGOPMAIIMOHHO-TEJIEKOMMYHUKALIMOHHOM CeTH

«HTEpHET», HEOOXOAUMBIX JJISI OCBOCHUS TUCUUIIIHHBI
iprbookshop.ru



intuit.ru
i15027000.ru
window.edu.ru
mivigu.ru/iop

8. MarepuajibHO-TeXHUYECKOe o0ecneyeHne JUCHUIIUHbI
JlaGoparopus ceTeil U cucTeM nepeaadn HHpopMauu
Crenn «Kpunrorpadus» CRYPTO; I[IK CPU-Intel Core i5-4460 BOX - 12 mt.; [IK — lmiT.;
skpad DRAPPER Apex STAR; Buneonpoextop InFocus; kommyraTop. loctyn k cetu MIHTEepHET.

JlaGopaTopus mporpaMMHO-aIapaTHBIX CPEACTB 3alIUTHl MHPOPMALUU

[Iporpammuo-anmapaTtHeiii  komruieke Radiolnspector WIFI 2 ; mopratuBmbeiii  RFID
cunthiBaTesb cipherLab 1862; xommbroTep s mpoBeldeHUs MyJIbTUMeAnaliekiuii Raspberry;
nepcoHalbHBI KoMbroTep Mini PC Android MK808 B; ITIK CPU-Intel Core i5-4460 BOX - 12
wt.; [IK — 1mr.; skpan DRAPPER Apex STAR; Buneonpoekrop InFocus; kommyrarop. Joctyn k
cetu MIHTEpHET.

KommnerotepHslii kinacc
ITK CPU-Intel Core i5-4460 BOX - 12 mir.; [IK — lmr.; sxpan DRAPPER Apex STAR;
BuaeonpoekTop InFocus; kommyrarop. Joctym k cetn MHTEpHET.

[Tomemenne y1st CaMOCTOSATEIHLHON pabOTHI 0OYJAFOIITUXCS
ITK CPU-Intel Core i5-4460 BOX - 12 wir.; [IK — lmr.; sxpan DRAPPER Apex STAR,;
BuzeonpoekTop InFocus; kommyrarop. Joctym k cetn MHTEpHET.

JlaGopaTopusi TEXHUYECKOH 3aIUThl HHPOPMAIITHH

[TonaBurens Tenedona Tposa X6-B; renepatop mryma Illtopa-1; 610k momex reHepaTOpHBIN
SEL SP-157G ¢ BubpanmoHHBIM TTpeoOpa3oBaTeieM U KOJOHKOW, KOMOWHHPOBAHHOE YCTPONCTBO
3amuThl OT yreukn wHpopmanuu JII'I-513; merekrop xyukoB bar Xantep «IIpodeccnonan;
ckanep ortnevarkoB maibiieB Eikon; ckanep rnmaza EyelLock; oducublii snexTponnsiii 3aMok EM-
Marine, PROXIMITY (125kHz) AYT 930-6-DI; ny6nukarop KeyMaster PRO 4 RF (¢ xoMmIieKToM
KIIIOYeH); amnmapaTHO-TIPOrpaMMHBIM MOAYNh JoBepeHHO# 3arpy3ku "CoOosp" ¢ ceprudukarom
OCTOIK; kBaapokonrep DJI Phantom 3 Professional (B koMrmuiekTe aucruieii-miaHmer Samsung
Galaxy Tab 4 10.1 SM-T530 16Gb; nyneT ymnpasieHnus u prok3ak); kamepa D-Link DCS-930L; IP
kamepa Beward BD2570; ananuzaTop criekTpa; cuctema BuaeoHaomoaeHust Orient; BUIEOTIPOSKTOP
NEC Projector V260XG (nepenocHoit); Hoyroyk ASUS (mepeHocHo#); skpaH MoounbHbIi Classic
Solution Premier Vela Express; IIK II9BM «Xomep» -2 mmr.; IIK - 5
mT.; I TK:(mATX350W;IC2,8;1Gb;DVD-R;3,5"S775PCI-E;K-pa PS/2;M/Ont.PS/2;19"TFT)-1 miT..
Hoctyn x cetu MuTepHer.

JleximoHHas ayIuTOpUS
Jocka menoBas 3-x anemeHTHasi; cucteMubii 6510k 1C 2.8; npoextop mynbTumenuitueiii NEC
Projector V302XG; skpan HactenHslii LMP-100109; noctyn k cetn UnTepHer.

9. MeToauvyeckue yKa3aHUs M0 OCBOCHUIO M CUMILJINHBI

I[J'IH YCIICIMHOTO OCBOCHUA TCOPCTUUCCKOIO Marcepuajia O6yanOHlHﬁCH HCO6XOI[I/IMO
O3HAKOMUTCA CO CIHCKOM peKOMeHHyeMOﬁ OCHOBHOH WU ,Z[OHOJIHI/ITeJIBHoﬁ JINTCPATYPBhI:
https://www.mivlgu.ru/iop/course/view.php?id=2863

Jlo BBINOJHEHUS J1a0OpaTOPHBIX PabOT 0Oy4aromMHCs H3y4yaeT COOTBETCTBYIOLIUI pasjeln
TCOpPUH. Hepe;[ 3aHATUCM CTYACHT 3HAKOMHUTCS C OIMMCAHUCM 3a,[[aHPII>'I JJIs1 BBIITOJIHCHU S paGOTLI,
BHUMATENbHO U3y4aeT COJIepXKaHue U MOPsIOK MpoBeleHus JabopaTopHoil paboTsl. JlabopaTopHas
pa60Ta MMpOBOAATCS B KOMIIBFOTCPHOM KJIACCC. O6y‘-IaIOI_LII/IeCSI BBIIIOJIHAKOT HHAUBUAYAJIbHYIO 3a1a9y
KOMIIBIOTCPHOI'O MOACIUPOBAHUA B COOTBCTCTBUHM C 3aJldHUCM Ha Jla60paT0pHy}o pa60Ty.
HOJ’Iy‘IeHHLIC PE3YyIbTATHL I/ICCJ'ICI[OBaHI/Iﬁ CBOIATCA B OTYUET U 3allJUIIAIOTCA IIO TpaﬂHHHOHHOﬁ



METOJMKE B KJacce Ha CIeAyromeM igaboparopHoM 3aHATHH. HeoOXoIUMBI TeopeTHdecKHid
MaTepual, WHIUBUIYAIbHOE 33aJaHue, IIard BHITIOJHEHHS JTa0OpaTOpHON paboThl U TpeOOBaHHE K
OTUCTY IMPUBCACHBI B MCTOANYCCKHUX YKa3aHUAX, PasMCIICHHBIX Ha I/IH(i)OpMaLII/IO HHO-
00pa3oBaTeIbHOM MOpTae HHCTUTYTA. :https://www.mivlgu.ru/iop/course/view.php?id=2863

CaMmocrosaTenpHas pabdoOTa OKa3blBACT BAXKHOE BIMAHUME Ha (QOPMHUPOBAHUE JIMIHOCTH
OyAylIero CHennaaucTa, OHa MIIAHUPYETCs: 00yJaroIIUMCs CaMOCTOATENbHO. Kaxkipii 00yJaromuiics
CaMOCTOSITEJIBHO OIpeAEssieT PeKUM CBOEH padoThl U Mepy TpyZa, 3aTpayMBaeMOro Ha OBJIAJICHUE
y4eOHBIM COJIEp)KaHUEeM AUCHUILIMHBL. OH BBINOJHSET BHEAYIUTOPHYIO pabOTy W H3y4YCHHE
pa3zienoB, BBIHOCUMBIX Ha CaMOCTOSITEIBbHYIO PaloOTy, MO JIMYHOMY WHAWBHIyAIbHOMY IUIaHY, B
3aBUCHMOCTH OT €ro IOJArOTOBKH, BPEMEHH U IPYIUX YCIOBUM.

dopma 3aKITIOYUTEIIBHOTO KOHTPOJISI MPU MPOMEKYTOUYHOM aTTeCTallMd — 3a4€T C OLICHKOW.
Jlia mpoBeneHuss IPOMEXYTOUHOM arTecTalMy IO AUCLUUIUIMHE pa3paboTaHbl (POHI OLIEHOYHBIX
CPEICTB U OAJTbHO-PEUTUHIOBAsI CHUCTEMa OIEHKH y4eOHOU NeATeThHOCTH CTyAeHTOB. OIlleHKa 1o
TUCLIMIUIMHE BBICTABISETCS B MH(OPMALMOHHOM CHCTEME M HOCUT MHTETPUPOBAHHBIM Xapakrep,
yTH/ITI)IBaIOHH/Iﬁ PE3YJIbTAaThl OUCHUBAHUA Y4aCTHUA CTYACHTOB B ayAWTOPHBLIX 3aHATHUAX, KAaUCCTBA U
CBOCBPEMCHHOCTH BBIIIOJTHCHUA 3a1[aH1/1171 B XOAC MU3YYCHUA JUCHUILJIMHBI U HpOMeKYTO‘IHOI;'I
aTTeCTalUu.



[Iporpamma cocraBieHa B cooTBeTcTBUM ¢ TpeboBanusmMu OI'OC BO mo HampaBieHHIO
10.03.01 Unghopmayuonnas 6ezonachocms 1 NPOPUITIO TIOATOTOBKU be30nacHocms KOMNbIOMEPHbIX
cucmem (no ompacau unu 8 cghepe npogheccuoHaIbHOlU 0essmerbHOCMu)

PaGouyro mporpammy cocTaBui K.m.H., doyenm Llmuixos P.A.

[Iporpamma paccmoTpeHa u ogoOpeHa Ha 3acenanuu kadenpsl CIIM

npotokoJ Ne 21 ot 27.04.2022 rona.
3aBenyromuii kadenpoit @IIM Opnos A.A.
(IToanuce)

PabGouass mporpamma paccMoTpeHa © OJ0OpeHa Ha 3aceAaHHH Y4eOHO-METOIUYECKOU
KOMHUCCUU (aKyabTeTa

npotokoJ Ne 4 ot 12.05.2022 rona.
[Ipencenarens komuccun OUTP Puvioickosa M. H.
(ITogmuce) (®.1.0.)




Juer aAKTyaJIM3anuu paﬁoqeii nmporpaMmbl JTUHCHUIIJIMHBI

[Tporpamma onoOpena Ha

Y4EeOHBIN TO/I.

[Tpotokou 3aceqanust kadeapnr Ne

3aBenyromuit kadenpoit

[Iporpamma o106peHa Ha

[TpoToxoi 3acenanus kadeapor Ne

3aBenyromuit kadenpoit

[Iporpamma ono6peHa Ha

OT 20 ropa.
(ITonmuce) (©.1.0.)
Y49eOHBIN TO/I.
oT 20 rona.
(ITogmuce) (®.1.0.)

YIeOHBIH TO/I.

[TpoToxon 3acenanus kadeapor Ne

3aBeyromuit kadenpoit

OT 20 rona.

(IToxmuce) (©.1.0.)



Ilpunoscenue
®oH/1 0OIeHOYHBIX MATEPHAJIOB (CPEACTB) MO JUCHHUIINHE
OcHoBHI yripaBiieHUs] HH(POPMAITMOHHON 0€301MaCHOCTHIO

1. OneHo4yHbIe MaTepHAJbI VISl IPOBEACHUS TEKYIIEr0 KOHTPOJISI YCIIeBAeMOCTH

o JUCHHUIIIHHE

Tewmbl 1111 yeTHOTO Oonpoca (peUTUHT-KOHTPoJb Nel):

1. Ha3zoBuTe ypoBHU MPaBOBOI OCHOBBI 3alUTHI HH(GOpMAIN?

2. Kakume wMepbl 1O OxpaHe KOHQHUICHIMATHLHOCTH WH(POPMALUH, COCTABIISIONICH
KOMMEPUYECKYIO TailHy BbI 3HaeTe?

3. Ha3oBuTe 0CHOBHBIE O0OBEKTHI 3aIUTHI HHPOPMALIUHU?

4. Yto Ttakoe yrpo3a uH(popmannoHHoM 6e30macHoCTu?

5. llepeuncnure Knaccupukanuio yrpo3 HHGOPMAIIMOHHON O€30MaCHOCTH?

6. Kaxue Bbl 3HaeTe METO/IbI aHAIN3A U OLICHKHU YTpo3?

7. Yo Takoe yreuka HHpopManuu?

8. HazoBuTe KaHasbl yTeukd HHPOPMAIMH, U UX XapAaKTEPUCTUKH.

9. Kakue BbI 3HaeTe MepbI 110 NPEJOTBPAIICHUIO MIPSIMBIX KaHAJIOB yTEUKU HHPOpMauu?

10.Kakue BbI 3HaeTe MEPHI MO MPEJOTBPAILIEHNI0 KOCBEHHBIX (TEXHUUECKHX) KaHAJIOB YTEUKU
uHpopmanun?

Tembl a1 yeTHOTO OMpoca (peUTUHT-KOHTPOJIb No2):

. UTO Takoe pexxuM CEKPETHOCTH?

. Uto Takoe rocyaapcTBeHHas TaitHa?

. HazoBuTe npu3Haku rocyJapcCTBEHHON TalHbI?

. HazoBuTe ri1aBHbIE JIEMEHTHI PEKUMa CEKPETHOCTU?

. Uto Takoe aynut?

. HazoBuTe Moaenu akTuBHOTO ayauTa’?

. OcHOBHas 11eJb 32U Thl KOH(PHUASHINATbHOW HHPOPMAIIUH.

. UTo OTHOCHTCS K aAMUHUCTPATUBHOMY YPOBHIO HH(OPMAITMOHHON O€301TaCHOCTH?
9. Uto Takoe mojmuTHKa 6€301MacCHOCTH aIMUHUCTPATUBHOTO YPOBHSI?

10.Yto Takoe BHYTpUOOBEKTOBBIN peKUM?

11.YTo Takoe NponmycKHOU peKkumM?

12.Ha3oBuUTE OCHOBHBIE 3a/1a4U MPOIYCKHOTO pexruMa?

13.Yrto BKIIFOUAET B ce0s1 0OeCTiCUeHHE 3alUThl KOH(UIEHITHATLHON HHGOpPMAITIN?

OO LN B~ W —

Tembl 17151 yecTHOTO Oompoca (peUTHHT-KOHTPOoIb No3):

1. Yto Takoe puck? AHanu3 pucKoB?

2. HazoBuTte 11es11 aHain3a puckoB?

3. HazoBuTe MeTOIbI OLIEHKH PUCKOB?

4. Kak mpouCXOIOUT OpraHu3alus KOHTPOJIA JOCTyNa K KOH(PHUACHIUATHHOW M CEKPETHOM
nHopmarun?

5. HazoBuTe 3Tarsl npoiecca ynpaBlieHUs: pUCKaMu?

6. Ha3oBuTe OCHOBHBIC HAIpaBJICHUS MEXIYHAPOJIHOTO COTpyaHHYecTBa PD B obmactu
obecneueHus nHpopMaoHHON 6e30macHoCTH?

7. Kakue 0O0BEKThI MEXIyHAPOJHOTO HWH(OPMAIMOHHOTO OOMEHa YKa3bIBAIOTCS B 3aKOHE
«O0 yyacTu# B MEKIyHApOIHOM WH(DOPMALIMOHHOM OOMEHe»?

8. Urto sBusercs uenpto 3akoHa «OO0 y4yacTUM B MEXKIYHApOJHOM HH(OPMAIMOHHOM
oOMmeHe»?

9. HazoBute OCHOBHBIE TPABOBBIE UCTOYHUKUM B cepe WHGPOPMAIMOHHBIX OTHOIICHUMN
3aIUThl 00BEKTOB U CYOBEKTOB MH()OPMAIIMOHHBIX TEXHOJIOTHIA?



O0wee pacnpeneneHue 0aJU10B TeKyLIero KOHTPOJIS 10 BUAaM y4eOHbIX padoT 1Jisl CTYAeHTOB

PeliTunr-koutpois 1 YCTHBIH OIIpOC 5 BOIIPOCOB 1o 15 6annos
PelTuHr-KOHTpOIb 2 YCTHBII OIIpOC 5 BOIIPOCOB 1o 15 6annos
PeliTuHr-KOoHTpOIH 3 YCTHBII OIIpOC 5 BOIIPOCOB 10 20 6annos
[Tocemenue 3anaTuii 3

CTY/ICHTOM

JlommoTHUTEIbHBIE OaJTBI 0

(6onychI)

BrinosHeHue cemMecTpoBOro

IJITaHA CaMOCTOSITEIIbHOM YCTHBIM OITPOC S5 BOMPOCOB 7

paboThI

2. IlpomMexyTOYHAS aTTECTAIUSA 10 AUCIHUIIUHE
Ilepeuensb BONpocoB K 3K3aMeHY / 3a4eTy / 3a4eTy C OLlEHKOIA.
Ilepeuensb MpakTHYecKUX 32124 / 3a/IaHUH K IK3aMeHY / 3a4eTy / 3a4eTy ¢ OLeHKOi (mpu
HAJIUYUM)

Tect 11 MPOMEXYTOUYHOM aTTECTALUH.

1. Uadopmariiio o CTeneHn I0CTyIa pa3aeisiioT Ha:

a) OTKPBITYIO i OTPAaHUYEHHOTO JIOCTYIIA;

b) oTkpHITYIO;

C) 3aKpBITYIO;

d) TaiiHy10 1 OTpaHUYEHHYIO;

2. K uadopmaruu orpaHuYeHHOTO JTOCTYIIa OTHOCSTCS:

a) TOCyJlapCTBEHHAs TalHa,

b) xonduneHnmansHas nHGopmanus;

C) MepCcoHaJIbHbIE JaHHBIE;

d) Bce OTBETHI BEpHBI

3. NndopmarnrionHass 6€30MaCHOCTh SBJISIFOTCSI NEPEBOJOM Ha PYCCKUHM SI3BbIK AHTIIMICKOTO
TepMHHA:

a) informationsecurity;

b) informationsystem;

¢) informationcurrency;

d) informationcrypto;

4. 3amuroit uHpOpPMALIK HA3BIBAIOT:

a) IeATENBHOCTH 0 MPEIOTBPALICHUIO YTEUKH JIF000# nHpopmanmu;

b) nesaTensHOCTH M0 NPEIOTBPAIICHUIO YTEUKHU 3alluaeMoi nH(pOopMaIuu;

C) IeSATENBHOCTH MO MPEIOTBPALICHUIO YTEUKH TOCTYITHOU HH(GOpMaIUU;

d) Bce OTBETHI BEpHBI;

5. Ilox yreukoy MOHUMALOT:

a) HEKOHTPOJIMPYEMOE PaCIpOCTpaHeHHE 3aIUIAeMO HHPOPMAIIMK TYTEM €€ pa3TIalleHUs
WJIM HECAHKIIMOHUPOBAHHOTO JOCTYyIA K HEH;

b) HEKOHTPOIUPYEMOE PaCIPOCTPAHEHUE CKPHITON MH(OpMALIUK MyTéM €€ pasriamieHus Uiu
HECaHKI[MOHUPOBAHHOIO JIOCTYIA K HEW;

C) HEKOHTPOJHUPYEeMOE€ pAaCIpOCTpaHeHHE KOHPHUACHIMATbHOW UWHPOpMAuu myTéM ¢
pasriamnieHus: Wik HECAHKIIMOHUPOBAHHOIO JIOCTYIIA K HEM;

d) Bce BepHO;

6. [lox HempeTHAMEPEHHBIM BO3/ICHCTBHEM Ha 3alllUIaeMylo HHPOPMAIIUIO TOHUMAFOT:

a) BO3JIeHCTBUE Ha HE€ M3-3a OMMOOK MOJB30BATENsA, COOSI TEXHUYECKUX WIIH MPOTPAMMHBIX
CPEICTB, MHBIX HElleJICHAPABICHHBIX JEHCTBUI;



b) Bo3aeiicTBue Ha He€ M3-3a OUTMOOK MOJIb30BaTENs, COOSI TEXHMYECKUX CPEIICTB;

C) Bo3aeiicTBUE Ha HeE M3-3a OMIMOOK TOJB30BATENs, MPOTPAMMHBIX CPEICTB, HMHBIX
HELIEJICHAIIPABIICHHBIX JCHCTBUN;

d) Bce OTBETHI BEpHBI;

7. YTO He ABIAETCS XapaKTePUCTUKON HH(POpMAIUH:

a) CTaTUYHOCTb;

b) Tun gocryna;

C) BpeMsl OTKJIMKA;

d) crouMocTh co3aHus;

8. K nanbonee pacrpocTpaHEHHBIM IPaBOHAPYIICHUSIM B CETH Internet He OTHOCHUTCS:

a) MOIICHHUYECKAst IeSITeIIbHOCTD;

b) nepmrocTpanys 4acTHOM NEPETHCKY;

C) HapyIIeHHE aBTOPCKUX U CMEXHBIX MIPaB;

d) HeneranbHOE MOJYyYEHHE TOBAPOB U YCIIYT;

9. Yto He OTHOCUTCS K 3aJjauaM HH(OPMALIMOHHON OE€30MaCHOCTH:

a) IEJIOCTHOCTh U CEKPETHOCTD;

b) anexTpoHHas NOANUCH U JaTUPOBAHUE;

C) YCTOMYMBOCTH CBSI3U U OTIpE/ICIICHNE TpauKa,

d) HEOTKa3yeMOCTh U AHOHUMHOCTH;

broxk 2 (ymerts).

10.K mMeronam obecnieuenrs nHGOPMaLMOHHON O€30MaCHOCTH HE OTHOCSTCS:

a) KOpPIOpPaTUBHBIE;

b) axMUHUCTpAaTUBHBIE;

C) MPaBOBBIE;

d) TexHuveckue;

11.Kakue MeTopI HE OTHOCSTCS K oOecreueHno MHPOPMAIIMOHHON 0€30TaCHOCTH

a) IPUHYXJICHHUE U TIOOYXKIEHNUE;

b) ympaBneHue J0CTYIOM U perjaMeHTaIlns;

C) MacKHpOBKa U MPENATCTBUE;

d) CKpBITBIN TOCTYI U KOMMMPOBAHUE COOOIIEHUH;

12.MeToapl 3aUThl HHPOPMAIIMH MOXKHO Pa3OUTh:

a) Ha TpHU OOJIBIITUE TPYIIIIHI;

b) Ha nBE OOJBIIKE TPYIITIH;

C) Ha YeThIpe OOJIBIINE TPYIIIIHI,

d) Ha IATH OOJIBIINUX TPYIIIT,

13.Metoapl, HE HMMEIOIIHE MAaTEMaTHYECKOrO0 OOOCHOBAaHUS CTOMKOCTH, YacTO HAa3bIBAIOT
METO/IaMU:

a) C 4€pHBIM SIIHUKOM;

b) C GenbIM KBaapaToOM;

c¢) C KenTbIM Kpyrom;

d) Her BepHoTO OTBETA;

14.Metonpl, GyHKIHOHUPYIOUIUE 110 TPUHLIUIY "UepPHOTO SIIUKA", Ha3bIBAIOT

a) SecurityThroughObscurity;

b) System ThroughObscurity;

c) SecurityThrough;

d) SystemObscurity;

15.Meton ¢pu3ndecKoro mperpaxkJIeHust MyTH 37T0YMBIIUICHHUKY K HHPOpMaIUU:

a) yIpaBsJieHHE JJOCTYIIOM;

b) MackupoBKa;

C) IPUHYX/ICHUE;

d) mobyxnenue;

16.Meton 3amuTel HHGOPMALIUY ITyTEM €€ KPUNTOrpapruecKoro npeodpazoBaHus:

a) [Ipunyxnenue;

b) [ToOyxnenue;



¢) MackupoBka;
d) ympaBienue 1ocTymnom;
17.KommniekcHoe — mOHSTHE, O0O0O3HAYaKoee COBOKYMHOCTh METOJIOB M CPEICTB,

NpeaAHa3HAYCHHBIX IJI OrpaHUYCHUA JOCTYyIIa K pECypcaM:

a) YNOJHOMOYHBAHHUE;

b) Kontpons gocryna;

c¢) Cepruduxanus;

d) Her BepHOTO OTBETA;

18.IToTeH1IManbHO BO3MOXKHOE COOBITHE, JACHCTBUE, MPOIECC WM SBJICHUE, KOTOPOE MOXKET

MIPUBECTH K M3MEHEHHIO (DYHKIIMOHUPOBAHHS KOMITBIOTEPHOIN CHCTEMBI:

a) y3BUMOCTb;

b) araka;

C) yrposa;

d) HeT BepHOro OTBETA;

19. Bo3MOXHOCTh BO3HUKHOBEHHS Ha KAaKOM-JIMOO 3Tarie >KU3HEHHOT0 IIUKJIa KOMIIBIOTEPHON

CHCTEMBI TaKOTO €€ COCTOSIHHS, MpPH KOTOPOM CO3JAIOTCS YCIOBHS ISl pean3aluu  yrpo3
6e30macHOCTH HHGOPMAIIHH - 3TO:

a) aTaka;

b)yrposa;

C)ysA3BUMOCTb;

d) cTaTUYHOCTB;

20. JleiicTBUs, IpEANPUHAMAEMBIE 3JI0YMBIIUJIEHHUKOM, KOTOPBIE 3aKIIOYAIOTCS B IOUCKE U

WCIIOJIb30BAHNUHU YSI3BUMOCTEH MHPOPMAIIHH — JTO:

a)CTaTUYHOCTD;

b)araxa;

C)yrposa;

d)u3bsH;

bnok 3 (Bmamets).

21. Kakas yrpo3a oTkaza Ciry’x0 yCTpaHsIeTCsl a/IMUHUCTPATUBHO-TIPABOBBIMH METOIAMU:
a) 0TKa3 MoJIb30BaTEIEH;

b) oTka3 mporpaMMHOTO 00€CIICUeHNS,

C) HapyIIeHHE pabOT CUCTEM CBSI3H;

d) paspyiieHue u MoBpeXACHUE TTOMEIICHUN

22. K kaHayiam, TpEAIoJaralolniuM H3MEHEHHE JJIEMEHTOB WH(OPMAIMOHHOW CTPYKTYPHI

OTHOCHUTCA:

a) HaMepeHHOEe KomupoBaHue (HaiiyioB U HocuTeNel nHpopmanuu;
b) MackupoBKa MOJA APYrydxX MOJIb30BaTeNel, MyTéM MNOXHINEHUE HACHTU(UIUPYIOMIEH uX

nHpopMaIuu;

CBA3U.

C) XUIlIEHUEe HOocUTeNel nupopmanuu;
d) He3aKOHHOE MOJKIIOYEHUE CIEeNUaIbHOW PETUCTPUPYIOUICH anmaparypsl K yCTpOCTBaM

23. Yto OTHOCHUTCS K KaHalaM, He TpeOYIOIUM n3MeHeHue ieMeHToB MC
a) HaMepeHHoe KonupoBaHue (ailyioB 1 HocuTenel nHdpopMaruu;

b) He3aKOHHOE MOJIKIIOYEHHUE CIIELUATbHON PEeruCcTPpUPYIOIIEH anmnaparypsl;
C) 3JI0YMBIIIJICHHOE U3MEHEHHUE MTPOrpamM;

d) 370yMBINUIEHHBIH BBIBOJ U3 CTPOS CPEJCTB 3aIUTHI HH(POpMaIHy;

24. Kakas HarpaBJIEHHOCTb aTaKk HEBEpHO CHOpPMYJIMpOBaHa?

a) aTaky Ha ypOBHE OINEPALUOHHON CHCTEMBI;

b) aTaku Ha ypoBHE CHICTEMHOT0 a/IMUHHCTPATOPA;

C) aTaky Ha YPOBHE CETEBOr'0 MPOrPAMMHOI0 00eCIIeueHus;

d) aTaku Ha ypoBHE CUCTEM yIpaBlieHHs O0a3aMH JJaHHBIX.

25. K xakoMy TUIy aTak OTHOCUTCS IPOCIYLIMBaHKE TIepeIaBaeMbIX COOOIICHHIA:
a) [laccuBHas aTaka;

b) Moauduxkarus noToka JaHHBIX;



c) [loBTOpHOE HMCHIOIB30BAHNE;

d) Otka3 B 00cIy)KHBaHUH.

26. 3amuTa UHOOPMAIIUHU ITO:

a) mpomecc cOopa, HaKOIUIEHHUs, OOpPaOOTKM, XpaHEHHs, pAacCIpeleNeHus M IOucKa
uHbOpMaInu;

b) mnpeoOpazoBanue wuHpoOpMamKMU, B pPE3YIbTaTe KOTOPOTO COJCpKaHUE WH(POPMAIUU
CTaHOBHUTCS HETIOHATHBIM JUIS CyObEKTa, HE UMEIOILIETO JI0CTYIIA;

C) MoJIy4eHHne CyObeKTOM BO3MOXKHOCTH O3HAKOMJICHUSI ¢ MH(pOpManueidl, B TOM YHCIE IPU
MOMOIIIY TEXHHYECKHX CPEJICTB;

d) COBOKYMHOCTH MpPaBWJ, PErJAMEHTHUPYIOIIUX TOPSIOK W YCIOBHSA JOCTYNa CyOBEKTa K
nH(OpPMAIIUU U €€ HOCUTEIISIM;

€) HeSTEeIbHOCTh IO MPEJOTBPAIICHUIO YTEYKH HH(OpPMAIUKM, HECAaHKIMOHUPOBAHHBIX M
HEINpeAHAMEPEHHBIX BO3JICHCTBHI HA HEE.

27. llupposanue nHpopMaLuu 3TO:

a) mporecc cOopa, HakomIeHUs, OOpaOOTKH, XpaHEHMs, PACIPEICICHUS W MOHCKa
nHpopmanuy;

b) mpeobOpazoBanue wuHPOpMaUU, B pe3yIbTaTe KOTOPOTO CojAepKaHue WHOOPMAIIN
CTaHOBUTCS HETIOHATHBIM JUIS CyObeKTa, HE UMEFOIIETO JI0CTYIIA;

C) MoJTy4eHne CyObEeKTOM BO3MOKHOCTH O3HAKOMJICHHSI C WH(pOpMamueld, B TOM YHCIIe TpU
MTOMOTIIN TEXHHYECKUX CPECTB;

d) COBOKYIMHOCTHh MpaBWJI, PErIAMEHTHPYIONIUX TOPSAOK U YCIOBHUS JOCTyHa CYOBEKTa K
nH(pOpMAaLIUY U €€ HOCUTEISM;

€) JeSTEeIbHOCTh MO MPEIOTBPAIICHUIO YTEYKH HWH(OpMAaIMK, HECAaHKIIMOHUPOBAHHBIX U
HEINpeIHAMEPEHHBIX BO3JICHCTBHI HA HEE.

28. octyn x napopManmu 31o:

a) mporecc cOopa, HaKOIUICHHs, OOpaOOTKH, XpaHECHHs, PACIPEICICHUS W IOHCKa
nHpopMmaIuu;

b) mpeoOpazoBanue wuHPOpMaNKUU, B pe3YIbTaTE KOTOPOTO COJACp)KaHWe HHOOPMAIIH
CTAaHOBUTCS HEMOHATHBIM JJISl CYObEKTa, HE UMEIOIIETO JIOCTYIIA;

C) TIOJTy4YeHHUE CYOBEKTOM BO3MOYKHOCTH O3HAKOMJICHUSI ¢ WH(pOpMaIueld, B TOM YHUCIE MPU
MTOMOIIY TEXHUYECKHUX CPEJICTB;

d) COBOKYMHOCTh MpaBUJI, PETIAMEHTUPYIOLUIUX MOPSAJOK U YCIOBHUS JOCTyNa CyObeKTa K
uH(OPMALIUU U €€ HOCUTEISIM;

€) NeATENbHOCTh MO MPEIOTBPALICHUIO YTEUYKH HH(POpMalH, HECAaHKIHOHHUPOBAHHBIX U
HeIpeIHaMEPEeHHbIX BO3/ICHCTBUI Ha HEE.

1. PesxuM CeKpeTHOCTH — 3TO:

a) COBOKYITHOCTb ONpEACIAEMBIX OpraHaMH BIACTH M YIPABICHHS MPaBWI, KOTOPHIMHU
OTPaHMYMBACTCS JOMYCK JIMII K CEKPETHBIM MaTepuanaM u paboTam, perjJaMeHTHPYETCS MOPSIOK
MOJIb30BaHMSI CEKPETHBIX MAaTepualioB, COOTBETCTBYIOIIMM 0Opa3oM pErylupyercsi IOBEACHHE
JIFOJIEH, UMEIOLIMX OTHOLICHUE K CEKPeTaM, M PeayCMaTPUBAIOTCS IPYrHe MEPHI;

b) COBOKYITHOCTB OTIpeessIeMbIX OpraHaMy BIIACTH M YITPABJICHUS TPABHJI, 110 KOTOPHIM JIHMIA
MMEIOT HEOTPAaHWYEHHBIN JOMYCK K CEKPETHBIM MaTepuayiaM U paboTaM, perjiaMeHTUpyeTcs MopsSaoK
MI0JIb30BaHMsI CEKPETHBIX MaTepHalloB, COOTBETCTBYIOIIMM 00pa3oM peryaupyercs IOBelIeHUE
Jro/ie, UIMEIOILINX OTHOLIEHHE K CEeKpeTaM, U MpeyCMaTpUBAIOTCs IpYTUe MephI;

C) HET BEpHOI'0 OTBETA;

2. Ha3znaueHue pexuma CeKpeTHOCTH 3aKIII04aeTCsl, B TOM, YTOOBI:

a) OrpaHMuuTh cepy 0oOpalleHHs] CEKPETHBIX IAHHBIX TOJBKO KPYTOM JIMIL, CBSI3aHHBIX C
MIPOU3BOJICTBOM CEKPETHBIX padoT;

b) orpannuuTh cepy oOpalieHus] CeKPETHBIX JaHHBIX BCEX JIML, UMEIOIIUX JOCTYI K KaKOM-
1100 nH(poOpMaIHH;

C) OTPaHMYMTb YAaCTUYHO cepy oOpalleHus CEKPETHBIX ITaHHBIX TOJBKO KPYroM JIHIL,
CBSI3aHHBIX C IIPOM3BOJICTBOM CEKPETHBIX PaboT;

3. l'ocynapcTBeHHas TaifHa — 3TO:



a) uH(popMaIus, CBEICHUS, HECAHKIIMOHUPOBAHHBINA JOCTYI K KOTOPBIM MOYET MPUYUHHUTH
BpeJ UHTEpECaM CTPaHbI, FOCY1apCTBa;

b) uHbOp™Manus, cBeIeHUS, HECAHKIIMOHUPOBAHHBIN JTOCTYN K KOTOPBIM MOXET MPHUYUHUTH
BpeJl MHTEpECaM TOJIbKO KHUTEJSIM CTPaHbl, HO BCETO TOCY/IapCcTBa;

¢) uHpopMaIus, CBEICHUS, HECAHKIIMOHUPOBAHHBINA JOCTYI K KOTOPBIM MOYET MPUYHUHHUTH
BpeJl MHTEpECaM TOJIBKO PYKOBOJICTBY CTPaHbI, TOCY1apCTBa;

4. Kak Ha3pIBaeTCsi 3aKOH, PErYIHPYIOIIUNA ACSITEIBHOCTh TOCYIApCTBEHHOW TallHBI Ha
teppuropuu PO?

a) «O KxoMMepUeCKoil TaliHey;

b) «O rocynapcTBeHHO TaitHEY;

¢) «O ciryxeOHOI TaliHe;

d) «O BpadeOHOI TaliHEeY;

5. Kakue cepsl nesTeIbHOCTH OTHOCATCS K TOCYIapCTBEHHOM TaiiHe?

a) BOCHHAs1, BHEITHEMOJIUTUYECKAsI, SKOHOMHUUECKAs;

b) ToEKO BOGHHAS U BHEIIHETIOIUTUYECKAS,

C) TOJBKO BOGHHAS U SKOHOMUYECKAS,

d) TonpKO BOEHHAsI, BHEITHEMOJIUTUYECKAs], SKOHOMHUUECKAs;

6. Kakue cdepsrl 1esSTeIbHOCTH OTHOCATCS K TOCY1apCTBEHHOM TaiiHe?

a) pa3BeIbIBATEIbHAS U ONIEPATUBHO-PO3BICKHAS JCSITEIHHOCTD;

b)pazBenpiBaTenbHAS U JEATEIHHOCTD, CBSI3aHHASI CO CTUXUIUHBIMH O€JICTBUSMHU;

C) HET BEPHOI'0 OTBETA;

7. ITpaBOBOI OCHOBOM peXHUMa CEKPETHOCTH SIBIIIOTCS ?

a)Koncrurtynus, 3akonsl Poccuiickoit deneparun «O 6e3omacHOCTHY, «O TOCYIapCTBEHHOU
TalHe»;

b) Tombko Koncrurymus u 3akon Poccuiickoit deneparuu «O 6e30macHOCTY;

¢) Tonpko Koncrurynus u 3akoH Poccuiickoit deneparun «O rocyiapcTBEHHON TaliHE».

biok 2 (ymets).

8. HazoBuTe mpu3HaKu rocy1apCTBEHHOW TallHbI?

a) O9TO OYEHb BAXHBIE CBEJIEHUS; MX pasrJalleHue MOXXeT MNPUYUHUTH YIIepo
roCy/lapCTBEHHBIM HHTEpecaM; IepeueHb CBEIEHUIl, KOTOpble MOTYyT OBITb OTHECEHBI K
rocy/lapcTBEHHOU TaliHe, 3aKperuisieTcs peepaabHbIM 3aKOHOM;

b) 5T0 oO4YeHb BaXKHbIE CBEIEHUS W UX pasrjalleHue MOXKET MPHUYUHUTH YIIepO
rocy/lapCTBEHHBIM HHTEPECaM;

C) 3TO OYEHb BAXHBIC CBEJICHUS M IEpPEUeHb CBEICHUM, KOTOPbIE MOTYT OBITh OTHECEHBI K
rocy/lapCTBEHHOU TaliHe, 3aKperisieTcs GeiepalbHbIM 3aKOHOM.

9. YUto Takoe 3aceKpeurBaHUE CBEICHUI?

a) npeaycMoTpenHoe KoHcTutynueld orpaHuueHre 3aKperieHHOro ee CT. 25 mpaBa rpaKiaaH
«CBOOOJIHO MCKaTh, MOJYy4YaTh, MPOU3BOAUTH M PACHPOCTPAHATH MH(POPMALHIO JIOOBIM 3aKOHHBIM
CIIOCOOOMY;

b) npenycMmoTpennoe KoHcTuTyiueit orpaHndeHre 3aKkperuieHHOTo ee CT. 26 mpaBa rpaxjiaH
«CBOOOJIHO HMCKaTh, MONIYy4YaTh, MPOU3BOAUTH M PACHPOCTPAHATH MH(POPMALMIO JIFOOBIM 3aKOHHBIM
CIIOCOOOMY;

¢) npeaycMoTpenHoe KoHcTuTynueld orpaHiueHre 3aKperieHHOro ee ¢T. 27 mpaBa rpaKaaH
«CBOOOJIHO HMCKaTh, MONMYy4aTh, MPOU3BOAUTH M PACHPOCTPAHATH MH(POpPMALHIO JFIOOBIM 3aKOHHBIM
CII0COOOMY;

10. KondunennuanbHas nHGopMaIus MOKeT OBbITh pa3/ielieHa Ha:

a) MPEAMETHYIO U CITY)KEOHYIO;

b) cyxeOHYI0 U 3aKPBITYIO;

C) MPEAMETHYIO H OTKPBITYIO;

d) OTKpBITYIO U 3aKPHITYIO;

11. LlenocTHOCTH MHGOPMAIIUN MOXKET OBITH pa3jieficHa Ha:

a) CTaTUYECKYIO U JUHAMHYECKYIO;

b) crarnyeckyio u ciyxeOHyI0;

C) CIyeOHYIO U JMHAMHYECKYIO;



d) Bce BepHO;

12. ITpuMepoM HapylIeHHs CTATUYECKON LIEIIOCTHOCTHU HE SIBJIETCS:

a) BBOJI HEBEPHBIX JaHHBIX;

b) HECaHKIIMOHMPOBAHHOE U3MEHEHUE TaHHBIX;

C) U3MEHEHHE MPOTPAMMHOTO MOJIYJIsI BHPYCOM;

d) BHECEHUE IOTIOTHUTENFHBIX MTAKETOB B CETEBOM TpaduK;

13. IlpumepoM HapylIeHUS JUHAMUYECKOHN ETOCTHOCTH HE SIBIISETCS:

a) HapyIIeHHe aTOMAapPHOCTH TPaH3aKIIHii;

b) BHEeCeHHE NONOTHUTENBHBIX MTAKETOB B CETEBOW TPaHK;

C) HECAaHKIIMOHMPOBAHHOE U3MEHEHHE JTaHHBIX;

d) nyonmpoBaHue TaHHBIX;

14. Yrpo3a oTkaza ciry>k0 MOKeT ObITh pa30uTa Ha CJIECIYIOIIUE TUIIBI:

a) 0TKa3 MoJb30BaTENEH;

b) BHyTpeHHMIT 0TKa3 HHHOPMAITUOHHOW CUCTEMBI;

C) OTKa3 MO JIepKUBArOIIeH HHPPACTPYKTYPHI;

d) Bce OTBETHI BEPHBI;

15. HazoBuTe riaBHbIE JIEMEHTHI PEKUMa CEKPETHOCTHU?

a) MpaBwJIa 3aCEKPEUNBAHUS; PACCEKPEUNBAHUS; 3aIIUTa TOCYJAPCTBEHHON TalHBI;

b) mpaBua 3acekpeynBaHus U 3alUTa TOCYIAPCTBEHHOMN TaHbI,

C) MpaBHJIa 3aCEKPEUNBAHMS U PACCEKPECUHBAHNS;

d)3ammTa rocyapcTBEHHON TallHBI U PACCEKPEUHBAHNS,

16. He momieskat 3aceKpeurBaHMIO CBEACHUSA O:

a) Ype3BBIYAHBIX MPOUCIIECTBHUAX M KaTacTpodax, yrpoKarImx 0e30MacHOCTH U 3I0POBBIO
TpaXkJiaH, U X TOCJIEJCTBHAX, & TAKKE O CTUXHIHBIX O€/ICTBUSAX;

b) cBeaeHMST 0 BOCHHBIX pa3pabOTKax;

C) CBEJICHUS O TEXHUYECKUX pa3paboTKax;

bnok 3 (Bmamets).

17. Yto Takoe aynurt?

) aHaJIM3 HAKOIUIEHHON MH(pOPMAIHH, TIPOBOIUMBINA TOJIBLKO OTIEPATUBHO;

b) ananm3 HaKOTIJICHHOUW HH(POPMAIIMH, TIPOBOIUMBIN OTIEPATUBHO WJIU TIEPHOTUICCKU;

¢) 00a OTBETHI BEPHHI;

18. BbIpaGoTKy MONMUTUKM O€30MaCHOCTH U €€ COJAEpKaHHe paccCMaTpUBAIOT Ha
TOPU30HTAIBHBIX YPOBHSIX JA€Taau3aiuu’?

a) Tpex;

b) nByx;

C) YeThIpEX;

19. Haubonbiyto yrpo3y UC cocraBistor:

a) FO03ep;

b) AreHr;

¢) Xakep;

d) Kpsixep;

20. BHyTprnOOBEKTOBBINH PEKUM 3TO?

a) KOMIUIEKC MEPOTPHATHI, HampaBICHHBIX Ha OOecleyeHHe YCTAaHOBJICHHOTO peXHMa
CEKPETHOCTH HEIMOCPEJICTBEHHO B CTPYKTYPHBIX MOApa3ieieHUsAX, Ha OObEKTaX M B CIy>KEOHBIX
MTOMEIICHUSAX MPEANPHUSATHUS;

b) Tombko 1 MepomnpusiTHe, HalpaBlIeHHOE Ha OOECIEeYeHHE YCTAHOBJIEHHOI'O pexXHMa
CEKPETHOCTH HEIMOCPEJICTBEHHO B CTPYKTYPHBIX MOJApa3AeieHUsAX, Ha OObEKTaX M B CIIY>KEOHBIX
MTOMEIICHUSAX MPEANPHUSATHUS;

C) HET BEpHOI'0 OTBETA;

21. Kakast yrpo3a oTkaza ciy0 yCTpaHsSeTCsl a IMUHIUCTPATUBHO-TIPABOBBIMHU METOIaMU:

a) OTKa3 MoJIb30BaTelel;

b) oTka3 mporpaMMHOIo 00eCTIeYeHNUS;

C) HapylIeHHe paboT CUCTEM CBSI3H;

d) paspy1ieHue u moBpexieHNe MOMEIIeHUH



22. IIpomyckHOM pesxuM — 3107

a) COBOKYIIHOCTb HOPM U IIPaBWJI, PErVIAMEHTUPYIOIIMX IOPSJIOK BXOJa Ha TEPPUTOPHUIO
MIPEANPUATHS U BBIXOJA JIMILI, BbE3/1a U Bbl€3/1a TPAHCIOPTHBIX CPEICTB, BHOCA U BBIHOCA, BBO3a U
BbIBO3a HOCHUTEJCH CBEIEHUH KOH(PHUICHIMAIBHOTO XapakTepa, a TaKkKe MEepONpUATHH o
peain3aly Ha3BaHHBIX HOPM U IIPABUJI C UCIIOJIb30BAaHUEM UMEIOLUXCS CUJI U CPEJICTB;

b) COBOKYIHOCTH HOPM W MpPaBHJ, PErIAMEHTUPYIOIIUX TOPSIOK BBIXOJA U3 TEPPUTOPHUU
MPEANPUATHS, Bbl€3/la TPAaHCIOPTHBIX CPEACTB, BHOCA M BBIHOCA, BBO3a M BbIBO3a HOCHUTEJEH
CBEJCHUN KOH(PHUAECHINAIBHOIO XapaKTepa, a TaKKe MEPONPUATHI O peanu3alii Ha3BaHHBIX HOPM
Y IPaBWI C UCTIOJIb30BAaHUEM UMEIOLIUXCS CUJI U CPEJICTB

C) HET BEPHOT'O OTBETA

24. Yto OTHOCHUTCS K KaHaIaM, He TpeOyIomuM u3MeHenue semMenToB MC

a) HaMepeHHoe KonmpoBaHue (HailioB u HocuTeneil napopMarym;

b) He3aKOHHOE MOJKIIOYEHNE CHIEUATIBHON PEruCTPUPYIOIIEH annaparypsl;

C) 3JI0yMBIIIJIEHHOE N3MEHEHUE POTpamMm;

d)3510yMBINITIEHHBIN BBIBOJI U3 CTPOS CPECTB 3aIIUThHI HH(POpMAIUY;

24. Kakas HampaBJICHHOCTh aTak HEBEPHO cHOopMyIupoBaHa?

a) aTakyl Ha ypOBHE ONEPALlMOHHON CHUCTEMBI;

b) aTaku Ha ypoBHE CHCTEMHOTO aIMUHUCTPATOPA;

C) aTaky Ha ypOBHE CETEBOT0 MPOTPaMMHOI0 00eCIIeUeHHUS;

d) aTaku Ha ypoBHE CUCTEM YyNpaBieHUs 0a3aMu TaHHBIX.

OIIK-6

brok 1 (3Hath).

1. K xakomy THIy aTak OTHOCHTCSI IPOCTYIIMBAaHUE MTEPEAaBaAEMbIX COOOIICHMIA:

a) [TaccuBHas araka;

b) Moaudukarus moToka JaHHBIX;

c) [ToBTOpHOE HCITI0JIB30BAHUE;

d) Otka3 B 00CITy>)KMBaHUH.

2. Jlns gero B cucteMax 0OHApYKEHHUS BTOPYKEHUH UCIIOJIB3YeTCS CEHCOpHAas MmojcucTemMa’?

a) JUIsl MPOCMOTPA BBISIBJICHHBIX HHLUJCHTOB

b) nns HaCTPOMKK CUCTEMBI OOHAPYKEHUS BTOPKCHHI

C) JUTsl BBISIBIICGHUS aTaK M MOJA03PUTENbHBIX ACHCTBUIMA

d) s coopa coObITHI, CBA3aHHBIX C 0€30MMACHOCTHIO 3alTUIIIAEMON CHCTEMBI

€) JUTsl HAKOTIJICHUS IEPBUYHBIX COOBITHI U Pe3yabTaTOB aHATN3a

3. Bpl noayuunau no 3J€KTPOHHOU moute mucbMo ¢ BioxkeHueM "Ot otnena IT". B Tekcte
MMChMa TOBOPHUTCS, YTO Ball KOMIbIOTEp ObLI 3apakeH BHpycoM. [loaToMy BaM HE0OXOIUMO
OTKpBITh BJIO)KCHHE U CJEI0BaTh MHCTPYKIMSIM, YTOObI M30aBUTHCS OT BUpyca. UTo HeoOXoaumo
cnenatb? (BeiOepure Bce moaxonsuiue BapuaHTbl). MoxHO BeIOpaTh 1 MM HECKOJIBKO BapHaHTOB
OTBeTA.

a) cBs3athes ¢ [T-otaenom s yrouHeHus: H”HGOpMAIMK O TIOJTYYeHHOM MUChME.

b) oTKpo#Te BIOXKEHHE, YTOOBI YBUJIETh €r0 COJIEPIKAHUE.

C) YAAJIUTh COOOIIEHUE U3 HEU3BECTHOTO HCTOYHUKA.

d) cnenyiite HHCTPYKLUAM, YTOOBI YIATUTh BUPYC.

€) HamucaTh MUChbMO OTIIPABUTEINIO C TPOCKOO yIANINUTh U3 CIIMCKA PACCHUIKH.

4. Kakas mpobrema 0O€30MacCHOCTH BO3HHMKAe€T B OINEPAIIOHHOW CHCTEME B OTCYTCTBUU
MeXaHu3Ma yaaneHus (aiioB Mpu CMEHE MOJIb30BaTeNs Ha OJJHOM KOMIIbIoTepe (0JIWH MOJIB30BaTENb
BBIIIIEI U3 CUCTEMBI, a BTOPOH - 3amien)?

a) YTeUKH JAaHHBIX 1O CKPBITHIM KaHallaM

b) HecaHKIIMOHUPOBAHHOE TOJTy4E€HUE IPUBHUIIETHIA IEPBOTO MOJIB30BATEIS

C) HUKaKuX Mpo0ieM ¢ 6e30MacHOCThIO CUCTEMBI M B YACTHOCTH JIaHHBIX HE BOSHUKHET

d) oTka3 B 00CITy>KUBaHUH

€) pacKpbITHE OCTaTOYHOU MH(OPMALIMK BTOPHIM IOJIb30BaTEIEM

5. Hna 3amutel uHOpManuu, conaepkaiieiics B 0a3e JaHHBIX, TpeOyeTcs cleayroiiee
JEVCTBHE CO CTOPOHBI (PU3NUECKOM 3aIIUTHI:



a) MpeAyNpexACHUE HECAHKIIMOHUPOBAHHOIO JIOCTYIIa [IEpCoHaia

b) sBakyanus

C) KOHTPOJIb MOJEPHU3UPYEMOTO 000PYI0OBAHUS

d) 3ammTa OT CTUXHMHBIX OCICTBUIA

€) HUYEro U3 IePEYUCIEHHOTO

6. Kakoii rpud cekpeTHOCTH HEOOXOAMMO YCTaHOBUTH (B  COOTBETCTBHHU C
3akoHOJATeNbCTBOM P®) s cBemeHMId O Ype3BBIYAMHBIX TPOUCHIECTBUSX M KaTacTpodax,
YTPOKAIOIIUX OE30MACHOCTH U 3/I0pPOBBIO TPaXkJaH, U UX IOCIEACTBUIX, a TAKXKE O CTHUXUIHBIX
OeICTBUSAX, UX O(UIINATHHBIX MPOTHO3aX U MOCIIEACTBHSIX ?

a) CEKpPETHO

b) oco0oii BaskHOCTH

C) COBEPILIEHHO CEKPETHO

d) Hukakoi U3 nepeyncieHHbIX. J[aHHbIe CBEJIEHUs, HE MOIJIEKAT K 3aCEKPEUNBaAHUIO

€) sl CITyKeOHOTO TI0JIb30BaHUS

7. Ha xakoMm ypoBHe ceteBort Mojaenu OSI paboTaer ceTeBoit MOCT?

a) KaHaJbHBIN

b) ceancoBsrit

¢) dpuznueckuit

d) TpaHCTIOpTHBIH

€) CeTeBOM

8. Ha xommbroTepe xpanutcs qokyMeHT GovSecret.doc, kK KOTOPOMY MUMEET JOCTYH TOJIbKO
onpezeneHHblii kpyr jun (otaen craTUcThku). COTpYIHHK OTAeda ayAuTa BO BpeMsl OOIIEHUs B
o0eZlecHHOe BpeMsl C COTPYAHHUKOM OT/eJa CTaTHUCTUKH Cell 3a ero pabouee MECTO M MpOoYHUTal
cogepxumoe gokymenta GovSecret.doc. Omnpenenute HapyImaeMoe CBOWCTBO 3alllAIEHHOMN
nHpopMaIuu.

a) KOH(UIEHITNATLHOCTh

b) y3HaBaeMocTh

C) MacCcoBOCTb

d) memocTHOCTH

€) JTOCTYITHOCTh

biiok 2 (ymerts).

9. IlpunsATHEe KaKMX Mep U3 MEepeUYHCICHHBIX HE MPECTABIACT cOOON 3aIuTy UH(POpMAIIN
corjacHo 3akoHoaTesbcTBy PD? MoskHO BeIOpaTh 1 MM HECKOJIBKO BapHAHTOB OTBETA.

a) OpraHu3alloOHHbIC

b) sxoHOMHUYECKHE

C) TEXHUYECKUE

d) pusnueckue

€) TIPaBOBBIC

10. Kakoil MeXIyHapOIHBIM CTaHAAPT OLIEHKH CTEMEeHM 3al[UIIEHHOCTH MH(POPMAIIMOHHBIX
CUCTEM IO3BOJISIET MPU3HABATh MPOU3BEICHHYIO CEPTH(PHUKAIUIO MPOAYKTa B JIPYroil cTpaHe IO
JaHHOMY CTaHAapTy?

a) BS 31100:2008

b) ISO/IEC 27005

c) ISO/IEC 27001

d) OpamxeBas kaura ("Orange Book")

e) O6mue kpurepuu ("Common Criteria", ISO/IEC 15408)

11. Kak Ha3piBaeTcs moxydeHrue nHdopmammu ¢ 00jiee BHICOKUM YPOBHEM UYyBCTBUTEIbHOCTH
(mampumep, cekpeTHas uHPOpMalus) MyTeM KOMOMHHpOBaHUS HHOpManuu c Oojee HU3KUM
YPOBHEM YYBCTBUTEIBHOCTH (HAIIPUMEP, OTKPBITast HHpopMaIius)?

a) TeKOMOMHAIIHS

b) undepenuus

C) BaJIUIalus

d) arperauus

€) yreuka HH(OopMaIuu



12. Yem oTnmuaroTcs MacCUBHBIE CUCTEMBI 0OHapyxeHus BTop>kenuit (COB) oT akTHBHBIX?

a) IlaccuBupie COB orpaHuuuBalOT MOCTYIUIEHME HAa XOCT WM IOJCETh OIPEECIICHHBIX
BUJIOB TpaduKa il MPEAOTBPAILICHUS BTOPKEHUH M, B OTIMYHHM OT aKTUBHBIX, HE OTCIICKHBAIOT
BTOP’KEHUS, IPOUCXOSAIIUE BHYTPU CETH.

b) [dns paboter nmaccuBHbIX COB (B OTIMYMU OT aKTUBHBIX) HEOOXOAMM JOTIOTHUTEIbHBINA
MO/1yJIb, KOTOPBIA OyIeT BHIOTHATH (PUIbTpAIMIO TpaduKa.

c) B apxurextypy maccuBHbix COB He BXomuT ceHcopHas mojcuctemMa, a aktuBHbie COB -
COJIEpKaT CEHCOPBIL.

d) [MaccuBubie COB (B OTJIMYMH OT aKTUBHBIX) paOOTAIOT TOJBKO HA XOCTax (y3JIax CeTH).

e)[laccuBapie COB wuHpOpMANuUI0 O HAPYNICHUH OCE30MACHOCTH 3allMCHIBAIOT B JIOT U
CUTHAJIM3UPYET O (paKkTe HapyIIECHNUS.

f) AxtuBHbIe COB BenyT OTBETHBIC JCHWCTBUS HA HAPYIICHHUE.

13. Kakyro OTBETCTBEHHOCTh B COOTBETCTBUU € 3aKOHOAATENLCTBOM Poccuiickoit @enepanyu
HE BJIEKYT 3a co0oil mpaBoHapyuieHusi B cpepe mHpopManuu, WHOOPMALMOHHBIX TEXHOJOTUI U
3amuThl HHQOPMAIHH (COTIIACHO 3aKOHOIATENHCTBY PD)?

a) HapYIIEHH BIEKYT 3a COO0M BCE MEPEUNCIICHHBIE BUJIBI OTBETCTBEHHOCTH

b) rpaxgancko-mpaBoBas

C) YroJIoBHas

d) mucturmmHapHas

€) aIMUHUCTpaTUBHAS

bnok 3 (Bmamets).

14. Kakoii Tum cucCTeMbl OOHApY)KEHUS BTOPKEHHH HEO0OXOIMMO HCIHOJb30BaTh IS
MIPOBEJICHUS] aHaIM3a JESTeIbHOCTH CHCTEMBI, UCIOJb3ysd COOBITHE WM MHOKECTBO COOBITHM Ha
COOTBETCTBUE 3apaHee ONpeAeIeHHOMY 00pa3ily, KOTOPbIN ONMHUCHIBAET U3BECTHYIO aTaKy?

a) Host-based (HIDS)

b) Network-based (NIDS)

c) Policy-based

d) Signature-based

e) Anomaly-based

15. ¥ xakoro mpoTokoja OCHOBHOHM (hyHKITMEH SIBIISETCS Tepenada AUPEKTOpui U (haiioB
MEXIY IBYMSI KOMITbIOTEpaMu?

a) HTTP

b) TFTP

c) Telnet

d) FTP

e) SMTP

16. Uto o3HauaeT nonsatue "3amura nHbopmarun"? (Beidepute ABe GOpPMYITUPOBKH)

a) TOCIEN0BATEIbHOCTh NEHCTBHM i1 OOecreyeHus 3allUIIeHHOCTH WHGOPMAIMOHHON
cpenbl

b) ympaBieHue cucTeMoil 3auThl HH(GOpMALIUU

C) COCTOSIHHE 3alIUIIEHHOCTH WH(OPMALIMOHHOHN CpeIbl

d) mporuecc, HarpaBJICHHBIN HAa JOCTHKEHHE UH()OPMALIMOHHOM O€30MaCHOCTH

€) JIeATeNbHOCTh, HAINlpaBJICHHAs HA MPEAOTBPAIIEHUE YTEUKH 3alluIlnaeMoi MH(opMaluy,
HECAHKIIMOHMPOBAHHBIX U HENpPEeAHAMEPEHHBIX BO3AECHCTBUI Ha 3aIIMIIIaeMyt0 HH(POPMAIIHIO CPeJIbl

OIIK-10:

brok 1 (3Hath).

1. Puck — 3to:

a) (DyHKIMSA BEPOSATHOCTH peau3allM OINpe/eIeHHONW Yrpo3bl (MCMOJIB3YIOIIEeH HEKOTOphIe
YSA3BUMOCTH) U BEJIMYMHBI BO3MOXKHOTO yIepoa;

b) ¢(yHKIMS BEpOSTHOCTH peaNU3alUU ONpPENeIEHHONM Yrpo3bl W BEIWYMHBI BO3MOKHOTO
yiepoa;

C) HET BEPHOI'O OTBETA.

2. AHanu3 pUCKOB - 3TO:



a) mpouecc HACHTU(UKAUK HHOOPMAIMOHHBIX PHUCKOB, OMpPEICICHHE BEPOSITHOCTH HX
OCYIIECTBIICHHSI U MOTEHIIMAIBHOTO BO3/ICHCTBHS, a TAK)KE MMEIOIIMXCS KOHTPMED, YMEHBIIAIOIIUX
3TO BO3JEHCTBUE (YrpO3 U YSA3BUMOCTEH);

b) mpomecc ayreHTudukanuu HWHPOPMAIMOHHBIX PHUCKOB, OIPEACICHHE BEPOSTHOCTH HX
OCYIIECTBICHHUS] U MOTEHIIMAIBHOTO BO3JCHCTBHSA, a TAKKEe UMEIOIIUXCS KOHTPMEpP, YMEHBIIAIOIIUX
3TO BO3JEHCTBUE (YrpO3 U YSA3BUMOCTEH);

C) HET BEPHOI'0 OTBETA;

3. YnpaBneHue puckaMu — 3TO:

a) MpOoLIeCC, BKIIOYAIOLIMN aHAJIN3 PUCKOB, BHIOOp, peanu3alysi U OLeHKa 3(PPEKTUBHBIX U
HSKOHOMHUYHBIX KOHTPMED, IPOBEPKA, YTO PHUCKH YCTAaHOBIICHBI HA IPHEMIIEMOM YPOBHE;

b) mporecc, BKIIOYAOMUK TOJIBKO aHAIN3 PUCKOB M PUCKH, YCTAHOBJICHHBIE HA TIPUEMIIEMOM
YpOBHE;

C) mpoliecc, BKIIIOYAIOUINI TOJIBKO pealn3aliio U OLEHKY 3(PPEKTHUBHBIX U HKOHOMUYHBIX
KOHTpMED.

4. lensMu aHamM3a PUCKOB SBIISTFOTCSL:

a) ompeneneHue uenu ympapieHus Wb u oneHWBaHMS OCHOBHBIX KPUTHYHBIX O00JIaCTEH,
OTPHIIATEIILHO BIUSIOMNX Ha KIIIOYEBBIE OM3HEC-TIPOIIECCHl KOMIIAHUH;

b) BeIpabOTKy ManodPGEKTUBHBIX W OOOCHOBAaHHBIX pEIIEHUW JUIsi KOHTPOJS WU
MUHHMH3AIHN BBISBJICHHBIX PHCKOB;

C) HET BEPHOI'0 OTBETA,

5. DTanoM nponecca yrnpaBJIeHUSI pUCKaMU HE SIBIISIETCS ?

a) Unentudukanms akTUBOB;

b) Onenka puckos;

¢) BriOop 3ammTHBIX Mep;

d) AyrenTudukaius akTHBOB.

6. DTanoM mporecca yrnpaBJIeHUsI pUCKaMU HE SIBIISIETCS?

a) nentudukanms akTHBOB;

b) Onenka puckos;

¢) Be16op 3ammutHbBIX Mep;

d) OnieHKka HOPMAaTUBHOTO PUCKa.

7. IlocTaHoBKa 3a/1auul OLIEHKU PUCKOB MO3BOJISIET 33]1aTh?

a) TpebOBaHUs K METO/IMKE OIICHKU HH(POPMAIIMOHHBIX PUCKOB OpraHU3aIUy;

b) yperynupoBanue nHGOPMAIIMOHHBIX PUCKOB OPraHU3alNu;

C) HET BEPHOI'0 OTBETA;

biiok 2 (ymerts).

8. LleHTpaJsIbHBII 3JIEMEHT CUCTEMBI 3aIIUThI, KOTOPBIM HASHTUDUIUPYET CYOBEKThI, OOBEKTHI
Y TIapaMeTphl 3allpalinBaeMoro J0CTyna CyObeKTOB K 00bEeKTaM:

a) ckaHep 0€301acHOCTH;

b) MoHHTOpP O6€30MaCHOCTH;

¢) MoJieM 0e30IacCHOCTH;

d) mmHa 6e30macHOCTH;

9. K agMHHHCTpaTUBHOMY YpPOBHIO MH(OPMAIIMOHHOW 0€30MacCHOCTH OTHOCATCS JIEHCTBUS
oO1miero xapakrepa, mpeAnpuHUMaeMbIe:

a) pyKOBOJICTBOM OpTaHU3aIUU

b) Ilepconanom opranuzanuu

¢) ITonp3oBaTensaMu

d) Her BepHoro oTBeTa

10. U3 ckobKMX YpOBHEH JeTanu3alnuu COCTOUT nojnTHka 6e3onacHoct MC:

a) Tpex

b) Yetsipex

c) AByx

d) [Tatu

11. TlonuTrka 6€30MaCHOCTH BEPXHETO YPOBHS, 3aTparuBaroliasi BCe OPraHU3AIHIO B IEJIOM,
BKJIIOYAET B ceOst:



a) pemenue cGOPMHPOBATH WIM HM3MEHUTh KOMIUIEKCHYIO IpOrpammy oOecreueHHs
nH(OPMAIIMOHHON OE30MMaCHOCTH;

b) dopmynupoBaHue 1enell opraHuzanuu B 00MacTH HHPOPMAIMOHHON OE30MaCHOCTH,
ompeseNieHue OO0IMMNX HAMPABICHUA B TOCTHKCHUH JAHHBIX IIETICH;

) oOecrieyeHre HOPMATUBHOM 0a3bl it COOTIOACHUS 3aKOHOB U TIPABHIT;

d) Bce OTBETHI BEpHBI;

12. HazoBuTe MeTO1 OIIECHKUA PUCKOB?

a) SKCIEPTHBIX OIICHOK;

b) aHaIMTHUYECKUX OIIEHOK;

C) PEeryIupyeMbIX OIICHOK;

d) Her BepHOTO OTBETA.

13. Kakas 13 METOAUK OLIEHKU PUCKOB SIBJIIETCS JIULIHEN?

a) NIST;

b) FAIR;

c) BSI;

d) BSB.

14. Kakas U3 METOIMK OLIEHKH PUCKOB SIBJIIETCS JIULIHEN?

a) OCTAVE;

b) IRAM,;

c) ISO 27005;

d) 1SO 27000.

bnok 3 (Bmamets).

15. Tlpm mnepenadye [OKYMEHTOB, COAEPXKAUIMX KOMMEPUYECKYIHO TailHy, B OpraHsbl
rocy/lapcTBEHHOW BJIACTH U OpraHbl MECTHOTO camoympasieHus rpud «Kommepueckas TaiiHay Win
«KoHpunennmanpHo» MpocTaBisieTcs:

a) B 00s13aTEIIPHOM TMOPSIKE;

b) B ’kenmaresTbHOM MOPSIIKE

C) B HEe 00s3aTEIFHOM MOPSIIKE

16. U3 ckoTbKUX YPOBHEHN COCTOUT MTpaBOBOE oOecniedeHrne NHHOPMAITMOHHON O€30TTaCHOCTH

a) IByX YPOBHEH;

b) Tpex ypoBHel;

C) YeThIpeX YPOBHEIl;

d) msTr ypoBHEi;

17. Yro u3 mepevyucieHHOro HE BXOOUT B IEPBBIM YpPOBEHb IPABOBOTO obOecredeHus
MH(POPMAITMOHHON 06€30MacHOCTH:

a) Koncturynus PO (ct. 23, mpaBo Ha TailHYy EPETHCKH);

b) I'paxnanckuii konexc PO (ct. 139, Bo3MelieHne yOBITKOB OT yTEUeK);

c¢) @enepanbhbiii 3ak0H "O rocynapcTBeHHOMU TaiiHe";

d) mocranosienus [IpaBurenscta PD;

18. Uto u3 mepevyucIeHHOrO0 HE BXOAUT BO BTOPOM YpOBEHb MPABOBOTO 0OOECHEUYECHUS
MH(POPMAITMOHHON 06€30MaCHOCTH

a) ykassl [Ipesunenrta PO;

b) nocranonenus [IpaButensctBa PD;

c) VYronoBuelii koaekc P® (ct. 272-274, HenpaBOMEpHBIH JOCTYI, pPAaCHpOCTpaHEHHE
BHUPYCOB, HAPYIIIEHUE MPABUI IKCILTyaTalllH);

d) nocranoBnenus mieHymoB BepxosHoro Cyna P®;

19. CTpyKTypHBI€ 3JIEMEHThI HAI[MOHAIBHON OE€30MaCHOCTH:

a) [Tonutuueckas;

b) DxoHOMHUECKAS;

c) Boennas;

d) Bce OTBETHI BEpHBI;

20. Korma Obu1 npunsar PenpepanbHblii 3akoH «OO0 ydacTMM B MEXAYHApOJHOM
MH(POPMALIMOHHOM 0OMeHe»?

a) 5 urons 1992 r.



b) 5 urons 1994 r.

c) 5 mrons 1995 r.

d) 5 urons 1996 1.

21. CucreMy HaIMOHAILHOW 0€30TIACHOCTH 00pa3yeT:

a) OpraHbl 3aKOHOJATEILHOM, UCTIOTHUTEIILHOW U Cy/IeOHOM BIACTei;

b) rocymapcTBeHHBIC, OOIIECTBECHHBIC M MHBIC OPTraHU3aIluu U 00bEIMHCHHUS,

C) TpaxJaHe, NMPUHUMAMIIAE y4acTHE B OOECIeueHUU OE30TIACHOCTH B COOTBETCTBHH C
3aKOHOM;

d) Bce OTBETHI BEpHBI;

OIIK-10:

biok 1 (3Hath).

1. B xakoMm roay yrBepxnaeHa JlokrpuHa uH(popmannoHHOW Oe3omacHoctu Poccuiickoit
denepanuu:

a) 1998;

b) 2000;

c) 2002;

d) 2004;

2. Yto HEe OTHOCHUTCS K OCHOBHBIM IPUHITUIIAM 00€CIIeYCHHS HAIIMOHAIBHOM 0€30TacHOCTH:

a) 3aKOHHOCTb;

b) cobmonenue 6anaHca KU3HEHHO BaXXHBIX HHTEPECOB JIMYHOCTH, OOIIECTBA M TOCYIapPCTBA;

C) B3aWMHas OTBETCTBEHHOCTh JIMYHOCTH, OOIIECTBA M TOCYIApCTBa IO OOCCIICUCHHUIO
0e30I1aCHOCTH;

d) cucreMHOCTB;

3. K mpaBoBBsIM MeTO1aM OOecrieueHrss HHPOPMaIMOHHON 0€30TTacCHOCTH OTHOCSIT:

a) pa3paboTKa COBPEMEHHBIX METOJIOB U CPEJICTB 3aIUTH HH(DOPMAITHH;

b) onpenenenre 0OTBETCTBEHHOCTH (PU3UUECKHUX U IOPUINICCKUX JIUIT,

C) yCHJIEHHE KOHTPOJIA 3a pa3BUTHEM MHPOPMAIIMOHHOTO phIHKa Poccuu;

d) moBbIlIEHNE CTENEHU 3AIIUIIEHHOCTH 3aKOHHBIX HHTEPECOB I'PaXIaH;

4. Korma 6but npunst denepanbubiii 3akoH "O06 nHopMmaruu, nHGoOpMaTH3aMKU U 3alTUTE
nHpOpMaIuu:

a) 2004;

b) 2006;

c) 2008;

d) 2010;

5. Kak Has3biBaeTcs BUJ aTakd, MPU KOTOPOIH MPOU3BOJSTCS HE3aKOHHBIE M3MEHEHHUs cailTa
("acTo rIaBHOM CTpaHUIIBI HA YTO-TO APYyroe)?

a) Refactoring

b) Compiling

c) Defacement

d) Decomposition

e) Injecting

6. Ha kakux nByx mpoOiemMax HE OCHOBaHAa HeCHMMMeTpHuYHas Kpuntorpadus? MoxHO
BBIOpaTh | MM HECKOJIBKO BApUAHTOB OTBETA.

a) nmpoOrema BO3BeICHUs OOJIBIINUX YUCEN B CTENICHD

b) mpobiema pa3ioxkeHus 0OJIBIIOTO YUCIa Ha MPOCThIE MHOXKHUTEIU

C) npoGJieMa HaXOXICHHS KBaJPaTHIHOTO BhIYETA

d) npobnema pakTopuzanu

f) mpoGiieMa qUCKPETHOTO JIOTapuPMUPOBAHUS

7. Haiite ompeneneHUe TUMY BPEIOHOCHBIX MPOTPaMM, PACHpPOCTPAHSIONIUXCS MO CETEBBIM
KaHajaM, CIOCOOHBIX K aBTOHOMHOMY TMPEOJOJCHHIO CHUCTEM 3alllUThl aBTOMATH3WPOBAHHBIX U
KOMITBIOTEPHBIX CHUCTEM, a TaK)Ke K CO3JIAaHUIO M JallbHEUIIIEeMy pacIpOCTPAHEHUIO CBOMX KOTIHIA, HE
BCET/Ia COBMAAAIOININX C OPUTHHAIOM, OCYIIECTBICHHUIO HHOTO BPEIOHOCHOTO BO3/ICHCTBUSI.

a) TPOSH



b) Bupyc

C) AKCILUIOUT

d) uepBb

¢) Jloruueckas bomba

biok 3 (Bnanets).

8. UTo U3 nmepeynciIeHHoro NpouCcXouT Ipu Ucnoinb30Banu RAID-mMaccuBoB?

a) MOBBIIIACTCS HAAEKHOCTh XPAaHEHHSI TAHHBIX

b) obecnieunBaeTcs 6osee BEICOKMI YPOBEHB 3alIUTHI OT BUPYCOB

C) HUYETo U3 NePEYUCIEHHOTO

d) yBenuumBaeTcss MaKCUMaJIbHast IPOITYCKHAs CIIOCOOHOCTH CETH

€) IpOM3BOAUTCS MOJHOE MU(PPOBAHUE TAHHBIX

9. KakuM TepMUHOM (COTJIaCHO 3aKOoHOJaTesbcTBY P®) HazpiBaeTcs nrobas uHpoOpManus,
OTHOCSIIASICS K MPSMO MM KOCBEHHO ONPEACIEHHOMY MJIU OTIpeAeIsieMOMY (PU3NYECKOMY JIUILY?

a) uHhopMaIIUs PO JIUIHOCTH

b) rocynapcTBeHnHas TaitHa

¢) KoH(pueHManbHas nHpopManus

d) uadopmanus ¢ OorpaHUYEHHBIM JIOCTYIIOM

€) TIepCOHaJIbHBIC TAHHbIE

10. Kak Ha3bIBaeTcsi NpPOLEHT CYOBEKTOB HEBEPHO pAa3pEUICHHBIX B cuUcTeMe (HMHaye:
CUTYyaIsl, KOTJja HApyIIUTENN KIaCCUPUIMPYIOTCS KaK aBTOPHU30BAaHHBIE M10JIH30BATENN)?

a) False User Access Rate (FUAR)

b) True Acceptance Rate (TAR) unm ommbka 3 poga

c) False Acceptance Rate (FAR) i ommbxka 2 pona

d) False Rejection Rate (FRR) nnu ommbka 1 pona

e) Crossover Error Rate (CER)

11. YTto U3 mepeunciIeHHOro He UCTIOIb3yeTCsl B OMOMETpUUecKoi ayTeHTuuKkanuu? MoxHO
BbIOpaTh | MM HECKOJIBKO BapUAHTOB OTBETA.

a) TUTACTUKOBAs KapTa ¢ MarHUTHOM MOJIOCOM

b) knaBUaTypHBIN MOYEPK

c) PIN-kxox

d) puCyHOK ManuJUIAPHOTO y30pa

€) paayKkHas 000JI0YKa TJia3a

12. Kakoe ycTpoMcTBO B ceTH 00513aHO cobupats pparmeHTHpoBaHHbIe [P-makeTri?

a) MOCT

b) KOHEUHBI MMOTyJaTesb MaKeTa

C) IOBTOPHUTEIh

d) komMyTaTop 2 ypoBHS

€) TOYKa JI0CTyMa

13. KTo U3 crnenyroomux JIMIl HECeT OCHOBHYIO OTBETCTBEHHOCTHh 3a OIPENEICHHE YPOBHS
kinaccudukanuu nHGopManuu?

a) MoJIb30BaTEh

b) amMuHHCTpPATOP

C) MeHeKep Mo 6e30MacHOCTH

d) Bmanener

€) ayJuTop

14. Kakoifi MexaHu3M HEOOXOAMMO HCIIOJIB30BaTh JUIs TPAHCISALMU JIOKAJIbHOM CeTH C
JMana3oHoM ajipecoB, Harpumep, 172.11.10.0/24 B rnoGanpHyIO ceTh uepe3 oAuH BHemHui [P-agpec
(ampec MapHIpyTHU3aTOPa, BBHITIOTHSIONIETO TPAHCISIINIO)?

a) TCP/IP

b) Proxy

c) DNS

d) DMz

e) NAT



biiok 2 (ymerts).

1. Onpenenure, MPUHATHE KAKUX MEp HE MpeICTaBiIseT coboi 3ammra nuapopmarmu? MoKHO
BbIOpaTh | MM HECKOJIBKO BAPHAHTOB OTBETA.

a) TaKTUYECKHE

b) opranuzanuoHHbIC

C) MPaBOBBIE

d) TexHnyeckue

€) PKOHOMHYECKHE

2. Yro Takoe "HoneyPot" B nHpOpMAIIMOHHOM O€30TTACHOCTH?

a) CeTeBOil MPOTOKOJI

b) cuMMeTpHUHBIM KpUnTorpapuueckuii anropuTM

C) aHTHBHPYCHOE IPOTPaMMHOE 0OecTieueHre

d) Tum cereBoii aTaku Ha MPOKCU-CEPBEpa

€) CpPeaCTBO O€30MaCHOCTH, MCIIOJIb3YEMOE JUTSI TIOMMKH XaKepOB M aHAJIN3a UX METO/I0B

3. B xakoMm Bujie XpaHATCs AaHHBIEC O ToJib3oBaTessx UNIX?

a) daiin ¢ pacuupeHreM *.usr

b) HET MpaBUIIBLHOTO OTBETA

C) TEKCTOBBIH (aiin

d) 6unapHbIi daiin

€) UCTIOJIHSIeMBbIH (aiin

4. Ha xakoM ycTpoHCTBE OOBIYHO HMCTOJB3YIOT TexHosoruto VLAN c 1enpio paszneneHus
CETH Ha CETMEHTHI?

a) IOBTOPUTEIb

b) kommyTarop

C) TOUKa JIOCTYyTIa

d) 6panamayep

€) MapIpyTu3aTop

5. ITlouemy ONTOBOJIOKOHHBbIE KOMMYHUKAIIMOHHBIE TEXHOJOTUM HMMEIOT 3HAYUTEIbHOE
MPEUMYILECTBO (B 3HAaYEHUH 0€30TIaCHOCTH) Mepel APYTUMHU TEXHOJIOTUSAMHU Mepelauu JaHHBIX?

a) BBICOKasi CKOPOCTb Iepe/iayul TaHHBIX

b) BO3MOKHOCTh UCIIPABIICHUS OLINOOK B IE€peIaBaeMbIX JaHHBIX

c¢) 6osee aemieBbie B MPUMEHEHUN

d) MynpTHILUIEKCHPOBAaHUE MPEMATCTBYET aHAINU3Y Tpaduka

) mepexsar Tpaduka sBIsSETCs 00Jiee CI0KHBIM

6. Uto sBisieTCs nepapXxuyeckuM (JIOTHUECKUM) aJipecoM KOMIIbIOTEPA B CETH?

a) Macka MojceTu

b) MAC-anapec

C) CUMBOJIbHOE UMSI KOMIIbIOTEpA

d) HeT BepHOTO OTBETA

e) IP-agpec

7. Kakum TepMHUHOM Ha3bIBaeTCs Crocod mudpoBaHHs, B KOTOpPOM Aisi MU(GPOBAHUSA U
pacimu(poBBIBaHHS IPUMEHSIETCS OJWH U TOT K€ KpUNTOrpaQuuecKuil KIoy?

a) nuHelHoe mudpoBaHue

b) npoctoe mudpposanue

€)"One-key" mmpposanue

d) cummMeTpruyHOe muppoBaHUe

€) 0JIHOYpOBHEBOE K (poBaHUEe

Metoanveckue MaTepuaibl, XapaKTEPU3YOIIUX NPOLeIyPbl OLeHUBAHUS
Ha ocHoBe mepeyHs TECTOBBIX BOIPOCOB MPOTPAMMHBIM KOMIUIEKCOM HH(POPMALMOHHO-

oOpasoBarensHoro mnoprana MU Bal'V ¢opmupyloTcss B aBTOMaTHUYeCKOM pEXHUME TECTOBBIE
3aJJaHus 711 CTYJICHTOB: BOCEMb BOIPOCOB M3 OJ0Ka 1, ueTsIpe Borpoca nu3 610ka 2 U TpU BOIpoca



u3 Omoka 3. IlporpammHbIi KOMIUIEKC (OPMHUPYET HHIMBHUAyaJIbHBIC 3aJaHUS Ui KaXJOTo
3apeFI/ICTpI/IpOBaHHOI‘O B CUCTEMC CTy,Z[eHTa 158 YCTaHaBJII/IBaeT BpeMSI HpOXO)KI[eHI/ISI TeCTI/IpOBaHI/ISI.
Kaxnprit otBeT u3 O10Ka 1 onennBaercs B 2 Oaia, u3 0i10ka 2 - B 3 Oaina, u3 01oka 3 - B 4 Oaiuia.
Pe3yﬂBTaTOM TeCTI/IpOBaHI/ISI SABJISICTCA CyMMa 6aJ'IJIOB, KOTOpaSI CKJIaAbIBACTCA C I/IH[[I/IBI/I,HyaJIBHBIM
CEMECTPOBBIM PEUTHHIOM CTYACHTA U ONPEICISICT MOJyICHUE 3aUeTa.

0 - 50 Gata — «HE 3a4TEHOY;

51 — 100 OaJI0B — «3a4TEHOY.

MakcumanbHasi cymma 6ayuioB, Habupaemas CTyIeHTOM 1o AuciuIuimHe pasHa 100.

OueHka
B
Ooajutax

O1eHKa 110 1IKajie

O0ocHOBaHue

Yposenw
cghopmuposannocmu
KomnemeHyuil

Boiee
80

«OTInYHO»

Conep:xaHue Kypca OCBOCHO
MOJTHOCTHI0, 0€3 MpoOesnoB,
HE0O0XOIMMBIE TIPAKTHYECKUE HABBIKU
paboThl ¢ OCBOEHHBIM MaTepHaIOM
chopMHUpOBaHbI, BCE
MPEeyCMOTPEHHBIE TPOTPaMMOI
o0yueHus: yueOHbIE 3aJaHUs
BBITIOJTHEHBI, KAYeCTBO UX
BBITIOJTHEHHSI OT[CHEHO YHCIIOM
6aJu10B, OJIM3KUM K MAaKCHUMaJIbHOMY

Buicoxuii yposens

66-80

«Xopo1mio»

ConepxaHue Kypca OCBOCHO
MOJTHOCTHI0, 6€3 MpoOesoB,
HEKOTOPbIC MPAKTUICCKAE HABBIKH
paboThI C OCBOCHHBIM MaTEPHUAIOM
c(OpMHUPOBAHBI HEAOCTATOYHO, BCE
IPeIYCMOTPEHHBIC TPOTPAMMOMA
00y4eHus yueOHBIC 3aaHus
BBITIOJIHEHBI, KAUECTBO BBITTOJIHECHHS
HU OJIHOTO M3 HUX HE OI[CHEHO
MUHHMAaJIbHBIM YUCIIOM 0aJUIoB,
HEKOTOPbIC BUIbI 3a/IaHUI
BBITOJIHEHBI C OIIHOKaAMH

Ilpooeunymeutii
ypoeens

50-65

«yI[O BJICTBOPHUTCIILHO»

Conep:xanue Kypca OCBOCHO
YaCTHYHO, HO ITPOOEIIBI HE HOCAT
CYILIECTBEHHOT'O XapakTepa,
HEOOXOAMMBIE IPAKTUIECKUE HABBIKU
pabOTHI C OCBOCHHBIM MaTEpHAIIOM B
OCHOBHOM C()OPMHUPOBAHHI,
OOJIBIIMHCTBO MPETYCMOTPEHHBIX
nporpamMmoil 0oyueHus: yaeOHbIX
3aJJaHU BBINOJIHEHO, HEKOTOPBIE U3
BBITOJIHEHHBIX 33JJaHUH, BO3MOKHO,
COJIepIKaT OLTUOKHU

Ilopozoswiit yposens

Memnee
50

«HCy,ZLOBJ'IeTBOpI/ITeJ'IbHO»

ConeprxaHue Kypca He OCBOEHO,
HE00X0/IMMbIe MPAKTUYECKHE HABBIKU
paboThl HE CHOPMHUPOBAHBI,
BBITOJIHEHHbBIE YUeOHbIE 3aJaHUs
coJiepxar rpyosie ommOKu

Komnemenuuu ne
cghopmuposani




3. 3aganus B TECTOBOM (popMe MO AMCUUILIMHE

[Ipumeps! 3ananuii:

1. B kakom roxy yrBepkiaeHa JlokrpuHa uH(pOpManMoHHON Oe3omacHocTH Poccuiickoii
®Oenepauuu:

a) 1998;

b) 2000;

c) 2002;

d) 2004;

2. YTo HE OTHOCUTCS K OCHOBHBIM IPUHIIUIIAM 00€CIICUeHHS HAIMOHAIBHOM 0€301MacHOCTH:

a) 3aKOHHOCTb;

b) cobmoeHne Oananca KU3HEHHO BAKHBIX MHTEPECOB JIMYHOCTH, OOIIECTBA M TOCY/IapPCTBA;

C) B3aMMHas OTBETCTBEHHOCTh JIMYHOCTH, OOMIECTBA M TOCYJapCTBa MO OOECTICUCHHIO
0e30I1aCHOCTH;

d) cucreMHOCTB;

3. K mpaBoBBsIM MeTO1aM 0bectieueHrs HHPOPMaIMOHHON 6€30TacCHOCTH OTHOCSIT:

a) pa3paboTKa COBPEMEHHBIX METOJIOB M CPEJICTB 3alUTHI HH(MOPMAIIIH;

b) onpenenenne OTBETCTBEHHOCTH (PU3NYECKUX U FOPUIUUYECKUX JIMIL;

C) yCHUJICHHE KOHTPOJIS 32 pa3BUTHEM HH(POPMAITMOHHOTO pbIHKa Poccuu;

d) NoBEIIIIEHNE CTETIEHH 3AIIUIIIEHHOCTH 3aKOHHBIX HHTEPECOB I'PaXK/1aH;

4. Korga Obut npunsat denepanbHblii 3akoH "O6 uHGoOpMaruy, HHGOpMaTU3aLMKU U 3alllUTe
nHpopMaLnu:

a) 2004;

b) 2006;

c) 2008;

d) 2010;

5. Kak Ha3zbpIBaeTcs BUJ aTaku, NPU KOTOPOH MPOM3BOAATCA HE3AKOHHBIE M3MEHEHUS CalTa
("4acTo TIIaBHOW CTPAHUIIBI HA YTO-TO Apyroe)?

a) Refactoring

b) Compiling

c) Defacement

d) Decomposition

e) Injecting

6. Ha kakux nByx mpoOiemMax HE OCHOBaHa HeCHMMMeTpHuHas Kpuntorpadus? MoxHO
BbIOpaTh | MM HECKOJIBLKO BApUAHTOB OTBETA.

a) npoOseMa BO3BeIeHUs OOJIBIINX YUCEN B CTENICHD

b) npoGnema paznoxeHus: OOJBIIOTO YKCIIa Ha TPOCTHIE MHOKHUTEIN

¢) npoOiemMa HaxXOXKACHUS KBAAPATUYHOTO BhIUETA

d) mpobnema pakTopuzanuu

f) mpobnema quckpeTHOTO JorapruMUPOBAHUS

7. Haiite ompeaeneHUe TUIY BPEIOHOCHBIX MPOTpamMM, PacCHpOCTPAHSIOUIUXCSA MO CETEBBIM
KaHajiaM, CIOCOOHBIX K aBTOHOMHOMY TPEOJOJICHHUIO CHUCTEM 3alllUThl aBTOMATHU3UPOBAHHBIX H
KOMITBIOTEPHBIX CHUCTEM, a TaK)KE K CO3JIaHUIO M JallbHEHIIIEeMy pacIpOCTPAHEHUIO CBOMX KOTIHIA, HE
BCET/Ia COBMAAAIOIINX C OPUTHHAIOM, OCYIIECTBICHUIO HHOTO BPEJOHOCHOTO BO3/ICHCTBUSL.

a) TpOsiH

b) BUpyc

C) OKCIUTOUT

d) uepBb

€) Jjorudeckas bomba

broxk 3 (Bnanmets).

8. UTo U3 mepevurcIeHHOro MPOUCXOINT MpH Hcmob3oBanuu RAID-maccuBoB?

a) TOBBIIIACTCS HAIEKHOCTh XPAHEHUS TaHHBIX

b) obecrieunBaeTcst Gosiee BEICOKHIA YPOBEHB 3alllUTHI OT BUPYCOB

C) HUYETrO U3 MepeunCIeHHOTO

d) yBenuunBaeTcsi MaKCUMallbHas MIPOITYCKHAsI CIIOCOOHOCTH CETH



€) MPOU3BOIUTCS MOJHOE MIU(POBAHUE TAHHBIX

9. Kakum TepmuHOM (coriacHO 3akoHozarenbcTBy P®d) HaspiBaercs irobast mHpopMmarus,
OTHOCSIIASICA K MPSIMO MJIM KOCBEHHO OIPEICIEHHOMY WIIM OTIpesiesiieMoMy (prusnueckomy Juiry?

a) nH(popMaIHs PO JTUIHOCTH

b) rocymapcTBeHHas TaitHa

) KoH(HIeHIIaTbHAs HHPOpMALIUs

d) nadopmanus ¢ OrpaHUYCHHBIM JOCTYIIOM

€) epCcoHaJIbHBIC IAHHbBIE

10. Kak Ha3bIBaeTCsi NpPOLEHT CYOBEKTOB HEBEPHO pAa3pELICHHBIX B cHUCTEME (MHAYe:
CHUTYyalusi, KOTJa HApyIIUTEIN KIACCH(PUIUPYIOTCS KaK aBTOPU30BAHHBIE MTOJIH30BATEIH )?

a) False User Access Rate (FUAR)

b) True Acceptance Rate (TAR) unu ommbka 3 poga

c) False Acceptance Rate (FAR) wiu ommbka 2 poxa

d) False Rejection Rate (FRR) nnu ommbka 1 pona

e) Crossover Error Rate (CER)

11. YTo U3 nepeyncieHHoro He UCTOIb3yeTcs B OMOMETpUUYecKO ayTeHTUPUKauu? MoxHO
BBIOpaTh | WM HECKOJIBKO BaPHAHTOB OTBETA.

a) MJIACTUKOBAs KapTa C MarHUTHOW MOJIOCOU

b) ki1aBuaTypHbIil movyepk

c) PIN-kon

d) puCyHOK ManmuIIpHOTO y30pa

€) paaykHast 000JI0UKa TJia3a

12. Kakoe ycTpoicTBO B ceTu 00s13aH0 coOupath pparmMeHTupoBannblie [P-nakersi?

a) MOCT

b) KOHEUHBI MOTyJaTeNb MaKeTa

C) IOBTOPHUTEIh

d) kommyTaTop 2 ypoBHsI

€) TOUKa JI0CTyIa

13. KTo u3 cienyromux Jdill HECET OCHOBHYIO OTBETCTBEHHOCThb 3a OIPEACICHUE YPOBHS
kiaccudukanuu nHGopMaun?

a) MoJIb30BaTelhb

b) anmuHUCTpaTOp

C) MeHeKep 1Mo 0e30MacHOCTH

d) Bmanenert

€) ayauTop

14. Kakoii MexaHHW3M HEOOXOIUMO HCIIOJIB30BaTh Il TPAHCISALHMHM JIOKAIBHOW CETH C
JMarna3oHoM ajpecos, Hanpumep, 172.11.10.0/24 B rnobansHyI0 ceTh uepe3 oauH BHemHui [P-agpec
(ampec MapuIpyTHU3aTOpPa, BHIOIHSIOUIETO TPAHCIISAIINIO)?

a) TCP/IP

b) Proxy

c) DNS

d) DMz

e) NAT

1. Onpenenute, NpUHATHE KAKUX MEp HE MpeICcTaBseT coOoi 3amuTta nHpopmarmu? MoxHO
BbIOpaTh | MM HECKOJIBKO BApUAHTOB OTBETA.

a) TAKTHUYECKUE

b) opranuzanuoHHbIE

C) MpaBOBbIE

d) TexHudeckue

€) PKOHOMHYECKHE

2. Yro takoe "HoneyPot" B unpopmanmonHoii 6e3omnacHoctu?

a) CEeTeBOM MPOTOKOJI

b) cuMMeTpHYHBI KpUNITOTpapUUeCcKuid aaropUuT™M

C) aHTHUBHPYCHOE POTrpaMMHOE o0OecrieueHue



d) Tun cereBoii aTaku Ha MPOKCH-CEPBEPA

€) CpeaCcTBO O€30MaCHOCTH, MCIIOJIb3YEMOE JUIsl IOMMKH XaKepOB U aHAJIM3a MX METOJIOB

3. B xakoM Buje XpaHATCs AaHHBIEC O MoJib3oBaTesssx UNIX?

a) aiin ¢ pacmmpeHuem *.usr

b) HEeT MpaBMWILHOTO OTBETA

C) TEKCTOBBIH (aiin

d) 6unapHsIii daiin

€) UCTIOJTHSIEMBI (haiin

4. Ha xakoM ycTpoHcTBE OOBIYHO MCHOJB3YIOT TexHosioruio VLAN c menbio pasneneHus
CETH HA CETMEHTHI?

a) IOBTOPUTEIb

b) kommyTarop

C) TOYKa JI0CTyNa

d) 6panamayep

€) MapuIpyTU3aTop

5. TloueMy ONTOBOJOKOHHbIE KOMMYHHKAIIMOHHBIE TEXHOJOTHH HWMEIOT 3HAYUTEIBHOE
MIPEUMYILECTBO (B 3HAUEHUU O€30MacHOCTH) Mepel APYrUMH TEXHOJIOTUAMHU Nepejaun JaHHbIX?

a) BBICOKasi CKOPOCTh Iepelauu JaHHBIX

b) BO3MOKHOCTH UCHIPABIIEHUS OLIMOOK B I€pelaBaeMbIX JAHHBIX

c) Oouiee AemieBble B IPUMEHEHUN

d) MynpTHIUIEKCHPOBaHUE MPEMATCTBYET aHAIN3Y Tpaduka

) mepexBar Tpaduka sIBISETCS 00JIee CIOKHBIM

6. Uto sBisieTcs nepapXxuyeckuM (JIOTHUECKHUM) aJipecoM KOMIIbIOTEPA B CETH?

a) Macka MoJCeTH

b) MAC-anapec

C) CUMBOJIbHOE UMSI KOMITbIOTEpa

d) HeT BepHOTO OTBETA

e) IP-agpec

7. KakuMm TEepMHHOM Ha3bIBaeTCs Crocod mudpoBaHus, B KOTOPOM i mU(poBaHUA H
pacin@poBbIBaHMS IPUMEHSIETCS OAUH U TOT )K€ KpUNTOrpapuuecKuil KIoy?

a) JIMHEeWHOe M poBaHUE

b) npocroe mudpoBanue

€)"One-key" mudpoBanue

d) cummeTpuuHOe mudpoBaHue

€) OJTHOYPOBHEBOE MU(POBAHUE

IlonHbIi IEPCUCHb TCCTOBLIX 3a,I[aHI/II71 C YKa3aHHUEM IIPABUJIBHBIX OTBCTOB, Pa3MCIICH B Oanke
BOIIPOCOB Ha I/IH(i)OpMaLII/IOHHO -06pa30BaTeJ’ILHOM rnoprtaje HHCTUTYTa 110 CCBIJIKE
https://www.mivlgu.ru/iop/question/edit.php?courseid=2864&cat=31088%2C92832

OLIeHKa PACCUUTBIBACTCA KaK ITPOLCHT IIPAaBHUJIBHO BBIIIOJIHCHHBIX TCCTOBBIX 38.I[8.HI/II7I n3 ux
oO11ero yucnia.
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