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1. Ileab ocBOeHHUS JUCHUILIMHBbI
Henp mucuuruiveel: (GOpMUPOBAaHHE y CTYJCHTOB OCHOBHBIX 3HaHWH 1O pa3paboTke U
WCTOJIb30BAHUIO CHMMETPUYHBIX U ACHMMETPHUYHBIX KPUNTOIPAPUIECKUX AITOPUTMOB.
3ajauu TUCUUIUIMHBL JaTh 00ydyaeMOMY apCceHall THIOBBIX IIPUEMOB JUIsSl pEIIeHMs 3a/ad,
BO3HUKAIOMIMX MPU pa3zpadOTKe U MCIIOJIb30BAaHUH KPUNITOIPahUIECKUX alITOPUTMOB; IproOpeTeHne
CTY/ICHTAaMH YMEHHH I10JIb30BaThCSI OCHOBHBIMHU MOHITUSAMH, 3aKOHAMHU U MOJIEIISIMU KpUNTOTpaduu,
OCHOBHBIMH KPUITOTPAPUUECKUMHI METOJAMH 3alIUTHI HH(POPMAIIHH.

2. Mecto pucuumiuasbl B ctpykrype OIIOII BO
Huctumumaa «MeToabl U CpeAcTBa KpunTorpadguyeckoi 3ammThl HHPOPMALUNY SBISETCS
muciuruHot 1o  HampasieHutro 10.03.01 «Mudopmanmonnas Oe3omacHOCTh» (OakaiiaBpuar).
Huctunnuna «MeToasl U CpeicTBa KpuUnTorpapuueckoil 3amuThl uHQOpManum» Oa3supyeTcss Ha
SHAHUAX, TMOJYYCHHBIX B paMKax H3YUYCHUA CICAYIOUMIUX AUCHUILINH: ((TGOPI/HI I/IH(i)OpMaIII/H/I»,
«MareMatuka.

3. Ilnanupyemblie pe3yJabTaThbl 00y4YeHHs 10 TUCHHUIINHE
[Inanupyemble pe3yabTaTbl OOY4eHHS IO AWCHUUIUIMHE, COOTHECEHHbIE C IJIaHHUPYEMbIMU
pesynbTaTtamu ocBoeHus1 OITOII (koMIeTeHIMAMY U UHAMKATOPaMH JIOCTHKEHHUST KOMITCTCHITHH )

[TnanupyeMbie pe3ynbTaThl 00YUEHHUS 110 TUCIHUIUIMHE, B
COOTBETCTBUHU C MHIUKATOPOM JOCTHKEHHUSI KOMIETEHI[UU

dopmupyemble

KoMTeTeHInU (KO, HanmenoBanue o1ieHOYHOTO

coJiepIKaHue
KOMITCTCHIINH )

Nunukatop goctuxeHus
KOMIIETEHIIUU

Pe3ynbTatel 00ydeHus o
JMCIUIIIMHE

cpenctea

OIIK-9 Cnocoben
HPUMEHATH CPEACTBA
Kpunrorpaduueckoi

U TEXHUYECKOH
3aluThl HHOPMAIUK
JUISL PeLeHus 3a1ayq
npogeccuoHaBHOM
JeATEeNbHOCTH

OIIK-9.2 [Ipumenser
METOJBI ¥ CPEICTBA
KpUNTOrpaduuecKoi 3amursl
UHGOPMALUH T peLeHHs
3a/a4 npoQecCHOHANbHON
JeATENbHOCTH

3HaTh METO/IBI U TIPUEMBI
(hopMasM3anuy U TUIIOBbIC
AJTOPUTMBI PEIICHUS
npukiIaaneix 3agad (OIIK-
9.2)

YMeTh UCIIOIb30BaTh
CYIIECTBYIOLIUE aJITOPUTMEI,
SI3BIKU U CHCTEMBI
MIPOTrPaMMHPOBAHUS IS
pelIeHns CIenHuaTbHBIX
3amad (OI1K-9.2)

TECT




4. CTpyKTYpa M cofep:KaHue AUCHUIIUHBI
OO0mast TpyI0eMKOCTh IUCIUILINHBI COCTABISET 4 3a4eTHBIC eMUHUIBI, 144 yaca.

4.1. ®opma 00y4eHHsI: OYHAA
YpoBenb 6a30Boro 00pazoBaHus: CpeaHee ooIee.

Cpoxk 00yueHust 4r.

4.1.1. CTpyKTypa AMCUUIIMHBI
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1 CummeTpudHbIe 6 | 10 20 3 TecTHpOBAMHE
KPUIITOCUCTEMBI
2 AcHUMMETpHUYHBIE 6 | 8 16 4 TeCTHpOBAMHE
KPUIITOCHCTEMBI
3 [IpoBepka Mo yIMHHOCTH 6 | 6 12 4 TeCTHpOBAMHE
4 DnekTpoHHas 1udpoBas 6 | 8 16 2,8 TeCTHpOBAMHE
HOJIINCH
Bceero 3a cemectp 144 | 32 64 + 521235 13,8 DK3.(26,65)
Wtoro 144 | 32 64 52 |235] 1338 26,65
4.1.2. Conep:xanue QMCIUATLIHHBI
4.1.2.1. IlepeuyeHn JeKuMi
Cemectp 6
Paszoen 1. Cummempuunsie kpunmocucmemol
Jleknus 1.
[Tpunumns! Kpunrorpaduieckoi 3amuTsl HHGopMaluu (2 yaca).
Jleknus 2.
TpaauimoHHbIE CHMMETPUYHBIE KPUTITOCUCTEMBI (2 yaca).
Jlexknus 3.
HIndper nepectaHoBkH (2 yaca).
Jleknusa 4.
HIndpsr 3amensl (2 yaca).
Jlexnus S.

TpaauumoHHbIE CHMMETPUYHBIE KPUTITOCUCTEMBI (2 Yaca).



Pasoen 2. Acummempuunsie Kpunmocucmemul
Jlekumus 6.

HIndpsr caoxHOM 3aMeHsbI (2 yaca).
Jleknus 7.

HIndpoBanue raMmmMupoBaHueM (2 daca).
Jlekunus 8.

CoBpeMeHHbIE CUMMETPUYHBIE KPUIITOCUCTEMBI (2 yaca).
Jlekuus 9.

Cucrema DES (2 yaca).
Pazoen 3. Ilposepra noorunnocmu
Jlexkuus 10.

Cucrema IDEA (2 yaca).
Jlekuus 11.

CoBpeMeHHbIE aCHMMETPUYHBIE KPUIITOCUCTEMBI (2 yaca).
Jlexkuus 12.

WNnentuduxaius 1 npoBepka NoAIMHHOCTH (2 yaca).
Pa3zoen 4. nexmpounas yughposas noonuce
Jlekuus 13.

[TpoTOoKOJIBI C HYIEBOH TIepeadeii JaHHbBIX (2 Jaca).
Jlexuus 14.

Cxema unentudukarnuu ['mmnoy-Kyuckyotepa (2 gaca).
Jlexknus 15.

OnexTpoHHas upoBas NoANUCh. ANropuTMbl udpposBoi noanucu RSA, Onp [Namans (2
gaca).
Jlexnus 16.

DnekTpoHHas nu(poBas MOAMUCH. AITopuT™MBbI IndpoBoi noanucu DSA, oTedecTBEHHBII
craHgapt (2 Jaca).

4.1.2.2. TlepeyeHb NPAKTUYECKUX 3aHATUH
He nnanupyercs.

4.1.2.3. IlepeueHn J1aGOpaTOPHBIX PadoT

Cemectp 6
Pazoen 1. Cummempuunvie Kpunmocucmemol
Jlaboparopnas 1.

[TpuHnume! kpunrorpaduyeckon 3amuThl HHGopManuu (4 Jaca).
JlabopaTtopnas 2.

TpaguioHHbIE CHMMETPUYHBIE KPUTITOCUCTEMBI (4 yaca).
Jlaboparopnas 3.

[udper nepecranoBky (4 yaca).
Jlabopatopnas 4.

[udper 3amensl (4 yaca).
JlabopaTopHnas S.

TpaauumoHHBIE CUMMETPUYHBIE KPUNITOCUCTEMBI (4 Haca).
Paszoen 2. Acummempuunsie Kpunmocucmemsi
JlabopaTopHnas 6.

HIndpsl cnoxHOM 3amMeHsI (4 yaca).
JlabopaTopnas 7.

HIndpoanue raMmmupoBaHueM (4 daca).
JlabopaTopnas 8.

CoBpeMeHHbIE CUMMETPUYHBIE KPUIITOCUCTEMBI (4 yaca).
JlabopaTopHas 9.

Cucrema DES (4 yaca).



Pasoen 3. Ilposepka noorunnocmu
JlabopaTopnas 10.
Cucrema IDEA (4 gaca).
JlabopaTopnas 11.
CoBpemMeHHbIE aCUMMETPUYHBIE KPUIITOCUCTEMBI (4 yaca).
JlabopaTopnas 12.
Wnentudukanys v npoBepka NOIMHHOCTH (4 yaca).
Paszoen 4. Dnekmponnas yugposas noonuce
JladopaTopnas 13.
[IpoTokouibl ¢ HynEBOM nepeaayeii 1aHHbIX (4 yaca).
JladopaTopnas 14.
Cxema nnentudukanuu ['moy-Kyuckyorepa (4 gaca).
JladopaTtopnas 15.
OnexTpoHHas U poBas noaAnuck. Anroputmsl upposoi noanucu RSA, Onp Namans (4
qaca).
JladopaTtopnas 16.
OnexTpoHHas U poBas NoANUCh. ATropuTMsl upposoit noanucu DSA, oTeuecTBeHHBIN
craugapt (4 Jaca).

4.1.2.4. IlepeueHn TeM U y4eOHO-MeTOAHYECKOE O0ecIIeYeHne CaMOCTOSTeIbHOI

padoThI

[lepedyeHb TeM, BEIHECEHHBIX HA CAMOCTOSITEIIbHOE N3YUCHHE:
1. Obecnieuenus HHPOPMAIMOHHOM 0€30MMAaCHOCTH HA 3aKOHOIATETFHOM YPOBHE.
2. Teoperuyeckue BOMpOCckl odecriedeHrsi HHPOPMaIIMOHHOM 0€30MacHOCTH.
3. Obecrnieuennss UHPOPMAIMOHHOM 0€30MMACHOCTH HA AJIMUHUCTPATHBHOM YPOBHE.
4. Ob6ecnieuenust THGOPMAIIMOHHON 0€30TaCHOCTH Ha MPOIICTYPHOM YPOBHE.
5. OGecnieueHust HHPOPMAITMOHHOM OE301TACHOCTH Ha TPOTPAMMHO-TEXHUYECKOM YPOBHE.
6. OCHOBHBIE MHCTPYMEHTAJIbHBIE CPEJCTBA MOIJIECPKKH pa3pabOTKU MOJUTUKUA MH(POPMAIIMOHHOM
0€30MacHOCTH.
7. OCHOBHbBIE HHCTPYMEHTAJIBHBIE CPEACTBA aHAIN3a PUCKOB.
8. OCHOBHbBIE 5KOHOMUYECKHE aCIIEKThI 0OecreyeH s HHPOPMAIIMOHHOM 0€30IacHOCTH.

s caMocCTOsATENbHOW pPAaOOTHI HMCHOJIB3YIOTCS METOJMYECKHE YKa3aHHUsS 10 OCBOCHUIO
JTUCHMIUIMHBI U U3JIaHUS U3 CIIHCKA MPUBEICHHON HI)KE OCHOBHOM U JIOTIOJTHUTEIHLHON JTUTEPATYPHI.

4.1.2.5. IlepeyeHb TeM KOHTPOJbHBIX padoT, pedepartos, TP, PI'P, PIIP

He nmnanupyercs.

4.1.2.6. IlpumepHbIii NepevYeHb TeM KYPCOBBIX padoT (IPOEKTOB)
1. IIporpaMmMHas peaau3anus IuQppPOB 3aMEHBI.
2. IIporpammHuas peanu3anus HUppPOB MEePECTAHOBKH.
3. [IporpammMHuas peanuzanus mudpa [Teidepa.
4. TIporpammHas peanusanus mudpa Xuia.
5. Pa3paboTtka mudpa, OCHOBAHHOTO Ha KOMITO3UIIMH IMH(pa 3aMEHbI U TIEPECTAHOBKH, C OLIEHKON
€ro KPUNTOCTOMKOCTH.
6. Ananu3 kpuntocToikocTr 610uHbIx KpunrocucreM (TOCT 28147-89, DES, IDEA, AES).
7. ATTOpUTM DIIEKTPOHHOH IIM(PPOBOI MOANKUCH HA OCHOBE PEIICHUS CUCTEMBbI CPAaBHEHHIA.
8. AHanM3 MEeTOJ0B COKpAIEHUS ATUHBI AIEKTPOHHOHN IU(PPOBOMA MOAUCH.
9. ArOpUTMBI KOJUTIEKTUBHOU 3IEKTPOHHON 1TU(POBOI MOMUCH.
10. AnropuT™Mbl KOMIIO3UITUOHHOM JEKTPOHHOM NU(POBON MOAMKUCH.
11. CpaBHUTENIBHBIN aHAIN3 COBPEMEHHBIX MPOTPAMMHBIX, TPOTPAMMHO-AIMIAPATHBIX U allapaTHBIX
CpencTB KpunTorpaduyeckoit 3amuTsl HHGOPMAIIUH.
12. PazpaboTka cxeMbl KpUNTOTrpaduyeckoro reHepaTopa, OCHoBaHHOTO Ha komOuHupoBanuu LFSR -
TeHEepaTOPOB, C OI[CHKOM €ro KayecTna.



13. Pa3zpaboTka cXeMmbl KpUNTOrpaUYEecKOro TeHEepaTopa, OCHOBAHHOTO HAa KOMOWHUPOBaHHU
KOHI'PY3HTHBIX T€HEPATOPOB, C OLIEHKON €ro KayecTsa.

14. Ouenka kauecTBa KpUNTorpadhuuecKux reHepaTopoB, OCHOBAHHBIX Ha anroputMax OuboHauqH.
15. AnropuTmsl crenoi 3aekTporHoi nudposoii noanucu. (CJIIMBKA).

16. CpaBHUTENBHBIN aHATH3 AJITOPUTMOB (POPMHUPOBAHUS XOIII-(DYHKITHIA.

17. CpaBHUTENBHBIN aHATIN3 COBPEMEHHBIX KPUIITOCUCTEM C OTKPBITHIM KIIIOYOM.

18. CpaBHUTENBHBIN aHATH3 KPUOITOTPAPHUECKUX MTPOTOKOJIOB PACTIPEICICHHUS KITFOUeH.

19. Pa3zpabotka cuctembl ayTeHTH(UKAIIMU TOJIb30BaTENICH CETH TEepenayd JaHHBIX O JABUKEHUH
BO3JIYLIHBIX CYJIOB.

5. O0pa3oBaTe/ibHbIE TEXHOJIOTHH

B mpouecce ocBOEHMsI AUCUMILUIMHBI UCIIOJIB3YIOTCS METOJbl OOy4YEHHsI, CIIOCOOCTBYIOLIUE
00€CNevYeHNI0 MOJIOKUTENBHOIO MOTHUBALlMOHHOTO HACTPOsl CTYIEHTOB Ha M3y4eHHE Y4eOHOro
Marepuaia, (GOpMHUPOBAHUE YMEHUN HAXOAWTh U MPUMEHATH HHPOPMALUIO B 001acTH QUBHKHU TS
YCIEIIHOTO OCBOEHUS NMPOQPECCHOHANIBHO OPUEHTHPOBAHHBIX TUCIHUIUIMH U OOBEKTOB Oymylieu
npoheCCHOHANBHOM JEATEIBLHOCTH: MPOOJIEMHOTO W3JIOKEHUS, MPO(eCcCHOHATFHOTO KOHTEKCTA,
yIOpaBIEHUSI CaMOCTOATENbHONW paboToil. [lpu mpoBeneHUM NPAKTHUUECKUX 3aHATUNA MPOMCXOIUT
00CYX/ICHHE Pa3JIMYHBIX MPOOJIEMHBIX CUTYAIlMi, MpernojaBareib MoJAPOOHO OOBICHIET BCE IIaru
pemieHus (u3nueckodl 3aaauu. 3aTeM CTYACHTbl CAaMOCTOSITENIBHO BBIMOJIHSIOT AaHAJOTHYHbIE
3amanns. Bo Bpemsi BBITIONHEHHUs J1a0OpaTOpPHBIX pPadoT (GOpPMUPYIOTCS KOJUIEKTUBBI U3 2-3
CTYACHTOB JUIsl BBIMOJHEHUS HCCIIENOBAaTENIbCKUX pabOT MO OJHOM TeMaTuke, TeM CaMbIM
(dbopMupyeTCcsi TOTOBHOCTh M CIIOCOOHOCTH 00yUalOIUXCsl K padoTe B MajbIX TBOPUECKUX IPpyIIax.

6. OneHo4YHBIE CpeaCcTBA ISl TEKYIIEr0 KOHTPOJISI YCIIeBaeMOCTH,

HpOMC)I(yTOqHOﬁ aTreCTallui 110 uTOoraM OCBOCHHUA JUCHHUIIIMHBI.
@DOH/IBI OIICHOYHBIX MAaTEPHATIOB (CPEAICTB) MPUBEAEHBI B MPUIIOKEHHH.

7. Y4eOHO-MeTOANYECKOe U MHPOPMAIIMOHHOE o0ecTiedeHHe TUCIMIIHHBI.

7.1. OcHOBHAsI Y4eOHO-MeTOANYECKAS JIUTEPATYypPa MO AUCHUIIMHE

1. bacanoga, I'. B. OcHoBbl kpunrorpaduu : yaeoHoe nmocodue / I'. B. bacamoBa. — 3-e u3.
— Mockga, CapatoB : UatepHet-YHauBepcuteT Madopmarmonnsix Texunonoruit (MHTYUT), A [1n
Ap Menua, 2020. — 282 ¢. - https://www.iprbookshop.ru/89455.html

2. XKuns, 3emop Kypc xpunrtorpaduu / 3emop Xunb ; mepeon B. B. IlyaukoBckas. —
MockBa, IxeBck : Perymsapnas u xaoTudeckas JIuHaMuKa, VHCTUTYT KOMIBIOTEPHBIX
uccinemoBanuii, 2019. — 256 ¢. - https://www.iprbookshop.ru/91941.html

3. ®opoyzan, b. A. Kpuntorpadus u Ge3zomacHOCTh ceTeil : yueOHOe mocobue / b. A.
®opoyzan ; noxn pemaknueir A. H. bepnaumna. — 3-e u3g. — Mocksa : MHTepHeT-YHUBEPCUTET
Nudpopmanmonnbix Texnomormit (MHTYUT), Au Ilm Ap Memma, 2021. — 776 c. -
https://www.iprbookshop.ru/102017.html

7.2. JonosiHUTENbHAS Y4e0HO-METOANYECKAs JJUTEpaTypa N0 JUCHMILIMHE
1. Maiictpenko, H. B. OcHoBbl Teopuu nHpopmanuu u kpunrorpaduu : yuebHoe nocoodue /
H. B. Maiictpenko, A. B. Maiictpenko. — Tam0oB : TaMOG0BCKHii roCy1apCTBEHHBIH TEXHUUYECKHM
yuusepcuret, 96C ACB, 2018. — 81 c. - https://www.iprbookshop.ru/94362.html
2. ArpanoBckuii, A. B. Ilpaktuueckast kpunrorpadus: alrOpUTMbI U UX IPOrpaMMHUpPOBaHHE /
A. B. Arpanosckuii, P. A. Xamu. — MockBa : COJIOH-IIpecc, 2016. — 256 c. -
https://www.iprbookshop.ru/90248.html



7.3. IlepeyeHb MH(POPMALUMOHHBIX TEXHOJIOIMi, MCIIOJb3YyEeMBbIX IIPH
OCYLIECTBJICHUH 00Pa30BATEIBHOIO MPOLECCA M0 AUCHHUILINHE, BKIIOYas
nepevyeHb MPOrpaMMHOI0 odecneyeHust U HH(POPMALUOHHBIX CIIPABOYHBIX

CUCTEM

B oOpasoBarenpbHOM  mpolecce  HCIOJB3YIOTCS — MH()OPMAIMOHHBIE  TEXHOJOTHH,
peanM3oBaHHbIE HAa  OCHOBE  HMH(POPMAIMOHHO-OOpA30BATENBHOTO  MOpTajla  MHCTUTYTA
(www.mivlgu.ru/iop), 1 ”HGOKOMMYHUKAIIMOHHON CETH HHCTUTYTA:

- IPEIOCTABJICHNE YICOHO-METOAMYECKIX MaTEPHAIOB B DJICKTPOHHOM BH/IE;

- B3aUMOJCWCTBHE YYAaCTHHKOB 0Opa30BaTENBHOTO TMpolecca Yepe3 JOKaJIbHYI CETh
nHCTUTYTA U MHTEpHET;

- IPEJOCTABJICHUE CBEACHUI O pe3ysbTaTax yueOHOU NEATETbHOCTH B 3JICKTPOHHOM JIMYHOM
KaOuHeTe 00yJaronerocs.

WubopmanoHHbIE CITPABOYHBIE CUCTEMBI:

yandex.ru

google.com

[IporpammHoe obecrieueHue:

Mathcad Education — University Edition (100 pack) v.15 (I'ocynapctBeHHbIi KOHTpakT Nel
ot 10.01.2012 rona)

Google Chrome (JIuuensnonnoe cormnamenue Google)

Mozilla Firefox (MPL)

Free Commander XE (JIunensunonnoe cornamenue FreeCommander)

Microsoft Windows 10 Professional (ITporpamma Microsoft Azure Dev Tools for Teaching
(Order Number: 1M126433))

Oracle VirtualBox (GNU GPL )

OpenStego (GNU GPL )

gpg4win (GNU GPL)

Sysinternals Suite (JIuienznonHoe cornamenue Sysinternals)

Microsoft Visual Studio (ITporpamma Microsoft Azure Dev Tools for Teaching (Order
Number: IM126433))

Pascal PascalABC.NET (GNU Lesser General Public License v.3)

Apache OpenOffice (Apache License )

Lazarus (GNU GPL, GNU LGPL)

Microsoft Access (IIporpamma Microsoft Azure Dev Tools for Teaching (Order Number:
IM126433) )

Microsoft Visio (ITporpamma Microsoft Azure Dev Tools for Teaching (Order Number:
IM126433))

Microsoft Project (IIporpamma Microsoft Azure Dev Tools for Teaching (Order Number:
IM126433))

Microsoft SQL Server (ITporpamma Microsoft Azure Dev Tools for Teaching (Order Number:
IM126433) )

7.4. Ilepeyenb pecypcoB HHPOPMAIMOHHO-TEJIEKOMMYHMKAINUOHHOH CeTH
«HTEepHET», HEOOXOAUMBIX IJIsl OCBOEHMSI JUCIUIINHBI
iprbookshop.ru
mivlgu.ru/iop

8. MaTepunajibHO-TeXHHUYECKOE O0ecneYeHue JUCIUTTIMHbBI
JIaGopaTopus TEXHUUECKOM 3alIUThl HH(OpMAIHN
[TonaButens Tenedona Tposin X6-B; reneparop myma [ltopa-1; 610Kk momex reHepaTopHbIi
SEL SP-157G ¢ BuOpamuoHHbIM mpeoOpa3oBaTesieM U KOJOHKOW; KOMOMHHPOBAHHOE YCTPOHCTBO
3amuThl OT yreuku uHpopmarum JIIII-513; nerekrop xyukoB bar Xantep «IIpodeccronany;
ckaHep otnedaTkoB majiblieB Eikon; ckanep rnmasza EyeLock; oduchblii snexTponHbiii 3aMox EM-
Marine, PROXIMITY (125kHz) AYT 930-6-DI; nyonukatop KeyMaster PRO 4 RF (¢ komIuiekTom



KJIIOYeil); amnmapaTHO-IPOTPaMMHBIA MOAYNb JoBepeHHOH 3arpy3ku "Cobomnp" ¢ ceptuduxarom
OCTIK; kBampokontep DJI Phantom 3 Professional (B komIuiekre aucruiei-miaHmer Samsung
Galaxy Tab 4 10.1 SM-T530 16Gb; nynbT yrnpaBieHus U prok3ak); kamepa D-Link DCS-930L; IP
kamepa Beward BD2570; ananu3aTop cnekTpa; cucreMa Buneonabmoaenust Orient; BUIEOMPOCKTOP
NEC Projector V260XG (mepenocHoii); HOyrOyk ASUS (mepeHocHol); 3xpan MmoounbHbIN Classic
Solution Premier Vela Express; IIK I[I9BM «Xomep» -2 mr.; IIK - 5
wt.;ITK:(mATX350W;1C2,8;1Gb;DVD-R;3,5"S775PCI-E;K-pa  PS/2;M/Ont.PS/2;19"TFT)-1 miT..
Hoctyn x cetn VHTEpHET.

3ammuinaeMoe momMenieH1ue

[Tomemienne o0OpymOBaHO /Jisi MPOBEIEHUS Y4YEOHBIX 3aHSATUH, B XOJ€ KOTOPBIX [0
oOydaronuxcss JOBOJUTCS HWHQPOpPMAIHsl OTPAHUYCHHOTO JIOCTYIa, HE COJepKamias CBEICHUH ,
COCTABJISIFOIIUX TOCYITAPCTBEHHYIO TallHY

bubnnoreka auTepaTypbl OTpaHUYEHHOTO TOCTYMA
[Tomemenne o0OpynOBaHO JUIsi  XpaHEHMs] M OOECNEYeHUs  HUCIOJIb30BAaHUA B
O6pa3OBaTCJ'II)HOM nmpouccce HOPMATUBHBIX U METOANYCCKUX JOKYMCHTOB OTPaHNUYCHHOI'O JOCTYIIA

9. MeToauuyeckne YKa3aHUA M0 OCBOCHUIO TUCUHMIIIMHBI

JIisi  yCIIENTHOTO OCBOEHHSI TEOPETHYECKOTO Marepuana OOyJarolIuiics: 3HAKOMHTCS CO
CIIHCKOM PEKOMEH/IyeMO#l OCHOBHOW M JIOTIOJHHUTENBHOM JIMTEpaTyphl; YTOUHSET y TPETNoaBaTels,
KaKUM JIOTIOJTHUTEIBHBIM IMOCOOMSM CIEAYeT OTAATh MPEANOYTEHHE;, BEJAECT KOHCIEKT JICKIUN |
popadaThIBaeT JEKIIMOHHBIN MaTepHall, TOIb3YsACh KaK KOHCIIEKTOM, TaK M yI4eOHBIMU TIOCOOUSIMH.

Jlo BBINOJNHEHUS J1Ta0OPaTOPHBIX pabOT OOydaromiuiicss M3ydaeT COOTBETCTBYIOIIMN pasnen
teopun. [lepen 3aHATHEM CTYAEHT 3HAKOMUTCS C ONMUCAHUEM 3aJaHUN Ui BBIIIOJHEHUS PaOOTHI,
BHUMATEIBHO M3y4YaeT COJEpKaHWE U MOPSAIOK MPOBEACHUS JabopaTopHOil padoThl. JlabopaTopHas
paboTa mpoBOAATCS B KOMIbIOTEpPHOM Kilacce. OOydaromirecs BBIMOMHIIOT HHANBUIYaIbHYIO 3a7a4y
KOMITBPIOTEPHOTO MOJICIMPOBAaHUSI B COOTBETCTBMM C 3aJaHMEM Ha JabopaTopHyl padoTy.
HeoOxomumblii  TeopeTwdeckuii Marepual, HWHIMBUIyalbHOE 3a/laHWE, Iard  BBIIOJHEHUS
nabopaTopHOi pabOThHI MPUBEICHBI B METOIMUYECKUX YKa3aHUSAX, Pa3MEIICHHbIX Ha HH(OPMAIMOHHO-
00pa3zoBaTeIbHOM MMOPTaJie MHCTUTYTA.: https://www.mivlgu.ru/iop/course/view.php?id=3307

CamoctosarenbHas paboTa OKa3bplBaeT Ba)XKHOE BIUSHUE Ha (HOPMHUPOBAHUE JIMYHOCTU
OydylIero cnenuagucTa, OHa IIaHUpyeTcss 00ydaroImuMes caMocTosATenbHO. Kaxplil o0ydaromuiics
CaMOCTOSITENIBHO OTpeAeNsieT PeKUM CBOeH padoThl U Mepy TpyZa, 3aTpayMBaeMOro Ha OBJIAJICHHE
y4eOHBIM COJIep>KaHueM AUCUUILTUHBL. OH BBINOJHSET BHEAYIUTOPHYIO paldoTy W HU3yueHHUe
pa3nesioB, BBIHOCHMBIX Ha CAMOCTOSITENbHYIO PaboTy, MO JIMYHOMY WHAUBUAYAJIBHOMY IUIaHY, B
3aBHUCHUMOCTH OT €r0 MOJArOTOBKH, BPEMEHHU U IPYTUX YCIOBHI.

KypcoBast paborta BBINONHSETCS B COOTBETCTBUM C METOJAMYECKUMHU YyKa3aHUSIMU Ha
KypcoByto paboty. OOyuaronuiicsi BBIOMpaeT OJHY U3 yKa3aHHBIX B MEPEYHE TEM KYpPCOBBIX paboT,
UCXOJSl U3 CBOMX MHTEPECOB, HAIMYHUS COOTBETCTBYIOIIMX JIMTEPATYPHBIX M HWHBIX UCTOYHHKOB. B
XOJIe BBIMOJIHEHUSI KypcOBOW pabOThI MpernojaBaTeib IPOBOAUT KOHCYIbTallMK oOydvaromierocs. Ha
3aKJIIOUUTENBHOM 3Tarne oOydarouiicss opopMIIsieT MOSICHUTEIBHYIO 3alUCKY K KypcOBO# paboTte u
BBITIOJTHSET €€ 3all[UTy B MPUCYTCTBUH KOMHCCHHU U3 MIpenoaBaTeneii kadeapsl.

dopma 3aKITIOYUTETFHOTO KOHTPOJSI MPH MPOMEXKYTOUHOW arTecTaluu — 3k3aMeH. Jlis
IIPOBEACHUS MPOMEXKYTOYHON aTTeCTalluy MO AUCHUIUIMHE pa3paboTaHbl (JOH] OLIEHOUHBIX CPEJICTB
u OaJuIbHO-pEHTHHIOBas CUCTEMa OIIGHKM Y4eOHOW JesSTeNbHOCTH CTylneHToB. OleHka 1o
JTUCHUILTMHE BBICTABISETCS B WH(OPMAIMOHHON CHCTEME M HOCHT WHTETPHUPOBAHHBIA XapakTep,
YUUTBIBAIOIINIA PE3yNbTaThl OLICHUBAHUS YYaCTHsl CTYICHTOB B ayJAUTOPHBIX 3aHSITHUSX, KadyecTBa U
CBOEBPEMEHHOCTH BBINIOJIHEHUS 3a/laHUi B XOJ€ HW3YYCHHUS JUCIHUIUIMHBI U TPOMEXKYTOUHOM
aTTecTalluu.



[Iporpamma cocraBiena B cooTBeTcTBUM ¢ TpeboBanusmMu PI'OC BO mno HampapieHHIO
10.03.01 Unghopmayuonnas 6ezonachocms 1 NPOPUITIO TIOATOTOBKU be30nacHocms KOMNbIOMEPHbIX
cucmem (no ompacau unu 8 cghepe npogheccuoHaIbHOlU 0essmerbHOCMu)

Pabouyto mporpamMmy coctaBui K.m.H., doyenm, [llmvikos P. A.

[Iporpamma paccmoTpena u oioOpena Ha 3aceganuu kadenpor OIIM

npotokoJ Ne 17 ot 22.05.2021 rona.
3aBenyromuii kadenpoit @IIM Opnos A.A.
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PabGouass mporpamma paccMoTpeHa © OJ0OpeHa Ha 3aceAaHHH Y4eOHO-METOIUYECKOU
KOMHUCCUU (aKyabTeTa

npotokoJ Ne 10 ot 10.06.2021 rona.
[Ipencenarens komuccun OUTP Puvioickosa M. H.
(ITogmuce) (®.1.0.)




Ilpunoscenue
DoH/1 OLIEHOYHBIX MAaTepPUaJIOB (CPEACTB) MO TUCHUITIUHE
MeToap! 1 CpeaCcTBa KPUITOTpapUUECKON 3alUThl HHPOPMALIUU

1. OneHo4yHbIe MaTepHAJbI VISl IPOBEACHUS TEKYIIEr0 KOHTPOJISI YCIIeBAeMOCTH

ceTen

o TUCHUILINHE
Bomnpocel k 3x3aMeny:
1 OcHoBnbie yrpo3sl 6e3onacHoctu ACOU
2 O6ecrnieuenue 6ezonacaoctu ACOU
3 TpaauUMOHHBIE CUMMETPUYHBIE KPUITOCHUCTEMBI
4 Incpsl nepecTaHOBKU
5 ludps! npocToit 3aMeHbI
6 udpsr cnosxHON 3aMEHBI
7 HludpoBanne METOA0M raMMUPOBAHUS
8 MeTo1bl reHepaluy ICeBA0CITyYallHbIX TOCIEA0BATEIbHOCTEN YU CEN
9 UnenTtudukanus 1 npoBepka Mo IMHHOCTU
10 Unentuduxanust 1 MEXaHU3MBI [TOATBEPIKIEHUS TIOJUTMHHOCTH MOJIb30BaTeNs
11 B3anmHas npoBepka MoUIMHHOCTY MOJI30BATENE
12 IIpoTokoJibl HAEHTUPHUKAIIMH C HYJIEBOH nepeaaueii 3HaHul
13 [IpoGnema ayreHTU(GUKALMN JAHHBIX U JIEKTPOHHAs U(poBas MOANKCH
14 OgHoHanpaBiieHHbIE X3UI-(YHKIIMH
15 Anroputm 6e3omacHoro xemupoBanus SHA
16 OgHoHanpaBiieHHbIE X31I-(QYHKIIMK HA OCHOBE CUMMETPHUHBIX OJIOUHBIX QJITOPUTMOB
17 OTedecTBEHHBIN cTaHAAPT XAMI-PYHKIUN
18 AITOpUTMBI 3JIEKTPOHHOM TG POBOMA MOAMHCH
19 OcoGenHoCTH (PYHKITMOHUPOBAHUS MEKCETEBBIX IKPAHOB
20 OcHOBHBIE KOMIIOHEHTBI MEXCETEBBIX IKPAHOB
21 OCHOBHBIE CXEMBI CETEBOM 3aIIUTHI HA 0a3¢ MEXKCETEBBIX YKPAHOB
22 IlpuMeHeHHe MEeXCETEBbIX 3KpaHOB JUIsl OpPraHU3allMd BHUPTYaJbHBIX KOPHOPATHBHBIX

23 ITporpaMMHBIE METObI 3aLUTHI

24 Tlpu3Haku JUYHOCTH B CUCTEMaX 3allUThl HH(OpMAIUn
25 YcrpoiicTBa i CHATHS OMOMETPUUYECKUX XapaKTEPUCTUK
26 Cuctembl pacrio3HaBaHUS JIMYHOCTH

27 TIporpaMMmbl ¢ TOTCHITMAIBHO OTIACHBIMH TOCIIEACTBUSIMHU
28 Bupyc

29 JIroxk

30 TposHCKUI KOHB

31 [IpaBoBbIe acieKThl HHGOPMAITUOHHON 0€30TTaCHOCTH

TeMmsbl 1OKIa10B:

Anroputm mudposanus DES

AnroputM mudposanust IDEA
Anroputm mudposanus 'OCT 28147-89
Anroputm mudposanus RSA

Anroputm mudposanus b ["amans
Crannapt mudposanus AES

AnroputM mmdposanust PGP

Anroputm mudposanus CAST
Anroputm mudposanus Lucipher
Anroputm mudposanus FEAL-1
Anroputm mudposanust B-Crypt
Anroputm mudposanus Auddu-Xemnmmana DH
Anroputm mudposanus Camellia
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14.  Anroputm mudppoBanus Twofish

15. Anroputm mudppoBanus Blowfish

16.  Anropurm mugppoanus RC4

17.  Anroputm mudpposanus [OCT P 34.10-2001
18.  Anroputm x>m-¢ynkiuit MD4

19.  Anroputm x>m-¢pyskiuit SHA-1

1. 3ammdpoBarh MPOU3BOJILHOE COOOIICHHE METOIOM IPOCTOH IMEPECTAHOBKH

2. 3ammdpoBarh MPOU3BOJILHOE COOOIICHNE C TOMOIIBI0 MU(PYIOMNX TAOIHI]

3. 3ammdpoBath MPOU3BOJIHLHOE COOOIICHHE C TIOMOIIBIO TIPOCTON 3aMEHBI

4. 3ammdpoBaTh MPOU3BOJILHOE COOOIICHIE METOIOM TraMMHUPOBAHUS

5. 3ammdpoBath MPOU3BOIHHOE COOOIIEHUE C MMOMOIIBIO CXEMbI HICHTU(PUKAINK C HYJIEBON
nepeaaden JaHHbIX

6. 3ammdpoBaTh MPOU3BOJIBLHOE COOOIICHHE C MOMOIIBIO CXeMbl HACHTHUUKANK [ nioy-
Kyunckyorepa

7. 3ammdpoBaTh TPOU3BOJBHOE COOOIIEHHWE C TOMOIIBI0 CXEMbl ayTeHTH(UKAIUU Db
lamans

8. 3ammdpoBarh MPOU3BOJILHOE COOOIIEHNE C TOMOLIBIO cXxeMbl ayTeHTudukamuu [1noppa

9. 3ammdpoBaTh TPOU3BOJIBHOE COOOIIEHNE C TIOMOIILIO0 KOJIOB X MMHHTA

Oo0wee pacnpenesienue 0aJJ10B TeKYIIero KOHTPOJIA 10 BUAaM Y4eOHbIX PadoT 1Jisl CTYJAE€HTOB

Peiitunar-kOHTpOIIH 1 TECThI 16
PeittuHT-KOHTPOJTH 2 TECThI 16
Peiituar-KOHTpOIIB 3 TECThI 32
[Tocemenue 3ansaThii 16
CTYIACHTOM

JlononHUTENbHBIE OATUIBI 5
(6oHyCHI)

Brinosinenue cemecTpoBoro

IJIaHA CaMOCTOSTEIIbHON 15
paboThI

2. IIpomeskyToUHasi aTTEeCTANMS MO AUCHUILIHHE
Ilepeyensb BONPOCOB K 3K3aMeHY / 3a4eTy / 3a4eTy ¢ OLCHKOI.
Ilepeyenb MpakTU4YeCKHX 32124 / 3aJaHUI K IK3aMeHY / 3a4eTy / 3a4eTy ¢ OLeHKOoil (mpu
HAJTUYHH)

IIpumep 3amaHuil U1 BBIIIOJIHEHUS TECTOB:
1) BepHbl 11 yTBepKAeHUA?
A) Anroputm mmu¢poBanus DES cocrour wu3 dyepenyromieiics mnociaenoBaTeabHOCTH
IIEPECTAHOBOK U MOJACTaHOBOK.
B) Anroputm mmdpoBanus DES ocymectBiser nmdpoBanue 20-OMTHBIX OJOKOB C
OMOI11b0 20-OUTHOTO KiIrOYa.
[TonGepure nmpaBUIbHBII OTBET.
A — na, B - Her
A —na, B-na
A —Her, B - mer
A —wHer, B - na

2)BepHbl 11 yTBEpKACHUS ?



A) Anroputm mmppoBanus 3-DES wucmonb3yercs B CHTyanusiX, KOTJa HaJEKHOCTb
anroput™Ma DES cunTaercs He0CTaTOUHOM.

B) Anroputm mugpoBanus 3-DES numeer MeHbIIyI0 KPUITOCTOMKOCTE, yeM DES.
[TonGepute nmpaBUIBHBIN OTBET.

A —na, B - Her

A—na, B-na

A —wuet, B - Her

A —wuert, B - na

3)BepHbl 11 yTBEpKACHUS ?
A) Anroputm mudposanuss I'OCT 28147-89 mnpenHasHaueH TOJBKO JJIs amllapaTHOU
pean3anui.
B) Anropurm mmdpoBanus 'OCT 28147-89 mpencraBiser coboit 64-OMTHBIN OIOYHBIN
QJITOPUTM C 256-OUTHBIM KIIIOUOM.
[TonOepute mpaBUIIbHBII OTBET.
A —mer, B - na
A —ma, B - mer
A —ma, B-na
A —wuet, B - Her

4)Ha pucynke npecrtaBieHa 00001IeHHas cxeMa IHU(QPOBaHUS B AITOPUTME
DES
RSA
I'OCT 28147-89
MD5

5)Ha pucyHke npencraBiieHa 0000IIeHHas cXeMa MU(PPOBAHKS B AITOPUTME
I'OCT 28147-89
RSA
DES
MD5

MeToanyeckue MaTepuasibl, XapaKTepU3yolue Npoueaypbl OlleHUBAHUS

WNHnuBuIyaIbHBIA CEMECTPOBBIA PEUTHHT CTyIeHTa (OPMHUPYETCS] HA OCHOBE JICHCTBYIOIIETO
B BVY3e Ilonoxenus "O mnpoBeAeHUMHU TEKYHIETO KOHTPOJISI YCHEBAEMOCTH U MPOMEKYTOUHOM
aTTecranuu oOyyaronuxes'.

B TedeHue cemectpa CTyIeHT MojydaeT Oajlibl yCIIEBA€MOCTH 3a BBITIOJHEHUE BCEX BHJIOB
y4eOHBIX MOPYUYECHUHN: MOCEIIEHUE JIEKIUH, BHITIOJHEHUE MPAKTUYECKUX padOoT. 3a4eT BBICTABISCTCS
B CJIy4ae, eCJIM UTOTOBas OLIEHKA CTyJIEHTa COCTaBsieT He MeHee 50 0aioB.

MaxkcumanbHasi cymma 0aiioB, Habupaemasi CTyIeHTOM 1o aucuuruinHe pasHa 100.

Ouenka | OueHka no mkane O6ocHoBaHUE Yposenw

B chopmuposannocmu
Oammax KOMHnemeHyuil
bonee | «OtnmuHO» CopepxaHue Kypca OCBOCHO Buwicokuit yposens
80 MOJIHOCTHI0, O€3 TPOoOenoB,

HE00XO0IMMbI€ MPAKTUUECKUE HABBIKU
paboTHI C OCBOEHHBIM MaTEpUAIOM
copMUpOBaHbI, BCe
IIPEyCMOTPEHHBIE POTrPaMMOM
o0y4yeHus yueOHbIe 3aJaHUs
BBINOJIHEHBI, KAUECTBO UX




BBITIOJTHEHUS! OIICHEHO YMCIIOM
0aJ10B, OJIM3KMM K MAaKCUMAJIBHOMY

66-80 | «Xopomio»

Coneprxanme Kypca 0OCBOCHO
MIOJIHOCTBIO, O€3 TPOOEIIOoB,
HEKOTOPBIC MPAKTHUECKHE HABBIKH
paboThl C OCBOEHHBIM MaTEpHAIIOM
c(opMUPOBaHBI HEIOCTATOYHO, BCE
HPEyCMOTPEHHBIE POTPAMMOI
00yueHus1 yueOHbIE 3aJaHUs
BBITIOJTHEHBI, KAYECTBO BBIMTOJHCHUS
HH OJTHOTO M3 HUX HE OI[CHEHO
MHHHAMAIIbHBIM YHCIIOM 0aJllIoB,
HEKOTOPbIC BUIbI 33]JaHUH
BBITIOJTHEHBI C OITHOKAMH

Ilpoosunymutii
ypoeens

50-65 | «YIOBIETBOPHUTEIHHOY

Copneprkanue Kypca OCBOCHO
YaCTUYHO, HO MPOOEITBI HE HOCST
CYIIECTBEHHOTO XapakTepa,
He00XOIMMbIE TPAKTUIECKHAE HABBIKA
paboThl C OCBOEHHBIM MaTEpPHAJIOM B
OCHOBHOM C()OPMHUPOBAHBIL,
OOJIBITMHCTBO MPEITYCMOTPEHHBIX
porpaMmoi o0yueHus: y4eOHbIX
3aJJaHA BBITTOJIHEHO, HEKOTOPHIC U3
BBITIOJTHEHHBIX 33JJaHUI, BO3MOYKHO,
COJIEpKaT ONMUOKH

Ilopozoswiit yposenn

Menee
50

«HeynoBneTBopUTEIbHO

Copeprxanue Kypca He OCBOCHO,
HE00XO0IMMBIC TIPAKTUIECCKHE HABBIKA
paboTsl HE cHOPMUPOBAHBI,
BBITIOJTHEHHBIE YUCOHBIC 3aJaHHS
cojiepKaT rpyoObie OIIMOKHI

Komnemenuuu ne
chopmuposant

3. 3aganus B TeCTOBOM (popMe MO IMCHUIINHE

[Ipumepsl 3a1aHMi:

[Tpumeps! 3a1aHui B TECTOBOM (hopMe JUTsi KOHTPOJISI OCTATOYHBIX 3HAHHIA:

1) CoorHecure pasmep OJOKa M KIHOYAa COOTBETCTBYIOIIEMY alTOPUTMY HIH(QPOBAHUS.
BriOepute BEepHYIO MOCIEI0BATEIBHOCTb:

- pa3mep Os0ka 64 6uT, K04 256 OUT

- pa3mep Os0ka 64 6uT, KiIrod 128 out

- pa3mep Omoxka 128 our, kirou 128/192/256 6ut

- pa3mep Osoka 128 our, kirou 256 6ut

2) Haiitu cooTBeTCTBHE METO 1A ITU(PPOBAHKS U €T0 JTUHBI KJIF0Ya:

- Ky3neunk
- RC-5
- DES

3) Uto Takoe mpocTpaHCTBO Kitoue k?

- JJIMHA KJII04a
- HCT IIPaBHUJIBHOT'O OTBETA

- Ha6op BO3MOKHBIX 3HAUYCHUM KIIro4a

IlonHprit NEpCUCHb TCCTOBLIX 3aJaHuil C YKa3aHUCM IIPABUJIBHBIX OTBECTOB, pa3MCIICH B OaHke

BOIIPOCOB  Ha

MH(POPMALMOHHO-00pa30BaTEIbHOM

ropraie

HHCTUTYTa

8(0) CCBIJIKE

https://www.mivlgu.ru/iop/question/edit.php?courseid=2936&cat=31182%2C100062




OI_[CHKa paCC‘-II/ITbIBaeTCSI KakK HpOL[eHT HpaBI/IJIBHO BBITIOJIHCHHBIX TCCTOBBIX 3aIIaHPII>i N3 uUx
o01ero yucia.
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