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1. Ileanb ocBOEHMST AUCUUIIIHHBI

[lenbio OCBOEHUS TUCHUILUIUHBI «AIMUHUCTPUPOBAHNE HH(DOPMALIMOHHBIX CUCTEM) SIBIISETCS
oOydeHHEe CTYACHTOB OCHOBaM aJMUHUCTPUPOBAHHS BBIYHCIUTEILHBIX CHCTEM U ONEPAMOHHBIX
cucteMm kiaccoB Windows u Linux.

3ama4yu TUCIUTUTHHEL:

B pesynbrare ocBoeHHs Kypca « AIMUHUCTPUpPOBAaHNE NH(POPMAIIMOHHBIX CUCTEM» CTYACHTHI
TOJIKHBI UMETh MPEACTABIICHUE:

- 0 HEOOXOAMMOCTH TIPOIeAYp anMUHUCTpupoBanus B MIC;

- 00 00BEKTaxX U METOAAX aIMUHUCTPUPOBAHUS;

- 00 MHCTAUTAIMA HHPOPMAITMOHHBIX CUCTEM;

- 00 ynpaBieHUHU U 00CITy>)KUBAaHUH TEXHUUYECKUX CPEICTB B MH(DOPMAIIMOHHBIX CHCTEMAX;

- 0 METO/IaX OpraHU3aIlMi U HACTPOHUKH CETEBOM MHPPACTPYKTYPHI.

2. MecTto nucuuiuinibl B cTpykrype OIIOII BO
JucruninuHa «AIMHHUCTPUPOBAHUE MH(POPMAIIMOHHBIX CHCTEM) 00ECTICUrBAET TOHMMaHUE
OCHOB aIMUHHCTPHPOBAHUE ONEPALMOHHBIX CUCTEM M KOMIBIOTEpPHBIX ceTeil. Kypc Gasupyercs Ha
3HAaHUSAX, TIOJYUYCHHBIX CTYyJICHTaMH B Tpollecce u3ydeHus auciuiumH «MHpopMaTukay,
«IH(HOKOMMYHUKAIIMOHHbIE CHUCTEMBI M CETH», «ApPXHUTEKTypa HH()OPMAIIMOHHBIX CHUCTEM»,
((YHpaBJ'IeHI/Ie JaHHBIMI).

3. Ilnanupyembie pe3yabTAaThl 00y4eHUs M0 JUCHUIJINHE
[Inanupyemble pe3ynabTaThl OOY4YEeHHs] MO IUCHUIUIMHE, COOTHECEHHbIE C IUIAHUPYEMbBIMU
pesynbraramu ocBoeHust OIIOIT (koMIIeTEHITUSAMU ¥ HHIUKATOPaMHU JOCTHKEHUS KOMITETEHITHI )

dopmupyeMbIe [Tnanupyemblie pe3yabTaThl 00yUSHHUS MO JUCIUILINHE, B
KOMIIETCHIIMHU (KO, COOTBETCTBUU C HHAUKATOPOM JOCTHXKEHHSI KOMIIETCHIIMHU HanmeHnoBanMe OICHOYHOTO
COJZICp)KaHUEe HNHaukaTop A0CTHKEHUS Pesynbratel 00y4eHus mo CpeacTaa
KOMIIETCHIINN) KOMIIETEHIIUHA JUCLUILINHE

OIIK-7 Cnocoben
OCYILIECTBIISITH BEIOOD
wiatdopm u
HHCTPYMEHTAIIbHBIX
POTPaMMHO-
anmapaTtHbIX CPeiCTB
IUISL peaTi3alin
MHPOPMAITMOHHBIX
CHCTEM;

OIIK-7.1 leMoHCTpUpPYET
3aHus IaTdopm,
TEXHOJIOTHUII U
WHCTPYMEHTAIBHBIX
MIPOrpaMMHO-aIapaTHBIX
CPEACTB IS pealn3aliun
MH()OPMAIMOHHBIX CHCTEM

3HATh OCHOBHBIC
WIATGOPMBI, TEXHOJIOTHH H
HHCTPYMCHTAJHHEBIC
MIPOrpaMMHO-aIapaTHEIC
CpeICTBa IS peaTu3aliu
WHPOPMAMOHHBIX CHCTEM
(OIIK-7.1)

OIIK-7.2 YMmeTh
OCYIIECTBIISATH BBIOOD
miathopm u
MHCTPYMEHTAIbHBIX
MPOrpaMMHO-aMMapaTHBIX
CPEACTB JUIsl pean3alun
HWH(OPMAIMOHHBIX CUCTEM,
MPUMEHSTH COBPEMCHHBIC
TEXHOJIOTHH PeaTi3aluu
WH(POPMAIMOHHBIX CHCTEM

YMeThb OCyIIECTBISATH BEIOOD
mathopm u
HMHCTPYMEHTAILHBIX
IPOrPaMMHO-aIIIapaTHBIX
CPEICTB JUIsl peann3anuy
UHGOPMALMOHHBIX CHCTEM,
HPUMEHSATH COBPEMEHHBIE
TEXHOJIOTHH PeaIN3alnu
nH(OPMAMOHHBIX CHCTEM
(OIIK-7.2)

OIIK-7.3 IIpumenser
TEXHOJIOTUH U
UHCTPYMEHTAJIbHBIE
IIpOrpaMMHO-aIIapaTHIME
CpeAcTBa IS pean3alin
nH(OPMAMOHHBIX CHCTEM

HMmeTh HaBBIKK BJIaacHUA
TCXHOJIOTHAMHU U
HWHCTPYMCHTAJIbHBIMU
nporpaMMHO-armapaTHbIMU
CpCACTBaMU Il peain3alnn
I/IH(l)OpMaIII/IOHHLIX CHCTEM

Bompocs! kK yCTHOMY
onpocy,Bompockl no
nTabopaTopHO padore

o0ecrieueHue st
nH(OPMAMOHHBIX H
ABTOMATH3MPOBAHHBIX

COBPEMEHHBIX CTaHIapTOB
MHPOPMAITMOHHOTO
B3aMMOJIEUCTBHS CUCTEM

MHPOPMAITTOHHOTO
B3aNUMOJIEUCTBHS CUCTEM
(OIIK-5.1)

(OIIK-7.3)

OIIK-5 Cnocoben OIIK-5.1 leMoHCTpUpYET 3HaTh OCHOBBI CUCTEMHOTO Bomnpocs! x ycTHOMY
UHCTaJLIUPOBATh 3HAHUE OCHOB CUCTEMHOI0 aJMUHUCTPUPOBAHUS, onpocy,Bonpocsl o
IIPOrpaMMHOE U aJMUHUCTPUPOBAHUS, agmuHucTpuposanus CYB/, nTabopaTopHO padore

arrapaTHoe agmuaucTpupoBanus CYB/I, COBpPEMEHHBIE CTaHAAPThI




CHCTEM;

OIIK-5.2 ITpousBoaut
MHCTAJUTSAIIIO U HACTPOMKY
HHCTPYMEHTAIBHOTO
OPOTrPaMMHOTO 00eCIeYCHUS
JUTSL pEIICHUS 33124
npoQeCCUOHATBHOM
JIESITEIbHOCTH

‘YMETb BBIIOIHATH
napaMeTPUUCCKYIO
HAaCTPOUKY
HH(POPMAIMOHHBIX U
ABTOMATH3HPOBAHHBIX
cucreM (OIIK-5.2)
ViMeTh HaBBIKH WHCTAIIISIHH
MIPOTPaAMMHOTO U
arnmapaTHOTO O0eCTICUeHUS
MH(OPMAIMOHHBIX H
ABTOMAaTH3MPOBAHHBIX
cuctem (OITK-5.2)

OIIK-4 Criocoben
y4acTBOBAaTh B
pa3paboTke
TEXHUICCKON
JIOKYMCHTALUH,
CBSA3aHHOM C
poheCCHOHATBHOMN
JIEATEILHOCTRIO C
HCIIO/Ib30BaAHUEM
CTaHAapTOB, HOPM U
TIPaBUIT;

OIIK-4.2 Pa3zpabatbiBaeT
JJIEMEHTHI U Pa3IeIbl
TEXHUYECKOU
JTIOKYMEHTAIUH,
OTHOCSIIIIHECS K PA3TUIHBIM
JTarnam >KU3HEHHOTO IIHKJIa
HH(POPMAIMOHHOW CUCTEMBI

PaspabatsiBaTh 37€MEHTHI 1
pazzensl TEXHUYECKOU
JOKYMEHTAINH,
OTHOCSIITHECS K PA3TUIHBIM
JTanam >KU3HEHHOTO IIUKIa
HHPOPMAMOHHOW CUCTEMBI
(OITK-4.2)

Bomnpocs! k yctHOMY
ompocy,Borpocs! o
nabopaTtopHoi paboTte




4. CTpyKTYypAa U CoAepKaHUE TUCHUIIMHBI
OO6m1ast Tpy1I0€MKOCTh TUCIUIUIMHBI COCTABIISIET 3 3a4eTHBIC eAMHUIIBI, 108 Jacos.

4.1. ®opma o0yueHHsI: OUHASA
YpoBeHb 6a30BOro 00pa3oBaHus: CpeaHEE 00IIIee.
Cpok o0yueHus 4r.

4.1.1. CTpyKTypa JUCHUNIMHBI

KonrakrHas pabora
00YyYaIOIIMXCS C IEAArOrNIECKUM

<
=
paboTHUKOM ) dopma
'S TEKYILETro
g" KOHTPOJIA
& % YCIIEBAEMOCTH
Ne 3 4 (110 HemenAM
Paznen (Tema) mUCIMTUTMHBI S =
mi () = = — p cemecTpa),
© = E| & 3 bopma
= Q S = 5 | mpomexyTouHOi
S al| & o Ef q % arrecTanuu(mo
S| o] g o| £ E 5 © ceMecTpam)
S S| 2 =2 al &l ©
2| Z ~| B| E
2 5| &l =
2 el o 2| 5| 2 3
2| & g| X| E| =
El =
AR ~
ol Q
=l B
1 Hasnauenue u GpyHkuuu 6 | 2 6 Vermpi ompoc
aIMUHUCTPATUBHOMN
CHCTEMBI.
2 Ocnosuble nonsaTus OC 6 | 2 4 10,95 | OriermoJIP Nel
Unix u 6a30BbI€ CHCTEMHBIC
BBI3OBBI.
3 OcHoBHBIE QYHKIIUH U 6 | 4 5 Verneiii onpoc
kommoHeHTHI siapa OC Unix.
4 TpaguioHHbIE CpencTBaA 6 | 2 6 Veruziii onpoc
WHTEPAKTHBHOTO
uHTepdeiica noap30BaTENECH.
5 | AnmunucrpupoBanue ceret | 6 | 4 4 8 Order o JIP Ne 2
Ha 6a3e TCP/IP.
6 AJMWHHACTPUPOBAHHE 6 | 2 4 Vermetit onpoc
MOJIb30BaTEIIEH.
7 Co3nmanne u 6 | 6 8 6 Oruer 1o JIP Ne 3, 4
aMUHUCTPUPOBAHUE
MEKCETEBBIX YKPaHOB.
8 Aymut u log-daiisbl. 6 | 2 4,95 Vermsiit onpoc
9 AJMWHHCTPUPOBAHHE 6 | 2 10,05 VerHbiit ompoe
cepeepoB WWW.
10 | Ocnosbl TexHomorun VPN. | 6 | 2 Yeruptit onpoc
Bcero 3a cemecTp 108 | 28 16 2,8 10,25 | 60,95 3au4. ¢ oIl
Hroro 108 | 28 16 2,8 10,25 | 60,95




4.1.2. ConeprkaHue TUCUMIIIIMHBI

4.1.2.1. Ilepeuyennb Jexkuumii
Cemectp 6
Paszoen 1. Haznauenue u (pyHKyuu aOMUHUCMpPAmMuUHOL CUCMEMb.
Jleknus 1.

Tema 1. Haznauenue u GyHKIMU aIMUHUCTPATUBHON CUCTeMBl: DYHKIIUH, TPOLIEAYPHI U
CITYKOBI aIMUHHCTpUpOBaHUs (2 yaca).

Pasoen 2. Ocnosnuvie nonamusa OC Unix u 6azovie cucmemHule 8bl306bi.
Jleknus 2.

Tema 2. OcnoBubie moHATHS OC Unix 1 6a30BbIe CHCTEMHBIC BBI3OBHI (2 yaca).

Pazoen 3. Ocnosnvie ghynxyuu u komnonenmot siopa OC Unix.
Jleknnus 3.

Tewma 3. OcHoBable hyHKIMH 1 KOMIOHEHTHI siipa OC Unix: YrpaBiieH#ne maMsThIO,
yIpaBJIeHUE MPOLIECCAMU M HUTSAMH (2 Jaca).
Jleknus 4.

Tema 3. OcHoBHbIe pyHKIIMH U KoMIOHEHTH sapa OC Unix: YnpaBieHne BBOAOM/BBIBOIOM,
MEXITPOIIECCHOE B3auMoiecTBHE (2 yaca).

Pa3zoen 4. Tpaouyuonusie cpedcmea unmepakmusHo2o unmepghetica noib3oeameinel.
Jleknus 5.

Tema 4. TpanumoHHbIE CpeACTBAa HHTEPAKTUBHOTO HHTEp(elica monp3oBaresei (2 yaca).
Pazoen 5. Aomunucmpuposanue cemeui na 6aze TCP/IP.

Jleknnus 6.

Tema 5. AnmunuctpupoBanue ceteit Ha 6a3e TCP/IP: Aapecanus B cetsix TCP/IP, anpeca IP,
Mapupyruzanus B ceTsax [P (2 gaca).

Jleknus 7.

Tema 5. Anmunuctpuposanue cereil Ha 6aze TCP/IP: Haznauenue IP-agpecos y3mnam,
ciTy»0a pa3pelieHus TOMEHHBIX UMEH (2 Jaca).

Pa3zoen 6. Aomunucmpuposanue noivzosamernetl.
Jleknus 8.

Tema 6. AnMuHHCTpHpPOBaHUE MOJIb30BaTENEH (2 yaca).
Paszoen 7. Co30anue u aomunucmpuposanue mexiccemesvix IKpaHos.
Jleknms 9.

Tema 7. Co3ganve U aIMUHUCTPUPOBAHUE MEKCETEBBIX 3KpaHOB: CTpaTeruu 3aniuThl
WH(OPMAILIMOHHBIX CUCTEM, IMOJTUTHKA 0€30MacCHOCTH OpaHAMAaydpa, TEXHOJIOTUN MEKCETEBBIX
9KpaHoB (2 yJaca).

Jlexnus 10.

Tema 7. Co3ganve U aIMUMHACTPUPOBAHUE MEKCETEBBIX 3KpaHOB: be3onacHocTs B JIBC,
BHJIBI CETEBBIX aTaK M CIIOCOOBI 3alIUTHI OT HUX (2 Jaca).

Jleknus 11.

Tema 7. Co3nanue U aAIMUHUCTPUPOBAHHUE MEKCETEBBIX IKPaHOB: [lakeTHbIE GUIIBTPHI U
proxy-cepBephbl, co3aaHue nmpaBwl GrutbTparuu (2 yaca).
Pazoen 8. Ayoum u log-gatinor.
Jleknus 12.

Tema 8. Ayaut u log-¢aiins (2 yaca).
Pazoen 9. Aomunucmpuposanue cepeepoe WWW.
Jlexnus 13.

Tema 9. AnmunuctpupoBanue cepsepoB WWW (2 gaca).
Pa3zoen 10. Ocnosvr mexnonozuu VPN.

Jleknus 14.
Tema 10. OcHoBbl TexHonoruu VPN (2 yaca).

4.1.2.2. IlepeyeHb NPAKTHYECKHUX 3AHATHH
He mnanupyercs.



4.1.2.3. IlepeueHnb 1a00PATOPHBIX padoT
Cemectp 6
Pa3zoen 2. Ocnosuvie nousmuss OC Unix u 6a306vble cucmemHble 8bl308bl.
JlabGoparopHnas 1.

YcTaHOBKa ¥ 3HAKOMCTBO C ONEPaMOHHON cucTemoi Linux (4 yaca).
Pazoen 5. Aomunucmpuposanue cemeui na 6aze TCP/IP.

JlabopaTopHnas 2.

VYcranoBka u koHGuUTrypupoBanue Samba-cepsepa B OC Linux (4 gaca).
Paszoen 7. Cozoanue u aOomunucmpuposanue mexnccemesvix IKPAHO8.
JlabGoparopnas 3.

Coznanmue firewall B Linux Ha 6a3e iptables (4 gaca).

JlabGopatopHnas 4.
Coznanue proxy-cepsepa B Linux Ha 6a3e Squid (4 gaca).

4.1.2.4. IlepeueHb TeM 1 y4eOHO-MeTOAMYECKOE 00eceueHre CAMOCTOSATEIbHOI

padoThI
[lepeueHsb TeM, BEIHECEHHBIX Ha CAMOCTOSTEIILHOE H3yUeHHE:
. OCHOBHBIE TIOKa3aTeNIl KauecTBa (PYHKIIMOHUPOBAHUS CETEH.
. Ctpykrypa OC ext2, ext3, ext4.
. CermenTanust namsatu B UNIX.
. Bugel curaanos B UNIX-cucremax.
. CpeacTBa HACTPOUKH MAPLIPYTU3ALUH.
. Pennozutopuu I10 B Linux-cucremax.
. Ucnionp3oBanme nenoyek npaBui B iptables.
. Hactpoiika DNS-cepBepa bind.
. Ynanennas padota no npotokosy SSH.
10. IIpotokon LDAP u opranusaiusi Ha €ro OCHOBE CepBepa KaTaJloTrOB.
11. YTunutsel rpadgudeckoro yaaieHHOTo pabodero croja B Linux.
12. Cucrema nHHMIIMATM3aUK systemd.
13. PaGora ¢ ceptudukaramu, kirouamMu U nudpoBbivu oanucsamu B OpenSSL.
Jliss  caMOCTOSITENIbHON PAa0OTHl MCTOJB3YIOTCS METOIMYECKHE YKa3aHHsl 10 OCBOCHUIO
JUCIUIUIMHBI U U3/IaHUS U3 CIHMCKA MPUBEICHHON HUKE OCHOBHON U TIOMOJHUTENbHOM JIUTEPATypPHI.

O 0 1N DN B W —

4.1.2.5. IlepeyeHb TeM KOHTPOJIbLHBIX padoT, pedeparos, TP, PI'P, PIIP

He minanupyercs.

4.1.2.6. I[IpumepHbIii NepevyeHb TeEM KYPCOBBIX PadoT (IIPOEKTOB)
He mnanupyercs.



4.2 ®opma 00y4eHHUs1: 3204HAS
YpoBeHb 6a30BOT0 00pa3oBaHMs: CpeaHee MPodecCHOHATBHOE.

Cpok o0yueHus 3r 6M.
Tpynoem- Hpakru- | Jlab6opa- Beero Popma
Jlex- Koncynsb- (KOHTaK- TMPOMEKYTOYHOI0
KOCTb, YyecKue TOPHBIE KonTt- CPC,
Cemectp UH, Talus, THasi KOHTPOJIs (3K3.,
yac./ 3a4. 3aHATHUSA, | padoThl, poJib,uac. qac.
ygac. yac. pabota), 3ad4., 3a4. C OIl.)
ea. qac. qac.
qac.
5 108/3 4 4 2 0,5 10,5 93,75 3au. ¢
oir.(3,75)
Hroro | 108/3 4 4 2 0,5 10,5 93,75 3,75
4.2.1. CTpykTypa AMCUUILINHBI
KonrtakTHas pabota
o0yJaromuxcsi ¢ <
=
Mearoru4ecKuM pabOTHUKOM )
g ®dopma TeKyIero
& KOHTPOJIA
= s ycHeBaeMOoCTH (110
Ne Paznen (tema) 3 4 | Hexenam cemectpa),
m\n JIACLIUILITUHBI 2 <| 3| ~ 4 dopma
@) = £ = 3 HIPOMEKYTOUHOH
E = S = 5 aTTecTanuu(Io
S| al & =3 I 2 ceMecTpam)
< o el = B =
S L = L = = ) <
5| = 2 A A 1e¥ @)
[ I o as] —~ = )
ol 3| & Al 8| =»| =
S| 2| | 5| €| 2] &
= s| & 5| =
2| of E
< O o
= 2| S
=l B
1 Ha3nauenne u pynkmuun | 5 2 4 YcrHbIi onpoc
aIMUHUCTPATUBHOMN
CHUCTEMBI.
2 OcnoBaele noHsaTHs OC 5 2 4 4 YcrHblii onpoc,
Unix u 6a30BbIC OTYET 1O
CHUCTEMHBIE BBI30OBBI. nabopaTopHOU
pabote
3 OcHoBHbIE QYHKIIUH U 5 8 YcrHbIi onpoc
KOMITOHEHTHI sifjpa OC
Unix.
4 | TpaguuuoHHbIE CpeacTBa | 5 12 YcrHbIM onpoc
WHTEPAKTUBHOTO
uHTepderica
M0JIb30BaTEICH.
5 AJIMUHUCTPUpPOBAHHE 5 12 VYcTHBII onpoc
cerelt Ha 6a3e TCP/IP.
6 AJIMUHUCTpUpPOBAHHE 5 8 VYeTHbII onpoc
MOJIb30BaTENEH.
7 Co3nanue u 5 14 Y cTHBIN onpoc




aJIMUHUCTPUPOBAHUE
ME)KCETEBBIX IKPAHOB.
8 Ayt u log-dasl. 5 7 YcTHBIN onpoc
9 AJIMUHUCTpUpPOBaHHE 5 16 VYcTHBII onpoc
cepeepoB WWW.
10 OCHOBBI TEXHOJOTUU 5 8,75 | YcrHblit onpoc
VPN.
Bcero 3a cemectp 108 | 4 4 | + 2 10,5]93,75| 3au. com.(3,75)
Htoro 108 | 4 4 2 10,5]93,75 3,75

4.2.2. Conepxkanue TUCHUILTHHBI
4.2.2.1. IlepeueHsn JeKuuii
Cemectp 5
Pazoen 1. Haznauenue u (pynkyuyu aOMuHUCMpamueHOU CUCEMbL.
Jleknus 1.

Haznauenue u pyHkimu agmMuauctTpaTuBHOM cuctemMbl. OcHoBHBIE TOHATHSA OC Unix u
0a3oBbIe cCUCTeMHBIE BBI30BBI. OcHOBHBIE (pyHKIMH U KoMIOHEHTHI syipa OC Unix. TpaaunnoHHbie
CpelcTBa MHHTEPAKTUBHOTO MHTEpdelica Mmonbp3oBaTeneii. AiMUHUCTpUupoBaHue ceteit Ha 6aze TCP/IP
(2 gaca).

Pazoen 2. Ocnosnvie nonsmus OC Unix u 6azosvle cucmemHble 8b1306bl.
Jleknus 2.

AJIMUHUCTpUpPOBAHUE TOJIb30BaTeNneil. Co3ganue 1 aIMUHUCTPUPOBAHUE MEKCETEBBIX

9KpaHoB. AyauT u log-daiinsl. AnmuaucTpupoBanue cepsepoB WWW (2 yaca).

4.2.2.2. IlepeyeHb NPAKTHYECKUX 3AHATHH
He mnanupyercs.

4.2.2.3. Ilepeyenn 1a00paTOPHBIX padoT
Cemectp 5
Pazoen 1. Ocnosnuvie nonsmus OC Unix u 6azo8vle cucmemHble 8b1306bl.
JlabopaTopnas 1.
VYcraHoBKa ¥ 3HAKOMCTBO € OTIEPAIIMOHHOMN cucTteMoit Linux (4 gaca).

4.2.2.4. IlepeyeHb TeM U yUeOHO-MeTOAN4YECKOE o0ecriedyeHre CaMOCTOATEILHOM

padoThI
[lepeueHs TeM, BEIHECEHHBIX Ha CAMOCTOSTEIILHOE H3yUeHHE:
. OCHOBHBIE TTOKA3aTeNd KauecTBa (PyHKIIMOHUPOBAHUS CETEH.
. Crpykrypa ®@C ext2, ext3, ext4.
. CermenTanus namsatu B UNIX.
. Bugrl curnanos B UNIX-cucremax.
. CpencTBa HaCTPOUKH MapIIpyTU3ALIUH.
. Pemozutopuu I10 B Linux-cucremax.
. Ucnonp3oBaHue 1ienoyex mpasui B iptables.
. Hactpoiika DNS-cepBepa bind.
9. Y nanennas pabota o mpotokoxy SSH.
10. IIporokon LDAP u opranu3zainusi Ha €ro OCHOBE CEpBEpa KaTajaoroB.
11. YTuiuTsl rpadguueckoro yaajieHHoro paboyero croia B Linux.
12. Cuctema uHUIIMAIM3anuu systemd.
13. Bunbl ceTeBbIX aTak.
14. Web-cepsep Apache.
15. Pasrpannyenue npas nocryna B Windows u Linux.
16. OcHOBHBIE KOMITIOHEHTHI B PyHKIMH siapa Linux.

0N Nk~ WIN—



17. IIpokcu-cepBepbl U TAaKETHBIC (PUITBTPHI.

18. Hacrpoiika mpokcu-cepsepa Squid.

19. PaGoTa ¢ ceprtudukaramu, kirodyamMu U nudposbivu noanucsimu B OpenSSL.

Jliss  caMOCTOSITENIbHON Pa0OThl MCTOJB3YIOTCS METOAMYECKHE YKa3aHWsl 10 OCBOCHUIO
JUCIUIUIMHBI U U3JIaHUS U3 CIHMCKA MPUBEIECHHONW HUXKE OCHOBHON U TIOMOJHUTENBHOM JIUTEPaTypPHI.

4.2.2.5. IlepeyeHb TeM KOHTPOJIbHBIX padoT, pedeparos, TP, PI'P, PIIP

1

0N DN WD

9.

10
11
12
13
14
15

. Texnonorust VPN.

. 3amuta ot BupycoB B OC Windows u Linux.

. AIIMUHUCTPUPOBAHUE TTOJIH30BATENEH.

. AnmunHMCcTpUpOBaHue cepsepoB WWW.

. @unpTpanus naketoB. CozgaHue U aIMUHUCTPUPOBAHNE TAKETHBIX (UIBTPOB.
. Proxy-cepBepbl. Co31anue U aIMUHUCTPUPOBAHUE Proxy-cepBepa.

. Network Address Translation (NAT). Co3ganue 1 uCIoJib30BaHUE.

. MexcereBble skpanbl. Co3/1aHue ¥ aIMUHUCTPUPOBAHHE.

OcHoBHEIe BUAEI Internet-aTak.

. ITporokon SOCKS.

. UcnionwszoBanre SQUID B OC Linux u Windows 115t co3ganust proxy-cepsepa.

. Ucnionb3oBanue iptables ans ¢punptparun nakero B OC Linux.

. AmnmmapaTtHbie OpaHaIMay3pFhI.

. Aynut u log-¢aitnbl.

. 3ammTa nHGOPMAIIMKA B COBPEMEHHBIX (halIOBBIX CUCTEMAaX (YIpPaBICHUE TOCTYIIOM,

mu(poBaHUE U T.IL.).

16

17.

18

19.
20.
21.
22.

. [Iporoxon SAMBA.

@unbTpanys MakeToB B onepannoHHoi cucteme Windows.

. Proxy-cepBepsl B oneparmonroi cucreme Windows.

@unbTpalys MakeToB B ONEPalMOHHON cucteme Linux.

Proxy-cepBepsl B oneparmonHoi cucreme Linux.

Mapmpyru3zarus nakeroB B OC Linux. Co3nanue MapupyTtusaropa Ha 6a3e Linux.
Mapmpyruzanus nakeroB B OC Windows. Coznanue mapiipyTtusaropa Ha 6aze

Windows.

23.
24.
25.
26.
27.
28.
29.
30.

[TIpoToxon LDAP.

FTP-cepBepsl B Unix-cuctemax. OCOOEHHOCTH UCTIOIb30BAHUS.

[Tporoxon DHCP u ero peanuzanuu.

Hacrpoiika nomena Ha ocHoBe Linux.

[TakeTHsiit punbpTp Shorewall.

WHucTpyMeHTH yaaneHHoro anMuHucTpupoBanus Windows- u Unix-cucrem.
[IpoTokon IPv6.

IIporokon PPTP u ero peanuzanuu.

4.2.2.6. IlpumepHbIii IepeYeHb TeM KyPCOBBIX padoT (IIP0eKTOB)

He mnanupyercs.

B

5. O0pa3oBaTe/ibHbIEC TEXHOJIOTHH
nmponecce MU3ydCHUA AUCHUIIIIMHBI ((A,Z[MI/IHI/ICTpI/IpOBaHI/IC HH(bOpMaL[I/IOHHBIX CUCTEM»

MPUMEHSCTCS KOHTAaKTHAas TEXHOJIOTHS TpernojaBaHusl (32 HCKIIOYEHHEM CaMOCTOSTEIHHO
U3y4aeMbIX CTyIOeHTamMHu BoIpocoB). [lpu mpoBemeHuu I1adoOpaTOpHBIX pabOT MPUMEHSETCS
MMUTAIMOHHBIN WM CUMYJISIIMOHHBIN MTOXO0/I, KOT/1a MperoaaBaTesieM pa3oupaeTcsi Ha KOHKPETHOM

IpUMepe
TTOMOIITH
3aIaHus.

npoOJeMHas CUTyalusi, BCE IIard PELICHUs 3aaud CTyIEHTaM JIEMOHCTPUPYIOTCS HpU
MYJbTUMEAUMHON TEXHUKH. 3aTe€M CTYACHTBl CAMOCTOATEIBHO DPEIIAIOT aHAJIOTHYHBIC



6. OueHovHbIE cpeCcTBA /151 TEKYIIEro KOHTPOJISA yCIeBaeMOCTH,

HpOMeﬁ(yTOqHOﬁ aTTeCTallMi 110 uToraMm OCBOCHUA JUCHUIIJINHBI.
@DOH/IbI OIICHOYHBIX MAaTEPHAJIOB (CPEACTB) MPUBEACHBI B IPUIIOKECHHH.

7. YueOHO-MeTOANYeCKOe U HHPOPMAITUOHHOE o0ecnieyeHHne JUCHUIIINHBI.

7.1. OcHOBHAasl Y4eOHO-MeTOANYECKAsl JJUTEepaTypa no JUCHUILINHE

1. Kypstuuii, I'. B. Onepanumonnas cuctema UNIX : yae6Hoe mocobue / I'. B. Kypstunii. — 3-e
u3q. — Mocksa : UaTtepHer-YauBepcurer Uupopmannonnsix Texnonoruit (MHTYUT), At [Iu Ap
Menua, 2020. — 258 c¢. — ISBN 978-5-4497-0670-6. — TekcT : 3MEKTPOHHBIN // DIEKTPOHHO-
6ubmmoreynas cucrema IPR BOOKS : [caiiT]. - http://www.iprbookshop.ru/97557. html

2. AapmunuctpupoBanre OC Unix : yue6HOe mocodue / . — 3-e uzn. — Mocksa : UHTepHeT-
VYuusepcuter Uupopmannonnsix Texnonoruit (MHTYUT), At Ilu Ap Menua, 2021. — 303 ¢. —
ISBN 978-5-4497-0855-7. — Texkcr : 37eKTpOHHBINA // DneKTpoHHO-OMOIMoTeuHnas cucrtema [PR
BOOKS : [caiit]. - http://www.iprbookshop.ru/101988.html

3. Momxkos, M. E. Beenenne B cuctemMHoe aaMuHucTpupoBanue Unix : yueOHOE mmocodue /

M. E. MomkoB. — 3-e uzn. — Mocksa : Untepuet-YHuepcuter Mudpopmanmonnsix Texnonoruit
(MHTYUT), At [Im Ap Meaua, 2021. — 207 c. — ISBN 978-5-4497-0906-6. — TekcT :
SNIEKTPOHHBIN  //  DnexkrpoHHO-OMOnmoTeyHas cucrema IPR BOOKS @  [caiit]. -

http://www.iprbookshop.ru/102003.html
4. Tonuapyk, C. B. AnmunuctpupoBanre OC Linux : yae6HOe mocobue / C. B. ['onuapyk. —

3-e mw3n. — MockBa, CapatoB : MHWarepHer-YHuBepcuter WHpopmanmonusix TexHomorui
(MUHTYUT), At Ilm Ap Memua, 2020. — 163 c¢. — ISBN 978-5-4497-0299-9. — Tekcr :
SJICKTPOHHBIA  // DnekTpoHHO-OMOmuoTeunas  cucrema [PR BOOKS @ [ca#it]. -

http://www.iprbookshop.ru/89414.html

7.2. JlonoJIHUTEIbHAS Y4e0OHO-MeTOANYEeCKAasl JJUTEPATYPA 10 AUCHHUIIHHE
1. Bracos, }O. B. AamunuctpupoBanue ceteit Ha matdopme MS Windows Server : yuebHoe
nocodue / FO. B. Bmacos, T. W. PunkoBa. — 3-¢ u3n. — MockBa : MHTepHET-YHUBEpCUTET
Nundpopmanmonnsix Texunonoruit (MHTYUT), Ait Ilu Ap Meaua, 2020. — 622 ¢. — ISBN 978-5-
4497-0649-2. — TekcT : 2IeKTpOHHBIH // DnekTpoHHo-O0ubmmoreunas cucrema [IPR BOOKS : [caiiT].
- http://www.iprbookshop.ru/27280.html
2. Aiisenc, K. AnmunanctpupoBanue Microsoft Windows Server 2003 : yue6Hoe mocodbue / K.

AiiBenc. — 3-e m3n. — MockBa : HartepHer-YHuBepcuter HWHpopmannonnsix TexHomoruit
(UHTYUT), Aii Ilm Ap Memma, 2021. — 486 c. — ISBN 978-5-4497-0853-3. — Tekcr :
BNIEKTPOHHBIH  //  DnekTtpoHHO-OmOmmoreunas cucrema [PR - BOOKS :  [cait]. -

http://www.iprbookshop.ru/101986.html

7.3. Ilepeyenb HHGOPMAIMOHHBIX TEXHOJOTH, MCIOJIb3YeMbIX NPH
OCyLIeCTBJICHMH 00Pa30BaTeJIbHOIO0 NPoLecca M0 TUCHUILIHHE, BKIIYast
nepeyeHb MPOrpaMMHOI0 odecredeHns: 1 HHPOPMALIMOHHBIX CIIPABOYHBIX

CHUCTEM

B  oOpasoBarenbHOM  Tpolecce  WCIONB3YIOTCS ~ MH()OPMAIMOHHBIE  TEXHOJIOTHH,
peaNlM30BaHHBIE HA  OCHOBE  WH(POPMAIMOHHO-00PA30BATENBHOTO  IMOpTaja  HMHCTUTYTA
(www.mivlgu.ru/iop), ¥ ”HPOKOMMYHHKAITMOHHON CETH HHCTUTYTA!

- IPEIOCTABJICHUE YUeOHO-METOIMIECKIUX MATEPHATIOB B JIEKTPOHHOM BH/JIE;

- B3aMMOJICHCTBHE YYaCTHHKOB O0Opa30BaTENBHOTO IMpollecca dYepe3 JIOKaIbHYIO CETh
uHctutyTa u MHTepHeT;

- IPEZIOCTABIICHUE CBEICHUH O pe3yibTaTax y4eOHOU JEATEIEHOCTH B DJICKTPOHHOM JTMYHOM
KaOuHEeTe 00yJaromIerocs.

WHbopmanoHHbIE CITPABOYHBIC CUCTEMBI:

- Hoxymenrarus o PEJ] OC (https://redos.red-soft.ru/documentation/)

- HoxymenTanus o Fedora (https://docs.fedoraproject.org/ru/docs/)



- HoxymenTanus mo Windows (https://docs.microsoft.com/ru-ru/windows/)

[TporpammHoOe oOecrieueHme:

Wireshark (GNU GPL 2+)

PEJ] OC (Cornamenne Ne140/05-21V ot 18.05.2021 roga o coTpyaHHUYECTBE B 00J1aCTH
HAYKH, Pa3BUTUS MHHOBAIIMOHHOM JIEATEIHHOCTH )

iptables (GNU GPL)

SQUID (GNU GPL 2+)

SAMBA (GNU GPL)

7.4. Ilepeyennb pecypcoB HH(POPMANNOHHO-TEJIEKOMMYHUKAIIMOHHOM CeTH

«I/IHTepHeT», HCOﬁXOHl/IMBIX AJIA1 OCBOCHUSA JUCIHUIIJINHBI
iprbookshop.ru
mivlgu.ru/iop

8. MaTepuajibHO-TeXHHYECKOE o0ecrnevyeHne TUCIUIINHBI
JlaGopaTopust nH(GOPMATUKH U TTIPOTPAMMHUPOBAHUS
12 nepcoHanbHBIX KOMIBIOTEPOB; npoekTop Sanyo PDG-DSU20; sxpan HactenHslil Drapper
Apex Star.

9. MCTOIII’I‘ICCKI’IC YKazaHud 110 OCBOCHHIO TUCHHUIIJIMHBI

JUis yCHEeIIHOrO OCBOEHHMSI TEOPETHYECKOro Marepuayia OO0y4aromMiics: 3HAKOMUTCS CO
CIHCKOM PEKOMEHYeMOl OCHOBHOM M JTOTIOJHUTEIBHON JIUTEPATyphl; YTOUHSET Y IpernojaBaTels,
KaKUM JIONOJHUTENbHBIM IMOCOOUSM CJEeIyeT OTAATh IPEANOYTEeHUE; BEAET KOHCIEKT JEKUUH M
npopabaThIBaeT JIGKLIMOHHBIM MaTepHall, MOJIb3YsICh KaK KOHCIIEKTOM, TaK U y4eOHBIMU TTOCOOUSIMH.

Jlo BbIMOSMHEHUs 1a0OpPaTOPHBIX PAOOT OOYYAIOIIUICS W3y4aeT COOTBETCTBYIOUIUN pasael
teopur. Ilepen 3aHATHEM CTyIEHT 3HAKOMHUTCS C OMHMCAHUEM 3a/laHUM Ul BBIMOJIHEHUS paboTHI,
BHUMATEIIBHO U3YyYaeT COJEPKaHUE U MOPSAOK MPOBEACHUS TabopaTtopHOi padoThl. JlabopaTtopHbie
paboThl MPOBOJATCS B KOMIIBIOTEPHOM Kiacce. OOydaroliyecs BBIMOTHSIIOT WHAWBUIYAIbHYIO
3aJa4uy B COOTBETCTBUU C 33JaHHEM Ha JabopaTopHyio padoty. [loayyeHHbIe pe3yabTaThl CBOAATCA B
OTYET M 3alUINAIOTCS IO TPAJAUIMOHHOW METOJMKE B KJIacce Ha CIEAYIOIIeM J1abopaToOpHOM
3aHaTUd. HeoOXxonuMblil TeopeTHueckuil MaTepuall, UHIMBUIYaJbHOE 3aJjaHKe, IIard BbIMOIHEHHS
nabopaTopHOil paboOThl W TpeOOBaHUS K OTYETY NPUBEACHBI B METOAMYECKHX YKa3aHHSX,
pa3MeIleHHbIX Ha HH(POpMaAIIMOHHO-00pa30BaTeIbHOM IOPTajie HHCTUTYTA.

CaMmocrosiTenbHasi paboTa OKa3blBa€T Ba)XHOE BIUSHUE Ha (OpMHpOBaHHE JUYHOCTH
OyAylIero crenuanicTa, OHa INIAHUPYETCsl 00y4YaroIMUMCs CaMOCTOsTeNbHO. Kakpiit 00ydaromuiics
CaMOCTOSITENIbHO OTpEAEIseT PeKUM CBOeil padoThl U Mepy Tpyla, 3aTpauyuBaeMOro Ha OBJIJICHHE
y4eOHBIM CO/Iep)KaHUEM JUCHUIUTMHBI. OH BBINOJHIET BHEAYAUTOPHYIO pabOTy W HU3ydeHHe
pa3zenoB, BBIHOCHUMBIX Ha CaMOCTOSITENIbHYIO paboOTy, MO JIMYHOMY HHAWBHIYyaJbHOMY IUIaHY, B
3aBHCUMOCTH OT €T0 MOJATOTOBKH, BPEMEHH U APYTUX yCIOBUH.

dopma 3aKITIOYUTEIBHOTO KOHTPOJIS MPHU MPOMEKYTOYHOM aTTeCTallUM — 3a4€T C OLICHKOM.
Jns mpoBeneHUs] MPOMEXKYTOYHOH aTTecTalluu M0 AWCHUILIMHE pa3padoTaHbl (OHI OIEHOYHBIX
CpeICTB U OaUIbHO-PEUTHUHIOBAs CHCTEMa OLEHKH y4eOHOH NesTeNbHOCTH cTyaeHToB. OleHka mo
JTUCLUIUITMHE BBICTABISETCS B MH()OPMAIIMOHHOW CHCTEME W HOCHT MHTETPUPOBAHHBIN XapakTep,
YUUTBHIBAIOIIMKM pe3ysbTaThl OLICHUBAHMS y4acTHsl CTYJCHTOB B ayJUTOPHBIX 3aHATHUSIX, KauecTBa U
CBOEBPEMEHHOCTH BBINOJHEHHS 3aJaHUM B XOJ€ H3yYCHHMS ITUCHUIUIMHBI U MPOMEKYTOUHOM
aTTeCTallUU.



[Iporpamma cocrtaBieHa B cooTBeTcTBuM ¢ TpeboBanusiMu PI'OC BO mo nHampaBiieHHIO
09.03.02 Ungpopmayuonusie cucmemvl u mexroro2uu v npodUI0 MOATOTOBKU Hupopmayuontvle
cucmembvl U MEXHOI02UU
Pabouyto nporpamMmmy cocraBui bynaeg A.B.

[Iporpamma paccmoTpena u ogoOpeHa Ha 3acenanuu kadeapsr AC

npoTokoia Ne 18 ot 17.05.2023 ropa.
3asenytomuii kadeapoit 4C Anopuanos /[.E.
(ITonmuce)

PabGouast mporpamMma paccMOTpeHa u 0J00peHa Ha 3acefaHUuu y4eOHO-METOIUYECKOM
KOMHCCUU (paKyIbTeTa

npotokoi Ne 9 ot 19.05.2023 rona.
IIpencenarens komuccuu OUTP Puioickosa M.H.
(IToxmuce) (®.1N.0.)




®oH/1 OLIECHOYHBIX MATEPHUAJIOB (CPeICTB) MO IMCHMUILINHE
AIMUHUCTpUPOBaHNUE HH(OPMALIMOHHBIX CUCTEM

Ilpunoscenue

1. OueHoYHbIe MATEPUAJIBI /ISl MPOBEIEHUS] TEKYIIEro KOHTPOJISA yCIeBaeMOCTH

o JTUCIMIIIMHE

Bomnpocs! 1151 ycTHOTO 0ompoca

03N N KW
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. OcHOBHBIE PYHKIIUU aIMUHUCTPATUBHONU CUCTEMBI.

. Kakue tumer anpecos umeer y3en B cetu TCP/IP?

. Uto coboii npeacrasmiser [P-agpec?

. Uro Takoe cereBas macka?

. Kakue nannbie XpaHarcs B TabIuIe MappyTH3am?
. Otnnuns npotokosioB [Pv4 u IPv6.

. Haznauenue nporokona DHCP.

. [Ipunnun dopmupoBanuss DNS-umenn.

. Kak DNS-anpec nmpeobpasyercs B [P-agpec?

. 3a4eM HYXHBbI TPYIIIbI MOJb30BaTENCH?

. YripaBieHue npaBamu nojs3oBareneid B Windows.

. YrpaBneHue mpaBaMu mosib3oBaTeneit B Linux.

. Haznauenue u cnoco6 paboTsl makeTHOro GuibTpa.

. [lepeunrciuTh OCHOBHBIE BUIBI aTaK B TJIOOAIBHON CETH.
. CrtocoObI MOCTPOEHUST MEKCETEBBIX YKPAHOB.

. Kax MmoxxHO 106aBUTH TipaBmita GuiibTpanuu B iptables?

. Uro Takoe Tabnuna B TepMuHax iptables? HazoBute ocCHOBHBIE TaOJIUIIBI.

. Haznauenwue u cmocod paboThel proxy-cepsepa.
. Uto Taxoe acl? [Ipumep ncnoab30BaHuUs.

. [IpocmoTp xypHana coosrtrii B Windows.

. OcHoBHbIe log-(aiinsr Linux.

. Haznauenue rexnonorun VPN.

. OcHoBnble npuHLuIel PKI.

O0mee pacnpenenenne 0a/1710B TeKyIero KOHTPOJISI 110 BUAAM y4eOHBIX padoT 1JIsl CTYAeHTOB

Peittunr-kontpoiis 1 YcTHbIl ompoc (5 BOIIPOCOB) 20 6amnoB
PeitTuHT-KOHTpOIIB 2 VYerHsii onpoc (5 BompocoB) 20 6amioB
Peiitunr-kouTposs 3 YcTHbIl ompoc (5 BOIIPOCOB) 20 6amnoB
[Tocemenue 3anaTnil

20 6amioB
CTYICHTOM
JlomoTHUTETbHBIE OATUTBI
(6oHyCHI)
BrinosiHeHue ceMecTpoBOro
MJIaHA CaMOCTOSATEILHON VYerHsii onpoc (5 BOmpocoB) 20 6amioB

paboThI

2. IIpomeskyTOUYHASI aTTECTAIMS 1O IUCIIUIVIMHE
IlepeyeHb BONPOCOB K IK3aMeHYy / 3a4eTy / 3a4eTy C OlleHKOM.

Ilepeyenn npakTHYeCKHUX 32124 / 3alaHNH K dK3aMeHY / 3a4eTy / 3a4eTy ¢ OLeHKOi (Ipu

HAJIMYHH)

OIIK-4, OIIK-5, OIIK-7
biok "3nars"

1.

YTo U3 mepedyrcIeHHOr0 SIBISIETCS MAaKETHBIM (PUIBTPOM




— samba

+ iptables

— squid

— apache

2. UTo nenmaet nmpaBuiio CIEAYIONIEro BUIA

INPUT -p tcp --dport 21 - DROP

+ oTOpackIBaeT BXOJISIINE IMAKETHI HAa MOPT 21 Mo mpoToKoIy tcp

— NPUHUMAET BXOJAIIUE NAaKeThl ¢ mopTa 21 1mo npoTokoiy tcp

— oTOpachIBaeT BXOAIIME AKETHI C opTa 21 1mo mpoTokoury tcp

— NPUHUMAET BXOJAIIME MAaKeThl HAa TOpT 21 1Mo mpoToKoIy tep

3. Kak Oyzmer BbIMIsSAeTh MpaBWiO, 3ampeniaroniee  nosib3oBarento  student
(nnentudukarop 1000) monb3oBaTecs npoTokoaoM ssh (mopt 22)

— OUTPUT -p tcp --dport 22 -m owner --uid-owner 1000 -} ACCEPT

— OUTPUT -p tcp --dport 22 -m owner 1000 -j DROP

— OUTPUT -p tcp 22 -m owner --uid-owner 1000 - DROP

— OUTPUT -p tcp --dport 22 -m owner --uid-owner ! 1000 -j DROP

+ OUTPUT -p tcp --dport 22 -m owner --uid-owner 1000 -j DROP

4. [IpaBuno, pazpemaromee Bxojmsmue nakersl ¢ y3na 10.0.0.1 Ttonbko Ha mopt 1194
npoTokoja udp

— INPUT --dport 1194 -p udp -d 10.0.0.1 -j ACCEPT

— INPUT -p udp --dport 1194 -s 10.0.0.1 -j ACCEPT

— INPUT -p udp 1194 -s 10.0.0.1 -j ACCEPT

— INPUT -p udp --dport ! 1194 -s 10.0.0.1 - ACCEPT

+ INPUT -s 10.0.0.1 -p udp --dport ! 1194 -j DROP

— INPUT -s ! 10.0.0.1 -p udp --dport 1194 -j DROP

5. Jlna 3anpera nocryna nosib3oBareneil u3z moacetu 192.168.10.0 k mpokcu-cepsepy
squid HY>KHO HCITOJIb30BaTh CIAEAYIOIINN HAOOP MPaBHII:

— acl src 192.168.10.1-192.168.11.1

http access deny

+ acl bad src 192.168.10.0/24

http access deny bad

— http_access deny src 192.168.10.1-192.168.11.1

— acl deny 192.168.10.0/24

6. Kax 3anperuts Bcem kommbroTepam kKpome 10.5.4.1 moctynm TOinpkO K caiiTaM ¢
MOACTPOKON game (ucmosb3ys squid)

— acl the one src 10.5.4.1

acl gamestr url regex game

http_access deny the one

http access deny gamestr

http_access allow all

— acl the one src 10.5.4.1

acl gamestr url regex game

http access allow the one gamestr

http_access deny the one

+ acl the one src 10.5.4.1

acl gamestr url regex game

http access allow the one gamestr

http_access deny gamestr

— acl the one src 10.5.4.1

acl gamestr url regex game

http access allow all

http_access deny gamestr

— acl rule src 10.5.4.1 game

http_access allow rule



http access deny game

— acl rule src 10.5.4.1, url regex game

http access allow rule

http_access deny all

7. Agnpec, UCMONB3yEMbI Ha CETEBOM YpPOBHE, HA3HAYAEMbI aJMUHHUCTPATOPOM BO

BpeMsl KOHPUTYPHUPOBAHUS KOMIIBIOTEPOB U MApIIPYTH3ATOPOB:

v4?

— JIOKaJIbHOE UMS KOMIIbIOTEpa
— DNS-ums

+ [P-anmpec

— MAC-aapec

8. IIpoTokon onpenenenus [P-agpeca no nuzBectnomy MAC-anpecy Ha3bIBaeTCs:

— Address Resolution Protocol, ARP

+ Reverse Address Resolution Protocol, RARP

— Internet Storage Name Service, iSNS

— Dynamic Host Configuration Protocol, DHCP

0. s onpenenenus no [P-anpecy pu3nyeckoro MeCTOMOIOKEHUSI KOMITBIOTEPA B CETU

+ MapupyTuzanus

— cetu TyHHened VPN

— HaBWTaIUs

— TpaHCIALHUS aJpecoB

— cucrtema 1oMeHHbIX uMeH (DNS)

10. B TaGnune mapmipyTu3anuu XpaHuTCs:

+ Anpec cetu

— Wms nonb3oBatens

+ Anpec mnuo3a

— HasBanue cereBoro npoTtokosna

+ CeteBoe noaxitoueHue (MHTEpdeiic)

+ Macka cetn

11.  IIporoxon DHCP ucnons3yercs 1is:

— Mapupytr3anuuu BXOIALIEr0 U UCXOAAIEero Tpaduka

+ ABTOMAaTH3alMM [IPOLIECCa HA3HAYEHUSI CETEBBIX HACTPOEK y3J1aM CETH

— IIpeo6pazoBanus cumBosibHOTO (DNS) nmenn B IP agpec

— Obecrieuenus 6e30nacHOCTH UHPOPMALIUH, ITepeaaBaeMoii 1o nporokoiay TCP
12. Yro npeacrasisieT coO0i aapec y3ia Ha CETEBOM YpOBHE B cTeke mpoTokonoB TCP/IP

— Crpoka

— 64 GuTHOE YHCIIO

+ 4 GaiiTHOE YMCIIO

— 4 ecATUYHBIX YnCa, Pa3AeIEHHBIX TOUKAMU

13. Pacnpenenénnas cuctema paspelieHus: JOMeHHbIX UMEH B [P-anpeca

+ DNS

— DHCP

— WINS

— ARP

14.  Kakwue TuIBI TPYII MOJIB30BATENEH CYIIECTBYIOT B OIEPAllMOHHBIX CUCTEMax KJacca

Windows NT

+ JIOKaJbHas IpyIa KOMIBIOTEPa

— ro0anbHas rpymnmna KOMIbIOTepa

+ JOKajJbHas rpyIa JOMEHa

+ 1io6anpHas Tpymma J0MeHa

15. CranmapTHeIMH  pa3peuieHussMu  ais  ¢aiioB u  katamoroB B UNIX-cucremax

SABIISAIFOTCA:

+ UteHue



+ Beinonnenue

— Coznanue

— VY nanenue

+ H3meHeHue

16. TpaHCOPTHBINA TPOTOKOJI, KOTOPBIA COACPKUT MEXaHU3Mbl YCTAHOBKH COCTUHEHUS U

MOATBCPKACHUSA JOCTABKU

- 1P

+ TCP

— UDP

— ICMP

17. TpancnopTHBI TPOTOKON I Tepenadd JaHHbIX B cersix I[P 06e3 ycTaHoBKu

COCOAMHCHUA

oC

— ICMP

— TCP

— RIP

+ UDP

18. Araxka, ocHoBaHHas Ha npoTtokoiie ICMP, BeiBoasiias OC koMIblOTEpa U3 CTPOS

+ Ping of death

— Ping flood

— ICMP flood

— Echo redirect

19. Ot Kakux arak 3alUIIaeT yCTaHOBKA OOHOBJICHHI, BBITYCKa€MBIX pa3zpaboTUYHMKaMH

+ HenocTaTku ceTeBbIX MPOTOKOJIOB

+ Ping of death

+ ®parMeHTanus NakeToB

— Coam

— DOS-araku

— SYN flood

20.  Kakumu cnocoGamu MOKHO OOPOThCS ¢ (anbcuuKauei 3IeKTPOHHON OYTHI
+ Hcnonp3oBath UG poBbie MOAMUCH

— Hcnonb30BaTh YHUKAJIbHBIE TOYTOBBIC SIIIIUKU

— Hcnonp3oBars npotokos IMAP

+ Hcnons3zoBats VPN

21.  Kakue npoTOKOJIbl MOKHO YKa3bIBaTh MPHU CO3/IaHUU MPaBUI (GUIBTPALIUU B TAKETHBIX

bunpTpax

— HTTP

— Bce nepeuncieHnbie

— FTP

+ Hu onvH U3 nepeuncieHHbIX

— SSH

— DNS

22. Kaxue mpoToKoJIbl MOKHO yKa3bIBaTh MPH CO3JaHUH MPABIIT (PUIBTPALIUHA B TAKETHBIX

dunpTpax

— ICMP

+ Bce nepeunciieHHbIE

— TCP

— Hu OIWH U3 NNCPCUUCIICHHBIX

— UDP

23. Kakue mpoToKoIbI MOKHO YKa3bIBaTh MPH CO3JaHUU NPaBUII (PUIBTPAIIMM B TAKETHBIX

buapTpax

— HTTP
— Bce nepeuncieHnbie
+ ICMP



— Hu oauH 13 nepeuncieHHbIX

- IP

— DNS

24.  IIpoTokoJ, UCTIONb3yEeMBbIH JIsl AMATHOCTUKH U HACTPOMKHU ceTer

+ ICMP

— VPN

— DHCP

— RIP

25.  Tlepenonnenue O0ydepa UCIoONb3yeTcs B aTakax BHUJIA

+ Henocrarku npunoxeHun

— DDOS-araku

— DOS-araku

— SYN flood

26.  Csenenws, ucnoib3yembie s GuiabTpauu Tpaduka u3 3aronoska [P

+ Anpec oTnpaBuTENs

— Ilopt otnpaButrens

+ Agxpec nosy4arens

— Ilopt nonyyarens

— ®nar ycTaHOBKH COEIMHEHUS

+ IIporokon

— Bce nepeuncieHnbie

27.  Boibepure COOTBETCTBHUE aPECOB KOMIIbIOTEpPA UX TUIIAM

10.0.2.5 - [P-agpec

6F:D4:32:0A:46:1B - MAC-anpec

ftp.mandriva.com - DNS-umst

mycomp - Netbios-ums

28. Kakue n3 nmepeuncieHHbIx MpoTOK0I0B HCob3ytoT ¢uiarn SYN, ACK

+ TCP

— UDP

— ICMP

- 1P

— ARP

29. COBOKYITHOCTh aJipeca KOMIIbIOTEpa W HOMEpa IMOpTa, OMPEACIISIoNnias KOHEYHbIE
TOYKH COEIMHEHUS, Ha3bIBAETCA ...

— Ceanc

+ Coxker

— Coenunenue

— URL

30.  Yto Takoe 6ut SYN?

+ OWUT CHHXpPOHM3ALMU YCTAHABJIMBACTCS MU Mepeiaue HadalbHOTO 3arpoca Ha YCTaHOBKY
COEIMHEHUS

— OHT MOATBEPXKICHUS TIOCTAaBKU MaKeTa

— OUT OTKJIOHEHHMSI, 03HAYAIOIINN MTOBPEkKACHHE MTaKeTa

— OWT 3aBepIICHUS COCTUHECHNUS

31.  Yro takoe out ACK?

— OUT CHHXPOHU3AIIMH YCTAaHABIMBACTCA IPH Mepelaue HadalbHOTO 3alpoca Ha YCTAHOBKY
COETMHEHUS

+ OUT MOATBEP)KACHUS JOCTABKH ITaKeTa

— OUT OTKJIOHEHHMSI, 03HAYAIOIINN MOBPEkKACHHE MTaKeTa

— OWT 3aBepIICHUS COCTUHCHUS

32. YKaXuTe TO0CTOMHCTBA MAKETHBIX (DUIIBTPOB

+ "OecrnatHas" GUIbTpaLKs MAKETOB

— TPOCTOTAa HACTPOUKHU

— BO3MOKHOCTB (PHIIBTPAIIUH 110 COIEPKUMOMY MTaKETOB



+ TpO3pavyHOCTH 7S TIOJIb30BaTENEH

bnok "Ymetn"

33.
Linux-cucrem

+

35.

bunbpTpax

+

36.

dunbpTpax

+

Kakum 00pa3om XpaHATCS Mapojd TOJIb30BaTeNell B OOJBIIMHCTBE COBPEMEHHBIX

B OTKPBITOM BHJIE B daiine /etc/passwd

B OTKPBHITOM BHJIE B (paitne /etc/shadow

B 3ammdpoBanHOM Buje B ¢aiine /etc/passwd

B 3amm$poBaHHOM BHjIE B (aiine /etc/shadow

B BHUJIe Xd11a B ¢aiine /etc/passwd

B BHJIe Xd11a B aiine /etc/shadow

HenpasunsasiM URL-agpecom sBisiercs:
http://ru.wikipedia.org/wiki/URL
http://en.wikipedia.org:80/wiki/Special:Search?search=train&go=Go
ftp://myname:mypass@myhost.com:21/etc/motd
myhost.dom://ftp/pros/somename

Kakue nmpoTOKOJIbI MOJKHO YKa3bIBaTh MPH CO3/IaHUM MPaBWII (UIBTPALNHU B ITAKETHBIX

HTTP

Bce nepeunciennsie

FTP

Hu OIVH U3 MCPCUUCIICHHBIX

SSH

DNS

Kakue npoTokosibl MO’KHO yKa3bIBaTh IIPU CO3/1aHUM NMPaBWII (GUIBTPALUU B TAKETHBIX

ICMP

Bce nepeuuncnennbie

TCP

Hu onnH n3 nepeunciieHHbIX

UDP

Kakumu crioco6amu MOskHO GOPOThC ¢ (anbcupuKauei IeKTPOHHON OYTHI
Hcnonps3oBath G poBbIe MOAMUCH

Hcnonb30BaTh yHUKaAIBHBIE IOYTOBBIE SAIUKH
Ucnonp3oBars npotokosn IMAP

HcnonbzoBats VPN

VYKa)kuTe T0CTOMHCTBA MAKETHBIX (GUIBTPOB
"6ecrutatHas" GUIBTpaLUs TAKETOB

MPOCTOTa HACTPONKH

BO3MOXXHOCTb (PHIIBTPALIMH 10 COJIEPKUMOMY TAKETOB
MIPO3PAvYHOCTh IS MOJIb30BATENEH

CBenenus, Ucnonb3yemble 11 puinbTpanuu Tpaduka u3 3aronoska IP
Anpec oTripaBUTENS

ITopt ornipaBuTens

Anpec nomydarens

ITopt momyuarens

@dnar yCTaHOBKH COEAMHEHUS

IIporokon

Bce nepeuncnennbie

[Lmanuposuiuk B UNIX-cucremax

timed

shed

cron

daemon



Windows NT

SABJIAKOTCA:

v4?

41

+

+
+
42.

+
+

48.

Kakue tunsl rpynmn nonb3oBaTeniell CyIIECTBYIOT B OIEpPAIlMOHHBIX CHCTEMax Kiacca

JIOKaJIbHAs TPYIIa KOMIIbIOTepa
rio0anbHas Tpynmna KOMIbloTepa

JIOKaJIbHas TPYIa JOMEHa

rio0anbHas Tpymnmna JoMeHa

CranmapTHeIMU  paspemieHussMu i (daiimoB u  karamoroB B UNIX-cucremax

Yrenue

Brimonuenue

Co3nanue

VY nanenue

3anuce

Bun npas B UNIX-crucremax, mo3BOJISIFOLINN TOJIb30BATEIIO 3aX0AUTh B KaTaJIOr
r

w

X

e

Kaxkoii u3 [P-agpecoB sBisieTca aipecoM MUPOKOBEMIATENLHON PACCHUIKU
127.0.0.1

192.168.8.0

10.2.255.255

0.0.0.0

[1I1r03 110 YMOJIYAHUIO UMEET aJIpec

127.0.0.1

255.255.255.255

8.8.8.8

0.0.0.0

Kaxkas nadopmanus nepegaércs no npotoxory DHCP

[P-anpec

DNS-cepBep

Macka cetn

Bcé nepeunciennoe

Uro npexacrasiser co0oi aapec y3ia Ha CeTeBOM ypOBHE B cTeke mpoTokosnoB TCP/IP

Crpoka

64 OUTHOE YKCIIO

4 GaliTHOE YHUCJIO

4 NMeCATUYHBIX YUCIIA, PA3ACIEHHBIX TOYKAMHU

BriGepuTe cCOOTBETCTBHE aJpeCcOB KOMIBIOTEPA UX THIIAM

10.0.2.5 TIP-anpec
6F:D4:32:0A:46:1B MAC-anpec
ftp.mandriva.com DNS-ums
mycomp Netbios-ums

49.

Kakue n3 nmepeuncieHHbIx TpoTOK0I0B Henob3ytoT ¢urarn SYN, ACK
100%TCP

UDP

ICMP

IP

ARP

bioxk "Bnaners"

50.

VkaxuTe Ha3HAUYCHHE Pa3IMYHBIX IIPOTOKOJIOB

[TpoTtokon nepenaun ¢aiinos FTP



[IpoTokon auarHocTuku v HacTpoitku cetu [CMP
TpancnopTHBIN IPOTOKOJ € ycTaHOBKOW coennHeHus TCP
TpancnopTHbIH TpOTOKON 0€3 ycTaHOBKH coequuenust UDP
51. VYKaxxuTe Ha3HAYCHUE PA3IIMYHBIX [IPOTOKOJIOB
[lepenaua makeToB MEXAy pa3IMYHBIMU cE€TAMU [P
ABTOMaTHuecKkas HacTpolika y3ios cetu DHCP
[Tepenaua runeprexcroBoit napopmaruu HTTP
Pa3pemenus IP-anpecos B MAC-anpeca ARP
52. UTo nenmaet nmpaBuiio CIEAYIONIEro BUaa
INPUT -p tcp --dport 21 - DROP
+ 0TOpachkIBaeT BXOASIINE MAKEThl HA TTOPT 21 1Mo mMpOTOKOIY tep
— MPUHUMAET BXOJSIINE MAKEThI ¢ mopTa 21 1mo mpoTokoiy tep
— 0TOpachIBaeT BXOISIINE MTAKETHI ¢ TopTa 21 1Mo IPOTOKOITY tep
— MPUHUMAET BXOJSIIKE MAKeThl HAa OPT 21 1Mo mpoToKoy tep
53. Kak Oymer BwINISIACTH TpaBWiIO, 3ampeliaromiee  mojb3oBarento  student
(nnentudukarop 1000) monb3oBaTecs mpoTokoaoM ssh (mopt 22)
— OUTPUT -p tcp --dport 22 -m owner --uid-owner 1000 -j ACCEPT
— OUTPUT -p tep --dport 22 -m owner 1000 -j DROP
— OUTPUT -p tcp 22 -m owner --uid-owner 1000 -j DROP
— OUTPUT -p tcp --dport 22 -m owner --uid-owner ! 1000 -j DROP
+ OUTPUT -p tcp --dport 22 -m owner --uid-owner 1000 -j DROP
54. YKaXUTe KOPPEKTHBIE CETEBBIC MACKH
+ 255.255.0.0
+ 255.255.255.0
— 255.0.255.0
— 255.255.250.0
+ 255.255.252.0
+ 255.255.255.192
55. [IpaBuno, paspemaromiee Bxoasume makersl ¢ y3ina 10.0.0.1 tonpko Ha mopt 1194
npoTokosa udp
- INPUT --dport 1194 -p udp -d 10.0.0.1 -} ACCEPT
— INPUT -p udp --dport 1194 -s 10.0.0.1 -j ACCEPT
- INPUT -p udp 1194 -s 10.0.0.1 -} ACCEPT
— INPUT -p udp --dport ! 1194 -s 10.0.0.1 -j ACCEPT
+ INPUT -s 10.0.0.1 -p udp --dport ! 1194 - DROP
— INPUT -s ! 10.0.0.1 -p udp --dport 1194 -j DROP
56. Hns 3anpera goctyna noib3oBarenieid u3 noacetu 192.168.10.0 x mpokcu-cepepy
squid HY>HO HCIIOJIb30BaTh CICAYIOINN HA0OP MpaBHIL:
- acl src 192.168.10.1-192.168.11.1
http_access deny
+ acl bad src 192.168.10.0/24
http_access deny bad
— http access deny src 192.168.10.1-192.168.11.1
— acl deny 192.168.10.0/24
57. Kak 3amperuth BceM kommbioTepam kpome 10.5.4.1 goctym TONBKO K callTaM C
HOJCTPOKOH game (Mcrob3ys squid)
— acl the one src 10.5.4.1
acl gamestr url regex game
http access deny the one
http_access deny gamestr
http access allow all
— acl the one src 10.5.4.1
acl gamestr url regex game
http_access allow the one gamestr



http access deny the one

+ acl the one src 10.5.4.1
acl gamestr url regex game
http_access allow the one gamestr
http access deny gamestr

— acl the one src 10.5.4.1
acl gamestr url regex game
http_access allow all
http access deny gamestr

— acl rule src 10.5.4.1 game
http access allow rule
http_access deny game

— acl rule src 10.5.4.1, url regex game
http_access allow rule
http access deny all

58. OCHOBHBIE MEXaHU3MBI 3alIUTEI B VPN
+ WnerTudukaius moan30BaTess
+ HIudpoBanue JaHHBIX
+ [ToxTBepskIeHUE TTOUTMHHOCTH JTAHHBIX

— OunbTpanus Tpaduka
— 3anmTa OT BUPYCOB
— LenTpann3zoBaHHOE XpaHEHHE YUETHBIX JAHHBIX MOJIb30BATENEH
59. OT KaKkuX araK 3aluIaeT YCTaHOBKA OOHOBJICHHH, BBITYCKA€MBIX pa3pabOTYMKaMU
ocC
HenocraTku ceTeBbIX MPOTOKOJIOB
Ping of death
®parMeHTaIus MaKkeToB
Cnam
— DOS-araku
— SYN flood
60. B TaGnune mapmipyTu3anuu XpaHuTCs:
+ Anpec cetn
— WM nonws3oBarens
+ Anpec nuo3a
- Ha3zBanue ceTeBoro nporokoia
+ CereBoe moaxitodenue (MHTEpdetic)
+ Macka cetn

+ o+ +

MeTtoauyeckue MaTepuasbl, XapaKTepHu3ylolue Npoueaypbl OlleHUBAHUS

Ha ocHoBe mepeuHs BONPOCOB K TECTUPOBAHMIO IPOrPaMMHBIM  KOMIUIEKCOM
uHpOpMaLMOHHO-00pa3oBarenbHOro nopranta MU Bal'V ¢opmupyroTcs B aBTOMaTHYECKOM PEXUME
TECTOBBIC 3aJ]aHus ISl CTYJIEHTOB: 8§ BOIPOCcoB u3 Oyoka 1, 4 Bompoca u3 O6yoka 2 U 3 Bompoca u3
O6moka 3. IIporpaMMHBI KOMIUIEKC (QOpPMHUPYET HHIUBUAYaJbHBIC 3aJaHus I KaXJIOro
3aperUCTPUPOBAHHOTO B CUCTEME CTY/AEHTA U YCTAHABIMBAET BPEMs MPOXOXKJIEHHS TECTHPOBAHMUSL.
Pe3ynbraToM TecTHpOBaHMA SBIAETCS Oalll, paCCUMTAHHBI HAa OCHOBE KOJIMYECTBA NMPABHIIBHBIX
orBeToB. C y4yeToM MHAMBHIYalbHOTO CEMECTPOBOIO pEHTHHIa CTyAeHTa (GOPMHPYETCS UTOTOBBIH
6aJu1 o Kypcy.



MakcumanbHasi cymma 0aiioB, Habupaemas CTyACHTOM 1o guciuruinHe paBHa 100.

OueHka
B
oayutax

O1eHKA 110 IIIKaJie

O6ocHOBaHUE

Yposenw
chopmuposannocmu
KomnemeHnyui

Bonee
80

«OTINYHOY

Copep:xaHue Kypca OCBOCHO
MOJIHOCTBIO, 0€3 MPOoOeIoB,
HE0OXO0IMMBbIE TPAKTUUECKHE HABBIKU
paboThI ¢ OCBOCHHBIM MaTEpUATIOM
chopMHUpPOBaHbI, BCE
IIPEAYCMOTPEHHBIE IPOTPAMMON
o0y4eHHs yueOHbIC 3aJaHUs
BBINOJIHEHBI, KAYECTBO UX
BBITIOJTHEHUS OLIEHEHO YHCIIOM
6aJ10B, OJIM3KMM K MAaKCUMAJILHOMY

Buicoxuii yposens

66-80

«Xopo1o»

Coneprxanuie Kypca OCBOEHO
MTOJTHOCTHIO, 0€3 poOeIoB,
HEKOTOPbIE MPAKTUUECKHE HABBIKU
paboTHI C OCBOCHHBIM MaTE€pUATIOM
c(hOpMHUPOBAHBI HEIOCTATOYHO, BCE
MPEAYCMOTPEHHBIEC POTPAMMOM
o0y4yeHus yueOHbIe 3aJaHUS
BBITIOJTHEHBI, KAYECTBO BBITTOTHCHHS
HM OJHOT'O M3 HUX HE OLICHCHO
MHHUMAJIbHBIM YHCIIOM 0aJIIoB,
HEKOTOPbIEC BUABI 3aJaHUI
BBITIOJTHECHBI C OITHOKaMU

Ilpoosunymuti
yposenp

50-65

«Y IOBIIETBOPUTEIILHO)

ConeprxaHue Kypca OCBOCHO
YaCTUYHO, HO TTPOOEIIBI HE HOCAT
CYIIECTBEHHOT'O XapakKTepa,
HEOO0XOIMMBIC TIPAKTUIECCKHAE HABBIKU
paGOTBI C OCBOCHHBIM MaTCprajIOM B
OCHOBHOM C()OPMHUPOBAHHI,
OOJIBLITMHCTBO MPETyCMOTPEHHBIX
porpaMMoi 00ydeHHs yueOHBIX
3aZ[aHHI>'I BBITTOJIHCHO, HCKOTOPLIC U3
BBITTOJIHEHHBIX 33JJaHHIA, BO3MOXKHO,
COJIEpIKaT OMIMOKHI

Ilopozoswiit yposens

Menee
50

«HeynoBneTBOpUTEIEHO»

ConeprkaHue Kypca He OCBOCHO,
HEO0OXOIMMBIE MPAKTHYECKUE HABBIKA
paboThl HE CPOPMHUPOBAHBI,
BBINIOJTHEHHBIC YYCOHbIC 3a/IaHUs
COJIEpKaT IpyObIe OMUOKH

Komnemenuuu ne
chopmuposansvi

3. 3axanus B TeCTOBOI (popMe MO JUCHUIIIMHE
[Ipumeps! 3anaHuit:
Vl:top
V2:AnmMuHuCTpHpOBaHUE HH()OPMAITMOHHBIX CUCTEM
V3:0IIK-7 CiocobeH oCymIeCTBIATh BEIOOP TIATGOPM W MHCTPYMEHTAIBHBIX MPOTPAMMHO-

anmapaTHbIX CPEACTB IS pean3alui HH(HOPMAIIMOHHBIX CUCTEM;
V4:0IIK-7.1 JlemoHcTpupyeT 3HaHHsS IUIaTGOPM, TEXHOJOTHH M WHCTPYMEHTAIBHBIX

POTrpaMMHO-aNNapaTHBIX CPECTB Ui pealn3alui HHPOPMAITMOHHBIX CUCTEM
I:Komangsr Linux




S:Vkaxwute komaHap! Linux, COOTBETCTBYIOIINE OMUCAHUIO

L1: Onpenenenue cBOOOTHOTO MeCTa Ha JHCKE

R1:df

L2: YnpasneHue pa3aenamMu Ha JUCKE

R2: fdisk

L3: Omnpenenenue pazmepa 3nemMeHTa (haiaoBoi CUCTEMBI

R3: du

L4: Onpenenenue nyTu K TEKyLIEMY KaTajaory

R4: pwd

L5: Cmena Tekymiero karaaora

R5:cd

R6: dd

[:Anpec, ucnonb3yemblii Ha CETEBOM YPOBHE, Ha3HAYae€Mbld aIMUHUCTPATOPOM BO BpeMs
KOH(HUTyPHUPOBAHUS KOMIIBIOTEPOB ...

S:Anpec, UCHOIB3yeMbIii Ha CETEBOM YPOBHE, Ha3HA4YaeMbIl aJIMUHHUCTPATOPOM BO BpeMs
KOH(UTYPHPOBAHUS KOMIIBIOTEPOB U MapIIPYTH3ATOPOB:

-:JIOKaJIbHOE UMS KOMIIBIOTEPA

-:DNS-ums

+:IP-agpec

-:-MAC-anpec

I:Ataka Ha BJ]

S:Kak  Ha3biBaeTcst araka, 3akiovaromascs Bo  BHeapenuu B HTTP-3ampoc
HeMpenycMOTpeHHOro koga SQL

+:SQL-unBEeKIUA

-:SQL flooding

-:SQL gate

-:SQL bomb

I:Ataka, ocHoBanHas Ha npotokoiie [CMP, BeiBogsitass OC komMnbroTepa U3 CTpost

S:Ataka, ocHoBaHHas Ha nipotokosie ICMP, BeiBoasiias OC koMObIOTEPA U3 CTPOS

+:Ping of death

-:Ping flood

-:JICMP flood

-:Echo redirect

I:B Tepmunax anmMunuctpupoanus UNIX-cuctem "nemon" - 3to

S:B tepmunax anmunuctpupoBanust UNIX-cuctem "neMon" - 310

+:Cucremnas ciryx6a

-:3aBUCIINI TOJIb30BATEIIHCKHUI TPOLIECC

-:3710yMBIIUICHHUK, aTaKyIOLIUA KOMIIBIOTEP

-:3m106HOE MU(PUIECKOE CYIIECTBO C POTAMH M KOTIBITAMHU

[:I'maBHBII KOHGUTYpATMOHHBIN (aiin BeO-cepBepa Apache 0OBIYHO HA3BIBACTCS:

S:I'maBHBIM KOHPUTYpaAITHOHHBIN (aitn BeO-cepBepa Apache 0ObIYHO Ha3BIBACTCS:

+:httpd.conf

-:webs.conf

-:samba.conf

-:host.conf

I:JIns ompenenenus mo IP-agpecy (u3MYECKOro MECTOMOJIOKEHHUS KOMIIBIOTEpa B CETH
CILYKHT:

S:/lnst onpenenenuss no IP-agpecy (u3MYECKOro MECTOIOJIOKEHHsSI KOMIIbIOTEpa B CETH
CILYKHT:

+:MapLIpyTU3aLus

-:cetu TyHHene VPN

-:HaBUT AU

-:TPAHCIISLHS aJPECOB

-:cuctema JoMeHHbIX uMeH (DNS)



[:3anucu B konurypanronnom ¢aiine syslog "kernel.alert" u "auth.warning" sTo mpumepsl

S:3anucu B koHpuUrypannoHHoM daiine syslog "kernel.alert" u "auth.warning" 310 npumepsI

+:ceeKTopa

- ACUCTBUSA

-:MMEHH CHCTEMHOT0 YCTPOICTBa

-:KPUTHYHOCTH COOBITHS

[:Mms agmunanctpaTopa B UNIX-cuctemax

S:Mms anmunuctparopa B UNIX-cucremax

+:root

-:superuser

-:admin

-:daemon

[:huTepdetic CGI npenqnazHaveH mis:

S:UuTepdeiic CGI npennaznayex mis:

-:JlocTyna K cTaTMYeCKUM CTPaHUIIAM Ha CepBepe

-:3amuménnoro oOMeHa nHpopMaIen MeXIy CEpBEPOM U KIMEHTOM

+:3amycka Ha cepBepe IpOorpaMM WM CKPUIITOB JUIs MOTYYEHHS] THHAMUYECKUX JaHHBIX

-:Ilosryyenus ynanéHHOro AocTyna K cepBepy

[:Kaxnas 3anucek B KOHPUTYpamoHHOM (aitie yTUIUTHI Syslog cocTouT us:

S:Kaxnas 3anuch B KOHQUTypallMOHHOM (aiisie yTUIuThI syslog cocTout u3:

-:YcTpoiicTBO, neicTBUE

-:Kputnunocts, neiicteue

-:Cenexrop, yCTpoHCTBO

+:Cenekrop, nencTBue

-:YCcTpOiCTBO, KPUTHYHOCTh

V4:0IIK-7.2 YMeTh OCyIIECTBIATh BBHIOOP IUIATHOPM M WHCTPYMEHTAIBHBIX MPOTPAMMHO-
anmapaTHbIX CPEACTB Ul pealu3alud HH()OPMALMOHHBIX CHUCTEM, MPUMEHSATH COBPEMEHHBIE
TEXHOJIOTUH peau3alii HHPOPMALIMOHHBIX CHCTEM

[:Kakue mpoTOKOJIbI MOXHO YKa3bIBaTh MpPU CO3JaHUM IMpaBuil (UIBTPALUU B MaKETHBIX
bunpTpax

S:Kakue mpoTOKOJIbI MOKHO YKa3blBaTh MPU CO3/aHUU MPaBUI (PUIBTPALUU B MAKETHBIX
bunbpTpax

-:HTTP

-:Bce nepeunciensbie

+:1CMP

-:Hu onun 13 nepevyncieHHbIX

-:IP

-:DNS

[:Kaxkoit mapametp B koH(purypauuu Apache ompenenser aiiyn, Bo3BpaliaeMblii cepBepoM
npu 0OpaIIeHNH K KaTajory

S:Kaxkoi#t mapamerp B koH(purypauuu Apache omnpeznensier Qaiin, Bo3BpamaeMblii CEpBEpOM
npu oOpalIeHNUH K KaTajory

-:AccessFileName

+:Directorylndex

-:Alias

-:BaseFile

I:Komanga Linux

S:VkaxunTe komanay Linux, HO3BOJISIONIYIO H3MEHUTH MpaBa JOCTyNa K Qaitmy

-:chright

-:chown

+:chmod

-:chkdsk

I:Meronom nepenaun nanusbix 1o nporokony HTTP we sBnsiercs:

S:Metonom nepenaun 1aHHbIX 10 nporokony HTTP He saBnstercs:



-:GET

-:POST

+:PUSH

-:PUT

[:Henocrarok kj1accuueckux NpoKCU-CEPBEPOB

S:HenmocraTok KilacCHYECKHX MPOKCH-CEPBEPOB

-:COKpBITHE MH(OPMALIMU O KIIMEHTaX BHYTPEHHEN ceTn
-:HEBO3MOKHOCTh BesieHUs log-daiinos

+:HE00X0IUMOCTh MEPECTPOUKH MM MOUBUKaIuU KineHTckoro [10
-:HEBO3MOKHOCTh (PMIIBTPAIIUH 110 COIEPKUMOMY Tpaduka

I:Homep mopTa, 00BIYHO UCTIOJIB3yEeMBbIN BeO-cepBEepaMu

S:Homep nopTta, 0OBIYHO HCIIONIB3YEMBbIi BeO-cepBepamMu

-:20

+:80

-:1024

-:22

[:O1HO0 M3 OCHOBHBIX CPENCTB ayAuTa B cucTeMax kiacca Unix?
S:OnHO U3 OCHOBHBIX CPEICTB ayauTa B cucreMax kimacca Unix?
+:VTunura syslog

-:Ytunura squid

-:¥YTunura wtmp

-:Yrunura lastlog

I:ITepenonuenne Oydepa UCTONb3yeTCs B aTakax BUIA
S:Iepenonnenue Oydepa UCTIONB3yeTCs B aTaKkax BHUIA

+:HenocTaTku npuioxxeHun

-:DDOS-araku

-:DOS-araku

-:SYN flood

I:IIporoxon DHCP ucnons3yercs ais:

S:ITporoxos DHCP ncnonbs3yercs amus:

-:MapmipyTuzanum BXOASIIEro 1 HCXOA1Iero Tpaduka
+:ABTOMAaTH3aIMH MTPOIIECCa HA3HAUCHHSI CETEBBIX HACTPOEK y3J1aM CETH
-:ITpeo6pazoBanus cumBosbHOTO (DNS) nmenu B IP anpec
-:O0ecnieuenus 6e30macHOCTH UH(pOpMAIHH, TieperaBaeMoi 1o npotokosry TCP
L:IIporoxon MIME cnyxut mis:

S:IIpotokon MIME cnyxut nsi:

+:OmnpeneneHus TUMa COAEP>KUMOT0 B IEpPeIaBaeMbIX JaHHbBIX
-:Yka3zaHus Metoga oOMeHa JaHHBIMH ¢ BeO-cepBepoM

-:YcTaHOBKH MIU(PPOBAHHOTO COSAMHEHUS C BEO-CEpBEPOM
-:Ilepenaun mpon3BoIbHBIX (haiiioB ¢ BeG-cepBepa

[:IIpoTokoma, CIIOIB3yEeMBIN 1JI IMArHOCTHUKUA U HACTPOUKHU CETEH
S:ITpoToK0JI, UCTIONB3YEMBIH 1711 AMATHOCTUKH U HACTPOMKHU ceTer
+:1CMP

-:VPN

-:-DHCP

-:RIP

L:IIpoTokon onpenenenus IP-anpeca no nzsectnomy MAC-anpecy Ha3bIBaeTcs:
S:ITporoxoin onpenenenus IP-agpeca no n3sectnomy MAC-anpecy Ha3bIBaeTcs:
-:Address Resolution Protocol, ARP

+:Reverse Address Resolution Protocol, RARP

-:Internet Storage Name Service, iISNS

-:Dynamic Host Configuration Protocol, DHCP

[:Pactipenenénnas cucreMa paspelieHus: JoOMeHHbIX UMEH B [P-anpeca
S:Pacnpenenénnas cuctema paspelieHns JOMEHHbIX UMEH B [P-anpeca



+:DNS
-:DHCP
-:WINS
-:ARP
V4:0I1K-7.3 TlpuMmeHsieT TEXHOJOIMM W HWHCTPYMEHTAJIbHBIE MPOTrpaMMHO-aNapaTHbIE

cpeacTBa Ijid peajin3alun HH(bOpMaI_[I/IOHHBIX CHUCTEM

y3en

[:Ceprudukar mosp30BaTeNsi COAEPIKUT €T0:
S:Ceprtudukar nonb3oBaTesns COACPKUT €ro:
-:3aKpBITHIN KIIOY

+:OTKpBITBIN KITI0Y

-:I{udporyro moanucey

-:IP-agpec

[:Cetn VPN ucnones3yrorcs mis

S:Ceru VPN ucnons3yrorcs ais
-:Mapmpytuzanuu naopmauu

+:1uppoBanus nadopmaru
-:BpicOKOCKOpOCTHOM TIepenaun nHdopmauu
-:O0beIMHEeHNS CeTel C pa3IMYHON apXUTEKTypOn
[:Cauddep - aTo

S:Cuauddep - ato

+:IIporpamMma uau yCTpOMCTBO, JJIA TIepexBaTa Bcero Tpaduka, MPOXOAIIero Yepe3 TaHHbIN

-:Yuactauk DDOS-araku

-:Bun nakernoro guiabTpa

-:ATakyromuii, ucronb3ytomuii noaMeny IP-aapeca mj1s mpOHUKHOBEHUS Yepe3 OpaHaMay’p
[:CoBokynHOCTh aZpeca KOMIbIOTEpAa M HOMEpa MOpTa, ONpeAeAronias KOHEYHbIE TOUKHU

COCOAMHECHUS, HA3bIBACTCA ...

S:CoBOKYNHOCTh ajgpeca KOMIBIOTEpPA M HOMEpa IOpTa, ONpPEAEIAIoNas KOHEYHbIE TOYKH

COCOAMHECHUS, HA3bIBACTCA ...

-:Ceanc

+:Coxer

-:CoennHenue

-:URL

I: TpancriopTHBIN MPOTOKON IS Tepeadn JaHHBIX B ceTsax [P 6e3 ycTaHOBKM coeTMHEHUS
S:TpaHcnopTHBIN TPOTOKOI JIJIs TIEpe1auu JaHHBIX B ceTsAx [P 06e3 ycTaHOBKH COeTMHEHHS
-:ICMP

-TCP

-:RIP

+:UDP

[:TpaHCHIOPTHBIN IIPOTOKOJ, KOTOPBIA COAECPKUT MEXAaHU3Mbl YCTAaHOBKM COCIMHEHHUS U

MOATBEPKICHUS TOCTABKU

S:TpaHCHIOPTHBIM MPOTOKOJ, KOTOPBI COAECPKHUT MEXaHU3Mbl YCTAHOBKM COEIMHEHUS U

MOATBEPKICHUS TOCTABKU

-IP

+:TCP

-:UDP

-:ICMP

[:®ynknua npokcu-cepsepa, IpU KOTOPOM KoiudecTBo BHewmHuxX IP-anpecos omnpenenser

KOJINYCCTBO OJHOBPEMECHHO ...

S:@yHKIMS DPOKCHU-CEpBEpa, IPU KOTOpPOW KosmdyecTBO BHEIIHUX [P-anpecoB ompenensier

KOJIMYECTBO OJHOBPEMEHHO Pa0OTAIOIINX C BHEIIHEH CEThIO KIIMEHTOB?

+:ba3zoBas TpaHcIALUA aIpPECOB
- TpaHcasuus agpecoB MOPTOB
-:Bekropusanus agpecos



-:@unpTpanys KOHTEHTa

[:YTo 13 mepeuncaeHHOro SBISETCS MaKeTHBIM (QUITBTPOM

S:YTto U3 nmepeyncaeHHOro SBSETCS MaKeTHBIM (QUIBTPOM

-:samba

+:iptables

-:squid

-:apache

[:YTo 13 mepedncaeHHOro SBISETCS MPOTOKOJIOM 0OMEHAa JaHHBIMU C BeO-cepBepom?

S:YTto u3 mepeynciIeHHOro SBISIETCS MPOTOKOJIOM 0OMEHa JTaHHBIMU ¢ BeO-cepBepoM?

+:http

-:dns

-:dhcp

-:html

[:YTo Ttakoe 6utr ACK?

S:Yro takoe 6ut ACK?

-:0UT CHHXpPOHM3AIlMU YCTaHABIUBACTCS MPH Tepefade HAYaIbHOTO 3alpoca Ha YCTAaHOBKY
COEIMHEHUS

+:0UT MOATBEPKICHUS TOCTaBKH MTaKeTa

-:0UT OTKJIOHEHHM I, O3HAYAIOIINI MOBPEKICHHE MTaKeTa

-:0UT 3aBepIICHUS COCTUHEHUS

[:YTo Takoe Out SYN?

S:Yto takoe 6utr SYN?

+:0UT CMHXpPOHM3AIMH YCTAHABIMBAETCS MPU IMEpeaye HayalbHOIO 3alpoca Ha YCTaHOBKY
COCTMHEHUS

-:0UT MOATBEPKIEHUS JOCTaBKU MaKeTa

-:0UT OTKJIOHEHWMSI, O3HAYAIOIINIA MOBPEKCHIE MTaKeTa

-:0UT 3aBepIICHUS COeTUHEHUS

V3:0IIK-5 CrocobeH MHCTAJUIMPOBATh IMPOrpPaMMHOE M ammapaTHoe oOecreyeHue JUIs
MH(OPMALIMOHHBIX U ABTOMATU3UPOBAHHBIX CHCTEM;

V4:0IIK-5.1 JlemOoHCTpUpyeT 3HAaHME OCHOB CHCTEMHOTO  aJIMHHUCTPUPOBAHUS,
angmuauctpupoBanuss CYBJl, coBpeMeHHBIX CTaHAApTOB WHOOPMAIMOHHOTO B3aWMOJCHCTBUS
CUCTEM

[:Bp16eprTe COOTBETCTBHE aIPECOB KOMIBIOTEPA UX THUIIAM

S:BribepuTe cOOTBETCTBHE aAPECOB KOMITHIOTEPA UX THUTIAM

L1:10.0.2.5

R1: IP-agpec

L2: 6F:D4:32:0A:46:1B

R2: MAC-anpec

L3: ftp.mandriva.com

R3: DNS-ums

L4: mycomp

R4: Netbios-ums

[: Ataku Ha NPUIIOKEHUS

S:VkaxuTe OCHOBHBIC METOBI aTaK HA MPUIIOKECHHS B TI100AIBHOM ceTn

+:HenpaBunbHas (Hebe3omacHas) KOH(GUTYpaIUs

+:Ilepenonnenue Oydepa

+:YyeTHbIe 3aMIUCH TI0 YMOTYAHUIO

-:HecooTBeTcTBUE THTIA TPUIIOKEHUSI HA3HAUCHUIO

-:ITonnenka nudpoBoi moanucu

[:Bupn npaB B UNIX-crucremax, no3BOJISIOLIMN ITOJIb30BATEIIO 3aX0AUTh B KaTaJIOT

S:Bun mpaB B UNIX-crcTeMax, mO3BOJISIIOIINAN MOJb30BATEIIO 3aX0UTh B KaTaJIOT

-r

- W

+:X



-ie

I:Kakas undopmarus nepenaéres no nporokory DHCP

S:Kaxkas nadopmanus nepegaércs no npotokosry DHCP

-:IP-agpec

-:DNS-cepBep

-:Macka cetu

+:Bcé€ nepeuncienHoe

[:Kakue 13 nepeyncieHHbIX MPOTOKOIOB HConb3yioT (hiaaru SYN, ACK

S:Kakue 13 nepeunciaeHHbIX TPOTOKOI0B Hcodb3ytoT (uraru SYN, ACK

+:TCP

-:UDP

- ICMP

-:IP

-:ARP

[:Kakue npoTokoiabl MOXHO YKa3blBaTh IPH CO3AAHUU MpaBWI (QWIBTPALUU B IMAKETHBIX
dunbpTpax

S:Kakne mpoTOKOJiBI MOKHO YKa3blBaTh NP CO3JaHMM MpPaBUil (UIBTPALUU B MAKETHBIX
dunbpTpax

-:JCMP

+:Bce nepeuncieHHbIe

-:'TCP

-:Hu onuH 13 nepedyncieHHbIX

-:UDP

[:Kakue mpoTOKOJBI MOXHO YKa3bIBaTh IMPH CO3AAHUU MPaBWJI (MIBTPALUU B IMAKETHBIX
buapTpax

S:Kakue mpoTOKOJBI MOXKHO YyKa3bIBaTh IPH CO3MAHUM NpPaBWI (MIBTPALUU B MaKETHBIX
bumpTpax

-=-HTTP

-:Bce nepeunciennbie

-:FTP

+:Hu oquH 13 nepedncieHHbIx

-:SSH

-:DNS

[:Kakue THMOBI TPy MOJIb30BaTENed CYIIECTBYIOT B OINEPAIMOHHBIX CHCTEMax Kiacca
Windows NT

S:Kakue Tumbl rpynm mMojb30BaTele CyLIECTBYIOT B OIEPAllMOHHBIX CHCTEMax Kiacca
Windows NT

+:7I0KaJIbHAsI TPYIIa KOMIIbIOTEpa

-:r100aIbHas IrpyIna KOMIIBIOTEPa

+:JIOKaJIbHAs rpyIlna JoMeHa

+:rmobanpHas rpyIma JoMeHa

I:Kakumu crioco6amMu MOXKHO 60poThes ¢ GanbcuuKanment 3IeKTPOHHOM MOUYTHI

S:Kakumu crioco6amu MOKHO O0pPOTHCS C anbCcupUKaAIIUEH HIEKTPOHHON TOUTHI

+:Mcnonp30BaTh HUPPOBBIE MTOANUCH

-:Mcnonp30BaTh yHUKAIbHBIE IOYTOBBIE SIUKH

-:Mcnons3oBate npotokon IMAP

+:Mcnons3oBate VPN

[:Kakum 00pazom XpaHSATCS MapojiM IOJb30BaTeel B OONBIIMHCTBE COBPEMEHHBIX Linux-
CHCTEM

S:Kakum 00pa3zom XpaHATCS MapojiH MOJb30BaTeNell B OOJBIIMHCTBE COBPEeMEHHBIX Linux-
CHCTEM

-:B OTKPBITOM BHJIe B (aiise /etc/passwd

-:B OTKPBITOM BHUJIe B (aiine /etc/shadow

-:B 3amMppoBaHHOM BHJIE B (paiiie /etc/passwd



-:B 3amudpoBaHHOM BHjie B (aitiie /etc/shadow

-:B BUJIe X21Ia B ¢aiine /etc/passwd

+:B BuJe X3ma B (aitie /etc/shadow

I:Kakoii u3 [P-anpecoB siBisieTcst aipecoM MMPOKOBEIIATEIbHON PACCHUIKT

S:Kakoit u3 IP-agpecoB gBisieTcs aipecoM MHUPOKOBENIATEIbHON PACCHUTKHI

-:127.0.0.1

-:192.168.8.0

+:10.2.255.255

-:0.0.0.0

V4:0I1K-5.2 TIpou3BOAUT MHCTAJUISLUIO M HACTPONKY MHCTPYMEHTAIBHOIO MPOTrPaMMHOIO
oOecrnieueHus JUIsl pelieHus 3a/1a4 NpoPecCUOHANBHON AESITETbHOCTH

I:Henpasunsaeim URL-anpecom saBisteTcs:

S:HenpaBunbaeim URL-anpecom siBnsiercs:

-:http://ru.wikipedia.org/wiki/URL

-:http://en.wikipedia.org:80/wiki/Special:Search?search=train&go=Go

-:ftp://myname:mypass@myhost.com:21/etc/motd

+:myhost.dom://ftp/pros/somename

[:ITnanuposmuk B UNIX-cucremax

S:ILmanuposumk B UNIX-cuctemax

-:timed

-:shed

+:cron

-:daemon

I:CBenenus, ucnonbzyemble i GuiabTpanuu Tpapuka u3s 3aroyioska I[P

S:Crenenusi, ucnosibzyemsie Juisi GuabTparuu Tpaduka u3 3arojgoska [P

+:Azlpec oTHpaBUTENSA

-:ITopT oTnpaBuTens

+:Anpec nosryqarens

-:ITopT momyuarens

-:dyar ycTaHOBKM COEIMHEHHUS

+:IIpoTokon

-:Bce nepeuncnensbie

[:CranmapTHeiMu pazpemenusiMu 11 (aitioB u karamoroB B UNIX-cucremax sBISIFOTCS:

S:CrannaptHeiMu paspemeHusMu uis ¢aitioB u katanoros B UNIX-cucremax sBISIOTCS:

+:UreHue

+:BpInonHenue

-:Co3nague

-:Y nanenue

+:3anuce

[:YkaxuTe 1OCTOMHCTBA MAaKETHBIX (PUIBTPOB

S:VkaxxuTe TOCTOMHCTBA MAKETHBIX (PUIHTPOB

+:"OecrutaTHast" QUIBTpALUS TAKETOB

-:IIPOCTOTAa HACTPONKH

-:BO3MOXKHOCTb (DMIIBTPALIUU 110 COAECPKUMOMY ITaKETOB

+:IpO3pavyHOCTh IS ITOJIB30BATENEH

[:Yto npeacrasnser coboi azpec y3iia Ha CETEBOM YpoBHE B cTeke npotokono TCP/IP v4?

S:Yrto mpeacraBisieT co00it aipec y3iia Ha CeTeBOM YpoBHE B cTeke mpoTokooB TCP/IP v4?

-:Ctpoka

-:64 OuTHOE YHuCIO

+:4 6aliTHOE YUCIIO

-:4 necATUYHBIX YuCia, pa3IeJEeHHbIX TOUKaMU

[:I1I1r03 110 YMOJIYaHHIO UMEET aapec

S: 111103 MO yMOJTYaHHUIO UMEET aApec

-:127.0.0.1



-:255.255.255.255

-:8.8.8.8

+:0.0.0.0

V3:0IIK-4 CriocobeH y4acTBOBaTh B pa3padOTKe TEXHHUUECKOW JTOKYMEHTAIUU, CBA3aHHOM C
IpoeCCHOHATIBHOM 1€ATENBHOCTBIO C UCIOJIb30BAHUEM CTAHAAPTOB, HOPM U MPaBUIL;

V4:0I1K-4.2 Pa3pabaTpiBaeT OJJEMEHTHl U pa3felibl TEXHUYECKOW JIOKYMEHTAIIHH,
OTHOCAIIMECS K PA3JIMYHBIM dTalaM >KU3HEHHOT0 IUKJIa HH(POPMALMOHHON CUCTEMBI

[:Vkaxxure Ha3HAYCHUE PA3IMYHBIX [IPOTOKOJIOB

S:Vkaxute Ha3HAYEHUE PA3TIUYHbBIX TPOTOKOJIOB

L1: Ilporokoun nepenaun Qaiiaos

R1: FTP

L2: I[IpoTokos [MarHOCTUKU ¥ HACTPOUKH CETU

R2: ICMP

L3: TpaHCIIOPTHBII MPOTOKOJ ¢ YCTAHOBKOM COEAMHEHMS

R3: TCP

L4: TpancriopTHBIN IPOTOKOJ 06€3 YCTAaHOBKH COCTUHEHHUS

R4: UDP

[:Vkaxxure Ha3HAYCHUE PA3IMYHBIX IPOTOKOJIOB

S:Vkaxute Ha3HAYEHUE PA3IUYHBIX TPOTOKOJIOB

L1: [lepenaya makeToB MEXAY pPa3IMUYHBIMU CETIMU

R1: 1P

L2: ABTomaTnueckasi HaCTpOWKa y3J0B CETU

R2: DHCP

L3: Ilepenaya runepTeKCTOBOM HHPOPMALIUN

R3: HTTP

L4: Paspemenue [P-anpecoB B MAC-anpeca

R4: ARP

I:B Tabnuie MapmpyTH3aiui XpaHUTCA:

S:B tabnuiie MapmpyTH3anuu XpaHUTCS:

+:Anpec cetu

-:1ms nonw3oBaTens

+:Anpec nuto3a

-:Ha3Banue cereBoro nporokosna

+:CeTeBoe mokItoueHue (MHTEpQeEiic)

+:Macka cetn

I:Ins 3ampera moctymna moib3oBateneid u3 moacetu 192.168.10.0 k mpokcu-cepepy squid
HYXHO MCIIOJIb30BaTh CIEIYIOMU ...

S:Jlnst 3ampera noctyna mojib3oBareneid u3 moxacetu 192.168.10.0 x mpokcu-cepepy squid
HYXXHO MCIIO0JIb30BaTh CIEAYIOIUI HA0Op MpaBuIL:

-:acl src 192.168.10.1-192.168.11.1

http access deny

+:acl bad src 192.168.10.0/24

http access deny bad

-:http_access deny src 192.168.10.1-192.168.11.1

-:acl deny 192.168.10.0/24

I:Kak Oyner BBIMIAIETh MPaBUIIO, 3allpeliarolnee Mojb3oBaTento student (MaeHTHHKATOD
1000) mop30BaThCst MPOTOKOJIOM ssh ...

S:Kak Oyzner BBITJISAETh NMPaBUIIO, 3alpeliaroliee mnoyib3oBatento student (uaeHTHdUKaTOp
1000) momp30BaThest mpoTokosioM ssh (mopt 22)

-:OUTPUT -p tcp --dport 22 -m owner --uid-owner 1000 -j ACCEPT

-:OUTPUT -p tcp --dport 22 -m owner 1000 -j DROP

-:OUTPUT -p tcp 22 -m owner --uid-owner 1000 -j DROP

-:OUTPUT -p tcp --dport 22 -m owner --uid-owner ! 1000 -j DROP

+:OUTPUT -p tcp --dport 22 -m owner --uid-owner 1000 -j DROP



I:Kak 3anpetuts Bcem kommbroTepam kpome 10.5.4.1 1ocTyn TONBKO K calTaM C MOJCTPOKOU
game (ucronb3ys squid)

S:Kak 3anpetuts BceM komnbioTepaM kpome 10.5.4.1 goctyn TOabKO K caliTaM ¢ OACTPOKOM
game (ucronb3ys squid)

-:acl the one src 10.5.4.1

acl gamestr url _regex game

http access deny the one

http_access deny gamestr

http access allow all

-:acl the one src 10.5.4.1

acl gamestr url regex game

http_access allow the one gamestr

http access deny the one

+:acl the one src 10.5.4.1

acl gamestr url regex game

http_access allow the one gamestr

http access deny gamestr

-:acl the one src 10.5.4.1

acl gamestr url regex game

http_access allow all

http access deny gamestr

-:acl rule src 10.5.4.1 game

http _access allow rule

http_access deny game

-:acl rule src 10.5.4.1, url regex game

http_access allow rule

http _access deny all

[:OcHoBHBIE MexaHU3MBbI 3a1IUTH B VPN

S:OcHOBHBIE MEXaHU3MEI 3aIIUTEI B VPN

+: M nenTruuKanus mojib30BaTeis

+:11IudpoBanue naHHBIX

+:IToaTBep)AeHNE TOATUHHOCTH JaHHBIX

-:@unpTpanus Tpaduka

-:3amura oT BUPYCOB

-:llenTpanu3oBaHHOE XpaHEHHE YUYETHBIX JAHHBIX MTOJIb30BaTENEH

[:OT kakux arak 3alMIACT YCTAaHOBKA OOHOBIIEHUH, BBITTycKaeMbIX pazpadorunkamu OC

S:Ot KaKuX aTak 3alUIAeT yCTaHOBKA OOHOBJIEHUH, BBITycKaeMbIX pazpadorunkamu OC

+:HemocTaTku ceTeBbIX TPOTOKOJIOB

+:Ping of death

+:@parmeHTanus MakeToB

-:Cnam

-:DOS-araku

-:SYN flood

I:IlpaBuno, paspematomiee Bxoxsdumme mnakersl ¢ y3na 10.0.0.1 tombko Ha mopt 1194
npoTtokoja udp

S:IIpaBuno, pazpemaroniee Bxoxasmmue mnakersl ¢ y3na 10.0.0.1 tompko Ha mopt 1194
npoTokoja udp

-:INPUT --dport 1194 -p udp -d 10.0.0.1 -j ACCEPT

-:INPUT -p udp --dport 1194 -s 10.0.0.1 - ACCEPT

-:INPUT -p udp 1194 -s 10.0.0.1 -j ACCEPT

-:INPUT -p udp --dport ! 1194 -s 10.0.0.1 -} ACCEPT

+:INPUT -s 10.0.0.1 -p udp --dport ! 1194 -j DROP

-:INPUT -s ! 10.0.0.1 -p udp --dport 1194 -j DROP

[:Vkaxxure KOppEKTHBIE CETEBBIE MACKU



S:Vkaxxute KOppeKTHBIE CETEBbIE MAaCKH

+:255.255.0.0

+:255.255.255.0

-:255.0.255.0

-:255.255.250.0

+:255.255.252.0

+:255.255.255.192

[:Yro nemaer mpaBuio CIeAyoOIIEero BUuaa

INPUT -p tcp --dport 21 -j DROP

S:Yro nenaer npaBuIIO CAEAYIOUIETO BUAA

INPUT -p tcp --dport 21 -j DROP

+:0TOpackiBaeT BXOASIIUE TAKEThI Ha MOPT 21 1Mo mMpoToKoiy tcp
- IIPUHUMAET BXOSIIME MTAKEThI ¢ mopTa 21 1mo mpoTokoiry tcp
-:0TOpachIBaeT BXOJAIIUE MAKETHI ¢ TopTa 21 1mo mpoTokomy tcp
-:IIPUHUMAET BXOZSAIIKE NaKeThl Ha NOpT 21 1mo npoTokoiy tep

[TomHBII TIEpedeHb TECTOBBIX 33JJaHU C YKa3aHUEM MPABHIIbHBIX OTBETOB, pa3MeIleH B OaHKe
BONPOCOB  Ha  HMH(OPMAIIMOHHO-00pa30BaTCILHOM  MOpTaje  MHCTUTYTa 1O  CCBUIKE
https://www.mivlgu.ru/iop/question/edit.php?courseid=472&cat=2635%2C16676 &qpage=0&categor
y=38615%2C16676&gbshowtext=0&recurse=0&recurse=1&showhidden=0

O1eHKa pacCUUTHIBACTCS KaK MPOICHT MPAaBHIBHO BBHITIOJHEHHBIX TECTOBBIX 3alaHUI M3 UX
o011ero yucna.



