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1. Ileab ocBOeHHUS JUCHUILIMHBbI
Henp nucuumiavHbl: (GOPMHUPOBAHUE Yy CTYACHTOB OCHOBHBIX HAaBBIKOB MO pa3paboTKe U
WCTOJIb30BAHUIO CHMMETPUYHBIX U ACHMMETPHUYHBIX KPUNTOIPAPUIECKUX AITOPUTMOB.
3ajauu TUCUUIUIMHBL JaTh 00ydyaeMOMY apCceHall THIOBBIX IIPUEMOB JUIsSl pEIIeHMs 3a/ad,
BO3HUKAIOMIMX MPU pa3pabOTKe U MCIIOJIb30BAaHUH KPUNITOrPa(hUIeCKUX allTOPUTMOB; IpUoOpeTeHne
CTY/ICHTAaMH YMEHHH I10JIb30BaThCSI OCHOBHBIMHU MOHITUSAMH, 3aKOHAMHU U MOJIEIISIMU KpUNTOTpaduu,
OCHOBHBIMH KPUITOTPAPHUUECKUMHI METOJAMH 3aIUTHI HH(POPMAIIHH.

2. Mecto pucuumiuasbl B ctpykrype OIIOII BO
JucuumumHa «MeToabl M CpeAcTBa KpUNTOrpapuyeckol 3amuThl HHPOPMALUN SBISETCS
muciuruHot 1o  HampasieHutro 10.03.01 «Mudopmanmonnas Oe3omacHOCTh» (OakaiiaBpuar).
Huctunnuna «MeToasl W cpencTBa KpunTorpauueckoi 3amuThl WHDOpMaAIun» Oa3upyeTrcs Ha
SHAaHUAX, TOJYYCHHBIX B paMKax H3YUYCHHA CICAYIOIIHMX IUCHUILIINH: «TCOPI/IH I/IH(l)OpMaHI/H/I»,
«MareMatuka.

3. Ilnanupyemblie pe3yJabTaThbl 00y4YeHHs 10 TUCHHUIINHE
[Inanupyemble pe3yabTaTbl OOy4eHHS MO IUCHUIUIMHE, COOTHECEHHbIE C IJIaHHUPYEMbIMU
pesynbTaTamu ocBoeHust OITOII (koMmeTeHIMAMY U UHANKATOPAMH JTOCTHKEHHUS KOMIIETSHITUHN)

dopmupyembie [Tnanupyemsle pe3yabTaThl 00y4eHHs 110 AUCLIUIUINHE, B
KOMIIETEHIINH (KO, COOTBETCTBUHU C MHAMKATOPOM JOCTHIKEHUS KOMIETEHIMU HanMeHoBaHHE OLIGHOYHOTO
coJiep>KaHue WHnukaTop 1OCTHKEHHS Pe3ynbTatel 00ydeHus o CpeACTBa
KOMHCTCHHI/II/I) KOMIIETCHLH JUCHUIIIIMHE

OIIK-9 Cnocoben
HPUMEHATH CPEACTBA
Kpunrorpaduueckoi

U TEXHUYECKOH
3aluThl HHOPMAIUK
JUISL PeLeHus 3a1ayq
npogeccuoHaBHOM
JeATEeNbHOCTH

OIIK-9.2 [Ipumenser
METOJBI ¥ CPEICTBA
KpUNTOrpaduuecKoi 3amursl
UHGOPMALUH T peLeHHs
3a/a4 npoQecCHOHANbHON
JeATENbHOCTH

3HaTh METO/IBI U TIPUEMBI
(hopMasM3anuy U TUIIOBbIC
AJTOPUTMBI PEIICHUS
npukiIaaneix 3agad (OIIK-
9.2)

YMeTh UCIIOIb30BaTh
CYIIECTBYIOLIUE aJITOPUTMEI,
SI3BIKU U CHCTEMBI
MIPOTrPaMMHPOBAHUS IS
pelIeHns CIenHuaTbHBIX
3amad (OI1K-9.2)

TECT




4. CTpyKTYpa M cofep:KaHue AUCHUIIUHBI
OO0mast TpyI0eMKOCTh IUCIUILINHBI COCTABISET 4 3a4eTHBIC eMUHUIBI, 144 yaca.

4.1. ®opma 00y4eHHsI: OYHAA
YpoBenb 6a30Boro 00pazoBaHus: CpeaHee ooIee.

Cpoxk 00yueHust 4r.

4.1.1. CTpyKTypa AMCUUIIMHBI
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1 CummeTpudHbIe 6 | 10 20 3 TecTHpOBAMHE
KPUIITOCUCTEMBI
2 AcHUMMETpHUYHBIE 6 | 8 16 4 TeCTHpOBAMHE
KPUIITOCHCTEMBI
3 [IpoBepka Mo yIMHHOCTH 6 | 6 12 4 TeCTHpOBAMHE
4 DnekTpoHHas 1udpoBas 6 | 8 16 2,8 TeCTHpOBAMHE
HOJIINCH
Bceero 3a cemectp 144 | 32 64 + 521235 13,8 DK3.(26,65)
Wtoro 144 | 32 64 52 |235] 1338 26,65
4.1.2. Conep:xanue QMCIUATLIHHBI
4.1.2.1. IlepeuyeHn JeKuMi
Cemectp 6
Paszoen 1. Cummempuunsie kpunmocucmemol
Jleknus 1.
[Tpunumns! Kpunrorpaduieckoi 3amuTsl HHGopMaluu (2 yaca).
Jleknus 2.
TpaauimoHHbIE CHMMETPUYHBIE KPUTITOCUCTEMBI (2 yaca).
Jlexknus 3.
HIndper nepectaHoBkH (2 yaca).
Jleknusa 4.
HIndpsr 3amensl (2 yaca).
Jlexnus S.

TpaauumoHHbIE CHMMETPUYHBIE KPUTITOCUCTEMBI (2 Yaca).



Pasoen 2. Acummempuunsie Kpunmocucmemul
Jlekumus 6.

HIndpsr caoxHOM 3aMeHsbI (2 yaca).
Jleknus 7.

HIndpoBanue raMmmMupoBaHueM (2 daca).
Jlekunus 8.

CoBpeMeHHbIE CUMMETPUYHBIE KPUIITOCUCTEMBI (2 yaca).
Jlekuus 9.

Cucrema DES (2 gaca).
Pazoen 3. Ilposepra noorunnocmu
Jlexkuus 10.

Cucrema IDEA (2 yaca).
Jlekuus 11.

CoBpeMeHHbIE aCHMMETPUYHBIE KPUIITOCUCTEMBI (2 yaca).
Jlexkuus 12.

WNnentuduxaius 1 npoBepka NoAIMHHOCTH (2 yaca).
Pa3zoen 4. nexmpounas yughposas noonuce
Jlekuus 13.

[TpoTOoKOJIBI C HYIEBOH TIepeadeii JaHHbBIX (2 Jaca).
Jlexuus 14.

Cxema unentudukarnuu ['mmnoy-Kyuckyotepa (2 gaca).
Jlexknus 15.

OnexTpoHHas upoBas NoANUCh. ANropuTMbl udpposBoi noanucu RSA, Onp [Namans (2
gaca).
Jlexnus 16.

OnekTpoHHas udpoBas MoAMUCh. AropuT™bl 1dpoBoi moamucu DSA, oTeuecTBeHHBIN
craHgapt (2 Jaca).

4.1.2.2. IlepeyeHb NPAKTUYECKUX 3aAHATHI
He nnanupyercs.

4.1.2.3. IlepeueHn J1aGOpaTOPHBIX PadoT

Cemectp 6
Pazoen 1. Cummempuunvie Kpunmocucmemol
Jlaboparopnas 1.

[TpuHnume! kpunrorpaduyeckon 3amuThl HHGopManuu (4 Jaca).
JlabopaTtopnas 2.

TpaguioHHbIE CHMMETPUYHBIE KPUTITOCUCTEMBI (4 yaca).
Jlaboparopnas 3.

[udper nepecranoBky (4 yaca).
Jlabopatopnas 4.

[udper 3amensl (4 yaca).
JlabopaTopHnas S.

TpaauumoHHBIE CUMMETPUYHBIE KPUNITOCUCTEMBI (4 Haca).
Paszoen 2. Acummempuunsie Kpunmocucmemsi
JlabopaTopHnas 6.

HIndpsl cnoxHOM 3amMeHsI (4 yaca).
JlabopaTopnas 7.

HIndpoanue raMmmupoBaHueM (4 daca).
JlabopaTopnas 8.

CoBpeMeHHbIE CUMMETPUYHBIE KPUIITOCUCTEMBI (4 yaca).
JlabopaTopnas 9.

Cucrema DES (4 yaca).



Pasoen 3. Ilposepka noorunnocmu
JlabopaTopnas 10.
Cucrema IDEA (4 gaca).
JlabopaTopnas 11.
CoBpemMeHHbIE aCUMMETPUYHBIE KPUIITOCUCTEMBI (4 yaca).
JlabopaTopnas 12.
Wnentudukanys v npoBepka NOIMHHOCTH (4 yaca).
Paszoen 4. nexmponnas yugpposas noonucw
JladopaTopnas 13.
[IpoTokouibl ¢ HynEBOM nepeaayeii 1aHHbIX (4 yaca).
JladopaTopnas 14.
Cxema unentudukanuu ['mioy-Kyuckyorepa (4 gaca).
JladopaTtopnas 15.
OnexTpoHHas U poBas noaAnuck. Anroputmsl upposoi noanucu RSA, Onp Namans (4
qaca).
JladopaTtopnas 16.
OnexTpoHHas U poBas NoANUCh. ATropuTMsl upposoit noanucu DSA, oTeuecTBeHHBIN
craugapt (4 Jaca).

4.1.2.4. IlepeueHn TeM U y4eOHO-MeTOAHYECKOE O0ecIIeYeHne CaMOCTOSTeIbHOI

padoThI

[lepedyeHb TeM, BEIHECEHHBIX HA CAMOCTOSITEIIbHOE N3YUCHHE:
1. Obecnieuenus HHPOPMAIMOHHOM 0€30MMAaCHOCTH HA 3aKOHOIATETFHOM YPOBHE.
2. Teopernyeckue BOMPOCkl obecriedeH sl HHPOPMaIlMOHHOM 6€301acHOCTH.
3. Obecrnieuennss UHPOPMAIMOHHOM 0€30MMACHOCTH HA AJIMUHUCTPATHBHOM YPOBHE.
4. Ob6ecnieuenust ”HGOPMAIIMOHHOM 0€30MaCHOCTH Ha MPOIICAYPHOM YPOBHE.
5. OGecnieueHust HHPOPMAITMOHHOM OE301TACHOCTH Ha TPOTPAMMHO-TEXHUYECKOM YPOBHE.
6. OcHOBHbIE MHCTPYMEHTAJIbHBIE CPEACTBA MOAJEPKKHU Pa3pabOTKU MOJIUTHKU WUH(DOPMAIMOHHON
0€30MacHOCTH.
7. OCHOBHbBIE HHCTPYMEHTAJIBHBIE CPEACTBA aHAIN3a PUCKOB.
8. OCHOBHBIE IKOHOMUYECKHE aCIIEKTHI 0OecreuyeHus] THPOPMAIIOHHOM 0€30IaCHOCTH.

Jlis camocTosATenbHOW pPadOTHI HMCHOJB3YIOTCS METOJMYECKHE YKa3aHUs [0 OCBOCHHIO
JTUCHMIUIMHBI U U3JIaHUS U3 CIIHCKA MPUBEICHHON HI)KE OCHOBHOM U JIOTIOJTHUTEIHLHON JTUTEPATYPHI.

4.1.2.5. IlepeyeHb TeM KOHTPOJbHBIX padoT, pedepartos, TP, PI'P, PIIP

He nmnanupyercs.

4.1.2.6. IlpumepHbIii NepevYeHb TeM KYPCOBBIX padoT (IPOEKTOB)
1. IIporpaMmMHas peaau3aius u(poB 3aMeHbI.
2. IIporpammHuas peanu3anus HUppPOB MEePECTAHOBKH.
3. [IporpammMHuas peanuzanus mudpa [Teidepa.
4. TIporpammHas pean3anus mudpa Xuia.
5. Pa3paboTtka mudpa, OCHOBAHHOTO Ha KOMITO3UIIMH IMH(pa 3aMEHbI U TIEPECTAHOBKH, C OLIEHKON
€ro KpUNTOCTOMKOCTH.
6. Ananu3 kpuntocToikocTr 610uHbIx KpunrocucreM (TOCT 28147-89, DES, IDEA, AES).
7. ATTOpUTM DIIEKTPOHHOHN IHU(PPOBOI MOAMKMCH HA OCHOBE PEIICHUS] CUCTEMBI CPAaBHEHUH.
8. AHanM3 MEeTOJ0B COKpAIEHUS ATUHBI AIEKTPOHHOHN IU(PPOBOMA MOAUCH.
9. ANITOPUTMBI KOJUICKTHBHOM 3JIEKTPOHHOM ITU(BPOBOM TIOIITHCH.
10. AnropuT™Mbl KOMIIO3UITUOHHOM JEKTPOHHOM NU(POBON MOAMKUCH.
11. CpaBHUTENIBHBIN aHAIN3 COBPEMEHHBIX MPOTPAMMHBIX, TPOTPAMMHO-AIMIAPATHBIX U allapaTHBIX
CpencTB KpunTorpaduyeckoit 3amuTsl HHGOPMAIIUH.
12. PazpaboTka cxeMbl KpUNTOTrpaduyeckoro reHepaTopa, OCHoBaHHOTO Ha komOuHupoBanuu LFSR -
TeHEepaTOPOB, C OI[CHKOM €ro KayecTna.



13. Pa3zpaboTka cxeMbl KpUNTOTPaUYECKOrO TEeHEepaTropa, OCHOBAHHOTO Ha KOMOWHUPOBAHUU
KOHTPY?HTHBIX T€HEpaTOPOB, C OIICHKOH €ro KayecTBa.

14. Ouenka kauecTBa KpUNTorpadhuuecKux reHepaTopoB, OCHOBAHHBIX Ha anroputMax OuboHauqH.
15. Anroputmsl crenoi anaexTporHo# nudposoit noanucu. (CJIMBKA).

16. CpaBHUTENBHBIN aHATH3 AJITOPUTMOB (POPMHUPOBAHUS XOIII-(DYHKITHIA.

17. CpaBHUTENBHBIN aHATH3 COBPEMEHHBIX KPHUIITOCUCTEM C OTKPBITBIM KIFOUOM.

18. CpaBHUTENBHBIN aHATH3 KPUOITOTPAPHUECKUX MTPOTOKOJIOB PACTIPEICICHHUS KITFOUeH.

19. Pa3paboTka cuctembl ayTeHTU(UKANUU TOJIH30BATEIICH CETH Iepeladyd JTAHHBIX O JBHKCHUH
BO3/YIIHBIX CY/IOB.

5. O0pa3oBaTe/ibHbIE TEXHOJIOTHH
B mpouecce u3zydueHuss AMCUUILIAHBI MPUMEHSAETCS KOHTAKTHAs TEXHOJIOTHS MPENOJaBAHUS
(32 MCKIIIOYEHHEM CaMOCTOSITEIbHO M3Y4aeMbIX CTyAEeHTaMu BompocoB). IIpu mpoBeaenuu pabot
MPUMEHSAETCS MMUTAUMOHHBIA WIM CUMYJSIHMOHHBIA moxaxon. lllarm pemenus 3amad CcTyaeHTam
JEMOHCTPUPYIOTCSI TPU TMOMOIIM MYJbTUMEIUMHON TEXHWKA. B galbHEHIIeM CTYAEHTHI
CaMOCTOSITENIBHO PEIIAIOT aHAJIOIMYHBIE 3a/IaHHUS.

6. OeHoYHbIE cCpeaCcTBA ISl TEKYIIEr0 KOHTPOJISl yCIe BAeMOCTH,

HpOMe)KyTOqHOﬁ aTreCTallui 110 uTOraM OCBOCHUA NTUCHHUIIIMHBI.
@DOH/IBI OIIECHOYHBIX MAaTEPHAIOB (CPEICTB) MPUBEACHBI B IPHIIOKEHUU.

7. Y4eOHO-MeTOANYeCKOe U MHPOPMAIIMOHHOE o0ecTiedeHHe TUCIMILIHHBI.

7.1. OcHOBHAsI y4eOHO-MeTOANYECKAS JUTEPATYypPa MO AUCHUIIMHE

1. bacanosa, I'. B. OcHoBbl kpuntorpaduu : yauedHoe nmocooue / I'. B. bacaioBa. — 3-e u3n.
— Mockga, CapatoB : UatepHet-YHuBepcuteT Madopmarmonnsix Texunonoruit (MHTYUT), A [1u
Ap Menua, 2020. — 282 c. - https://www.iprbookshop.ru/89455.html

2. Kuns, 3emop Kypc xpunrtorpadpum / 3emop Xunw ; mepeson B. B. IlynukoBckas. —
MockBa, WxeBck : PerynsipHas u XaoTudeckas JAWHaAMHUKa, WHCTUTYT KOMIIBIOTEPHBIX
uccinepoBanuii, 2019. — 256 ¢. - https://www.iprbookshop.ru/91941.htmi

3. ®opoyzan, b. A. Kpunrorpadpuss u Oe3omacHOCTh ceTeil : yueOHOe mocodbue / b. A.
®dopoyzan ; moxa pemakmued A. H. bepnmmua. — 3-¢ mw3n. — Mocksa : MHTepHET-YHUBEPCHUTET
Nudopmanmonnbix Texnomoruit (MHTYUT), A Ilm Ap Memgma, 2021. — 776 c. -
https://www.iprbookshop.ru/102017.html

7.2. lonoIHUTEJbHAS Y4e0OHO-MeTOANYeCKAasl JIUTePATypa Mo AUCHUIINHE
1. Maiictpenko, H. B. OcHoBbI Teopuun uHpOpMauu U Kpunrorpaduu : yuedHoe nocoodue /
H. B. Maiictpenxko, A. B. Maiictpenko. — Tam0oB : TamMO0BCKHi TOCYy1apCTBEHHBIN TEXHUYECKHIA
yuusepcuret, 96C ACB, 2018. — 81 c. - https://www.iprbookshop.ru/94362.html
2. ArpanoBckuii, A. B. Ilpaktuueckas kpuntorpadus: anropuT™Mbl U UX IporpaMMHUpoBaHue /
A. B. Arpanosckuii, P. A. Xamu. — MockBa : COJIOH-IIpecc, 2016. — 256 c. -
https://www.iprbookshop.ru/90248.htmi

7.3. Ilepeyens nHGOPMALMOHHBIX TEXHOJIOT Ui, HCIIOJIb3yeMbIX NPU
OCYHIeCTBJIEHHU 00PAa30BATEIBLHOI0 MPOIEcca MO AUCIHUIINHE, BKJIKYas
nepeyeHb MPOrpaMMHOI0 odecnevyeHusi U HH(POPMAIUOHHBIX CIIPABOYHBIX

CHUCTEM
B  oOpasoBarenbHOM  Tpoliecce  HMCHOJB3YIOTCS ~ MH(QOPMAIIMOHHBIE  TEXHOJIOTHH,
peanM30BaHHbIE Ha  OCHOBE  HMH(OPMAMOHHO-O0pA30BATENBFHOTO  TOpTajia  MHCTHTYTa
(www.mivlgu.ru/iop), 1 ”HGOKOMMYHHUKAIIMOHHON CETH HHCTUTYTA:
- IPEJOCTaBJICHUE YIeOHO-METOIMUECKIX MAaTEPHAIOB B AJIEKTPOHHOM BHJIE;
- B3aMMOJICHICTBHE YYaCTHHKOB 0Opa30BaTEIBHOIO TMpolecca 4Yepe3 JOKAIBHYI CETh
uHCcTUTYTa 1 VIHTEpHET;



- IPEJOCTaBJICHUE CBEACHUI O pe3y/bTaTax yueOHOU NESTETbHOCTH B 3JEKTPOHHOM JIMYHOM
KaOuHEeTe 00yJaromerocs.

WNudopmanioHHbIe CIIPABOYHBIE CUCTEMBI:

yandex.ru

google.com

[Iporpammuoe obecnieueHue:

Mathcad Education — University Edition (100 pack) v.15 (I'ocynapctBeHnbiit kKoHTpakT Nel
ot 10.01.2012 rona)

Google Chrome (JInuensunonnoe cornamenne Google)

Mozilla Firefox (MPL)

Free Commander XE (JIutienznonnoe cornamenne FreeCommander)

Microsoft Windows 10 Professional (ITporpamma Microsoft Azure Dev Tools for Teaching
(Order Number: 1M126433))

Oracle VirtualBox (GNU GPL )

OpenStego (GNU GPL )

gpg4win (GNU GPL)

Sysinternals Suite (JIuien3snonHoe cornamenue Sysinternals)

Microsoft Visual Studio (ITporpamma Microsoft Azure Dev Tools for Teaching (Order
Number: IM126433))

Pascal Pascal ABC.NET (GNU Lesser General Public License v.3)

Apache OpenOffice (Apache License )

Lazarus (GNU GPL, GNU LGPL)

Microsoft Access (IIporpamma Microsoft Azure Dev Tools for Teaching (Order Number:
IM126433) )

Microsoft Visio (ITporpamma Microsoft Azure Dev Tools for Teaching (Order Number:
IM126433))

Microsoft Project (IIporpamma Microsoft Azure Dev Tools for Teaching (Order Number:
IM126433))

Microsoft SQL Server (ITporpamma Microsoft Azure Dev Tools for Teaching (Order Number:
IM126433) )

7.4. Ilepeyenn pecypcoB HHGOPMAIMOHHO-TEJIEKOMMYHNKANMOHHOMN CeTH

«HTEepHET», HEOOXOAUMBIX IJIsl OCBOEHMS JUCHUIINHbBI
iprbookshop.ru
mivlgu.ru/iop

8. MarepuajibHO-TeXHUYECKOe oOecneyeHne JUCHUNIUHbI

JlaGoparopus TEXHUYECKOH 3aIUThI HH(pOpMaLIUU

[Topasurens Tenedona Tposu X6-B; renepatop myma Illtopa-1; 6110k momex reHepaTopHbIN
SEL SP-157G ¢ BuOpanMoHHBIM IpeoOpazoBaTeieM M KOJOHKOM; KOMOMHHPOBAaHHOE YCTPOICTBO
3amuTel OT yreuku uHbopmanmu JII'TI-513; nerextop xyukoB bar Xautep «IIpodeccronamy;
ckaHep ortnevatkoB naiblieB Eikon; ckanep rmaza EyelLock; odwucHslii snekrponnsiii 3amox EM-
Marine, PROXIMITY (125kHz) AYT 930-6-DI; ny6mukarop KeyMaster PRO 4 RF (¢ xommuiekrom
KJII04eil); anmapaTHO-IPOTPaMMHBIA MOAYNb JoBepeHHOHM 3arpy3ku "Cobonp" ¢ cepTudukarom
OCTIK; kBanpokontep DJI Phantom 3 Professional (B komIulekre aucruiei-miaHmer Samsung
Galaxy Tab 4 10.1 SM-T530 16Gb; nynsT ympasieHus U prok3ak); kamepa D-Link DCS-930L; IP
kamepa Beward BD2570; ananuzatop crnekrpa; cuctema BuaeoHa0moaeHust Orient; BUIEONIPOEKTOP
NEC Projector V260XG (mepenocHoit); HOyrOyk ASUS (mepeHocHoi); sxpan MoounbHbIN Classic
Solution Premier Vela Express; IIK I[I9BM «Xomep» -2 mmr.; IIK - 5
T, [TK:(mATX350W;IC2,8;1Gb;DVD-R;3,5"S775PCI-E;K-pa PS/2;M/Ont.PS/2;19"TFT)-1 ..
Hoctyn x cetu MHTEpHET.

3alumnaeMoe IIoMeIIeHUE



[Tomemenne 0OOpYIOBAaHO [JIsi TPOBEICHHS YYEOHBIX 3aHATHH, B X0J€ KOTOPBIX MO
oOyyaromuxcss JAOBOAUTCS WH(pOpMAIMA OrPaHUYEHHOTO JOCTyNa, HE COJepXamias CBEICHUU ,
COCTaBJIAIOIIUX TOCYJaPCTBEHHYIO TallHY

bubnuorteka nureparypsl OrpaHUYEHHOTO AOCTYIa
[lomemenne o00opynOBaHO JUIs  XpaHEHHs W OOeCHeueHHsl  HUCIOJIb30BaHUS B
00pa3oBaTeNIbHOM MPOIIECCE HOPMATUBHBIX U METOJIMYECKUX JOKYMEHTOB OIPaHUYEHHOTO J0CTYIIa

9. MeToanuyeckue YKa3aHUA 10 OCBOCHHMIO TUCHMILIMHBI

JUIsi  yCIIEIIHOTO OCBOEHHSI TEOPETHYECKOTO Marepuana OOyJaroUIuiics: 3HAKOMHTCS CO
CIIUCKOM PEKOMEHIYEMOW OCHOBHOM W JIOMOJHUTEIBHOW JINTEPATYPhI; YTOUHSET Yy MPENOIaBaTes,
KaKuM JOIIOJIHUTCIIbHBIM mocoousam CICAYCT OTAATb NPCANOYTCHHUC, BCACT KOHCIICKT J'IGKIII/If/'I u
HpOpa6aTI)IBa€T HCKHHOHHBIﬁ Marepural, nojJb3ysaChb KaK KOHCIICKTOM, TaK U y‘-I€6HI)IMI/I IIOCOOUAMU.

Jlo BbITIOJNIHEHHST JTAOOPATOPHBIX pabOT OOYJarOIIMKCA W3y4aeT COOTBETCTBYIOIIMM pa3fen
TCOpPUH. Hepez[ 3aHATUCM CTYACHT 3HAKOMHUTCSA C OIMMCAHUCM SajlaHI/Iﬁ JUJIs1 BBIITOJIHCHUSL pa6OTI)I,
BHUMATEIBHO M3y4YaeT COJEpKaHWE U MOPSAIOK MpOoBeACHUs jJabopaTopHoil padoThl. JlabopaTopHas
paboTa IpOBOASTCS B KOMITBIOTEPHOM Kilacce. OO0yJaronrecs BBIMOTHSIIOT HHAUBHIYATbHYIO 33129y
KOMIBIOTEPHOTO MOJICTUPOBAHUS B COOTBETCTBUM C 3aJaHWEM Ha JabOpaTopHyr padoTy.
[ToryueHHbIe pe3yabTaThl UCCIICOBAHUKI CBOAITCS B padboTe, KoTopas npoBepsiercs. HeoOxoqumbrit
TEOPETUUYCCKUN MaTepHall, MHANBUIYATHHOE 3aJaHHE, IIard BBITOJHEHHUS JTA0OpaTOPHOW pPabOTHI
MNPUBCACHBI B MCTOAWYCCKHUX YKAa3aHUAX, PA3SMCIICHHBIX Ha I/IH(i)OpMaIII/IOHHO'O6pa3OBaTeJ'IBHOM
mopTaJie HHCTUTYTA.: https://www.mivlgu.ru/iop/course/view.php?id=3307

CamocrosaTenpHas paboTa OKa3bIBaeT BAXKHOE BIHWsAHUE HAa (DOPMHpPOBAHWE JUIHOCTH
OyayIero CreruaiicTa, OHa IIaHUPYETCsl 00yJaronuMes caMmocTosTenbHo. Kaxkapiit oOydarommiics
CaMOCTOSITENILHO OTpeAeNsieT PeKUM CBOeH padoThl U Mepy TpyZa, 3aTpayMBaeMOro Ha OBJIa/IEHUE
y4eOHBIM CcoOJiep>)KaHueM AUCUMILTMHBL. OH BBINOJHSET BHEAYIUTOPHYIO paldoTy W H3y4YEHHE
pa3nenoB, BBIHOCHMBIX Ha CAMOCTOSITENbHYIO PabOoTy, MO JIMYHOMY WHAUBUAYAJIbHOMY IUIaHY, B
3aBUCHUMOCTH OT €T0 MOJArOTOBKH, BPEMEHHU U IPYTUX YCIOBUI.

KypcoBasi pabora BBINONHSETCS B COOTBETCTBUM C METOAMYECKHMH YKa3aHUSMU Ha
KypcoByI0 paboTy. OOydaromuiics BEIOMpaeT OJHY U3 YKa3aHHBIX B MEPEYHE TEM KYypPCOBBIX padoT,
UCXOJSl U3 CBOMX MHTEPECOB, HAIMYUS COOTBETCTBYIOIIMX JIMTEPATYPHBIX M HMHBIX UCTOYHHKOB. B
XOJIe BBIMOJHEHUSI KypcOBOM pabOThI MpenojaBarellb MPOBOAUT KOHCYAbTAlMM oOyuatomnierocs. Ha
3aKJIIOUUTENIBHOM 3Tare o0ydarouuiicss opopmIIseT MOSICHUTENbHYIO 3alIUCKY K KypCcOBOMl paboTe u
BBITIOJIHSET €€ 3alllUTy B MPUCYTCTBUHM KOMHCCHHU U3 MpenojaBaTeneit kadeapsol.

dopma 3aKITHOYUTETHFHOTO KOHTPOJISI MPH IMPOMEXKYTOUHOM arTecTaluu — 3Kk3aMeH. Jlis
MIPOBEJICHUS IPOMEKYTOYHOM aTTeCTalliy MO AUCHUIUIMHE pa3paboTaHbl (POH] OLECHOYHBIX CPE/ICTB
u OasIbHO-pEUTHHIOBasE CHCTEMa OLEHKA Y4eOHON IesATeNbHOCTH CTyAeHTOB. OIeHKa 110
JTUCIUIUIMHE BBICTABISETCS B MH(OPMAIMOHHON CHCTEME M HOCHT WHTETPHUPOBAHHBIA Xapakrep,
YUUTBIBAIOIINKA PE3yNbTaThl OLICHUBAHMS Y4aCTUsl CTYACHTOB B ayJUTOPHBIX 3aHATHUSAX, KaueCTBa U
CBOEBPEMEHHOCTH BBINIOJIHEHUS 3a/laHUi B XOJ€ HU3YYEHHUs JUCHUIUIMHBI M TPOMEXKYTOUYHOM
aTTecTaluu.



[Iporpamma cocraBieHa B cooTBeTcTBUM ¢ TpeboBanusmMu OI'OC BO mo HampaBieHHIO
10.03.01 Unghopmayuonnas 6ezonachocms 1 NPOPUITIO TIOATOTOBKU be30nacHocms KOMNbIOMEPHbIX
cucmem (no ompacau unu 8 cghepe npogheccuoHaIbHOlU 0essmerbHOCMu)

Pabouyto mporpamMmy coctaBui K.m.H., doyenm, [llmvikos P. A.

[Iporpamma paccmoTpena u oioOpena Ha 3aceganuu kadenpor OIIM

npotokoJ Ne 19 ot 26.04.2023 rona.
3aBenyromuii kadenpoit @IIM Opnos A.A.
(IToanuce)

PabGouass mporpamma paccMoTpeHa © OJ0OpeHa Ha 3aceAaHHH Y4eOHO-METOIUYECKOU
KOMHUCCUU (aKyabTeTa

npotokoJ Ne 9 ot 19.05.2023 rona.
[Ipencenarens komuccun OUTP Puvioickosa M. H.
(ITogmuce) (®.1.0.)




Ilpunoscenue
@oH/1 OLIEHOYHBIX MAaTepPUAJIOB (CPEACTB) MO TUCHMIIIHHE
MeToap! 1 CpeaCcTBa KPUITOTpapUUECKON 3alUThl HHPOPMALIUU

1. OneHo4yHbIe MaTepHAJbI VISl IPOBEACHUS TEKYIIEr0 KOHTPOJISI YCIIeBAeMOCTH

ceTen

o TUCHUILINHE
Bomnpocel k 3x3aMeny:
1 OcHoBnbie yrpo3sl 6e3onacHoctu ACOU
2 O6ecrnieuenue 6ezonacaoctu ACOU
3 TpaauuMOHHBIE CUMMETPUYHbBIE KPUIITOCHUCTEMBI
4 Incpsl nepecTaHOBKU
5 ludps! npocToit 3aMeHbI
6 udpsr cnosxHON 3aMEHBI
7 HludpoBanne METOA0M raMMUPOBAHUS
8 MeTo1bl reHepaluy MCeBA0CITyYallHbIX OCIIEI0BATEILHOCTEN YuCeN
9 UnenTtudukanus 1 npoBepka Mo IMHHOCTU
10 Unentuduxanust 1 MEXaHU3MBI [TOATBEPIKIEHUS TIOJUTMHHOCTH MOJIb30BaTeNs
11 B3anmHas npoBepka MoUIMHHOCTY MOJI30BATENE
12 IIpoTokoJibl HAEHTUPHUKAIIMH C HYJIEBOH nepeaaueii 3HaHul
13 [IpoGnema ayreHTU(GUKALMN JAHHBIX U JIEKTPOHHAs U(poBas MOANKCH
14 OgHoHanpaBiieHHbIE X3UI-(YHKIIMH
15 Anroputm 6e3omacHoro xemupoBanus SHA
16 OgHoHanpaBiieHHbIE X31I-(QYHKIIMK HA OCHOBE CUMMETPHUHBIX OJIOUHBIX QJITOPUTMOB
17 OTedecTBEHHBIN cTaHAAPT XAMI-PYHKIUN
18 AITOpUTMBI 3JIEKTPOHHOM TG POBOMA MOAMHCH
19 OcoGenHoCTH (PYHKITMOHUPOBAHUS MEKCETEBBIX IKPAHOB
20 OcHOBHBIE KOMIIOHEHTBI MEXCETEBBIX IKPAHOB
21 OCHOBHBIE CXEMBI CETEBOM 3aIIUTHI HA 0a3¢ MEXKCETEBBIX YKPAHOB
22 IlpuMeHeHHe MEXCETEBbIX 3KpaHOB JJIsl OpPraHU3alid BHUPTYAJIbHBIX KOPIOPATUBHBIX

23 ITporpaMMHBIE METObI 3aLUTHI

24 Tlpu3HaKku JUYHOCTH B CUCTEMaX 3allUThl HH)OPMAIIH
25 YcrpoiicTBa i CHATHS OMOMETPUUYECKUX XapaKTEPUCTUK
26 Cuctembl pacrio3HaBaHUS JIMYHOCTH

27 TIporpaMMmbl ¢ TOTCHITMAIBHO OTIACHBIMH TOCIIEACTBUSIMHU
28 Bupyc

29 JIroxk

30 TpostHCKHIA KOHB

31 [IpaBoBbIe acieKThl HHGOPMAITUOHHON 0€30TTaCHOCTH

TeMmsbl 1OKIa10B:

Anroputm mudpoBanust DES

AnroputM mudposanust IDEA
Anroputm mudposanus 'OCT 28147-89
Anroputm mudposanus RSA

Anroputm mudposanus b ["amans
Crannapt mudposanus AES

AnroputM mmdposanust PGP

Anroputm mudposanus CAST
Anroputm mudposanus Lucipher
Anroputm mudposanus FEAL-1
Anroputm mudposanust B-Crypt
Anroputm mudposanus Auddu-Xemnmmana DH
Anroputm mudposanus Camellia
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14.  Anroputm mudppoBanus Twofish
15. Anroputm mudppoBanus Blowfish

16.  Anropurm mugppoanus RC4

17.  Anroputm mudposanus [OCT P 34.10-2001
18.  Anroputm x>m-¢ynkiuit MD4
19.  Anroputm x>m-¢pyskiuit SHA-1

1. 3ammdpoBarh MPOU3BOJIILHOE COOOIICHHE METOIOM ITPOCTOH IMEPECTAHOBKU

2. 3ammdpoBarh MPOU3BOJILHOE COOOIICHNE C TOMOIIBI0 MU(PYIOMNX TAOIHI]

3. 3ammdpoBath MPOU3BOJILHOE COOOIICHHUE C TIOMOIIBIO MMPOCTOM 3aMEHBI

4. 3ammdpoBaTh MPOU3BOJILHOE COOOIICHIE METOIOM TraMMHUPOBAHUS

5. 3ammdpoBath TPOU3BOJIHHOE COOOIIEHUE C TTOMOIIBIO CXEMbI HICHTU(PHUKAIUU C HYJIEBOU

nepenayen JaHHbIX

6. 3ammdpoBaTh MPOU3BOJIBLHOE COOOIICHHE C MOMOIIBIO CXeMbl HACHTHUUKANK [ nioy-

Kyunckyorepa

7. 3ammdpoBaTh TPOU3BOJBHOE COOOIIEHHWE C TOMOIIBI0 CXEMbl ayTeHTH(UKAIUU Db

Tamans

8. 3ammdpoBaTh MPOU3BOJILHOE COOOIIEHKE C MTOMOIIBIO0 cXxeMbl ayTeHTUuKauuu [Hoppa
9. 3ammdpoBaTh TPOU3BOJIBHOE COOOIIEHNE C TIOMOIILIO0 KOJIOB X MMHHTA

Oo0wee pacnpenesienue 0aJJ10B TeKYIIero KOHTPOJIA 10 BUAaM Y4eOHbIX PadoT 1Jisl CTYJAE€HTOB

Peiitunar-kOHTpOIIH 1 TECThI 16
PeittuHT-KOHTPOJTH 2 TECThI 16
Peiituar-KOHTpOIIB 3 TECThI 32
[Tocemenue 3ansaThii 16
CTYIACHTOM

JlononHUTENbHBIE OATUIBI 5
(6oHyCHI)

Brinosinenue cemecTpoBoro

IJIaHA CaMOCTOSTEIIbHON 15
paboThI

2. IIpomeskyToUHasi aTTEeCTANMS MO AUCHUILIHHE
Ilepeyensb BONPOCOB K 3K3aMeHY / 3a4eTy / 3a4eTy ¢ OLCHKOI.
Ilepeyenb MpakTU4YeCKHX 32124 / 3aJaHUI K IK3aMeHY / 3a4eTy / 3a4eTy ¢ OLeHKOoil (mpu

HAJTUYHH)

HpI/IMep 3aJIaHUM JJ1s BBIIOJIHEHUS TECTOB:

1) BepHbl 11 yTBepKAeHUA?

A) Anroputm mmu¢poBanus DES cocrour wu3 dyepenyromieiics mnociaenoBaTeabHOCTH

NEpEeCTaHOBOK U IMMOACTAHOBOK.

B) Anroputm mmdpoBanus DES ocymectiser mmdposanue 20-OMTHBIX OJOKOB C

HOMOILBK 20-0UTHOrO KITFOYa.

[TonGepure nmpaBUIbHBII OTBET.

A — na, B - Her
A —na, B-na

A —Her, B - mer
A —wHer, B - na

2)BepHbl 11 yTBEpKACHUS ?




A) Anroputm mudpoBanus 3-DES wucnonb3yercs B CHTyanusX, KOTJa HaJIEKHOCTh
anroput™Ma DES cunTaercs He0CTaTOUHOM.

B) Anroputm mugpoBanus 3-DES numeer MeHbIIyI0 KPUITOCTOMKOCTE, yeM DES.
[TonGepute nmpaBUIBHBIN OTBET.

A —na, B - Her

A—na, B-na

A —wuet, B - Her

A —mner, B - ma

3)BepHbl 11 yTBEpKACHUS ?
A) Anroputm mudposanuss I'OCT 28147-89 mnpenHasHaueH TOJBKO JUIsl ammapaTHOM
pean3anui.
B) Anropurm mmdpoBanus 'OCT 28147-89 mpencraBiser coboit 64-OMTHBIN OIOYHBIN
QJITOPUTM C 256-OUTHBIM KIIIOUOM.
[TonOepute mpaBUIIbHBII OTBET.
A —mer, B - na
A —ma, B - mer
A —ma, B-na
A —wuet, B - Her

4)Ha pucynke npecrtaBieHa 00001IeHHas cxeMa IHU(QPOBaHUS B AITOPUTME
DES
RSA
I'OCT 28147-89
MD5

5)Ha pucyHke npencraBiieHa 0000IIeHHas cXeMa MU(PPOBAHKS B AITOPUTME
I'OCT 28147-89
RSA
DES
MD5

MeToanyeckue MaTepuasibl, XapaKTepU3yolue Npoueaypbl OlleHUBAHUS

WNHnuBuIyaIbHBIA CEMECTPOBBIA PEUTHHT CTyIeHTa (OPMHUPYETCS] HA OCHOBE JICHCTBYIOIIETO
B BVY3e Ilonoxenus "O mnpoBeAeHUMHU TEKYHIETO KOHTPOJISI YCHEBAEMOCTH U MPOMEKYTOUHOM
aTTecranuu oOyyaronuxes'.

B TeueHue cemectpa CTyOeHT MoiydaeT Oajuibl yCIIEBAEMOCTH 32 BBIMIOJHEHUE BCEX BUJOB
y4eOHBIX MOPYUYECHUHN: MOCEIIEHUE JIEKIUH, BHITIOJHEHUE MPAKTUYECKUX padOoT. 3a4eT BBICTABISCTCS
B CJIy4ae, eCJIM UTOTOBas OLIEHKA CTyJIEHTa COCTaBsieT He MeHee 50 0aioB.

MaxkcumanbHasi cymma 0aiioB, Habupaemasi CTyJIeHTOM 1o Aucuuiirnae pasHa 100.

Ouenka | OueHka no mkane O6ocHoBaHUE Yposenw

B chopmuposannocmu
Oammax KOMHnemeHyuil
bonee | «OtnmuHO» CopepxaHue Kypca OCBOCHO Buwicokuit yposens
80 MOJIHOCTHI0, O€3 TPOoOenoB,

HE00XO0IMMbI€ MPAKTUUECKUE HABBIKU
paboTHI C OCBOEHHBIM MaTEpHUAIOM
copMUpOBaHbI, BCe
IIPEyCMOTPEHHBIE POTrPaMMOM
o0y4yeHus yueOHbIe 3a/laHHs
BBINOJIHEHBI, KAUECTBO UX




BBITIOJTHEHUS! OIICHEHO YMCIIOM
0aJ10B, OJIM3KMM K MAaKCUMAJIBHOMY

66-80 | «Xopomio»

Coneprxanme Kypca 0OCBOCHO
MIOJIHOCTBIO, O€3 TPOOEIIOoB,
HEKOTOPBIC MPAKTHUECKHE HABBIKH
paboThl C OCBOEHHBIM MaTEpHAIIOM
c(opMUPOBaHBI HEIOCTATOYHO, BCE
HPEyCMOTPEHHBIE POTPAMMOI
00yueHus1 yueOHbIE 3aJaHUs
BBITIOJTHEHBI, KAYECTBO BBIMTOJHCHUS
HH OJTHOTO M3 HUX HE OI[CHEHO
MHHHAMAIIbHBIM YHCIIOM 0aJllIoB,
HEKOTOPbIC BUIbI 33]JaHUH
BBITIOJTHEHBI C OITHOKAMH

Ilpoosunymutii
ypoeens

50-65 | «YIOBIETBOPHUTEIHHOY

Copneprkanue Kypca OCBOCHO
YaCTUYHO, HO MPOOEITBI HE HOCST
CYIIECTBEHHOTO XapakTepa,
He00XOIMMbIE TPAKTUIECKHAE HABBIKA
paboThl C OCBOEHHBIM MaTEpPHAJIOM B
OCHOBHOM C()OPMHUPOBAHBIL,
OOJIBITMHCTBO MPEITYCMOTPEHHBIX
porpaMmoi o0yueHus: y4eOHbIX
3aJJaHA BBITTOJIHEHO, HEKOTOPHIC U3
BBITIOJTHEHHBIX 33JJaHUI, BO3MOYKHO,
COJIEpKaT ONMUOKH

Ilopozoswiit yposenn

Menee
50

«HeynoBneTBopUTEIbHO

Copeprxanue Kypca He OCBOCHO,
HE00XO0IMMBIC TIPAKTUIECCKHE HABBIKA
paboTsl HE cHOPMUPOBAHBI,
BBITIOJTHEHHBIE YUCOHBIC 3aJaHHS
cojiepKaT rpyoObie OIIMOKHI

Komnemenuuu ne
chopmuposant

3. 3aganus B TeCTOBOM (popMe MO IMCHUIINHE

[Ipumepsl 3a1aHMi:

[Tpumeps! 3a1aHui B TECTOBOM (hopMe JUTsi KOHTPOJISI OCTATOYHBIX 3HAHHIA:

1) CoorHecure pasmep OJOKa M KIHOYAa COOTBETCTBYIOIIEMY alTOPUTMY HIH(QPOBAHUS.
BriOepute BEepHYIO MOCIEI0BATEIBHOCTb:

- pa3mep Os0ka 64 6uT, K04 256 OUT

- pa3mep Os0ka 64 6uT, KiIrod 128 out

- pa3mep Omoxka 128 our, kirou 128/192/256 6ut

- pa3mep Osoka 128 our, kirou 256 6ut

2) Haiitu cooTBeTCTBHE METO 1A ITU(PPOBAHKS U €T0 JTUHBI KJIF0Ya:

- Ky3neunk
- RC-5
- DES

3) Uto Takoe mpocTpaHCTBO Kitoue k?

- JJIMHA KJII04a
- HCT IIPaBHUJIBHOT'O OTBETA

- Ha6op BO3MOKHBIX 3HAUYCHUM KIIro4a

IlonHprit NEpCUCHb TCCTOBLIX 3aJaHuil C YKa3aHUCM IIPABUJIBHBIX OTBECTOB, pa3MCIICH B OaHke

BOIIPOCOB  Ha

MH(POPMALMOHHO-00pa30BaTEIbHOM

ropraie

HHCTUTYTa

8(0) CCBIJIKE

https://www.mivlgu.ru/iop/question/edit.php?courseid=2936&cat=31182%2C100062




OI_[CHKa paCC‘-II/ITbIBaeTCSI KakK HpOL[eHT HpaBI/IJIBHO BBITIOJIHCHHBIX TCCTOBBIX 3aIIaHPII>i N3 uUx
o01ero yucia.
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