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1. lleab ocBOeHMS AMCIUILINHBI

Henp aucuuniuHel: (GopMUpOBaHHE 3HAHWA B 00JACTH TEOPETHUYECKUX OCHOB YIpPaBJICHUS
nH(pOpPMAITMOHHON 0€30IaCHOCTHIO U HABBIKOB MPAKTHYECKOr0 00eCredeHus 3l Thl HH(POPMAIIUH.

3amayamMu U3y4eHUsI JUCIUILTIHBI SBIISIOTCS

- (hopMHupoBaHKME HABBIKOB OPraHM3allMd M METOJOJIOrMU oOecredeHus WHGOPMAIMOHHOM
0e30MacHOCTH;

- co3JaHME TpencTaBleHUs O (YHKIUSX,
nH(OPMAITMOHHON 0€30MacHOCTH;

- W3yYeHUE OpPraHU3alMOHHBIX OCHOB, MPUHIIUIIOB, METOAOB M TEXHOJIOTHH YIpaBICHUS
nH(OPMAITMOHHON 0€30IaCHOCThIO;

- pa3BUTHE CIIOCOOHOCTEH MO WCIOJB30BAHHUIO CYIIECTBYIOMICH CHUCTEMBI YIPaBICHHUS
nH(OPMAIIMOHHOM 0€30MacHOCTH.

CTPYKTypax M INTaTax IMOApa3aelICHUS

2. Mecro pucuumiiunsl B ctpykrype OIIOII BO

JucuunnuHa «OCHOBBI yIpaBieHHE HH(OPMALMOHHOM 0€30MacHOCTbIO» Oasupyercs Ha
3HAHUSX, MOJYYEHHBIX B paMKax HM3y4deHUs cleAayromux aucuurummid: "Martemartuka", "®duszuka",
"Metonbl HayuHoro wuccienoBanus". JucuurummHa «OCHOBBI yIpaBieHHE HWH(POPMALUOHHON
0€30I1aCHOCTBIO» SIBJIAETCS TEOPETHUECKUM M METOJ0JIOTMYECKUM OCHOBAHMEM JUISl TUCLHUIIIMH:
"Metoapl u cpencrtBa Kpuntorpadguueckoil 3amuthl uHGpopmauuu", "TexHuueckas 3ammTa
unpopmanuun", Bxoxamux B OIIOII GakanaBpa nmo HampasieHuto 10.03.01 «Mudopmannonnas
0€30IaCHOCTbY.

3. Ilnanupyemblie pe3yabTaThbl 00yUYeHHs M0 TUCHUILINHE
[Inanupyemble pe3yibTaTbl OOyUEHHs IO AMCLUUIIIMHE, COOTHECEHHBIE C IJIAHUPYEMBIMU
pesynbraTtamu ocBoeHust OIIOII (komMneTeHIMsIMHY U MHAUKATOPAMHU JOCTUKEHHS] KOMITETEHIUH )

DopMUpyeMble [Tnaanpyemsble pe3yabTaThl 00ydIeHNUS 110 JUCHUIIINHE, B
KOMIETeHIHHU (KO, COOTBETCTBHH C MHIUKATOPOM JIOCTHKECHHSI KOMIIETEHITNH HanmenoBaHme O1IEHOUHOTO
CozepKaHue Hnnukarop 1ocTHKEHUS Pesynberarer 00yueHus mo CpeacTBa
KOMIIETEHITNH) KOMIETCHIINH JICLHATUIMHE

OIIK-1.1 Cniocoben
pa3pabaThIBaTh U
peann30BbIBaTh

OIIK-1.1.1 Pa3pabatbiBaeT u
BHEJIPSIET TIOJIUTHKH
yIpaBieHus AOCTYIIOM B

3HaTh NOJUTUKY YIIPaBICHUS
JIOCTYIIOM B KOMITBIOTEPHBIX
cucremax (OIIK-1.1.1)

BOIIPOCHI K YCTHOMY OIIPOCY,
TecT

MIPAaBOBBIMU aKTaMH,
HOPMAaTHUBHBIMH H
METOINYECKUMU
JIOKyMEHTaMH
®denepanbHOR
CITY>KOBI
0e30macHOCTH
Poccuiickoii
®denepanuu,
®denepanbHON
CITY)KOBI 11O

MH()OPMAIIMOHHBIX CHCTEMaX
(OIIK-6.2)

INOJIMTUKHU KOMIIBIOTEPHBIX CUCTEMAX Ymerb paSpa6aTI)IBaTI) )51
yupaBJi€HUA BHEAPATH MMOJIUTUKHU
JOCTYIIOM B YIpaBJIeHUA AOCTYIIOM B
KOMITBIOTEPHBIX KOMITBIOTEPHBIX CHCTEMaX
crcTEMax (OIK-1.1.1)
OIIK-6 Cnocoben OIIK-6.2 OuenuBaer u 3HaTh CIIOCOOBI OLIEHKH U BOIIPOCHI K YCTHOMY OTIPOCY,
IPH peLIeHNuH CHCTEMAaTH3UPYEeT CHCTEMaTHU3aLUH TECT
npoQecCHOHANTBHBIX HHPOPMAIIHIO, uHpOpMAIIHH,
3amaq o0pabaTbiBaeMyIo B o0OpabaTbIBaeMoii B
OpraHU30BHIBATH MH(OPMAIIMOHHBIX CHCTEMaX | MH()OPMAIIOHHBIX CHCTEMaX
3aIMUTy HHPOPMAITHH (OIIK-6.2)
OrpaHUYEHHOTO YMeTh OLeHUBATh U
JOCTyIIa B CHCTEMAaTH3UPOBAaTh
COOTBETCTBHH C nH(pOpMAIHIO,
HOPMATHBHBIMH o0OpabaTeIiBaeMyro B




TEXHUYECKOMY U
SKCIOPTHOMY
KOHTPOJIIO

OIIK-10 Criocoben B
Ka4yecTBe
TEXHHYECKOTO
CIIEIHATNCTA
NPUHUMATh y4acTHE B
(hopmupoBaHUN
MOJTMUTHKH
MHPOPMAIIMOHHON
0€e30MacHOCTH,
OpraHnu30BbIBATh U
MOJJIEPKUBATH
BBIIIOJTHCHHUE
KOMILJIEKCa MEp 10
00eCIeYeHU IO
MHPOPMAIIMOHHON
0e30MacHOCTH,
YIIPaBJIATh
MPOLIECCOM UX
peanu3aiuu Ha
00BEKTE 3aIIUTHI;

OIIK-10.1 Pa3zpabaTeiBaeT u
BHEJIPSIET MONUTHKY
WH(POPMAaIOHHON
6e301acHOCTH

3HAaTh CIIOCOOHI pearn3alin
MOJUTHKHA HHPOPMAIIHOHHO#
6e3onacnoctu (OIMK-10.1)
YMers pa3pabareiBaTh U
BHEJPSITH MOJUTHKY
MH(OPMAIIMOHHON
6e3omacuoctu (OINK-10.1)

BOIIPOCHI K YCTHOMY OIIPOCY,
TecT




4. CTpyKTypa 1 coaepkaHue JUCHUILIUHbBI
OO61mas Tpy10€MKOCTb JUCIUILIMHBI COCTABJIsAET 7 3a4ETHBIX €IUHUIL, 252 Jaca.

4.1. ®opMma 00y4eHHsI: OUHAA
YpoBeHb 6a30BOro 00pa3oBaHus: cpeaHee odIee.

Cpoxk oOyuenus 4r.

4.1.1. CTpyKkTypa IMCHUIINHBI

KonrtakTHas pabora
00y4JaronMXcs C MeJarornyeckum <
=
pabOTHUKOM 8 Dopma
8 TeKyLLIEro
= KOHTPOJIS
No % E YCIIEBaEMOCTH
\1'1 Paznen (Tema) aucCHUIUIMHBI g 5 (o Hexenam
I (5} = 3 — & | cemecrpa), popma
Q = = = =
= 8 g S | mpomexyrouHoii
= =S S = 2 arTecTanuu(Io
= o] o % § g % e ceMecTpam)
5| E| £| £| =| &| B| ©
3| 8| g £| =| 2 =
= =) = g N4 = S
=l & & S| ™
c| & = 4
< O
&l s &
=N
1 CranmapTsl ¥ OCHOBBI 7 |14 36 14 YCTHEII onpoc,
TECTUPOBAHUEC
yIpaBICHUS
UH(POPMAITTOHHOMN
0€30MacHOCThIO
2 MeTonbl ¥ TEXHOJIOT U 7 |18 24 14 YCTHBIH ompoc,
TECTUPOBAHUE
yIIpaBJICHHUS
nH()OPMAITMOHHON
0€30MacHOCThIO
3 AHaiu3 pUCKOB U yrpo3 7 4 14,8 yCTHBIi onpoc,
o TECTUPOBAHUEC
UH(GOPMAITMOHHOM
0€30MacHOCTH
Bcero 3a cemectp 180 | 32 64 521035 42,8 9Kk3.(35,65)
4 AHanIM3 PUCKOB U yIPo3 8 |14 12 42,15 YZTCHH;?OOZW?
TCCTUPOBAHU
UH(pOPMAIIMOHHOM
0e30MmacHOCTH
Bcero 3a CEMECTp 70 14 12 16 | 0,25 | 42,15 3au. ¢ o11.
HUroro 250 | 46 76 6,8 | 0,6 | 84,95 35,65
4.1.2. Conep:xanue IMCIUTIIAHBI
4.1.2.1. Ilepeuenn Jekumi
Cemectp 7

Pasoen 1. Cmanoapmul u 0cHOBbL yNpagieHus UHPOPMAyUOHHOU HE30NaACHOCMbIO
Jlexmus 1.
AxTyanpHOCTb Npo0IeMBbl HHPOPMALIMOHHOM Oe30nmacHoCTH (2 yaca).



Jlexnus 2.

Hanuonansusie untepecsl Poccuiickoit @enepanuu B UHPOPMaLIMOHHON chepe U ux
obecnieuenne. OCHOBHBIE MTOHATHS U onpeneneHus (2 yaca).
Jlexnus 3.

[TonuTHka rocyaapeTBa B 001aCTH HHPOPMAIIMOHHOM Oe3omacHocTH (2 yaca).
Jlexnus 4.

[TpaBoBBIE OCHOBBI OOecriedeHust HHPOopMaIMOHHON 0e30MmacHOCTH (2 Jaca).
Jlexkumus S.

Yrpo3sl 6e3omacHocTu nHPopmanuu (2 gaca).
Jlexnus 6.

Monens yrpo3 0e3onacHoctu HH(popMmaluu (2 yaca).
Jlexkuus 7.

Mepsbl 1 MeTOIbI OOecTeueH s 3amuThl HHGopManuu (2 Jaca).

Paszoen 2. Memoowl u mexnonoz2uu ynpasnenusi UH@GopmayuoHHoU 6e30nacHoCmvio
Jlexnus 8.

Wcrtounuku yrpo3. Monens HapymmTens 6e30macHoCTH nHpopManuu (2 Jaca).
Jlexknus 9.

Opranu3zaimonHele (IpoleaypHbIe, aIMUHUCTPATUBHBIE) MEPHI 3alIUTHI HHpOpMaIiH (2
yaca).

Jlexnus 10.
NnxeHepHO-TeXHUUYECKUE MepbI 3alUThl HH(pOopManuu (2 yaca).
Jlexnus 11.

Wnentuduxanus u ayreHTu pukanus. YopasjieHue J0CTynoM (2 yaca).
Jlexkums 12.

MesxceTteBoe 3kpanupoBanue. ObGecreueHrne BEICOKOM TIOCTYIMHOCTH (2 yaca).
Jlexnus 13.

[IporokonupoBanue u aynut. CucteMbl 0OHaApY)EHUS U MPETOTBPAILEHHS KOMIIbIOTEPHBIX
aTtak (2 Jaca).
Jlexuus 14.

Kpunrorpaduueckue MeToas! 3aliThl HH(GOPMAIUU. DIEKTPOHHAS ITU(POBast MOAMHUCH (2
qaca).

Jlexnus 15.
KonTpons nienoctuoctu (2 vaca).
Jlexuus 16.
BpenonocHble mporpaMMbl 1 3alidTa OT HUX (2 daca).
Cemectp 8
Paszoen . Memoowl u mexnonocuu ynpasnenus uHhopmayuoHHo 6€30nacHocmoio
Jlexnus 17.
3ammra nHOOPMAIIMU B KOMITBIOTEPHBIX ceTsX (2 yaca).
Pasoen 4. Ananus puckog u yepos ungopmayuonnoii bezonachocmu
Jlexuus 18.

TectupoBanue Ha npoHukHOBeHKE. ColuanpHas HHXeHepus (2 yaca).
Jleknus 19.

Mepsl o obecrieyeHuto 6€30MacHOCTH JaHHBIX NPH UX 00paboTKe B MHPOPMALIMOHHBIX
CHCTEeMax MepCOHANbHBIX TAHHBIX M TOCYAApCTBEHHBIX WH(OPMALIMOHHBIX crcTeMax (2 yaca).
Jlexnus 20.

JlunensupoBanue u ceptudukanys B oonactu UMb (2 gaca).

Jlexuus 21.
ATtrecranus 00bekTOB HHGOpMaTH3aIuu (2 yaca).
Jlexuus 22.
Bri6op cpencts Ub. Ynpasnenue puckamu Ub (2 gaca).
Jlexnus 23.
Komnsrorepusie npectyninenus, nHuuaeHTsl b u ux paccnenosanue. @opensuka (2 gaca).



Jlexnus 24.
OCHOBHBIE CTaHJAPTHI U CHEU(PUKALUU B 00J1acTH UH(POPMAILIMOHHONW 0€30aCHOCTH.
[udposas ruruena (2 gaca).

4.1.2.2. IlepeyeHb NPAaKTUYECKUX 3aHATHH
He muanupyercs.

4.1.2.3. [lepeueHnb J1abOpaTOPHBIX padoT

Cemectp 7
Pasoen 1. Cmanoapmul u ocHogul ynpagnieHus un@opmayuoHHou 6e30nacHOCmbio
JlaGoparophasn 1.

Yrpo3ssl 6e3omacHocTd nHPOpMaIuu (4 yaca).
JlaboparopHas 2.

Mopuens yrpo3 6e3onacHoct nHdopmanmu (4 gaca).
JlabopaTopnas 3.

Hctounuku yrpos. Moaens HapymmTens 6e3omacHocTH nHpopManuu (4 yaca).
JlaGopaTopHnasn 4.

Mepsl 1 MeToIBI O0ecTieueHus 3au Tl HHpopmaruu (4 yaca).

JlabopaTopnas 5.

Opranu3zannoHHble (IpoLeaypHbIE, aIMUHUCTPATUBHBIE) MEPbI 3aLUTHI UHpopManuu (4

gaca).
JIaboparopHas 6.

NHxeHepHO-TeXHUYECKHUE MephI 3aliuThl HHOopMaluu (4 Jaca).
JlaboparopHnas 7.

Wnentuduxanus u ayreHTu ukanus. YopasieHue 10CTynom (4 yaca).
JlabopaTopnas 8.

MesxceTteBoe s3xpanupoBanue. Ob0ecrneueHne BEICOKOM TOCTYIMHOCTH (4 yaca).
Jlaboparopnas 9.

[TpoTokonupoBanue u aynuT. CucTeMbl OOHAPYKEHHS U MPEIOTBPALLIEHUS KOMITbIOTEPHBIX
aTtak (4 gaca).

Paszoen 2. Memoowl u mexnonoz2uu ynpasnenus UH@GopmMayuoHHoU 6e30nacHoCmvio
JlaGoparopnasn 10.

Kpunrorpaduueckue MeTos! 3aliThl HH(GOpMaUU. DIeKTpoHHas udpoBas noanucs (4
qaca).
Jlaboparopnas 11.

KonTpons nenocruoctu (4 aca).
JlaGoparopHnas 12.

BpenonocHble mporpaMMbl 1 3aliMTa OT HUX (4 Jaca).
JIaboparopnas 13.

3amuTa nHGOpPMaLUU B KOMIIBIOTEPHBIX ceTAX (4 yaca).
Jlabopatopnas 14.

TectupoBanue Ha npoHukHOBeHKE. ConuanpHas HHXeHepus (4 yaca).
JlaboparopHnas 15.

Mepsbl 110 0OecreueHr 0 0€301acHOCTH JaHHBIX IIPH UX 00paboTKe B MH(OPMAIIMOHHBIX
CHCTEeMax MepCOHANbHBIX TAHHBIX M TOCYAapCTBEHHBIX HHPOPMAIIMOHHBIX CUCTeMaX (4 Jaca).
Pa3zoen 3. Ananuz puckoe u yepo3 ungopmayuonnou b6e3onacHocmu
Jlabopatopnas 16.

JIuuensuposanue u ceptudukarnus B oonactu Ub (4 gaca).

Cemectp 8
Paszoen 4. Ananuz puckoe u yepo3 ungopmayuonnou 6e30nacHocmu
Jlabopatopnas 17.

Atrecranus 00bekTOB HHGOpMaTH3aIuu (4 yaca).
JlaGoparopHnas 18.

Bri6op cpencts Ub. Ynpasnenue puckamu Ub (4 gaca).



Jlabopatopnas 19.
Komnsrorepusle npectyniuenus, uHUuaeHTsl b 1 ux paccienosanue. @opensuka (4 yaca).

4.1.2.4. IlepeyeHb TeM U y4eOHO-MeTOAHYECKOE O0ecTedYeHHe CaMOCTOSITeJIbHOM

padoThI
[lepeyeHb TeM, BBIHECEHHBIX HA CAMOCTOSATEIbHOE U3yUEHUE:
. Unentudukanus u ycraHOBJICHHUE TOJJIMHHOCTH (ayTEeHTH(PHKAIHSA).
. OCHOBHBIE MEpHI MPETOCTOPOKHOCTH TTPU PabOTe C MAPOIISIMH.
. buoMerpuueckue cpeacTBa U TEXHOJIOTUU YCTAHOBIIEHUS MTOAJIMHHOCTH.
. Crioco0Os!I pasrpaHUYeHuUs PaB JOCTYIA U UX MOJEIH.
. TexHonOoruM MpenoTBpaIIeHUsI CETEBBIX aTak HA HHPOPMAIIMOHHBIE CUCTEMBI.
. Cranmapts! 3amunieHHocTH. OCHOBHBIE BUABI YIPO3.
. UuTerpupoBaHHas 3aiiuTa CeTu.
. Criermumka 3amyThl TMHAN CBSI3H (KaHAJIOB Mepelayy TaHHBIX).
. OcobeHHocTH 3aUTHI 0a3 JaHHbBIX.
10. IToncucrema ynpaBiaeHUsl CETH.
11. 3amuTa nmoACUcTeMbl YIPaBICHUS CETH.
12. Pecypchl U UX 11€7I0CTHOCT.
13. Jlornueckast MOZIEIIb ApXUTEKTYPbI CETH.
14. KonTekcTHast 3a11UTa JAHHBIX U €€ CIeu PuKa.
15. CyTp 1 Ha3HAUEHUE KPUTITOTpadUIECcKOro MpoTOKOJIA.
16. Cienudurika npobemM 6€301MacCHOCTH B TJIO0AIBHBIX CETSIX.
17. ITorsiTre M POBBIX CEPTHPHUKATOB.
18. JlenonnpoBaHue KIOUYEH 1 3a1uTa U@ pOBOM IMOITHCH.
19. IIpencraBieHne 0 MOJEIIAX TOBEPUS.
20. ITpumepbl 1 0COOEHHOCTHU 3aUIUIIEHHBIX CETEBBIX MPOTOKOJIOB.
21. IIlpuyuHBl UCMOJIBL30BAHUS MIPOTOKOJIOB MPHUKJIAJHOTO YPOBHS, 00€CHeuynuBaOMUX 0€30MacHOCTb
nHpopMaiuu 1 ee 3P(HEKTUBHYIO 3aITUIIICHHOCTb.
22. OcoOeHHOCTH U TPOOJIEMBI PUMEHEHUSI OMOMETPHIECKUX CPEICTB 3ALTUTHI.
i caMOCTOSTENbHON pa0OThl HMCMONB3YIOTCS METOAWYECKHE YKa3aHUs IO OCBOCHHUIO
JTUCITUTUTMHBI U U3JJAHUS U3 CIIMCKA TPUBECHHON HUKE OCHOBHOM U JIOTIOJTHUTEIILHOHN JTUTEPATY PHI.

0NN KW~

\O

4.1.2.5. IlepeyeHb TeM KOHTPOJIbHBIX padoT, pepeparos, TP, PI'P, PIIP

He nnanupyercs.

4.1.2.6. IlpumepHbBIii IepevYeHb TeM KypCOBbIX padoT (1P 0eKTOB)
He nnanupyercs.

5. O0pa3oBaTesibHbIE TEXHOJIOT MU
B Imponecce M3ydYCHUA NUCHHUIIIMHBI IPUMCHACTCA KOHTAKTHAsA TCXHOJIOIUA IPCIIOAaBaHUs
(33 HCKIIFOYCHUCM  CaAMOCTOATCIbHO H3y4a€MbIX CTYIACHTAMH BOHpOCOB). HpI/I MMpOBCACHUHU
71a00paTOPHBIX padOT MPUMEHSETCS UMUTALIMOHHBINA TOIXO/.

6. OueHovynbie cpeacrea AJad TEKyIIero KOHTpPOJIdA yCIeBaeMoOCTHU,

HpOMC)KyTO‘IHOﬁ aTTeCTalluM 110 U TOraM OCBOCHHA JUCHHUITIJINHBI.
@DOH/IbI OLIEHOYHBIX MaTEpUaIoB (CPEeICTB) MPUBEACHBI B ITPUIIOKEHUH.

7. Y4eOHO-MeTOoAM4YeCKOe U HH(POPMALIMOHHOE o0ecriedeHHe TUCIUTIHHBI.

7.1. OcHOBHas1 y4e0OHO-MeTOAUYECKAS JIUTEPATypPa M0 JUCHUILIUHE
1. [lunos, A. K. Ynpanenue nnpopmMamoHHoi 6e30macHOCThIO | yuebHoe mocodue / A. K.

[unoB. — PocroB-na-Jlony, Taranpor : M3natenpctBo FOkHOTO (emnepanbHOro yHHUBEPCHTETA,
2018. — 120 c. — ISBN 978-5-9275-2742-7. - https://www.iprbookshop.ru/87643.html



2. I'anarenko, B. A. OcHoBbl nH(pOpPMaLMOHHON Oe30macHOCTH : yueOHoe mocodue / B. A.
lanarenko. — 3-¢ m3x. — MockBa : HMuTepHer-YHuBepcuter MHbopmarmonnsix TexHomormii
(MHTYUT), At Ilm Ap Memuma, 2020. — 266 c. — ISBN 978-5-4497-0675-1. -
https://www.iprbookshop.ru/97562.html

7.2. lonoTHUATEIbHAS Y4e0HO-MeTOAnYeCcKasi JIUTEPATypa Mo TUCHUIINHE

1. OcHOBBI HH(pOPMAITMOHHOM 0€30MACHOCTH : YUYEOHHK JJISl CTYICHTOB BY30B, O0YJaIOIIHXCS
M0 HampaBleHHIO MoAroToBkH «IIpaBoBOoe obecrnedeHne HalmoHanmbHOW Oe3omacHocT» / B. IO.
Porosun, U. b. N'anymkun, B. K. HoBukos, C. b. BenpeB. — Mocksa : KOHUTU-JTIAHA, 2017. —
287 ¢c. — ISBN 978-5-238-02857-6. - https://www.iprbookshop.ru/72444.html

2. Abnenos, A. XK. CoBpeMeHHBIE CHCTEMBI YIIpaBieHUs HHOOPMAIMOHHON 0€30MacHOCTBIO :
yueOHOoe mocoome / A. XK. Abmenos, I'. A. Jlponoma, B. A. Tpymmun. — HoBocubupck :
HoBocubupckuii rocymapcTBeHHbIM TexHuueckuid yHusepcuter, 2017. — 48 ¢. — ISBN 978-5-
7782-3236-5. - https://www.iprbookshop.ru/91427.html

7.3. Ilepeyenb HH(POPMALMOHHBIX TEXHOJIOIMii, HCIIOJIb3YyEeMbIX IIPH
OCylIeCTBJICHNH 00pa30BaTEJIbHOI0 MPoIecca 10 JMCUMILIMHE, BKJIIYAs
nepeveHb MPOrPaMMHOro odecrnedeHust 1 MHGOPMALMOHHBIX CIIPABOYHbBIX

CHCTEM

B  oOpazoBarenbHOM  mpolecce  HCHOJb3YIOTCS  MH(DOPMAlMOHHBIE  TEXHOJOTHH,
peanM30BaHHBIE Ha  OCHOBE  HMH(OPMAIIMOHHO-00PA30BaTENLHOIO  IOpTaJia  HWHCTHTYTA
(www.mivlgu.ru/iop), 1 ”HGOKOMMYHUKALIMOHHON CETH UHCTUTYTA:

- IPEIOCTaBICHUE YIeOHO-METOIUIECKUX MaTEePHaJIOB B 3JICKTPOHHOM BHUJIC;

- B3aUMOJICHCTBHE YYaCTHHKOB OOpa30BAaTENbHOrO IMpollecca Yepe3 JOKaJbHYI CETb
UHCTUTYTa U UHTEpHET;

- IpeOCTaBIIEHUE CBEJEHUI O pe3ysbTaTaX yueOHOU NeSATEeNbHOCTH B DJIEKTPOHHOM JTMYHOM
KabuHeTE 00yJaronerocs.

WHpopManmoHHbIE CIIPaBOYHBIE CHCTEMBI:

HauwnonanesHslit otkpeiThiid yausepcuter MHTYUT - http://www.intuit.ru/

WudopmannonHo-anamutuyeckuit pecype "[lopran ISO27000" - http://www.is027000.ru/

Oo6pazoBatensHblii TopTan "ExmHoe OKHO gocTynma K oOpa3oBaTelbHBIM pecypcam' -
http://window.edu.ru/

[IporpamMmHOe obecrieueHue:

LibreOffice (Mozilla Public License v2.0)

Mathcad Education — University Edition (100 pack) v.15 (I'ocynapctBeHHbIN KOHTpakT Nel
or 10.01.2012 rona)

Google Chrome (JIuien3uonnoe cornamenue Google)

Mozilla Firefox (MPL)

Free Commander XE (JIuniensuonnoe cormnamenune FreeCommander)

Kaspersky Endpoint Security mis Ousneca - Crangapthbiii Russian Edition. 500-999 Node 2
year Educational Renewal (mpoanienue) (I'paxknancko-mpaBoBOi 10roBOp OI0KETHOTO YUPEKICHUS
Ne2020.526633 ot 23.11.2020 roxma)

Oracle VirtualBox (GNU GPL )

StegHideUI (GNU GPL v.2)

Sysinternals Suite (JIunen3nonHoe cornamnieare Sysinternals)

Apache OpenOffice (Apache License)

Kaspersky Virus Removal Tools (JIutieazuonnoe cornamenne OO0 "Jlabopatopust
Kacnepckoro")

Python 3.9.4 (Python Software Foundation License)

7.4. Ilepeyennb pecypcoB HHGOPMAIMOHHO-TEJIEKOMMYHUKANIMOHHOM CETH

«AHTEpHET?, HEOOXOAMMBIX /IJI1 OCBOEHMS AN CIIUILIMHBI
iprbookshop.ru



intuit.ru
i15027000.ru
window.edu.ru
mivlgu.ru/iop

8. MarepuajibHO-TeXHHYECKOe o0ecnedyeHue TN CIUIIUHbI
JlaGopaTopusi ceTei u cucTeM nepenadu HHGopMaruu
Crenn «Kpuntorpadus» CRYPTO; croiika ¢ TeneKOMMYHUKAIIMOHHBIM O0OpPYIOBaHUEM,
cucremoit nutanus u BeHTrissuun; [IK CPU-Intel Core i5-4460 BOX - 12 mit.; I[TK — 1mit.; sxpan
DRAPPER Apex STAR; Buneonpoektop InFocus; kommyTtarop. Joctyn k cetu HTEepHeT.

JIaGopaTopusi MporpaMMHO-aIMapaTHbIX CPEICTB 3alUTH HH(pOpMaUK

[Iporpammuo-anmapatueiii  komruieke Radiolnspector WIFI 2 ; mopratuHeii  RFID
cunteiBatens cipherLab 1862; xommbroTep a1 mnpoBeaeHus MyiabTUMenuanekiuil Raspberry;
nepcoHaibHbii KommbioTep Mini PC Android MK808 B; IIK CPU-Intel Core i5-4460 BOX - 12
wt.; [IK — lwr.; skpan DRAPPER Apex STAR; Buneonpoexktop InFocus; kommyraTop. doctyn
ceru HTEpHET.

KomnbroTepHslii knacc
ITK CPU-Intel Core i5-4460 BOX - 12 wr.; [IK — lmr.; sxpan DRAPPER Apex STAR;
BuzaeonpoekTop InFocus; kommyrarop. loctyn k cetu lHTepHeT.

[Tomerenue st cCaMOCTOSITEIIBHON PabOThl 00yYarOIIUX Csl
ITIK CPU-Intel Core i5-4460 BOX - 12 wr.; [IK — 1mt.; sxpan DRAPPER Apex STAR;
BuseonpoekTop InFocus; kommyrtarop. Jloctyn k cett UHTEpHET.

JlaGopaTopusi TEXHUYECKOW 3aIUThl HH(OpMAIIUU

[TonaBurens Tenedona TposH X6-B; renepatop mryma lltopa-1; 610k momex reHepaTOpHBIN
SEL SP-157G ¢ BuOpanuoHHBIM mpeoOpa3oBaTelieM U KOJIOHKOW; KOMOMHHUPOBAHHOE YCTPOHCTBO
3ammTel OT yTeukn uHpopmaruu JITHI-513; merektop xyukoB bar Xautep «lIpodeccronamy;
cka"ep otmeuyaTkoB manbleB Eikon; ckanep rmasa EyelLock; oducublil snexTpoHHbI 3aM0Kk EM -
Marine, PROXIMITY (125kHz) AYT 930-6-DI; ny6nmkatop KeyMaster PRO 4 RF (¢ komriekTom
KIIIOYeii); amnmapaTHO-MPOrpaMMHBIN MOAYJIb AoBepeHHoW 3arpy3ku "Cobomp" ¢ cepruduxaToMm
OCTIK; xBampokontep DJI Phantom 3 Professional (B xommiekte nucruiei-miaHImer Samsung
Galaxy Tab 4 10.1 SM-T530 16Gb; nynbeT ynpasieHus u prok3ak); kamepa D-Link DCS-930L; IP
kamepa Beward BD2570; ananusaTop criekTpa; cuctema BuaeoHa0moaenus Orient; BUIEONPOEKTOP
NEC Projector V260XG (mepeHocHoit); HoyTOyk ASUS (nmepenocHoit); 3xpan MoousnbHbii Classic
Solution Premier Vela Express; IIK II9BM «Xomep» -2 mr.; IIK - 5
mt.; [TK:(mATX350W;IC2,8;1Gb;DVD-R;3,5"S775PCI-E;K-pa PS/2;M/Ont.PS/2;19"TFT)-1 ..
Hoctyn k cetn MuTEpHET.

JlexunoHHas ayIUTOPHS
Jlocka MenoBast 3-x aneMeHTHast; cucteMHbli 6110k 1C 2.8; npoexkrop mynabTumenuitnsiiit NEC
Projector V302XG; skpan HacTernbiii LMP-100109; noctyn x cetu MHTEpHeT.

9. MCTOI[I/I‘ICCKI/IC YKazaHud 110 OCBOCHUI0 JTUCIMILINHDI

JInsg  yCHemHOro OCBOEGHHS TEOPETHUYECKOro MaTepuana oOydarouuicss HeoOXOoauMo
O3HAKOMHUTCA CO CIMCKOM pEKOMEHIYEeMOM OCHOBHOM M JIONOJIHUTEIBHOW JIMTEPATYpBL:
https://www.mivlgu.ru/iop/course/view.php?id=2863

Jlo BeIONMHEHUS NTabOpaTOPHBIX paboT OOydYaromuMics H3y4aeT COOTBETCTBYIOIIMHN pa3iel
teopuu. [lepen 3aHATHEM CTYyAEHT 3HAKOMHUTCS C ONMCAHUEM 3aJaHUil AJs BBINOJHEHUS paOoThl,
BHHUMATEJIbHO M3y4YaeT COJAEpXKaHUE M MOPSIOK MpoBeAeHHs 1abopaTopHoil paboThl. JlabopaTopHas
paboTa MpoBOASATCS B KOMIIbIOTEpHOM Kilacce. OOyuaroniuecs: BBIMOIHSAIOT WHINBU AyalIbHYIO 3a7a4y
KOMIIBIOTEPHOTO MOJICIMPOBAHUSA B COOTBETCTBUU C 33JaHMEM Ha J1abopaTOpHYIO paloTy.



[TonydenHsle pe3yapTaThl MCCICAOBAHMI CBOMATCA B OTYET M 3ALUMIIAIOTCA MO TPaJULMOHHOU
METOJMKE B KJacce Ha clenymomeM jgadopaTopHoMm 3aHsaTHH. HeoOXxomumblii TeopeThdecKuit
MaTepuai, WHIANBUAYATbHOE 3aJaHHe, IIard BBITOJHEHUS JIaOopaTOpHOW paboThl M TpeboBaHUE K
OTYETYy TpUBENEHbI B METOAMYECKUX YyKa3aHUSAX, pa3MENICHHBIX Ha HH(POPMAIMOHHO-
o0pa3oBaTeapHOM HopTajie HHCTHTYTA.:https:// www.mivlgu.ru/iop/course/view.php?id=2863

CamocrosTenbHass paboTa OKa3bIBaeT Ba)XHOE BIMAHME HAa (OPMUPOBAHHE JIMYHOCTH
OyIyIIero Crennaircra, OHa MJIAHUPYETCSl 00 yJaroIIMMCS caMoCTOoATeNbHO. Kaxapiii 00yuaromuiics
CaMOCTOSITEJIFHO OMpeNessieT PeXUM CBOe paboThl U Mepy Tpy/Ja, 3aTpauMBaeMOro Ha OBJaJIeHHE
y4eOHBIM cofiep)KaHHeM JUCHUIUIHHBL. OH BBIMOJHSET BHEAYAUTOPHYIO paboTy W U3ydeHHe
pa3zienoB, BHIHOCUMBIX Ha CaMOCTOSITEIbHYIO PaldoTy, MO JUYHOMY HHAMBHUIYyaJIbHOMY IUIAHY, B
3aBUCHUMOCTH OT €0 MOATOTOBKH, BPEMEHH U APYTUX YCIOBUH.

dopma 3aKIIOYUTEIBHOI0 KOHTPOJISI PU MPOMEKYTOYHOM aTTECTAllUM — 3a4€T C OLEHKOM.
Jlnst mpoBeneHusT MPOMEXKYTOUYHOW aTTECTallMd MO JAUCIUIUIMHE pa3paOoTaHbl (OHJ OIEHOYHBIX
CpencTB U OauTbHO-PEHTHHTOBAS CHCTEMa OIICHKH y4eOHOW AesATEIBHOCTH CTyneHTOB. OieHka 1o
JTUCIUIUIMHE BBICTABIIACTCS B MH(GOPMALIMOHHOM CHCTEME M HOCHUT HHTEIPUPOBAHHBIA XapakTep,
YUUTHIBAIOIIHUM PE3YyJbTaThl OLIEHUBAHUS YYaCTUSI CTYAECHTOB B ayJIUTOPHBIX 3aHATUAX, KaUueCTBa U
CBOECBPEMEHHOCTH BBINOJHEHUS 3aJaHUil B XOJ€ M3YYEHHS JUCUUIIJIMHBI U TPOMEXKYTOYHOU
aTTECTALINH.



[Iporpamma cocraBiieHa B cootBercTBUU ¢ Tpedoanusimu PI'OC BO no HampaBieHHIO
10.03.01 Ungopmayuonnas 6ezonacnocmsv M POMUITIO MOATOTOBKH be3onacHocms KOMNbIOMEPHbIX
cucmem (no ompacau uiu 6 cghepe npopheccuoHaIbHoU desimenabHOCmL)

PaGouyto nmporpammy cocTtaBuiI K.m.H., ooyerm [lImvikos P.A.

[Iporpamma paccmoTpeHa u omoopeHa Ha 3acenannu kadhenpsr OIIM

npotokoa Ne 19 ot 26.04.2023 roga.
3aBeayromuii kadenpoi @ITM Opnos A.A.
(IToamuce)

Pabouast mporpamMma paccMOTpeHa M oOJ00peHa Ha 3acedaHuu Yy4eOHO-MEeTOAMYECKOi
KoMHUCccuU (paKynbTeTa

potokoa Ne 9 or 19.05.2023 rona.
[Ipencenarens komuccun OUTP Puviorckosa M .H.
(ITonmuce) (®.1N.0.)




Ilpunoscenue
DoH/1 O1IeHOYHBIX MATEPUAIOB (CPEeICTB) MO AUCHUILINHE
OcHOBBI ynpaBiieHUs1 HH(OPMAITMOHHOM 0€301aCHOCTHIO

1. OlIeHO‘-IHbIe MaTEPHAJIBI AJA IMMPOBCACHUSA TCKYIIECIr0 KOHTPOJIAA YCIIEBACMOCTH

o JUCIHUIIJIMHE
Tembl 17151 yeTHOTO onpoca (peUTHHr -KOHTpoJb Nel):
1. HazoBuTE YpOBHU IPaBOBOI OCHOBBI 31U THI HH(OpMAITUU?
2. Kakme w™Mepsl 1O oOXpaHe KOH(UIACHIMAIPHOCTH WHGOPMAIUK, COCTaBIIAIOIICH
KOMMEpUYECKYIO TallHY BbI 3HaeTe?
3. HazoBuTe OCHOBHBIE O0BEKTHI 3aIUTHI HHPOpMAIUU?
. Urto Takoe yrposa uHpopMalnoHHOI Oe30macHoCTH?
. Ilepeuncnure KiaccupuKanuio yrpo3 HHPOPMAIMOHHON Oe30macHOCTH?
. Kakue BbI 3HaeTe METO/IbI aHAIM3a U OLEHKU yIrpo3?
. Uro Takoe yreuka uHGpopmanuu?
. Ha3oBuTe KaHaibl yTeukyu HHGOPMALIUH, U UX XapAKTEPUCTUKH.
9. Kakue BblI 3HaeTe Mephbl [0 IPEJOTBPALLEHUIO IPSIMbIX KAaHAJIOB yTEUKU HHPOpMaLuu?
10.Kakue BbI 3HaeTe Mepbl [0 MPEIOTBPAILEHUIO KOCBEHHBIX (TEXHUYECKUX) KaHAJIOB YTEUKH
uHpopmanuu?

0 3N L K~

Temsl 111 yeTHOro onpoca (pedTHHr -KOHTPOoIb Ne2):

. UTo Takoe pexxuM CEeKpeTHOCTU?

. Uto Takoe rocygapcTBeHHas TaiiHa?

. HazoBuTe npusHaku rocy1apcTBEHHON TalHbI?

. HazoBuTe riaBHbIE 3JIEMEHTHI PEKUMa CEKPETHOCTU?

. YUto Takoe ayaut?

. HazoBute Monenu akTuBHOr 0 ayiura?

. OcHOBHas 11eNTb 3aIUTHl KOH(UACHIIMATBHON HHOPMAIIH.

. UTO OTHOCHTCS K AMUHUCTPATUBHOMY YPOBHIO HH(POPMAIIMOHHOM Oe3omacHocTH?
9. Yto Takoe mojauTuka 0€30MacHOCTH aJIMUHUACTPATUBHOTO YPOBHSI?

10.Yto Takoe BHYyTpUOOBEKTOBBII peskxum?

11.Y1o Takoe npomycKkHOU pexum?

12.Ha30BUTe OCHOBHBIE 3a/1a4¥ MPOITYCKHOT O pexuma?

13.Yro Brimoyaer B ce0s obecrneueHne 3amThl KOHGHUISHINATBHON nHpopManuu?

0O 31O LN b~ W —

Temsl 111 yeTHOro onpoca (pedTUHr -KOHTPoIb Ne3):

1. Yto takoe puck? AHaiau3 puckoB?

2. HazoBuTe 11€71 aHaIu3a pUCKOB?

3. HazoBuTe METONbI OLIEHKU PUCKOB?

4. Kak npoucxoIuT OpraHu3alids KOHTPOJS AOCTyNa K KOH(UIEHIMAIbHOW M CEKPETHOMN
uHpopmauu?

5. Ha3zoBure 3Tansl npouecca ynpaplIeHUs PUCKAMU?

6. Ha3oBuTEe OCHOBHBIC HAIPaBJICHUS MEXKJIYHApPOJIHOIO coTpymHuuectBa PP B obsactu
obecrnieueHust HHGOpPMAIMOHHOM Oe3011acHOCTH?

7. Kakue oOBEKTHI MEXAYHAPOIHOrO0 HMH(POPMAIMOHHOTO OOMEHa YKa3bIBAaIOTCS B 3aKOHE
«O0 ydacTuu B MEXIyHAPOIHOM HH(POPMAIIMOHHOM OOMEHEe»?

8. Uro saBmgercs nempio 3akoHa «O0 ydacTuM B MEXAYHAapOAHOM HHGOPMAIIMOHHOM
obmeHe»?

9. Ha3zoBuTe OCHOBHBIC IPAaBOBbIE HCTOYHMKH B cepe HWHGPOPMAIMOHHBIX OTHOIICHHUH
3aIUTHl O0BEKTOB U CYOBEKTOB HH(POPMAIIMOHHBIX TEXHOJIOTU1?



Oo61ee pacnpeneneHue 0a/J10B TEKYIIEro KOHTPOJISI 0 BUAAM y4eOHBIX padoT AJIs CTYAeHTOB

PetiTunr-konTposs 1 YCTHBIN OMpoC 5 BOIPOCOB 1o 15 6amnos
PeliTuHr-KOHTpOIH 2 YCTHBIN OIPOC 5 BOIIPOCOB 1o 15 6annos
PelituHr-xonTpONH 3 YCTHBIN OIPOC 5 BOIIPOCOB 10 20 6annoB
[Tocemenue 3anaTuit

CTYACHTOM 3
JlonoTHUTENbHBIC OaILTHI 0

(GonychI)

BrinosHeHne cemecTpoBOro

IIJIAHA CAMOCTOSATENbHON YCTHBIM OIIPOC 5 BOIIPOCOB 7

paboThI

2. IIpoMexkyTOYHAS aTTECTALUA 0 JUCHUIINHE
IlepeuyeHb BOIPOCOB K 3K3aMeHY / 3a4eTy / 3a4eTy ¢ OLeHKOM.
Ilepeyenn NpakTHYECKUX 32/1a4 / 3aJJaHUIi K IK3aMeHY / 3a4eTy / 3a4UeTy ¢ OLeHKOM (Mpu
HAJTHYNH)

Tect a1t IPOMEXYTOYHOM aTTECTALUH.

1. Uudopmaruio o creneHu 10CcTyna pa3IeisioT Ha:

a) OTKPBITYIO U OTPAaHUYEHHOT0 JIOCTYIA;

b) oTKpHITY1O;

C) 3aKPBITYIO;

d) TaifHyI0 ¥ OTrpaHUYCHHYIO;

2. K uadopmanuu orpaHi4eHHoro J0CTyIa OTHOCATCS:

a) rocy/lapcTBeHHasl TaliHa;

b) koHpHUAEHIIMATBHAS UHPOPMALIKS;

C) IepCOHANbHbIC TaHHBIC;

d) Bce OTBETHI BEPHBI

3. NUudopmarmonHas 0e30MacHOCTh SBISIFOTCS MEPEBOJOM HAa PYCCKUH S3bIK aHTJIMHCKOTO
TEpPMUHA!

a) informationsecurity;

b) informationsystem;

c¢) informationcurrency;

d) informationcrypto;

4. 3aumToii nHGOpPMAIIMU HA3BIBAIOT:

a) IeSITENIbHOCTD 110 MPEAOTBPAILEHUIO YTEUKU 0001 nHpopManuy;

b) AesATeNnbHOCTD MO MPEAOTBPAILECHUIO YTEUKU 3alHIaeMOi HH(POpMaLINH;

C) ACSATENBHOCTD IO MPEAOTBPAILICHUIO YTEUKU JOCTYITHON HHPOpMAIIH;

d) Bce OTBETHI BEPHBI;

5. Ilog yTeukoi mOHUMAIOT:

a) HEKOHTPOJIMPYEMOE pacCHpOCTpaHEHHUE 3aliIaeMoil nHpopMauu NyTéM e€ pa3rilalieHus
WM HECAHKIIMOHMPOBAHHOIO JTOCTYIIA K HEW;

b) HEKOHTpOIHPYyEMOE pacpOCTpaHEHHE CKPBITON HHPOPMAITUU TYTEM €€ pa3rallieHus W
HECAaHKIIMOHUPOBAHHOI'O 1OCTYIIA K HEll;

C) HEKOHTPOJMPYEMOE pachpocTpaHeHHe KoH(uaeHIManbHOH wuHpopManuu myTéM €
pasriameHys WM HECAaHKIMOHUPOBAHHOIO JOCTYIIA K HEW;

d) Bce BepHO;

6. Ilon HenmpeaHaMepeHHBIM BO3/IEHCTBHEM Ha 3alllUIaeMyto HH(POPMAIUIO TOHUMAIOT:

a) BO3JEHCTBUE HA HEE M3-3a OIIMOOK IMOJIb30BaTENsA, COOS TEXHUUECKUX MJIM MPOrpaMMHBIX
CPEIICTB, MHBIX HELEICHANPABIECHHBIX JIEVCTBHUIA;



b) Bo3aeiicTBUE HA HEE M3-3a OMUOOK MOJIL30BATENS, COOSI TEXHUYECKHUX CPEJICTB;

C) Bo3xeiicTBUE Ha HeE H3-3a OMMOOK I0JIb30BATENsl, MPOrPAMMHBIX CPEACTB, HMHBIX
HelleJICHAPaBICHHbIX J1EHCTBUM;

d) Bce OTBETHI BEPHBI;

7. Yto He ABAAETCSA XapaKTEPUCTHKON MH(POPMALIMH:

a) CTATUYHOCTb;

b) tum noctyma;

C) BpeMsl OTKJIHKA;

d) crouMocTh co3/1aHuS;

8. K manbosee pacrpocTpaHEHHBIM MMPaBOHAPYIICHUSM B ceTH Internet He OTHOCHUTCS:

a) MOIIIEHHUYECKAs 1eATEIbHOCTD;

b) mepirocTpalys YacTHON NMEPEMUCKH;

C) HapylLIEHHE aBTOPCKUX M CMEXHBIX MpaB;

d) HenmeranpHOE MOJNy4EHUE TOBAPOB U YCIIYT;

9. Yto He OTHOCHUTCS K 3a/1a4yaM MH(POPMALIMOHHON O€30MacCHOCTH:

a) LIEIIOCTHOCTb ¥ CEKPETHOCTD;

b) snexkTpoHHas MOANKCH U JATUPOBAHHUE;

C) YCTOHYMBOCTH CBSI3U U OTpefeNieHrne Tpaduka;

d) HEOTKa3yeMOCTh U aHOHUMHOCTb;

biok 2 (ymers).

10.K meTogam obecneyeHnss UHPOpPMAIIMOHHONW 0€30MaCHOCTH HE OTHOCSTCA:

a) KOpPIOPaTHUBHBIE;

b) anMuHHCTpaTUBHBIE;

C) MMPaBOBHIE;

d) TexHudeckue;

11.Kakue MmeTobl HE OTHOCATCS K 0OeCreYeHHI0 MH(QOopMaIlMOHHON 0€301aCHOCTH:

a) MPUHYXJIEHUE U TOOYXKICHNUE;

b) ynpaBieHre 1OCTYNIOM U perjiaMeHTaIHs;

C) MaCKHpOBKaA U MPENSATCTBUE;

d) CKpBITBIN JOCTYI U KOMHUPOBAHUE COOOIICHMIA;

12.MeToas! 3aUTHl HTHPOPMAITUH MOKHO Pa30UTh:

a) Ha Tpy OOJIbIINE TPYTIIbI;

b) Ha 1Be OOMNBIINME TPYIIIBL;

C) Ha yeThbIpe OOJbIINE TPYIIIb;

d) Ha ATH OOJIBIIUX TPYIIIT,

13.MeToapl, HE UMCIOIIME MAaTEMATHYECCKOI'0 OOOCHOBAHMS CTOMKOCTH, YacTO HAa3BIBAIOT
METOJaMHU:

a) C 4€pHBIM SUIMKOM;

b) C GenbiM KBaipaToOM;

¢) C XKenThIM Kpyrom;

d) Het BepHoro orBera;

14.MeTtonbl, pyHKIIMOHUPYIOLIUE 10 IPUHIUITY "UepHOro ALIMKa", HA3bIBAOT

a) SecurityThroughObscurity;

b) System ThroughObscurity;

c) SecurityThrough;

d) SystemObscurity;

15.Meton ¢uszmueckoro nmperpaxkJaeHus! MyTH 3I0YyMBIITUIEHHUKY K HHPOpMAIUH:

a) yIpaBJICHHE TI0CTYIIOM;

b) MmackupoBkKa;

C) IPUHYXJICHUE;

d) moGyxnenue;

16.Metox 3amuThl HH(POPMAITUH ITyTEM €€ KPUITOrpapuyeckoro npeodpa3oBaHuUs:

a) [Ipunyxnenue;

b) [ToOyxnenue;



¢) MackupoBka;
d) ynpaBiienue 10cTymnom;
17 KoMmruiekcHoe  TOHsATHE, 0003HAyYaKONIee COBOKYIIHOCTh METOIOB M CPEICTB,

MpeAHa3HAYEHHBIX U1 OrPAaHUYEHUS JOCTYIIA K pecypcaM:

a) YIIOJIHOMOYMBAHMUE;

b) Kontpons nocryna;

c¢) Ceptudukanus;

d) Het BepHoro orBera;

18.IloTeHInanbHO BO3MOXKHOE COOBITHE, JEHCTBUE, MPOIIECC WIN SBJICHUE, KOTOPOE MOXKET

MPUBECTH K U3MEHEHUIO (DYHKIIMOHUPOBAHUS KOMITBIOTEPHOM CHCTEMBI:

a) ySI3BUMOCTb;

b) aTaka;

C) yrposa;

d) HeT BepHOT0 OTBETA;

19. Bo3MOXXHOCTh BO3HUKHOBEHHS Ha KAKOM-JIM0O 3Tame KU3HEHHOTO IIMKJIAa KOMITbIOTEPHON

CHUCTEMBI TaKoOro eé COCTOsIHMA, IIpU KOTOPOM CO3OAIOTCA YCJIOBUA [JIA peain3aluid  yrpos
6e3ormacHoCTH HHPOPMALIUU - 3TO:

a) araka;

b)yrpo3a;

C)ysI3BUMOCTb;

d) craTH9HOCTD;

20. JleiicTBUs, TPEANPUHUMAEMBIE 3JI0YMBIIUIEHHUKOM, KOTOPBIE 3aKJIIOYAKOTCA B MOUCKE U

WCIOJIb30BAHUH YSI3BUMOCTEH HHPOPMALIUH — ITO:

a)CTaTUYHOCTD;

b)araka;

C)yrposa;

d)uzbsiH;

brox 3 (Bnagets).

21. Kakas yrpo3a oTkaza ciyk0 ycTpaHseTcsl aIMUHUCTPATUBHO-IIPABOBBIMU METOAMU:
a) OTKa3 MOJIb30BaTeleH;

b) oTka3 mporpaMMHOro odecrnedeHus;

C) HapyIIeHHe padOT CUCTEM CBSI3H;

d) paspyieHue u MOBPEKICHUE TOMEICHU

22. K kananaMm, MOpeArnojaraimiiuM H3MEHEHHE 3JIEMEHTOB HH(POPMAIIMOHHOM CTPYKTYpbI

OTHOCHUTCA:

a) HaMepeHHOoe KonupoBaHue (aityioB U HOCUTENEH HHPOpMaLIY;
b) mackupoBKa Moja APYTrUX IOJIb30BATENEH, MYTEM MOXMILEHUE HUIECHTH(UIUPYIOLIEH UX

nH(popMmanuy;

CB3H.

C) XHILlEHUEe HOCUTeNnel nHPOpMaInu;
d) He3aKOHHOE MOJKIIOYEHHUE CIEUATbHON PEeruCTPUPYIOLIeH anmapaTtypbl K yCTpOHCTBaM

23. YTo OTHOCHUTCS K KaHaJlaM, He TpeOyIoLM u3MeHeHue sneMmentos MC
a) HaMepeHHOe KonupoBaHue GaiijioB U HOCUTENEH NH(OPMAIIHH;

b) He3aKOHHOE MOAKIIOUEHUE CIIEIMATIBHON perucTpUpyoLIe anmnaparypsbl;
C) 3JIOYMBIILIJIEHHOE U3MEHEHHUE ITPOrPaMM;

d) 31M0yMBIIIUIEHHBIH BBIBOJ U3 CTPOSI CPEACTB 3aILUTHI MH(OpMaIuy;

24. Kakast HarpaBJIEHHOCTb aTaK HEBEpHO chopMynupoBaHa?

a) aTaky Ha YPOBHE OINEpaIlIOHHOM CHCTEMBI;

b) aTaku Ha ypOBHE CCTEMHOI'O a/IMUHUCTPATOPA;

C) aTaKk{ Ha YPOBHE CETEBOr0 MPOTrPaMMHOI0 00ECIIeUEHUs;

d) ataku Ha ypoBHE CHCTEM YIpaBlieHHs 0a3aMU JaHHBIX.

25. K xakomy TuIly aTak OTHOCUTCSI IPOCITYIIMBAHNUE NIEPEAABAEMbIX COOOLICHHIA:
a) [TaccuBHas aTaka;

b) Moaudukamus moToka JaHHBIX;



c¢) [ToBTOpHOE HCHIONIB30BAHUE;

d) OTka3 B 00cayKUBaHUU.

26. 3amura uHGOPMAIUH 3TO:

a) mpouecc cOopa, HaAKOIUIEHUs, OOPaOOTKH, XpaHEHHUs, paclpeneleHus M TIOHCKa
nHpopmaIuu;

b) mpeoOpazoBanne wuHbOpMaIMU, B pe3yibTaTe KOTOPOro colepkaHue HHPOPMaALUU
CTaHOBUTCS HETIOHSATHBIM JUIsI CyObEKTa, HEe UMEIOIEro 10CTYIa;

C) IOJIy4yeHHEe CyOBEKTOM BO3MOXHOCTH O3HAKOMJIEHHS C MH(OpMaIuei, B TOM 4HCIe NpU
MIOMOIIY TEXHUUYECKUX CPE/ICTB;

d) COBOKYMHOCTb MpaBWJI, PErIaMEHTUPYIOIMX IMOPAIOK M YCIOBUS JOCTyNa CyOBeKTa K
MH(GOPMALIUU U €€ HOCHTEIISIM;

€) AEeATENbHOCTh MO MPEJOTBPAIICHUIO YTEUKH HMH(OpMalMM, HECAHKIMOHUPOBAHHBIX U
HenpeIHaMepEeHHBIX BO3/1eHCTBUI Ha HEE.

27. HlndpoBanue HHPOPMALIUH ITO:

a) mpouecc cOopa, HaKOIUIEHUs, OOpaOOTKM, XpaHEHHUs, paclpereleHUus] U IOoHMCKa
nH(popmanuy;

b) mnpeoOpa3zoBanue uHpopManuMu, B pe3yJbTaTe KOTOPOro cojepkaHue HH(POpMauu
CTaHOBUTCS HETIOHATHBIM IS CyObEKTa, He UMEIOILEro 10CTYIa;

C) moJIyueHHe CyOBEKTOM BO3MOKHOCTH O3HAKOMIIEHUSI ¢ HMH(poOpmanuel, B TOM 4ucie Npu
MOMOIIIY TEXHUYECKUX CPEJICTB;

d) COBOKYNMHOCTb IpaBUj, PErVIAMEHTHUPYIOLIMX MOPAAOK M YCIOBUS J0OCTyNna CyObeKTa K
nH(pOpMaIMU U €€ HOCUTEIISIM;

€) AEeATENbHOCTh IO MPEJOTBPALICHUIO yTEUYKH HMH(OpMalMM, HECAHKIMOHUPOBAHHBIX U
HeNpeaHAMEPEHHBIX BO3JIEUCTBUIN Ha HEE.

28. Noctyn kK uH(OpMAIUHU 3TO:

a) mpouecc cOopa, HaAKOIUIEHUs, OOpPaOOTKH, XpaHEHUS, pacHpeleleHus W MOHUCKa
uH(popManuy;

b) mnpeoOpazoBanue wuHPOPMAIMU, B PE3yJbTaTe KOTOPOTO COJAEpKaHue WH(opmauu
CTaHOBUTCS HETIOHSATHBIM IS CyObEKTa, HE UMEIOIEro 10CTYIIa;

C) MOJy4eHHe CyO'beKTOM BO3MOXKHOCTH O3HAKOMJIEHHsI ¢ MH(poOpMaiyeld, B TOM 4ucClIe IpU
MIOMOIIY TEXHUUYECKUX CPE/ICTB;

d) COBOKYMHOCTH MpaBWJI, PErIaMEHTHPYIOIINX TMOPAIOK M YCIOBUS JOCTyNa CyOBeKTa K
nH(pOpPMAIUU U €€ HOCUTEISIM;

€) AEeATENbHOCTb IO MPEJOTBPAIICHUIO YTEUKH HH(OpMalMM, HECAHKIMOHUPOBAHHBIX U
HEMpeTHAMEPEHHBIX BO3ECHCTBUM Ha HEE.

1. PesxuM CEeKpEeTHOCTH — 3TO:

a) COBOKYIHOCTb OIpENEISIEMbIX OpraHaMM BJIACTU U YIpaBJIEHUS INpPaBUI, KOTOPbIMU
OrpaHUYUBACTCS JIOMYCK JIMI[ K CEKPEeTHBIM MaTepuaiaM U paboTaM, periaMeHTHUPYETCs MOPSAOK
NOJIb30BAaHUS CEKPETHBIX MAaTepUaoB, COOTBETCTBYIOUIMM OOPa3oM pEryJupyeTcs IMOBeIeHUE
J0JIel, UMEIOIMX OTHOUIEHHE K CEKpeTaM, U IpelyCMaTPUBAIOTCS IPyTUe MEpHI;

b) COBOKYMHOCTH OIpeseiieMblX OpraHaMM BJIACTH U YIIPaBJICHUS NIPaBUIl, 0 KOTOPBIM JIMIIA
HMMEIOT HEOIpaHUYEHHBIN TONMYCK K CEKPETHBIM MaTepuaiaM U paboTam, periiaMeHTHPYETCs MOPSII0K
MIOJIb30BAaHUSl CEKPETHBIX MAaTEepUajoB, COOTBETCTBYIOLIMM 00pa3oM pEryJupyercsi IHOBeIeHHE
JoJiel, UMEIOIMX OTHOIIEHUE K CEKpeTaM, U MpeyCMaTPUBAIOTCS IPYTU€ MEPHI;

C) HET BEpHOT'0 OTBETA;

2. Ha3zHaueHue pexuMa CeKpeTHOCTH 3aKJII0YaeTcs, B TOM, YTOOBI:

a) OrpaHU4MTh cepy OOpalleHHs] CeKPETHBIX JAaHHBIX TOJBKO KPYIOM JIHI], CBSI3aHHBIX C
MIPOM3BOJICTBOM CEKPETHBIX paboT;

b) orpaHnuuTh chepy oOpamieHus] CEKPETHBIX TaHHBIX BCEX JIMII, UMEIOIINX TOCTYM K KaKOM -
160 nHpOpManuy;

C) OrpaHMYMTh YACTUYHO cdepy oOpalleHHs CEKPETHBIX JaHHBIX TOJILKO KPYroMm JIHIL,
CBSI3aHHBIX C IPOU3BOJCTBOM CEKPETHBIX padoT;

3. l'ocynapcTBenHas TaitHa — 3TO:



a) uHopmanus, CBEJCHUS, HECAHKLIMOHUPOBAHHBIN TOCTYI K KOTOPBIM MOXKET NMPUYMHUTH
BpeJl HHTEpecaM CTpaHbl, TOCY1apCTBa;

b) undpopmamus, cBeACHHS, HECAHKIIMOHUPOBAHHBIN AOCTYN K KOTOPHIM MOXXET MPUYHHHUTH
Bpe/ HHTEpecaM TOJIbKO KUTEISIM CTpaHbl, HO BCEro rocyAapcTBa;

¢) uaopmaIus, CBeICHUS, HECAHKIIMOHUPOBAHHBIA TOCTYN K KOTOPHIM MOXKET MPUYHHHTH
BpeJl HHTEpecaM TOJIbKO PYKOBOJCTBY CTpPaHbl, FOCYAapCTBa;

4. Kak Ha3pIBaeTcsl 3aKOH, PETYIMPYIOIIUNA AEITETbHOCTh TOCYJAapCTBEHHOM TallHBI Ha
teppuropun PO?

a) «O KoMMepUecKoi TaltHey;

b) «O rocymapcTBeHHOII TaliHEeY;

¢) «O cimyxeOHOil TaliHe»;

d) «O BpaueOHOI1 TaitHEY;

5. Kakue cdepsl 1eaTeTbHOCTH OTHOCSTCS K TOCYJapCTBEHHOM TaiiHe?

a) BOGHHasl, BHEIIIHEMOJUTHYECKasl, SKOHOMUYECKas;

b) ToIbKO BOGHHAS U BHELTHEMOJIUTUYECKAS;

C) TOJIbKO BOCHHAsI U 9KOHOMUYECKa;

d) TOJBbKO BOEHHAs, BHEIIIHENOIUTUYECKAs, SKOHOMUUECKAs;

6. Kakue chepsl gesTenbHOCTH OTHOCSTCS K TOCYJapCTBEHHOM TaiiHe?

a) pa3BebIBaTENIbHASA U ONEPATUBHO-PO3BICKHAS IESITEIbHOCTD;

b)pa3BenpiBaTensHas U J€ATEIbHOCTD, CBSI3aHHAS CO CTUXUHWHBIMU O€ICTBUAMY;

C) HET BEPHOr'0 OTBETA;

7. IIpaBOBOM OCHOBOM pEXUMaA CEKPETHOCTHU SABJISIOTCS?

a)Koncrutynuus, 3akonsl Poccuiickoit @enepannu «O 6e3omacHocTH», «O rocyI1apCTBEHHOM
TaliHEeY;

b) Tonsko Koncrutynus u 3akon Poccuiickoii @eneparuu «O 6e30macHOCTHY;

¢) tonbko Konctutyuus u 3akoH Poccutickoit @enepanuu «O rocyjapcTBEHHON TailHe.

bnok 2 (ymerts).

8. HazoBuTe Npu3HAKK TOCYAAPCTBEHHON TallHbI?

a) JTO OYEeHb BaXHBIE CBEACHUSA; UX pa3rJalleHWe MOXKET MNPUYUHUTH YIiepo
roCyJJapCTBEHHBIM HMHTEpEcaM; IIepeYeHb CBEACHMH, KOTOpblE MOIYT OBITh OTHECEHBl K
rOCYAapCTBEHHOH TaifHe, 3aKperuisieTcs (enepaibHbIM 3aKOHOM;

b) 5T0 oOueHb BaXHBIE CBEACHMS M HX pasMVAlIEHWE MOXET MPUYMHHUTH yuepo
roCyJlapCTBEHHBIM HHTEpECaM;

C) 3TO OYEHb BA)KHBIC CBEJCHUS U TEpPEUYCHb CBEICHMI, KOTOpPbIE MOT'YT OBITh OTHECEHBI K
rocyJIapCTBEHHOM TaiiHe, 3aKkperuiieTcs (peaepasbHbIM 3aKOHOM.

9. Yto Takoe 3aceKpeunBaHUE CBEIEHUIN?

a) npenycMoTpeHHoe KoHCTUTyIMEeN orpaHUYeHrEe 3aKPEIUIEHHOr 0 €€ CT. 25 mpaBa rpakJiaH
«CBOOOAHO HCKAaTh, MOJIY4aTh, IPOU3BOIUTh U PACIPOCTPAHATh MH(OPMALMIO JIIOOBIM 3aKOHHBIM
CIIOCOOOMY;

b) npenycmorpennoe KoHcTuTylueil orpaHindeHue 3aKperyieHHoro ee cT. 26 npasa rpaxiaH
«CBOOOJHO HCKATh, MONYy4aTh, MPOU3BOIUTH U PACIPOCTPAHATh MH(GOPMALIUIO JTIOOBIM 3aKOHHBIM
CII0COO0OMY;

¢) mpexycMoTpeHHoe KoHcTuTylmel orpaHn4eHne 3aKperieHHOro ee CT. 27 mpaBa rpaxaaH
«CBOOOJHO HCKAaTh, MOJIy4aTh, POU3BOIUTH U PACIPOCTPAHITH MH(POPMALUIO JIHOOBIM 3aKOHHBIM
CIIOCOOOMY;

10. KonpuaenuuanpHas nHpopMaIus MOXeT ObITh pa3/ieiicHa Ha:

a) IPEAMETHYIO U CITyKeOHYI0;

b) ciykeOHYI0 U 3aKPBITYIO;

C) IPEIMETHYIO U OTKPBITYIO;

d) OTKpBITYIO U 3aKPBITYIO;

11. IlenocTHOCTh HH(OPMALIMM MOKET OBITH pa3J/ielcHa Ha!

a) CTaTUYECKYIO ¥ TMHAMUYECKYIO;

b) ctaThueckyo u Ciry:ke0HY10;

C) CIIy’)KEOHYIO0 U TUHAMUYECKYIO;



d) Bce BepHO;

12. IIpumepoM HapyILIEHHs CTATUYECKON LETOCTHOCTH HE SIBIISICTCS:

a) BBOJI HEBEPHBIX JaHHBIX;

b) HeCaHKIMOHUPOBAHHOE U3MEHEHHE JJAHHBIX;

C) U3MEHEHHE MPOrPaMMHOI0 MOJYJISl BUPYCOM;

d) BHECEHME IO OJTHUTEIbHBIX IAKETOB B CETEBOM TpaUK;

13. IIpumepom HapyIIEeHUsT AMHAMUYECKOM LIEJIOCTHOCTH HE SIBJISIETCS:

a) HapylLIeHHe aTOMapHOCTH TPaH3aKIIHiA;

b) BHeceHue NOMOIHUTENBHBIX TAKETOB B CETEBOI Tpaduk;

C) HECAaHKLIMOHMPOBAaHHOE NU3MEHEHUE JTAHHBIX;

d) ny6nupoBaHue TaHHBIX;

14. Yrpo3a oTka3za ciry’k0 MOXKET ObITh pa30UTa Ha CIEAYIOIIUE TUIIHI:

a) OTKa3 MOoJIb30BaTeNeH;

b) BHyTpeHHUI 0TKa3 WHPOPMAIMOHHON CHCTEMBI;

C) OTKa3 NOJAEepKUBAIOLIEH MHPPACTPYKTYPBI;

d) Bce OTBETHI BEPHBI;

15. Ha3oBuTe riiaBHbIE 3JIEMEHTHI PEKUMA CEKPETHOCTH?

a) IpaBUJIa 3aCEKPEUNBAHM; PACCEKPEUNBAHUS; 3a1I1UTa TOCYAApCTBEHHOM TalHbI;

b) mpaBuia 3aceKpeynBaHus U 3aILUTa FOCYJapCTBEHHOM TalfHBI;

C) MpaBUJIa 3aCEKPEUNBAHMS U PACCEKPEUUBAHUS;

d)3ammTa rocyaapcTBeHHON TailHbI U pacCeKpeurnBaHMUS;

16. He moanexat 3aceKpedyrnBaHUIO CBEJCHHUS O:

a) Ype3BbIUAHHBIX IPOUCHIECTBUAX U KaTacTpodax, yrpoxkaromux 6€30MacHOCTH U 37J0pPOBbIO
rpakJaH, ¥ UX MOCIEICTBUAX, a TAKXKE O CTUXUHHBIX O€ICTBUIX;

b) cBeneHMs 0 BOCHHBIX pa3padoTKax;

C) CBE/IEHHsI O TEXHMUYECKHUX pa3padoTKax;

brok 3 (Bnagets).

17. Yro takoe ayaut?

a) aHaJIM3 HAKOIUICHHOH MH(OpMAIINHU, TPOBOAUMBII TOJIBKO OMEPATUBHO;

b) aHanM3 HaKOIUIEHHOW MH(OPMAIUH, TPOBOJUMBII ONEpaTHBHO MJIU TEPUOANYECKH;

c) 00a OTBETHI BEpHBI;

18. BpipaboTky mnonuTuku O€30IaCHOCTM M €€ COJAEp)KaHHWE pacCMaTpUBAIOT Ha
TOPU30HTATBHBIX YPOBHSAX JIeTau3aluu?

a) Tpex;

b) nByX;

C) YETBIPEX;

19. Haubonpuryro yrpo3y UC cocTaBistoT:

a) I0zep;

b) Arenr;

c¢) Xakep;

d) Kpsixep;

20. BHyTprHOOBEKTOBBIN PEKUM 3TO?

a) KOMIUIEKC MEpONpUSTUIN, HalpaBIEHHbIX Ha OOECHEYEHHUE YCTAaHOBJIEHHOIO peXuMa
CEKPETHOCTH HEMOCPEACTBEHHO B CTPYKTYPHBIX IOJpa3/eJIEHUsIX, HA O0BEKTaX M B CIYXKEOHBIX
MOMEIIEHUSAX IPEANPUITHUS;

b) Tospko 1 MepompusiTHe, HampaBiICHHOE Ha OOECIEYEHHE YCTAHOBJIEHHOI'O PEXHMa
CEKPETHOCTH HENOCPEACTBEHHO B CTPYKTYPHBIX IMOJPA3/EICHUSAX, Ha O0BEKTaX U B CIY)KEOHBIX
MTOMEIIEHUSIX TP PUSITHUS;

C) HET BEPHOT'0 OTBETA;

21. Kakas yrposa oTkaza ciyk0 ycTpaHseTcsl aIMUHUCTPATUBHO-IIPABOBBIMU METOIAMU:

a) OTKa3 MOJIb30BaTeJIeH;

b) oTka3 mporpaMMHOTro o0ecreyeHus;

C) HapylIeHHe padOT CUCTEM CBSI3H;

d) paspyiieHue u MOBPEKICHUE TOMEIISHUN



22. IIpomyckHOM pexxuM — 3T0?

a) COBOKYIIHOCTb HOPM M MpaBWJ, PEerjaMeHTUPYIOIIMX MOPSAOK BXOJa Ha TEPPUTOPHIO
NPEANpPUATUS U BBIXOJA JIML, BbE3[a U BblE3[a TPAHCIOPTHBIX CPEACTB, BHOCA M BBIHOCA, BBO3a U
BBIBO3a HOCHTEICH CBEIECHUN KOH(HICHIMAILHOIO XapaKTepa, a TakkKe MEpPONPHITHH 110
peasin3alliy Ha3BaHHbBIX HOPM U IIPaBUJI C UCIOJIb30BAaHUEM MUMEIOILUXCS CHJI U CPE/ICTB;

b) COBOKYNHOCTP HOPM M MpaBWII, PErjJaMEHTUPYIOIIMX MOPSIOK BBIXOJAa M3 TEPPUTOPHUU
NpEANpUsITUs, Bble3[la TPAHCIOPTHBIX CPENCTB, BHOCA W BBIHOCA, BBO3a U BBIBO3a HOCHTENEH
CBEJICHUH KOH(QUIEHIINAIBHOTO XapakTepa, a TaKXKe MEPONPUATUH [0 pean3allii Ha3BaHHBIX HOPM
U TIPAaBUJI C UCIIOJIb30BAHUEM UMEIOLIUXCS CHJI M CPEICTB

C) HET BEpHOr 0 OTBETA

24.YT0 OTHOCHUTCS K KaHaJlaM, He TpeOyIoLM u3MeHeHue aaeMenToB C

a) HaMepeHHoe KonupoBaHue (HaiioB U HocuTene nHpopManuu;

b) He3aKOHHOE MOJKIIIOYEHHUE CIIeUaIbHONU PErUCTPUpPYIOIEi annapaTyphl;

C) 3JIOYMBIIIJICHHOE U3MEHEHHE MPOrpaMM;

d)3710yMBIIITIEHHBII BBIBOA U3 CTPOSI CPECTB 3alUThl MH(popMaLuu;

24. Kakas HalrpaBJIEHHOCTb aTaK HEBEPHO chopMyaupoBaHa?

a) aTaky Ha YPOBHE OINEPAIIMOHHOM CHCTEMBI;

b) aTaku Ha ypOBHE CHCTEMHOI'0 aAMUHUCTPATOPA;

C) aTaKH Ha YPOBHE CETEBOI'0 IPOrPaMMHOI'0 00ECIIEYEeHNU;

d) ataku Ha ypoBHE CHCTEM YIpaBlieHUs 0a3aMU JaHHBIX.

OIIK-6

brox 1 (3HaTh).

1. K kakoMy TUITy aTak OTHOCUTCS POCIyIMBaHUE MEPeIaBaEMbIX COOOIICHUIA:

a) [TaccuBHas araxa,;

b) Moaudukaius noToka JaHHbBIX;

c¢) [ToBTOpHOE HCHIONB30BAHUE;

d) OTka3 B 00CIyKHUBaHUU.

2. 1511 4ero B cucteMax oOHapy>KeHUsl BTOPKEHUN UCIOJIB3YEeTCsl CEHCOpHasl Iojicucrema?

a) JUIA TPOCMOTpPA BBISIBJICHHBIX MHITHICHTOB

b) a1t HACTPOIMKHU cUCTEMBI OOHAPYKEHUST BTOPKECHHH

C) JUTS BBISIBJICHHSI aTaK U TTOIO3PUTEIBHBIX JIeH CTBUI

d) nst cGopa coOBITHIA, CBSI3aHHBIX ¢ 0€30MACH OCTHIO 3AIUIIIAEMON CHCTEMBI

€) JJ11 HaKOIUICHUS IEPBUYHBIX COOBITUN U Pe3yJIbTaTOB aHAIN3a

3. Bbl nosy4yusu mo 3J€KTPOHHOM moute nuchbMo ¢ BiokeHueM "Ot otnena IT". B Tekcre
MHUCbMa TOBOPHUTCS, UTO Ball KOMIBIOTEp ObLT 3apakeH BupycoMm. [losTomy BaM HeoOXomaumo
OTKPBITh BIIO)KEHHE M CJIEOBAaTh MHCTPYKUHUAM, YTOOBI M30aBUTHCS OT BUpyca. UTO HEOOXOAMMO
cnenatb? (BriOepure Bce moaxozsiye BapuaHThl). MOXKHO BHIOpaTh | MM HECKOJIBKO BapUAaHTOB
OTBETA.

a) cBsa3aThes ¢ [T-otnenoM mist yrouHeHust ”HPOPMALIMK O TOTYYEHHOM MHChME.

b) oTkpoiiTe BiOXKEeHHE, YTOOBI YBUAETH €r0 COACPKAHUE.

C) ylaJuTh COOOLIEHUE U3 HEM3BECTHOIO HCTOUHUKA.

d) cneayiiTe MHCTPYKIUAM, YTOOBI YIaJIUTh BUPYC.

€) HaImMcaTh MUCHbMO OTIPABUTENIO C ITPOCHOOM YIaIUTh U3 CIUCKA PACCHUIKH.

4. Kakas mpobOiema 0e30MacHOCTH BO3HUKAET B OMNEPAlMOHHONM CHCTEME B OTCYTCTBUU
MeXaHHu3Ma yaasieHus (aiioB Ipyu CMEHe MOJb30BaTelNs Ha OJJHOM KOMITbIOTepe (OAHH MOJIb30BATEIh
BBIIIEI U3 CUCTEMBI, @ BTOPOH - 3amien)?

a) YTEUKH JaHHBIX IO CKPBITHIM KaHajlaM

b) HecaHKIIMOHUPOBAHHOE TOMyYEHHE MPUBUIIETUI MIEPBOTO MMOJIb30BaTEIS

C) HUKaKUX IPo0JeM ¢ 0€30MacHOCThIO CHCTEMBI M B YaCTHOCTH JJAHHBIX HE BO3HUKHET

d) oTka3 B 00CITy>)KUBAaHUH

€) pacKpbITHE OCTATOUHOU MH(OPMAIIUU BTOPHIM MOJIb30BATEIEM

5. Hnsa 3aumTel uHGOpManuM, coAepkailelics B 0a3ze JaHHBIX, TpeOyercs cieayloliee
NeiCcTBHE CO CTOPOHBI (PU3NUYECKOM 3aIIUTHI:



a) Mpenynpex1eHne HECAaHKIIMOHUPOBAHHOIO 10CTYIIa IEPCOHAA

b) sBakyanus

C) KOHTPOJIb MOAEPHU3UPYEMOT0 000PYy10BAHUS

d) 3ammTa OT CTUXUHHBIX O€ACTBUI

€) HUYero 13 nepeyucacHHOro

6. Kakoit Tpud CEKpeTHOCTH HEOOXOJUMO YCTAaHOBUTH (B  COOTBETCTBUU C
3akoHoONaTeNbCTBOM P®) 11 cBegeHHI! O 4Ype3BhIYANHBIX MPOMUCIIECTBUSAX U KaTacTpodax,
yrpoXxaronmx O0e30MacHOCTH U 3/10pPOBbI0 TpaXkJaH, U HUX IOCJEACTBUAX, a TAKXKE O CTUXHUHHBIX
0eACTBUAX, UX OPUIIHMATBHBIX POTHO3aX U MOCIEICTBUAX?

a) CEKpPETHO

b) ocoboii BaxkHOCTH

C) COBEPILIEHHO CEKPETHO

d) HuKaKkoil U3 nepedncieHHbIX. JlaHHbIEe CBEICHNUS, HE MOAJIeKAT K 3aCEKPEUNBAHHIO

€) JUIs CITY)KeOHOTO TMOJb30BaHMS

7. Ha xakom ypoBHe ceteBoil Mozenu OS] paboTaer cereBoit MocT?

a) KaHAJIbHBINA

b) ceancoBbIi

¢) pusnueckuii

d) TpaHCTIOPTHBIH

€) ceTeBoi

8. Ha xomneioTepe xpanutcst fokyMmeHT GovSecret.doc, K KOTOpOMY HMEET AOCTYI TOJbKO
ornpenenaeHHbIl Kpyr aui (otaen cratuctuku). COTpyIHUK OTAeNna ayauTa BO BpeMsi OOIIEHUS B
o0eleHHOEe BpEMsl ¢ COTPYJHUKOM OTJela CTaTUCTHKU CeJl 3a ero pabodyee MECTO M IPOYMTaI
conepkumoe nokymMeHTta GovSecret.doc. Omnpeaenure HapyliaeMoe CBOWCTBO —3alllMIICHHON
nHpopmamuu.

a) KOH(QUICHITNATBHOCTD

b) y3HaBaeMOCTb

C) MaccoBOCTb

d) memocTHOCTD

€) JOCTYITHOCTh

bnok 2 (ymers).

9. [lpuHATHE KaKUX MEp M3 NEPEYHCICHHBIX HE MPEICTaBiIsAeT COOO0N 3amuTy MH(POPMAIHH
COIJIaCHO 3aKOHOAATeNbCTBY PD? MokHO BBIOpaTh 1 MM HECKOJIBKO BApUAHTOB OTBETA.

a) OpraHu3alMOHHBIC

b) sxoHOMHUYECKHE

C) TEXHHYECKHE

d) ¢puznueckue

€) IpaBOBbIE

10. Kakoii MeXIyHApOJHBIA CTaHIAPT OLIEHKHU CTEMEHH 3aIIUIIEHHOCTH HH(OPMalMOHHBIX
CHCTEM MO3BOJIIET MpPHU3HABaTh MPOU3BEIACHHYIO CepTU(UKAIMIO MPONYKTa B JAPYroil CTpaHe Mo
JaHHOMY CTaHIapTy?

a) BS 31100:2008

b) ISO/IEC 27005

c) ISO/IEC 27001

d) Opanxeas kuura ("Orange Book")

e) O6mme kputepuu ("Common Criteria", ISO/IEC 15408)

11. Kak Ha3pIBaeTcs noxydeHue nH(Gopmanuu ¢ 6osaee BHICOKUM YPOBHEM UYBCTBUTEIBHOCTH
(Hampumep, cekpeTHass MHQoOpMalus) MyTeM KOMOWHHUpOBaHMS HH(OpManuK c Oojiee HUZKUM
YPOBHEM UYBCTBUTEJILHOCTH (HampuMep, OTKpbITas HHpopMarus)?

a) TeKOMOWHAIIHS

b) ungpepennus

C) BaJMAAIUS

d) arperanus

€) yreuka uHdopmanuu



12. Yem oTMyaroTCs MacCUBHbIE CUCTEMBI 0OHapykeHus BropkeHuit (COB) oT akTUBHBIX?

a) IlaccuBapie COB orpaHnuMBaIOT MOCTYIUIEHWE HA XOCT HWJHM TOJCETh OINPEACICHHBIX
BHUJIOB TpaduKa IS NPENOTBPAIICHUS BTOP)KCHHH W, B OTIMYUU OT aKTUBHBIX, HE OTCIICKHBAIOT
BTOP)KEHUS, IPOUCXOASALINE BHYTPU CETH.

b) s paborsl naccuBHbIX COB (B OT/IIMYMHM OT aKTUBHBIX) HEOOXOJUM JIOTIOJTHUTEITHHBIN
MOJ1yJIb, KOTOPBIN OyAeT BHIIOJHATH GUIbTPALMIO TpaduKa.

¢) B apxurtektypy maccuBabix COB He BXoauT ceHCcopHas mojacucTema, a aktuBHbie COB -
COZIEP>KAT CEHCOPBHI.

d) [TaccuBabie COB (B OTIMYHMH OT aKTUBHBIX) PaOOTAIOT TOJBKO Ha XOCTaX (y3JIaX CETH).

e)[laccuBapie COB wuH(opMmanuio O HapymieHHH O€30MacHOCTH 3alMCHIBAIOT B JIOT U
CUTHAJIM3UPYET 0 aKTe HapyLIECHUs.

f) AxtuBabie COB BenyT oTBETHBIE IEHCTBUS Ha HapyILICHHE.

13. Kakyto OTBETCTBEHHOCTh B COOTBETCTBUU C 3aKOHOaTeNbCcTBOM Poccuiickoit deneparuun
HEe BIEKYT 3a coOoi mpaBoHapymieHus B chepe mHbopManuu, WHGOPMALMOHHBIX TEXHOJIOTUH H
3alUTh HTHPOpMAaLMK (COTJIacHO 3aKOHOATeNbCTBY PD)?

a) HapyLIEHMsI BJIEKYT 3a COOOM Bce MEpEeUYCIIEHHbIE BUIbl OTBETCTBEHHOCTH

b) rpaxnaHcko-IpaBoBas

C) YrojoBHas

d) nucuunianHapHas

€) aIMUHUCTPATUBHAS

brox 3 (Bnagets).

14. Kakoifi Tunm cucrembl OOHapyXeHHsI BTOPKEHHUH HEOOXOJUMO HCIIOJIb30BATh IS
MIPOBEJICHUS aHAJIM3a JIEATEeIbHOCTU CHUCTEMBl, HCIIOJb3Yys COOBITUE WM MHOXKECTBO COOBITUH Ha
COOTBETCTBHE 3apaHee Olpe/leIeHHOMY 00pa3ily, KOTOPbI OMUCHIBAET U3BECTHYIO aTaKky?

a) Host-based (HIDS)

b) Network-based (NIDS)

c) Policy-based

d) Signature-based

e) Anomaly-based

15. ¥V xakoro mpoTokojila OCHOBHOW (yHKIMEH sBIsSeTcs mepenadya TUPEKTOpuid U ¢aiiios
MEX]ly IByMs KOMIbIOTEpaMuU?

a) HTTP

b) TFTP

c) Telnet

d) FTP

e) SMTP

16. Uro o3Hauaer noHAtue "3amura uHGopmanuun"? (Beioepure 1se GOpMyIMPOBKHU)

a) TOCJIE0BATEIbHOCTh JCUCTBUN IJIs1 OOECHedeHHusl 3aIMIIEHHOCTH HH(GOPMAIMOHHON
cpenbl

b) ynpaBieHue cucTeMo 3Tl HH(GOpMAITUU

C) COCTOSTHUE 3aIIUIIEHHOCTH NH(POPMAIIMOHHOM Cpebl

d) mporecc, HanpaBJIEHHBIH Ha TOCTH)KEHUE NHPOPMALIMOHHOM 0e3011acHOCTH

€) JeATeNbHOCTh, HANpaBJEHHAs Ha MPEAOTBpAllleHHe YTEUKU 3alluiaeMod HMHGOpMaluu,
HECAaHKIIMOHUPOBAHHBIX U HENPEAHAMEPEHHBIX BO3ACHCTBUI Ha 3aIMILAEM Y0 HH(OPMALIMIO Cpebl

OIIK-10:

biok 1 (3HaTh).

1. Puck — »to:

a) QYHKIMS BEPOSTHOCTH peaM3allMK OMpPENeNICHHON yrpo3bl (MCHONB3YIOMIEH HEKOTOphIS
YSI3BUMOCTH) ¥ BETTMYMHBI BO3MOXKHOTO yIIepoa;

b) ¢yHKIMS BEpOATHOCTH peanu3aluu OMpPENESIEHHOM Yrpo3bl M BEIMYHHBI BO3MOXHOIO
yiiepoa;

C) HET BEpPHOT'0 OTBETA.

2. AHanu3 pUCKOB - 3TO:



a) mporecc HACHTH(GHUKAIMKA WH(POPMALMOHHBIX PHCKOB, ONpENEICHUE BEPOSTHOCTH WX
OCYIIECTBIICHHS W TOTEHIUATBHOTO BO3ICHCTBUS, a TAaK)KEe UMEIOIIUXCS KOHTPMEP, YMEHBIIAO X
9TO BO3/IeHCTBUE (YIPO3 U YA3BUMOCTEH);

b) mpouecc ayreHTHGUKAIMK HHPOPMAIMOHHBIX PHUCKOB, OMpPEACICHHE BEPOSTHOCTH HX
OCYIIECTBJICHHS U MOTCHIIMAIHLHOTO BO3CHCTBUS, a TAK)KE UMEIOMIMXCS KOHTPMEpP, YMEHBIIAIOINX
3TO BO3/elcTBUE (YIrpO3 U yA3BUMOCTEN);

C) HET BEPHOT'0 OTBETA;

3. YnpaBieHue puckaMu — 3T0:

a) TpOIleCC, BKIIOYAIONIMIA aHaIu3 PUCKOB, BEIOOpP, peanu3anusi u omeHka 3(()EKTUBHBIX U
SKOHOMHUYHBIX KOHTPMED, MPOBEPKA, YTO PHCKU YCTAaHOBIIEHBI HA TIPUEMIIEMOM yYpPOBHE;

b) mporecc, BKIIIOYAIOIUIT TOJIBKO aHAJIN3 PUCKOB U PHCKH, YCTAaHOBIJICHHBIC HA TPHEMIIEMOM
YpPOBHE;

C) Mpolecc, BKIOYAIONIMKA TOJBKO Peau3aluio U OLEeHKY 3((EKTUBHBIX U SKOHOMUYHBIX
KOHTpPMEP.

4. llensmMu aHAJIN3a PUCKOB SIBJISAIOTCS:

a) ompenenenue uenu ynpasieHus Vb u omeHWBaHUS OCHOBHBIX KPUTHYHBIX O0JacTeid,
OTPULIATENHHO BIMAIONIMX HA KIIOUEBbIE OM3HEC-TIPOIIECCHl KOMITAaHUH;

b) BeIpaOOTKY Majgod()PEKTUBHBIX W OOOCHOBAHHBIX PEIICHWW JJII KOHTPOJS HWJIU
MUHUMH3ALUHU BbISIBICHHBIX PUCKOB;

C) HET BEPHOT'O OTBETA;

5. DTanom mporecca ynpaBjaeHUs pUCKaMH HE SIBJIAETCS?

a) Unentuuxanus akTUBOB;

b) Onenka puckos;

¢) BeiOop 3ammTHBIX Mep;

d) AyreHTH(UKAIUS aKTHBOB.

6. DTamnom mnporecca yrpaBJIeHUs] PUCKAMU HE SBJISIETCS?

a) UneHTuguxanus akTHBOB;

b) OneHka pHUCKOB;

¢) Be16op 3amuTHbIX Mep;

d) OuieHKa HOPMAaTHBHOTO PHUCKA.

7. IlocTaHoBKa 3a/1a4n OLIEHKU PUCKOB MO3BOJISIET 33]1aTh?

a) TpeOOBaHMS K METOAMKE OIICHKH MH(POPMAIIMOHHBIX PUCKOB OPraHU3aIlHH;

b) yperynupoBanue HHPOPMAITHOHHBIX PHCKOB OPraHU3aIlNH;

C) HET BEPHOT'0 OTBETA;

brnok 2 (ymerts).

8. LleHTpanbHbBIN JIEMEHT CUCTEMBI 3aLUThI, KOTOPBIN UAEHTU GULHPYET CyOBEKThI, 00BEKTHI
U TIapaMeTphl 3allpallMBaeMOro JOCTYyNa CyObEKTOB K 00bEKTaM:

a) ckaHep 0e30IacCHOCTH;

b) MoHuTOp GE30MaCHOCTH;

C) MozieM O€30MacHOCTH;

d) mmHa 6e30macHoCTH;

9. K agMuHHCTpaTUBHOMY YpPOBHIO MH(OPMAIMOHHONW O€30MaCHOCTH OTHOCSTCS JTEUCTBHS
00111ero xapakrepa, npeArnpuHIMaeMble:

a) pYKOBOJICTBOM OpPTraHHU3allUH

b) [TepconanoM opraHu3anuu

c¢) [Tonb3oBarenamu

d) Het BepHoro orBera

10. 13 ckombKUX YpOBHEH AeTaau3alliy COCTOUT onuTuka 6esonacuoctu UC:

a) Tpex

b) Yerbipex

c) AByx

d) [Lsatr

11. INonuTuka 6€30MacHOCTH BEPXHEr0 YPOBHsI, 3aTParuBaomasi BCe OPraHu3amuio B LEJIOM,
BKJIIOYAET B ceOsl:



a) peuieHHe CcGOPMHUPOBATH MJIM M3MEHUTh KOMIUIEKCHYIO MpOrpaMmy oOecreueHus
nH(pOpPMAITMOHHON 0€30TaCHOCTH;

b) dopmymupoBaHue neneld opraHu3zanuM B 007acTH WH(OPMAIMOHHOW O€30MacHOCTH,
oIpenesieHne OOIMX HAMIPABJICHUH B TOCTH)KCHUN JAHHBIX I[EJIeH;

) oOecrneueHre HOPMATUBHOW 0a3bl 11 COOJIIOICHHS 3aKOHOB U IIPABUI,

d) Bce OTBETHI BEPHBIL;

12. HazoBuTe METOJT OLIEHKU PUCKOB?

a) OKCIEPTHBIX OI[CHOK;

b) aHaIM THYECKUX OILICHOK;

C) PEryJIMpyEMbIX OLIEHOK;

d) Her BepHOro OTBETA.

13. Kakast u3 METOJIMK OILIEHKH PUCKOB ABJISICTCS JIMIIHEN?

a) NIST;

b) FAIR;

c) BSI;

d) BSB.

14. Kakas u3 METOJUK OLICHKU PUCKOB SIBJISIETCS JINIIHENH?

a) OCTAVE,;

b) IRAM,;

c) 1SO 27005;

d) 1ISO 27000.

brox 3 (Bnagets).

15. Ilpm mnepemaye MAOKYMEHTOB, COJEPKAIIMX KOMMEpPYECKYK TaiiHy, B OpraHbl
roCyJIapCTBEHHOH BJIACTH M OpPraHbl MEeCTHOT'O camoympaBienus rpud «Kommepueckas TaitHay wim
«KoH(puaeHmansH0» TPOCTaBISIETCS:

a) B 0053aTEIIbHOM TIOPSIJIKE;

b) B kesaTeIbHOM MOpPsIIKE

C) B HE 0053aTeIbHOM MOPSIKE

16. 13 ckoNMbKUX YPOBHEH COCTOUT MpaBoBOE o0ecreueHre NHPOPMaIMOHHON 0e301acCHOCTH:

a) IByX ypOBHEH;

b) Tpex ypoBHel;

C) YETBIPEX YPOBHEH;

d) ms1TH ypoBHeii;

17. Yto W3 NEpeyucIeHHOrO0 HE BXOIUT B TMEpPBbIl ypOBEHb MPABOBOro 0OECHEYCHUS
nH()OPMAITMOHHOHN 0€30MacHOCTH:

a) Konctutynus PO (cr. 23, npaBo Ha TailHy nepenuckn);

b) I'paxxnanckuii konexc PO (cT. 139, Bo3MenieHne yOBITKOB OT yTEUEK);

c) @enepanbHblil 3akoH "O rocynapcTBeHHOM Taline";

d) noctanosnenus [IpaButenbcrBa PO;

18. Uto u3 MepeurciICeHHOr0 HE BXOJAUT BO BTOPOH YpPOBEHb MPABOBOTO OOECIeYeHHs
nH(OPMAITMOHHON 0€30MaCHOCTH:

a) ykassl [Ipesunenta PO;

b) noctanoBnenus [IpaBurenscrea PD;

c) YronoBublii komekc P® (ct. 272-274, HenmpaBOMEpHBIN JAOCTYI, paclpoCTpaHEHUE
BHUPYCOB, HApYIIECHHE MPABUII SKCILITyaTalllu );

d) noctanoByienus mienymoB BepxoBaoro Cyna P®;

19. CTpyKTypHBI€ 3JIeMEHThI HAIITMOHATHLHON 0€301TaCHOCTH:

a) [TomuTraeckas;

b) DxoHOMHYECKAS;

¢) Boennas;

d) Bce OTBETHI BEPHHBI,

20. Korgma Opm1 npunat @PenepanbHblii 3akoH «O0 yyacTUM B MEXAYHapOAHOM
MH(POPMALTMOHHOM O0OMEHEe»?

a) 5 urons 1992 r.



b) 5 urons 1994 r.

¢) 5 urons 1995 r.

d) 5 urons 1996 r.

21. CucreMy HallMOHAJIBHOW 0€30MMacHOCTH 00pa3yer:

a) OpraHbl 3aKOHOJATEIbHOW, UCITOJTHUTEIILHON U CyIeOHOM BJIACTCH;

b) rocynapcTBeHHbIe, OOIIIECTBEHHBIE U UHBIEC OPTaHU3AINU U O0bEINHCHHUS;

C) TpaxaaHe, MPUHUMAIOIIME Y4YacTHE B OOECIeueHWH O€30MacHOCTH B COOTBETCTBUH C
3aKOHOM

d) Bce OTBETHI BEpHBIL;

OIIK-10:

broxk 1 (3HaTh).

1. B kakom romy yTtBepkaeHa [lokTpuHa wuHpoOpmanuoHHOW Oe3omacHocTu Poccuiickoit
®Denepanuu:

a) 1998;

b) 2000;

c) 2002;

d) 2004;

2. YTo HEe OTHOCHUTCS K OCHOBHBIM MPUHIIUIIAM 0OecredeHus] HallMOHAIbHON 0€30MacHOCTH:

a) 3aKOHHOCTB;

b) cobmonenune 6ananca KU3HEHHO BaKHBIX HHTEPECOB JIMYHOCTH, OOIIECTBA U TOCYIapCTBA;

C) B3aMMHAasi OTBETCTBEHHOCTb JIMYHOCTH, OOLIECTBA M TOCYIapCcTBa IO OOECIEedeHUI0
0e30MacHOCTH;

d) cucreMHOCTB;

3. K mpaBoBbIM MeTO/1aM oOecnieueHus: HHPOPMAIMOHHON 0€301aCHOCTH OTHOCST:

a) pa3paboTKa COBPEMEHHBIX METO/IOB M CPEACTB 3aIIUThI HH(OPMAIIUK;

b) onpeneneHne OTBETCTBEHHOCTH (PU3NYECKUX U IOPUANYECKUX JIHII;

C) yCUJIEHHE KOHTPOJIS 3a pa3BUTHEM HH(OpMalnoHHOro peiHKa Poccuu;

d) moBbIIIEHNE CTENEHU 3aIUIIIEHHOCTH 3aKOHHBIX HHTEPECOB I'pak/iaH;

4. Korpma Obu1 mpunatr @enepanbHblii 3akoH "O0 nHopManuu, HHPOPMATHU3ALNN U 3aIIUTE
uHpOPMaLUH:

a) 2004;

b) 2006;

c) 2008;

d) 2010;

5. Kak Ha3bIBaeTCs BHJ aTakW, IIPU KOTOPOH NPOU3BOIATCS HE3AKOHHBIC M3MEHEHUs caiTa
("4acTo riaaBHOM CTPAaHMIIBI HA YTO-TO JIpyroe)?

a) Refactoring

b) Compiling

c) Defacement

d) Decomposition

e) Injecting

6. Ha xakux nByXx mnpobiemax HE OCHOBaHA HeCUMMeTpuyHas kpunrtorpadus? MoxHo
BbIOpaTh 1 MM HECKOJILKO BapHAHTOB OTBETA.

a) mpo0JieMa BO3BEACHUS OOJIBIINX YUCE B CTCIICHb

b) npobiiema pasnokeHus OOIBIIIOro YKcia Ha MPOCThIC MHOMXKHU TEIIH

¢) mpo0JjeMa HaXOX/IeHUs KBaAPATUYHOTO BBIYETa

d) mpo6nema dakTopuzanuu

f) mpobsema MCKpETHOro JTorapuGpMUpPOBaHUS

7. JlaiiTe onpenesieHue TUIY BPEJOHOCHBIX MPOrpaMM, paclpOCTPAHSIOMIUXCS MO CETEBBIM
KaHajlaM, CIOCOOHBIX K aBTOHOMHOMY IIPEOAOJIEHHMIO CHUCTEM 3allliThl aBTOMATU3MPOBAHHBIX U
KOMIIBIOTEPHBIX CHCTEM, a TAaKXK€ K CO3AaHMIO U JJaJibHEHIlIEMY paclpOCTPaHEHUIO CBOUX KOMMi, HE
BCErJla COBMAJAIOIUX C OPUTUHAJIOM, OCYIIIECTBIEHUIO HHOT'O BPEIOHOCHOT O BO3ACH CTBHSL.

a) TpOsiH



b) Bupyc

C) DKCILIOUT

d) uepBn

e) norudeckast bomba

biok 3 (BnangeTs).

8. UTO M3 mepeurciIeHHOro NpOMCXOAUT Npu ucnosib3oBanun RAID -maccuBoB?

a) MOBBIIIACTCS HAAEKHOCTh XPAHEHUSI TaHHBIX

b) oOecrieunBaercs 6ojee BHICOKUI YPOBEHD 3alIUTHI OT BUPYCOB

C) HAYEro U3 NMePEeYnCICHHOT0

d) yBenmuumBaeTcs MakCUMallbHas IIPOMYCKHAsI CIIOCOOHOCTh CEeTH

€) IPOU3BOJUTCS MOJHOE MU (POBaHUE JaHHBIX

9. Kakum TepmuHOM (coriacHo 3akoHoaatenbcTBy P®d) HaszwiBaercsa molas mHbopmanus,
OTHOCSIIIASACS K MPSIMO MJIM KOCBEHHO OMpPEEIeHHOMY WM OomnpezeseMoMy (pusnueckomy Iuiry?

a) uHGOpMaIHs PO JIMYHOCTh

b) rocynapcTBeHnHas TaiiHa

C) KOH (pueHManbHas HHPopMaIus

d) uapopmanus ¢ orpaHU4YEHHBIM JTOCTYIIOM

€) IepCoHaNIbHbIE TaHHBIE

10. Kak Ha3pIBaeTCcsl MPOLEHT CYyOBEKTOB HEBEPHO pa3pellieHHBIX B CHCTEME (MHaue:
CHUTYyaIHsl, KOT/Ia HAapYIIUTENN KIacCU(PUIHUPYIOTCS KaK aBTOPU30BaHHBIE TTOJIb30BaTENN)?

a) False User Access Rate (FUAR)

b) True Acceptance Rate (TAR) wm ommoOka 3 pona

c) False Acceptance Rate (FAR) miu ommbka 2 pozaa

d) False Rejection Rate (FRR) nnu ommbka 1 pona

e) Crossover Error Rate (CER)

11. Yto 13 mepeurcaeHHOro He UCIOIb3YyeTCsl B OMOMETpUYECKOl ayTeHTH huKaruu? MoKHO
BbIOpaTh 1 MJIM HECKOJILKO BapHAHTOB OTBETA.

a) MJIACTUKOBAs KApTa C MAarHUTHOM MOJIOCOM

b) knaBUaTYpHBIN TOYEPK

c) PIN-kox

d) pucyHOK ManuuIIpHOro y30pa

€) pagyxHas 000JI0ouKa riaza

12. Kakoe ycTpoiicTBO B ceTu 00s13aHO coOupaTh GpparMeHTHpoBanHbie [P-nakers?

a) MOCT

b) KOHEUHBII oTyJaTenb nakeTa

C) IOBTOPUTEID

d) xkommyTaTOp 2 ypoBHS

€) Touka JocTymna

13. Kto u3 crneayroomux JWIl HECET OCHOBHYIO OTBETCTBEHHOCTh 3a OINpeEAeNieHHE YpPOBHS
kiaccu pukanuu uHGopmaruu?

a) MoJIb30BaTeb

b) agmuHMCTpaTOp

C) MEHEIKEp Mo 0€30MacHOCTH

d) Bmamenenn

€) ayIuTop

14. Kakoii MexaHHM3M HEOOXOAMMO HCIOJB30BaTh JJIS TPAHCIISALUU JIOKAJIBHOH CETH C
JMana30HoM ajpecoB, Hampumep, 172.11.10.0/24 B rnobansHy0 ceTh uepe3 oauH BHemHwui [P -aapec
(ampec MapmIpyTH3aTOPa, BBHITIOJIHSIONIETO TPAHCIISIIHIO)?

a) TCP/IP

b) Proxy

c) DNS

d) DMz

e) NAT



bnok 2 (ymerts).

1. Onpenenure, NpUHATHE KAKUX MEP HE MPEACTABISAET cOO0M 3amuTta nHpopmanuu? MoxxHO
BbIOpaTh | MJIM HECKOJIILKO BApHAHTOB OTBETA.

a) TAKTUYECKHUE

b) opranuzanuoHHbie

C) IpaBOBbIE

d) Texanueckue

€) PKOHOMHUYECKHE

2. Yro takoe "HoneyPot" B unhopmarmonnoii 6e3omnacHoctu?

a) CeTeBOM MPOTOKOJI

b) cumMMeTpuYHBIN KpUNTOrpaduuecKuil anropuT™

C) aHTUBUPYCHOE MTPOrpaMMHOE obecriedeHmne

d) Tum ceTeBoil aTaku Ha IPOKCH-CEPBEpA

€) cpeacTBO 0€30IaCHOCTH, UCIIOIb3yEeMOE JJIsl IOMMKHU XaKEpOB U aHAJIM3a UX METO/I0B

3. B xakoM BuJie XpaHaTcs TaHHbIe O moib3oBaTesssx UNIX?

a) (aiin ¢ pacmmpeHueM *.usr

b) HET npaBUIBHOTO OTBETA

C) TEKCTOBBIN (haii

d) GunHapHbIi (ain

€) ucnoJiHsAeMbIH aiin

4. Ha kakoM yCTpOHCTBE OOBIMHO MCHOJB3YIOT TexHosioruio VLAN c menbio pasaeneHus
CETH Ha CETMEHTHI?

a) IOBTOPUTEIH

b) kommyTaTOp

C) TOYKa JAOCTYyIa

d) 6pannmayep

€) MapuIpyTU3aTop

5. TloueMy OINTOBOJIOKOHHbIE KOMMYHHUKAI[MOHHbIE TEXHOJOTMU MMEIOT 3HAYUTENIbHOE
MPEeUMYIIeCTBO (B 3HAUEHUU 0€30MaCHOCTH) MEPe] APYTUMHU TEXHOJIOTUSIMU Mepeiadn JaHHbIX?

a) BBICOKasi CKOPOCTh Mepeaau TaHHBIX

b) BO3MOXXHOCTD UCIPABICHUS OIIMOOK B IepEeIaBaeMbIX JAHHBIX

c) 6oree nemnieBble B IPUMEHEHUN

d) MyJBTHIIEKCH POBAHHE MPEMSITCTBYET aHATM3Y Tpaduka

€) mepexsar Tpaduka sBiseTcsa 60ee CIOKHBIM

6. Uto siBNIsIeTCS MEPAPXUUECKUM (JJIOTMYECKHM) aAPECOM KOMIIBIOTEpPA B CETH?

a) Macka ImoJiCeTH

b) MAC-anpec

C) CUMBOJIbHOE UMSI KOMIIBIOTEpa

d) Her BepHOTO OTBETA

e) IP-anpec

7. KakuM TepMHMHOM Ha3bIBaeTcsl crnocod MmHU(pPoBaHUSA, B KOTOPOM sl IIM(PPOBAHUSA U
pacim(poBbIBaHNS IPUMEHSETCS OJIMH U TOT K€ KpUNTOorpaduuecKuil Kiaroy?

a) TUHelHoe mudpoBaHue

b) npocroe mudppopanue

€)"One-key" mudpopanue

d) cummerpudHOe muppoBaHue

€) OHOYPOBHEBOE MU (poBaHHE

MeToanveckne MaTepruaJibl, XapaKTepu3ylolue Npoueaypbl OeHUBAHUSs
Ha ocHoBe mepedHs TECTOBBIX BOIPOCOB IPOrpaMMHBIM KOMIUIEKCOM HH(OPMALMOHHO -

obpazoBarenbHoro mnoprara MU Bal'V ¢dopmupyroTrcs B aBTOMAaTHYECKOM PEXHME TECTOBBIC
3aJjaHMsl s CTYAECHTOB: BOCEMb BOIIPOCOB M3 OsIoKa 1, yeThlpe Bompoca U3 6J10ka 2 U Tpu BoIpoca



n3 Osoka 3. IIporpamMmHBIA KOMIUJIEKC (OPMHUPYET HHIUBHUIYyaldbHBIC 3aJaHUS ISl KaXKIOTO
3apEeTUCTPUPOBAHHOTO B CHCTEME CTYJICHTAa M yCTAHABIMBACT BPEMsI IIPOXOXKICHUS TCCTUPOBAHMSL.
Kaxnprii otBeT M3 O10Ka 1 oreHuBaercd B 2 6ajia, u3 O0oka 2 - B 3 0ania, u3 Oyoka 3 - B 4 Oaa.
Pe3yabpTaToM TeCTHPOBAHUS SIBISIETCS CyMMa OalljIoB, KOTOpas CKJIAIABIBACTCSA C MHIUBUIYaIbHBIM
CEMECTPOBBIM PEUTHHIOM CTYJCHTA U ONPEIesIeT MOJIyUYeHHE 3aUeTa.

0 - 50 Gamna — «He 3a4TEHOY;

51 — 100 0amIoB — «3a4TEHO.

MaxkcumanbHas cymMmma 0aioB, HabupaeMasi CTyJeHTOM Mo AuciuruinHe paBaa 100.

Ornenka
B
oaiutax

O1eHKa mo nIKajie

O0ocHOBaHue

Yposenw
chopmuposannocmu
KoMnemeHuyuii

bonee
80

«OTIHYHO»

ConepxaHne Kypca OCBOCHO
MOJIHOCTBIO, 6€3 MPoOeIIoB,
HEOOXOMMBbIE MPAKTUYECKUE HABBIKH
paboTHI C OCBOCHHBIM MaTepUaIOM
c(OopMUPOBaHBbI, BCE
NPEe1yCMOTPEHHBIE MPOrPaMMOn
o0ydeHHs yueOHbIC 3adaHus
BBINOJTHEHBI, KAYECTBO UX
BBITIOJTHCHUS OIICHEHO YHCIIOM
0aJu10B, OJIM3KUM K MaKCHMAaJIbHOMY

Buvicoxuit yposens

66-80

«Xopomio»

CopepxaHue Kypca OCBOCHO
MOJIHOCTBIO, 6€3 MPoOeIIoB,
HEKOTOPBIC MPAKTHYECKUEC HABBIKH
paboTHI C OCBOCHHBIM MaTepuaioM
chOpMHPOBAHBI HEAOCTATOYHO, BCE
MIPEyCMOTPEHHBIE TTPOrPAMMOM
o0yueHus: yueOHbIe 3aTaHUs
BBITTOTHEHBI, KAYE€CTBO BBIMOHEHHS
HH OJHOI'O U3 HUX HE OLICHEHO
MMHHMAaJILHBIM YMCIIOM 0aJjIjioB,
HEKOTOpPBIE BU/IbI 33 IaHUI
BBIMTOJIHEHEI C OIIHOKAMHM

Ilpoosunymeuri
YposeHb

50-65

((y,Z[OBJ'IeTBOpI/ITCJ'IBHO»

ConepxaHue Kypca OCBOEHO
YaCTHUYHO, HO MPOOEIIbl He HOCAT
CYIIECTBEHHOTO XapaKTepa,
H606XO[[I/IMBIG MMPAKTUYCCKUEC HABBIKU
paboTHI C OCBOCHHBIM MaTEpUajIoM B
OCHOBHOM c(hOpMHUPOBaHBHI,
OOJBIINHCTBO IPEAYCMOTPEHHBIX
MPOrpaMMoi 00ydeHUsl yaeOHbBIX
SaI[aHI/Iﬁ BBIITOJIHEHO, HCKOTOPLIC U3
BEITIOJTHEHHBIX 3aJIaHNH, BO3MOXKHO,
conepKaT OMUOKH

Ilopozoewtit yposens

Menee
50

((Hey,ILOBJ'IeTBOpI/ITeJ'II)HO»

ConepxaHue Kypca He OCBOCHO,
HeO6XOI[I/IMI)Ie MPAKTUYCCKUEC HABBIKU
paboTHl HE CPOPMHUPOBAHBI,
BBIIIOJTHCHHBIC yqe6HHe 3aJaHus
cofiepkaT rpyoble OIMOKH

Komnemenyuu ne
chopmuposant




3. 3axanus B TeCTOBOM (pOpMe 1O JMCHMILINHE

IIpumepsl 3agaHmii:

1. B xakom romny yrtBepxkiaeHa JlokTpuHa HMHGOpMaMOHHOW Oe3omacHOocTH Poccuiickoi
®Denepanuu:

a) 1998;

b) 2000;

c) 2002;

d) 2004;

2. Y10 HE OTHOCHUTCS K OCHOBHBIM IIPUHIUIIAM 00€CIIeUeHNs] HAlMOHAILHOM 0€301MacHOCTH:

a) 3aKOHHOCTB;

b) cobmonenre OanaHca )KU3HEHHO BaXKHBIX HHTEPECOB JIMYHOCTH, 00IIIECTBA M TOCYapPCTBA;

C) B3aMMHAasi OTBETCTBEHHOCTh JIMYHOCTH, OOILIECTBAa M TOCyIapcTBa MO OOeCledeHHI0
0€e30MacHOCTH;

d) cucremMHOCTS;

3. K npaBoBbIM MeTOIaM obOecriedeHust HH()OpMallMOHHON 0€3011acHOCTH OTHOCHAT:

a) pa3paboTKa COBPEMEHHBIX METO/I0B U CPEACTB 3aIlUThl HH(OpMaLUK;

b) onpeneneHne OTBETCTBEHHOCTH (DU3NYECKUX U IOPUANYECKUX JTHII;

C) yCHJIEHHE KOHTPOJIS 3a pa3BUTHEM MH(POPMAIIMOHHOTO pbIHKa Poccuu;

d) moBbIIIeHNE CTEEHH 3aIUIICHHOCTH 3aKOHHBIX HHTEPECOB I'paXkaH;

4. Korna Obu1 npunar @enepanbHblil 3akoH "OO0 nHdopManuu, HHGOpMATU3ALKUN U 3alUTe
uHpopManuu:

a) 2004;

b) 2006;

c) 2008;

d) 2010;

5. Kak Ha3bIBaeTCs BHJ aTakW, IPU KOTOPOW IPOM3BOMAATCS HE3aKOHHBIC M3MEHEHHMs caiTa
("4acTo riaaBHOM CTPAaHMIIBI HA YTO-TO JIpyroe)?

a) Refactoring

b) Compiling

c) Defacement

d) Decomposition

e) Injecting

6. Ha xakux nByX mnpobiemMax HE OCHOBaHA HeCUMMeTpuyHas kpunrtorpadus? MoxHO
BBIOpaTh 1 MJIM HECKOJILKO BApHAHTOB OTBETA.

a) mpo6JsieMa BO3BeeHHs OOJIBIINX YHCEIl B CTEIIEHb

b) npobiema pa3znoxeHust 00JIbLIOro YKCIa Ha MPOCTbIE MHOXKUTEIN

¢) npo0JieMa HaXOXKEeHUS KBAJAPaTUUYHOT'O BbIYETA

d) mpoGaema dakTopu3auH

f) mpoGaema nuCKpeTHOro JorapuGMupoOBaHKs

7. JlaliTe ompenesneHue TUIY BPEIOHOCHBIX MPOrpamMM, PAacIpOCTPAHSIOUIUXCSA MO CETEBBIM
KaHajlaM, CHOCOOHBIX K aBTOHOMHOMY IPEOJOJIEHHUIO CHUCTEM 3allUThl ABTOMATU3UPOBAHHBIX U
KOMIIBIOTEPHBIX CHCTEM, a TAK)KE K CO3JJaHUI0 U JaJIbHEHIIEMY pacpOCTPAHEHUIO CBOMX KONUH, HE
BCErJla COBMAAIOIUX C OPUTUHAJIOM, OCYIIECTBIEHUIO HHOT'O BPEIOHOCHOT O BO3ACH CTBHSL.

a) TpOsiH

b) Bupyc

C) DKCIIOUT

d) uepBb

e) Joruyeckas 6omba

brok 3 (Bnazets).

8. UTo 13 mepeuncieHHOro NporucxXoIuT mpu ucnois3oBanuu RAID -maccuBoB?

a) MOBBIIIAETCS HAAEKHOCTh XPAHEHMSI JTaHHBIX

b) oGecrieunBaercs 0osiee BHICOKHI YPOBEHB 3aIIMTHI OT BUPYCOB

C) HUYET0 U3 MEePEUYUCICHHOTO

d) yBenuunBaeTcs MakCUMaJibHasl MPOMYCKHAs CIOCOOHOCTh CETH



€) MPOU3BOIUTCS MOJIHOE IH(PPOBAHUE TaHHBIX

9. Kakum TepmuHOM (coriacHo 3akoHoparenbcTBy P®) HaswiBaercsa moOas mHbopmanus,
OTHOCAIIASACA K IPSAMO HUJIM KOCBEHHO OIPEAEICHHOMY WM onpeaessieMoMy (huzndeckomy auiy?

a) uHGOpMaLus PO JUYHOCTh

b) rocynapcTBeHHas TaiiHa

) KOH (puaeHManbHas nHpopMaIus

d) uaopmanus ¢ orpaHUYEHHBIM JTOCTYIIOM

€) MepCOHAbHBIC JTaHHBIC

10. Kak Ha3bpBaeTcsl MPOLEHT CYOBEKTOB HEBEPHO pa3pelleHHBIX B CHCTEME (HMHaue:
CHUTYallUs1, KOT/1a HApYIIUTEIN KIacCU(DUIIUPYIOTCS KaK aBTOPHU30BAHHbIE T10Jb30BATENHN)?

a) False User Access Rate (FUAR)

b) True Acceptance Rate (TAR) nim ommOka 3 pona

c) False Acceptance Rate (FAR) nim omm6Oka 2 pona

d) False Rejection Rate (FRR) unu ommbka 1 pona

e) Crossover Error Rate (CER)

11. Yo 13 nmepeuncieHHOro He UCIIoNIb3yeTcsl B OMoMeTpudeckoi ayTeHTU pukanun? MoxxHo
BbIOpaTh 1 MJIM HECKOJIBKO BapHAHTOB OTBETA.

a) IVIACTUKOBas KapTa C MarHUTHOH 1M0J10COM

b) k1aBUaTYpHBII OYEpK

c) PIN-kon

d) prCyHOK ManuIsipHOTO y30pa

€) pagyxHas 000JI0uKa riaza

12. Kakoe ycTpoiicTBO B ceTH 00513aH0 codupaTh ¢pparmeHTHUpoBaHHbIe [P -nakeTs?

a) MOCT

b) KoHeuHBIH oJTyyaTenb Makera

C) MOBTOPUTENH

d) xommyTaTop 2 ypoBHS

€) TOYKa JoCTyna

13. KTo M3 cieqyronmx JIAIl HECET OCHOBHYKO OTBETCTBEHHOCTH 3a OIPEIEICHHE YPOBHS
knaccupukanuu nHpopmaumu?

a) MOJIb30BaTEIb

b) agmuHMCTpaTOp

C) MEHEIDKEp 0 0€30MacHOCTH

d) Bmagenen

€) ayIuTop

14. Kakoli MexaHM3M HEOOXOJUMO HCIIOJIb30BaTh ISl TPAHCILUM JIOKAJbHOW CETH C
Jrana3oHoM ajpecoB, HanpuMmep, 172.11.10.0/24 B rnobaipHyt0 ceTh uepe3 oauH BHemHui [P -anpec
(azpec MapuIpyTH3aTOpa, BHITOIHSAIOMIEr0 TPAH CIALUIO)?

a) TCP/IP

b) Proxy

c) DNS

d) DMz

e) NAT

1. Onpenenure, NpUHITHE KAKUX MEP HE MPEACTaBIsAET co00l 3amuTa nHpopmaruu? MoxHo
BbIOpaTh 1 MIJIM HECKOJIBKO BapUaHTOB OTBETA.

a) TAKTUYECKHUE

b) opraHu3anuoHHbIE

C) IpaBOBbIE

d) Texanueckue

€) SKOHOMHUYECKHE

2. Yto Takoe "HoneyPot" B undpopmanmonHoit 6e3onacuoctu?

a) ceTeBoi MPOTOKOJI

b) cumMMeTpuyHBII KpunTorpaduuecKuil anropuTM

C) aHTUBUPYCHOE MTPOrpaMMHOE obecredeHmne



d) Tum ceTeBoil aTaku Ha MPOKCH-CEPBEPA

€) cpeacTBO 0€30IaCHOCTH, UCIIOIb3yEeMOE JIJIsl IOMMKHU XaKEpOB M aHAJIM3a UX METO/I0B

3. B xakoMm Bujie XpaHATCs AaHHbIE 0 moyib3oBaTessix UNIX?

a) daityn ¢ pacmmpeHueM *.usr

b) HEeT nMpaBUILHOTO OTBETA

C) TEKCTOBBIN (haiii

d) OuHapHbIil daiin

€) ucnoJyiHseMbIi aiin

4. Ha kakoM ycCTpOHCTBE OOBIYHO HCHOJB3YIOT TexHONornio VLAN ¢ menpio pasgeneHus
CETH Ha CETMEHTHI?

a) MOBTOPUTEID

b) kommyTaTop

C) TOYKa JOCTyTa

d) 6pannmayep

€) MapLIpyTU3aTop

5. TloueMy ONTOBOJIOKOHHbIE KOMMYHHKAIMOHHbIE TEXHOJOIMU MMEIOT 3HAYUTEIIbHOE
MIPEUMYLIECTBO (B 3HAU€HUU 0€30I1aCHOCTH) Mepe APYTUMH TEXHOIOT MMM Iepeiadu JaHHbIX?

a) BBICOKasi CKOPOCTb Iepejau JaHHBIX

b) BO3MOXKHOCTb UCIPABJICHUS OLIMOOK B IepeJaBaeMbIX JaHHBIX

c) Oosiee nemieBbIe B IPUMEHEHUN

d) MyNnbTUILIEKCHPOBAHKE MPEMATCTBYET aHATM3Y TpaduKa

€) rmepexBat Tpaduka sBiseTcs: 001ee CIOKHBIM

6. Uto siBNIIeTCA MEPAPXUUYECKUM (JIOTHYECKUM) aJpecoM KOMITbIOTEpa B CETH?

a) Macka MmoJiCeTH

b) MAC-aapec

C) CUMBOJIbHOE UMSI KOMIIBIOTEpA

d) Her BepHOrO OTBETA

e) IP-aapec

7. KakuM TepMHMHOM Ha3bIBaeTCsl crnoco0d MmHU(pPOBaHUSA, B KOTOPOM I IIMGPOBAHUS U
pacmm(poBBIBAaHUS IPUMEHSIETCS OJIMH U TOT K€ KpUIITOrpadudeckuii Kiaroq?

a) TMHENHoe mu(poBaHue

b) npocroe mmdpoBanne

€)"One-key" mmdposanue

d) cummerpuuHoOe muppoBaHue

€) OJHOYpPOBHEBOE MNP pPOBaHHE

[TonHbIi epeyeHb TECTOBBIX 3aJaHUM C YKa3aHHEM IpaBUJIbHBIX OTBETOB, pa3MeElIeH B OaHKe
BOITPOCOB Ha 1H (popMalnoOHHO-00pa30BaTEIbHOM rnmoprane WHCTUTyTa 110 CCBIJIKE
https://www.mivlgu.ru/iop/question/edit.php?courseid=2864&cat=31088%2C92832

OL[eHKa PaCCUUTBIBACTCA KaK ITPOUCHT IMPAaBUJIbHO BBIITOJIHCHHBIX TCCTOBBIX SallaHI/Iﬁ n3 ux
o01Iero yucia.
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